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M3 | BII/ Matl | Marematuka 5 1 1 Emrixan Tecr 1.ITpepexBuzuti:Maremaruka(MeKTem KypChl). JKan6eiposa XK. -
KK 201 Maremaruka Ox3aMeH TeCT 2.IToctpexBusuri:Marematukall "Maremaruia xoHe
BJI/B | Matl | Mathematics Exam test 3. Tonniy Makcatbl: JKoFapbl MaTeMaTHKaHBIH HETI3Ti YFBIMIAPBIH JKOHE OJapibl Komama{f“
K 201 OpTYpIi camamapa KONIaHy, KIACCHKAIBIK JKOHE Ka3ipri 3aMAHFbl MATEMATHKAHBIH | o oinkd
BD/ Matl HETI3Ti YFBIMIApBIH, 3aHAapbl MEH TEOPUsUIApbIH, HAKTHl €CeNTep.i IIeIIyAiH axicTepi Eiiigpaﬁgbﬂl
uc 201 MeEH smictepin urepy. Py

4. Kpickaia Ma3MyHbl: JKUBIHIAFbl HETI3T1 onepanysiap. apajiblk *oOHE MaHal YFBIMBI.
Teopema Typnepi. DyHKIUSA XoHE OHBIH KacuerTepi. DnemeHTap QyHKmmsuiap. CaH
Ti30eriHiH 1meri. OYHKIMUAHBIH HYKTEZET1 IIeri »oHe OHbIH Kacuerrepi. Lllekci3 kimri
JKQHE IIIEKCi3 YJIKEH Lamaiap, ONapAblH apachkiHAarbl Oaitnansic. Tamara mekrep.

5. Kyseiperrimiri: Ke3-kelareH OKBITBUIFAaH IMOH OOMBIHINA KOJAaHOANBI ecenTepii,
npoOneMaappl CHIATTAlAbl JKOHE IICNIIMIH IIbIFapa OLIAl, MaTeMaTHKAaJbIK
MOJIENTBACP I Kypa Oineni JKOHE 3epTreiini.
6. Kyrimerin HoTmKenep: MareMaTHKanbIK MOJENbAI Kypa Oijeni, MaTeMaTHKaIIbIK
ecenTepai ImbiFapa OiNleNli. ecenTi MIBFapyIblH THICTI MaTEeMaTHKAJBIK OIiCTepi MeH
ITOPUTMIIEPIH TaHJAI, Ka3ipri KOMITBIOTEPIK TEXHOJOTHSIHBI KOJIaHa OTBHIPHIN €CemTi
MICTTYIiH CaHABIK 9iCTEpiH KOJIJaHa alabl.




1. ITpepexBusutsl: Maremaruka (LLIxonbHBIH Kypc).

2. [MocTpexBu3uTH: MaTeMaTHUECKUH aHAIH3.

3. Uenp aucuuruigHbel: V3ydeHHEe OCHOBHBIX MOHSATHUH BBICIICH MaTeMaTHKH U HUX
MIPUIIOKEHUH BPa3IMYHBIX O0NAcTsAX, OBNaAeHHE (yHAAMEHTANbHBIMU MOHITUSIMHU,
3aKOHAMU U TEOPHUSAMH KJIACCHUUYECKOH M COBPEMEHHOM MAaTeMAaTHKH, NpHEeMaMH H
METOAaMH PELICHUs] KOHKPETHBIX 3a/1a4.

4. Kpatkoe copepxanue: OCHOBHBIE OIEpallUd HaJl MHOXECTBAMU.MHTEPBAlbl U
MIOHATHE OKPECTHOCTEH. BUABI TeopeM. DYHKIMS M €€ CBOHCTBA. DIEMEHTapHBIC
¢ynxuun. Ilpenen mocnemoBatenbHocTH uucen. Ilpexmen ¢GyHKIMHM B TOYKE U €ro
cBoiicTBa. beckoHeYHO Manble M OECKOHEUHO OOJNBIINE BENUYUHBI, CBSI3b MEXIY
HUMH.3aMedaTeIbHbIE Tpeienbl.
5. Kommerenmuu: IlocTpoeHne u HccleIOBaHME MAaTEeMAaTHYECKHX MOJIENEH s
OTIMCaHMS U PEICHUs MIPUKIAHBIX 33/1a4, 33124 U3 CMEKHBIX JUCIIUIIINH.

6. OxunaeMmble pe3ynbTaTbl: YMEET CTPOUTh MaTeMaTHYeCKUEe MOJEIH, CTaBHUThb
MaTeMaTH4YeCKHe 3aJadyu.IIoJ0upaTh MOJAXOAAIINE MaTeMaTHUeCKue METOABl H
QITOPUTMBI PELICHUs 3aJaul, IPUMEHATh AJIs PELICHUs 3aJaull YHCICHHBIC METOABI C
HCTIOIb30BAHIEM COBPEMEHHOM BBIYHCIUTEIBHON TEXHHUKN.

XKanosiposa XK.-
3aBeyIoIunit
kadenpoi
"MaremMaTHKu 1
MIPUKIIAHON
MeXaHUKHU"

1. Prerequisites: Mathematics (School course).

2. Post requisites: Mathematical analysis.

3. The purpose of the discipline: Studying the basic concepts of higher mathematics
and their applications in various fields, mastering the fundamental concepts, laws and
theories of classical and modern mathematics, techniques and methods for solving
specific problems.

4. Summary: Basic operations on sets. intervals and the concept of neighborhoods.
kinds of theorems. Function and its properties. Elementary functions. Number sequence
limit. The limit of a function at a point and its properties. Infinitesimal and infinitely
large quantities, the relationship between them. Remarkable limits.

5. Competencies: Construction and research of mathematical models to describe and
solve applied problems, problems from related disciplines.

6. Expected results: Able to build mathematical models, set mathematical problems.
select the appropriate mathematical methods and algorithms for solving the problem,
apply numerical methods to solve the problem using modern computer technology.

Zhalbyrova Zh -
Head of department
"Mathematics and
applied mechanics"
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1. [TpepexBusuti: ®usznka (MeKTern Kypchl).

2. [octpexBusuri: Ouzuka I1.

3. IloHHIH MaKcaThl: (PM3UKAHBIH ipIIIi 3aHIAPBIH KJIACCUKABIK TEOPHSIIApBIH, Ka3ipri
3aMaH (pU3HMKACHl Typasbl OUTIMIH OHE ONap.bl iC KY3iHAE KOJIAaHY WKEMIUTIKTepiH
KaJIBIITACTBIPY.

4. Kpickamra ma3myHbl: Kunemartnka. MarepuanblK HYKTCHIH JKOHE KATThI JICHE
muHamukacel.  Cakranmy — 3aHaapbl.  ApHaiibl  CcanbICTBIPMANbIK — TEOPHUSCHIHBIH
aneMeHTTepi. Tyrac opramap MeXaHUKAachIHBIH 3yeMeHTTepi. TepOemictep MeH
TOJKBIHAAp. Monekynanblk (H3UKa koHE TepMoanHaMHKa. CTaTUCTHKIBIK (u3uka
xKoHe TepMoanHamuKa. CTaTHCTHKANBIK Tapaly. TepMomuHammka Herisznepi.Haxrer
razzap.

5. Kyssiperriniri: Kiaccukanblk jkoHe Ka3ipri GU3HKaHBIH TCOPHSIAPbIH, 3aHAApPbIH,
onapiblH imnki esapa OaiiiaHbicTapbiH, Oip TYTacTHIFBIH T.0. KOpiHICTEpiH Hrepy,
THiMII naiiaanana Oiny.

6. Kyrinerin HoTmkenep: Qu3uka MoHIHIH op TYpIi cajianapra KaThICThl Macenelepai
HIENIYTe JaFIbUIaHbIPY.

YKan6siposa XK. -
"MareMaTrka )oHe
KOJIaHOAIbI
MexaHuka'"
kadenpackIHbIH
MEHTepyIIici




1.ITpepexBu3utsl: Ousnka (MKOIBHBIN KypC). JKanGeiposa XK.-
2. IoctpekBusuthbl: Ousnka I1. 3aBeflyIoluH

3. lenb AMCUMIUIMHBL HOPMHUPOBAHKE 3HAHUHI O (yHIAMEHTAIBHBIX 3aKOHAX (U3HKH, ff;‘/‘{beﬂpo“
KIIACCHYECKOW TEOPUH COBPEMEHHOU (DM3UKH M YMEHHI IPUMEHATh UX Ha MIPAKTHKE. Hp;;jr;;gg" "
4. Kparkoe cogepkanue: Kunemaruka. JlMuHaMuka MaTepUabHOM TOYKH U TBEPIOTO MeXaHHKH"
Tesna. 3aKOHBI COXPAHEHHS. OJIEMEHTHI CIICIHAIBHOH TEOPHH OTHOCHTEIBHOCTH.

DeMeHTHI MeXaHUKH CIUIOMHBIX cpel. Konebanns u BoiHb. MonekymnsipHas GH3HuKa 1
TepMoanHamuka. CratHcTndeckas ¢u3MKa W TepMoauHaMuka. CTaTHCTHYIECKoe

pacnpezneneHue. OCHOBBI TEPMOAMHAMUKH. PeasbHbIe ra3bl.

5. Komnerenuuu: Ymeer 3(QQEKTUBHO HCIIOIB30BATh TEOPHUIO, 3aKOHBI KJIACCUYECKON

U COBpeMEHHOH  (GM3MKM, UX  B3aUMOCBS3b, ILEIOCTHOCTh M T. .

6.0xugaemMple pe3ysbTaThl: OBJAJCHHE OCHOBAMH (H3MKH B PEILICHHH MPOOJIeM,

CBSI3aHHBIX C Pa3JIMYHBIMU IIPEAMETHBIMU 00IACTIMH.

1. Prerequisites: Physics (school course). Zhalbyrova Zh -

2. Post-requisites: Physics II.

3. The purpose of the discipline: the formation of knowledge about the fundamental
laws of physics, the classical theory of modern physics and the ability to apply them in
practice.

4. Abstract: the Kinematics. Dynamics of a material point and a solid. Conservation
law. Elements of special relativity. Elements of continuum mechanics. Vibrations and
waves. Molecular physics and thermodynamics. Statistical physics and
thermodynamics. Statistical distribution. Fundamentals of thermodynamics. Real gas.
5. Competence: Able to effectively use the theory, the laws of classical and modern
physics, their relationship, integrity, etc.
6.Expected results: mastering the basics of physics in solving problems related to
various subject areas.

Head of department
"Mathematics and
applied mechanics"
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1.ITpepexBusurrep: NHdpopmaTrka (MEKTEI KYpChl)

2. MoctpexBusurtep: Visual C++rininne Windows KoceiMinanapsid a3ipiey. Visual C #
- timinge  Windows koceiMmiamapbiH o3ipiey. Visual Basic Net -tre Windows
KOCBIMILIAJIApBIH 931pIiey

3.Ilennin Makcater: C++ TimiHiH Kasipri AT-Kb3MeTTep oJIeMiHAETi OpHBI Typasbl
TyciHik Oepy. C++ TUIHIH Herisri Qu3aiiHBIH, Oacka java-JaH epeKIIeNKTepi MeH
alBIPMAIIBUIBIKTAPBIH,  TUIOI  KOJNJAHy  NPUHOMOTEPIH  KapacThIpbiHbI3.  OCHI
Gariapiiamaray TiliH KOJAaHa OTBIPBII, OKY ’K00aTapblH KY3€ere achipy.

4. Kpickamra Ma3myHbl: CH++TiniHIH epekmeniktepi MeH MyMkiHzikrepi. [laiima Gomy
Tapuxsl. TiNAl JaMbITy jkoHE cTaHAapTTay. Tin xoMnuisTopaapsl. CH+HTidiMeH KyMBIC
icreyre apnamraHn IDE. barmapiamanblH — KypbulbMbl.  Herisri  ®yHKwms.
MaiigananymsiHbH QyHKUMsIapbl. OyHKIHsIIapFa Kyridy. Jepexrepai EHrizy-mbirapy.
Kapamaiteim nepexrep Typiepi. Jlepexrep TypiHiH Moan(HUKaTOpIapsl. ApupMETHKAIBIK
amanuap. MaccuBTepaiH —cHmarTamachl, onapasl  maigamany. Cmath, cstdio
¢dyHKumsIaps! KitanxaHanapsl. C CTHIIHAETI JKoJaap, cstring Kitamxanachl. KypbUIbIMBI-
CHUIATTaMachl, KOJIAHBLTYbl. JIMHAMUKAJIBIK JepeKTep KYpPBUIBIMBL: Ke3eKTep, Ti3imaep,
aramtap. MHTepdeiicTep xoHE icke acwipy. CEeHCOpIBIK JKoHE AecTpyKTopap.TybIHIBI
kinacrap. OnepauusiHbl KaiTa )KYKTey

5. Ky3sbIperTep: TYKbIPHIMAAMAIIBIK, JOTHKAJIBIK, MaTEMAaTHKAIBIK JKOHE alrOPHUTMIIK
JeHreliae KoijaHOambl cajaHbl TalAay OAICTepiH KOJIaHyFa KaOileTTi. KoimaHOasbl
CCENTepai INeImyai paciMaeyae KYHemiK Tocil MeH MaTeMaTHKAaJbIK odJicTepi
KOJIaHyFa KaOiunerTi. KojijgaHOamsl MIHIETTEpAl [IeMy JKOHe Kypy  YLIiH
aKrapaTTaHIBIPy JKOHE aBTOMATTAHIBIPY YINIH 3aMaHayH ONEpaIMsUIBIK OpPTaHBI JKOHE
aKIapaTTHIK-KOMMYHHUKALMSIIBIK TEXHOJIOTHsUIap Ikl Oaranail >koHe TaHJai anajipl

6. Kyrinerin HoTmkenep: OiTyl Kepek: TIAIH Herisri mapaaurmacel.  Herisri
QITOPUTMIIK  KOHCTPYKIHUSIIAP. Kipicripinren  nmepektep Typaepi. Herisri
KiTanxaHaJapIblH MakcaThbl. IcTel amybl Kepek: KOJIaHOAlbl MOCEJeHI IIeNly YIIiH
KaXETTl JIeKceManap MeH TiJl KOHCTPYKUMIapbIH TaHAay. [lalblH alropuT™ OOWBIHINA
C++ Timinge Oarmapnamanbl icke acelpy. C-++TimiH KOJJaHa OTBIPHIN, ©3
aNTOPUTMJIEPiHI3 /I JKYy3ere achIpbiHbI3. KoChIMITaHbI TEKCepill, OFaH capanTaMaiblk 0ara
OepiHi3. MeHrepyi THiC: KOCBIMIIaHBI jxo0anay anicrepin. C++ timin (Microsoft Visual
Studio)konaHa OTHIPEIN KOCKIMIIAHBI KYPY KYpalaapbl

Msip3aeB P.C. — ara
OKBITYIIBI,
MaTeMaTHKa
MarucTpi




1.IIpepexBusutsl : MHpOpMaTHKa (IIKOIBHBIA Kyp)

2. IloctpexBusutsl: Pazpabotka Windows mpunoxxenuid Ha Visual C++. Pa3pabotka
Windowsnpunoxenuii Ha Visual na C#. Pazpaborka Windowsmnpuioskenuii Ha Visual
Basic. Net

3.1ens mucruuinHEL:1aTh IpeacTaBieHe o Mecte s3bika C++ B COBpEeMEHHOM MHpe
UT-ycmyr. PaccMOTpeTs OCHOBHBIE KOHCTpYKIHUH si3blka C++, OCOOEHHOCTH U €ro
oTINYHUs OT Apyrux SIBY, NIpHHIMIBI HCIIONB30BaHUS S3bIKa. Pean3oBbIBaTh yueOHbIE
MIPOEKTHI C HCIOJIL30BaHUEM JIAHHOTO S3bIKa IIPOTPaMMHUPOBAHHSI.

4. Kpatkoe conepxanne:OCoOEHHOCTH M BO3MOXHOCTH s3bika C++. Hcropus
BO3HHKHOBeHHUS. Pa3Butue u cranmaptusauus s3pika. Kommusatops! s3eika. IDE mms
paborer ¢ s3pikoM C++.Crpykrypa mporpammbl. @DyHkmms main. DyHKIun
nonb3oBatend. OOpamenue k GyHkuusM. [ToTokoBslil BBOA-BBIBOA JaHHBIX.IIpocThie
TUNBl JaHHBIX. MoanQuKaTopsl THIIOB JaHHBIX. ApHdMeTHUeckue oOmeparyn.
OrnycaHre MacCHBOB, HMX HWCIOJb30BaHue. bubmuotekn ¢yHknuii cmath, cstdio.
Crpokn B crmine C, oubmmoreka cstring. CTPYKTYypHl - ONHCaHHE, HCIOIB30BaHHE.
JluHaMu4YecKkue CTPYKTYpHI NaHHBIX: O4Yepeny, CIHCKH, JepeBbs.VHTepdelichl u
peanu3zaunu. KocHTpykTopsl u aectpykropsl.llponsBognbie kimacesl. I[lepesarpyska
orepanun

5. Kommerenmmn:CrnocoGeH NMPUMEHATh METOABI aHalM3a MPHKIaJHOW Oo0IacTH Ha
KOHIIETITYaJIbHOM, JIOTUYECKOM, MaTeMaTHIeCKOM u ITOPUTMHIECKOM
YPOBHE.CIIOCOOEH NPHMEHSTH CUCTEMHBIH IOAXOX W MAaTeMaTH4ecKHe METOABI B
(dopManu3auy pelleHus] NPHUKIATHBIX 337ad. CIIOCOOEH OIEHMBAaTh W BBHIOMpATh
COBpPEMEHHBIE  OIEpaliOHHBIE CpeAbl ¥ HMH()OPMAlOHHO-KOMMYHHUKAIMOHHBIE
TEXHOJIOTHH JUIsl MHGOPMATH3alUY U aBTOMATH3alUK PEIICHUS NPUKIATHBIX 33/1ad U
CO3JaHUSI

6. OxugaeMble pe3ynbTaThl: AOJDKEH 3HaTh: OCHOBHYIO MapagurMmy si3bika. ba3zoBbre
aNTOPUTMHUYECKHE KOHCTPYKIMH. BcTpoeHHsle THIBI naHHBIX. Ha3HaueHne OCHOBHBIX
oubmorek. Jlomwken ymerts: IlomOuparh HEoOXOAWMBIE JEKCEMBI M KOHCTPYKIHH
S3bIKa ISl pelleHus MPUKIaaHOi 3anaun.Peann3oBeiBaTh nporpamMmy Ha si3bike C++
10 TOTOBOMY aJITOPUTMY. Pean30BbIBaTE COOCTBEHHBIE AJITOPUTMBI C TOMOLIBIO SI3BIKA
C++. IIpoBoauUTh TECTHPOBAHUE IPHIOKEHUS M JIaBaTh €My OSKCIIEPTHYIO OLCHKY.
JOJDKEH BianeTh: MeTogaMu NMpOEKTHpOBaHMs NpuioxkeHus. CpelacTBaMy CO3JaHUS
MIPHUIIOKEHUS ¢ MCcnoab30BanmeM s3bika C++ (Microsoft Visual Studio)

Msip3aes P.C.-
crapiui
MpernoaBaTenb,
MarucTp
MaTeMaTHKI




1. Prerequisites: Computer Science (school course)

2. Post-requirements: Development of Windows applications in Visual C++.
Development of Windows applications on Visual in C#. Development of Windows
applications in Visual Basic. Net

3. The purpose of the discipline: To give an idea of the place of the C++ language in the
modern world of IT services. Consider the main constructions of the C++ language, its
features and differences from other JAVA, the principles of using the language.
Implement educational projects using this programming language.

4. Summary: Features and capabilities of the C++language. The history of its origin.
Development and standardization of the language. Language compilers. An IDE for
working with the C++language. The structure of the program. The main function. User
functions. Accessing functions. Streaming data input / output. Simple data types. Data
type modifiers. Arithmetic operations. Description of arrays, their use. Libraries of
cmath and cstdio functions. Strings in the C style, the cstring library. Structures-
description, usage. Dynamic data structures: queues, lists, trees.Interfaces and
implementations. Cosntructors and destructors.Derived classes. Reloading the operation
5. Competencies: he is able to apply methods of analysis of the applied field at the
conceptual, logical, mathematical and algorithmic level. he is able to apply a systematic
approach and mathematical methods in the formalization of solving applied problems. is
able to evaluate and select modern operating environments and information and
communication technologies for informatization and automation of solving applied
problems and creating

6. Expected results: must know: The basic paradigm of the language. Basic algorithmic
constructions. Built-in data types. The purpose of the main libraries. Must be able to:
Select the necessary lexemes and language constructs for solving an applied problem.
Implement a program in C++ using a ready-made algorithm. Implement your own
algorithms using the C++language. Conduct testing of the application and give it an
expert assessment. must be proficient in: Application design methods. By means of
creating an application using the C++ language (Microsoft Visual Studio)

Myrzaev R.S. —
senior lecturer,
master of
mathematics
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1.IIpepexsusurrep: Pusnka 1

2.IMoctpexBusurtep: Lndpibik cxeMOTeXHUKA

3. Tlonnig Mmakcatsl: Kaszipri 3amanfbl (U3UKaJbIK KOpiHiC HEriziHjae jKaTKaH ipreni
(HU3UKaNBIK 3aHIap MEH KaruaaTTap Typajbl, TEXHUKA MEH TE€XHOJIOTHAHBIH AaMybIHA
afKBIHAAYIIEI 9cep eTKEeH (PU3MKa calachIHIaFbl aca MaHBI3/Ibl JKaHAIBIKTAp TYPaJIbL.

4. TlonniH Ma3MyHBL: JKBUIAMABIKTBI KOCY 3aHBI.YaKbITTHIH KHHEMATHKAJIBIK
IIaMaJapblHBIH ~ TOYeNOUIK rpadukrepi. ['paBHTAIMSUIBIK  e3apa  9peKeTTecy.
Taburarrarel kymrep. Epikci3 TepGemictep. Pesonanc. ABTOKOIBOANBIK JKyHenep.
Toxipube llltepna. bpoyHIsIK Ko3Fanbic. AToMIap MEH MOJIEKyJaJapAblH CalMaFbl
MEH eJmeMzaepi. 3aT caHbl. OpPTYpJi arperarTelK Ky#zaeri aromgap MeH 3aT
MOJIEKyJIalapblHbIH ©3apa opekerrecyi. Kpucranasl jkoHe amMop(dThl [eHEIepIiH
KYpbUIBICBI MeH KacuerTepi. JKbUly mpouecTepiHiH KaWTBIMCBI3 Oomybl. Kbty
KO3FAIITKBIIITAPHI JKOHE TOHA3BITKBIII MaIllMHANAp. DKBUIOTEHIHAIB! OeTTep. Kaphik
HHTEpQEPEHIMACH , AU(PaKIUs, IOJSAPU3ALUS KSHE IUCIEPCHSCHL. 3apsATaliFaH
Oemmuexrepin yaerkimTepi. Coyne mbFapy Typiepi. DJIeKTpOMarHUTTIK TOJKBIHAAD
mkanackl. JKapbIKTbIH KBaHTTBIK Kacuerrepi. Dotodddexr. JKapbK KbICHIMBL
XKaprikTeiH TOJNBIK KepiHici. [lomapouarap. PamuorenerpadToik OaiinaHbIC MPHHIAII.
[Imank kBaHTTHIK rumote3acsl. Typrepi ¢oTosnemeHTTepiH. backappuiaTeiH Ti30€KTi
peakuus. AnponsiK peakrop.

5.Kyseiperrinik: bakpuaymap xyprizy, SKCIIEpUMEHTTEpIi KOCTapiay KoHEe OPBIHAAY,
THIIOTE3aap JKacay >KOHE MOJCIAEpAl Kypy, 3aTTapAblH opTYpii (U3HKAIBIK
KYOBUIBICTapbl MEH KAacHeTTepiH TYCIHAIpYy YINiH (M3MKaJaH ajblHFaH OumiMaepni
KOJIJaHy.

6.Kyrinerin HOTHXKE: QUBUKATBIK oimimaepai MPaKTUKAIBIK naiaanany;
KAPATBUIBICTAHY-FBIIBIMU  AKIAPATTHIH  IIBIHAWBUIBIFBIH ~ Oaranmay. IPaKTHKAIBIK
TarchpMaJapbl ISy YIIiH alblHFaH OLTIMII KOJJaHy

XKanosiposa XK. -
"MateMaTHKa XoHe
KOJIIaHOATbI
MexaHuka"
KadeapachIHbIH
MeHrepymrici




1.Ilpepexus3utsl: Pusnka

2. TToctpexBuzutsl: LludpoBas cxeMoTeXHUKA

3. Henp mucummiubi: O QyHAAMEHTANBHBIX (HU3UYECKHX 3aKOHAX W INPUHIMIIAX,
JIeXKAMUX B OCHOBE COBPEMEHHON (H3MUYECKON KapTHHBI MHpa; HaumOoiee BaXKHBIX
OTKPHITHSIX B OOJacTH (HM3HMKH, OKA3aBIINX OIpPEAEIIONlee BIUSHUAE Ha pPa3BUTHE
TEXHUKN u TEXHOJIOTUHL.
4. CopnepkaHue AWCHIUILIMHBL 3aKoH CIIOXEHHs ckopocted.I'padmku 3aBucuMocTH
KHHEMaTHYEeCKUX BEJIMYMH TO BpeMeHH. [ paBHTanMoHHBIE B3amMmojeicTBus. CHiisl B
npupoze. Beinyxnennsie konebanus. Pesonanc. AprokonedarensHble cUCTeMbl. OTBIT
IltepHa. BpoyHoBckoe nBmxeHue. Macca u pa3Mepsl aTOMOB U Mosekyll. KomnyectBo
BelllecTBa. B3anMoselicTBie aTOMOB M MOJIEKYJ BEIIECTBA B PA3IMYHBIX arperaTHBIX
cocTosHUsX. OCOOEHHOCTH CTPOCHHUS W CBOWMCTBA TBEpIBIX Tel. Kpucrammmueckue u
amopdubele Tema. HeoOpaTMMOCTh TEIUTOBEIX HPOLECCOB. TeIUIOBBIE JBUTaTeNl U
XOJIOJJIIbHBIE MaIIiHBI. DKBUIOTEHIUATIBHBIE MOBEPXHOCTH.
Unrepdpepenums, mudpaknus , MOmsIpu3amys W AUCIEPCHS CBETa. Y CKOPHUTEIH
3apsHDKEHHBIX YacThl. Bunel usmydenuil. [llkana snekTpoMarHuTHEIX BoJIH. KBaHTOBBIE
cBoiictBa cBeta. Porosdpdexr. [lapnenume cBera. [lomHoe oOTpakeHHE CBeTa.
Honsapounst. [Tpuanmn panuo-tenerpaduyeckoil cBs3u. KBanrosas rumore3a [lnanka.
Tumer  ¢orosneMenToB. YmpaBisgemMas LemHas peakuus. SIOepHBIl  peakTop.
5. KowmmerentHocts: IlpoBoguTh HaOMIONEHWS, IUIAHHPOBATH W BBHINOIHATH
9KCIIEPUMEHTBI, TMIOTE3bl M CTPOUTH MOJENH, IPHMEHSTH IIOJMyYeHHBIC 3Has 10
¢dm3uke U1 00BSICHEHHS Pa3HOOOPa3HBIX (PU3NUSCKUXHH SIBICHUH U CBOICTB BEILECTB.
6. OckumaeMbplii pe3yJibTaT: MPAKTHUECKOE HCIOIb30BaHHE (U3HMYESCKHX 3HAHMI;
OLIEHNBATh JIOCTOBEPHOCTh €CTECTBCHHO-HAYIHOH HHpOPMALMN. IPUMEHS T
MIOJTyYCHHBIEC 3HAHUS AT PEIICHUs MPAKTUIECKHX 3aa4

XKanosiposa XK.-
3aBeyIoIunit
kadenpoi
"MaremMaTHKu 1
MIPUKIIAHON
MeXaHUKHU"

1. Prerequisites: Physics

2. Post-requirements: Digital circuitry

3. The purpose of the discipline: About the fundamental physical laws and principles
underlying the modern physical picture of the world; the most important discoveries in
the field of physics that have had a decisive influence on the development of
technology and technology.

4. Content of the discipline: The law of addition of velocities. Graphs of the
dependence of kinematic quantities on time. Gravitational interactions. Forces in
nature. Forced fluctuations. Resonance. Self-oscillating systems. Stern's experience.
Brownian motion. The mass and size of atoms and molecules. The amount of the
substance. The interaction of atoms and molecules of a substance in various aggregate
states. Features of the structure and properties of solids. Crystalline and amorphous
bodies. Irreversibility of thermal processes. Heat engines and refrigerating machines.
Equipotential surfaces.

Interference, diffraction, polarization and dispersion of light. Accelerators of charged
particles. Types of radiation. The scale of electromagnetic waves. Quantum properties
of light. Photo effect. Light pressure. Full reflection of light. Polaroids. The principle of
radio-telegraphic communication. Planck's quantum hypothesis. Types of solar cells.
Controlled chain reaction.

5. Competence: To conduct observations, plan and perform experiments, hypotheses
and build models, apply the obtained knowledge in physics to explain a variety of
physical phenomena and properties of substances.

6. Expected result: practical use of physical knowledge; evaluate the reliability of natural
science information.apply the acquired knowledge to solve practical problems

Zhalbyrova Zh -
Head of department
"Mathematics and
applied mechanics"
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C# rtininne
OarmapiaManay
TEXHOJIOTHUACHI
TexHonorus
TIPOTPaMMpPOBaHHUS
Ha si3b1ke C#
Programming
technology C #

Emtuxa
H
DK3aMeH

Exam

’Kaz0arma-
aypI3la
IIMCBMCHH
0, YCTHO
written
form,
orally

1.ITpepexBusutrep: MHdpopmaTrka (MEKTEI KYpChI)

2. MoctpexBusurtep: Visual C++rininne Windows KoceiMinanapsid a3ipiey. Visual C #
- timinge Windows KockiMianapsie o3ipiey. Visual Basic Net -riminme Windows
KOCBIMILIAJIApBIH 931pIiey

3.I1enHiH Makcatsl: KypcTeIH MakcaTel-c # TiNH TYCiHy, OHBIH Oacka Oarmapiamainay
Tingepinen aibpMamsLbFbIH TYCiHy, .NET (Windows merizmenreH), Mono (Linux
HETi3[eNreH) CHIHBIN KiTalxaHalapbl )KOHE OJIapfa jKY3ere achIphUFaH TEXHOJIOTHsIIAp
TypaJjbl TYCIHIK aiy.

4. Kpickamra ma3MmyHbl: Net-ke kipicme. Jlepekrep Typusiepi c#. Heicanra OarbITTanraH
Oarnapiamanay .NET. nenerarrap apkpeuisl QyHKUMsUIapra KepceTkimrepai oepy. Daiin
arplHIapbiMeH Jkymbic. XML KyxkatrapsiMeH jxymbic. Windows Forms Heri3inmeri
naiigananyusl nHTepdeiicin jxobanay. TexHONOrHsHBIH KOMETIMEH AepekTep 6a3achiHa
KoJI JKeTKi3yni kamramach3 ety ADO.NET.

5. KysbIpeTTinmiri: 3epTTey KOHE KOJIAHOATbl KbI3METTEC  Kasipri  3aMaHFbI
MaTeMaTHKAJIBIK allapaTThl, iprefii TYKBIphIMAAManap MeH JKYHelliK oficHamaiapIpl,
AKIapaTThIK TEXHOJIOTHSIAP CalachIHIAFb! XaJbIKapalblK XKaHE KACiOM CTaHAapTTapIsl
TYCiHY JKOHE KOJIIaHy KaOineTi, Ka3ipri 3aMaHFbl aCIaNThIK JKOHE ecenTey KypalapbiH
nmaiinanany KabOijmeTi (eMIipiiK IMKIAI JKOHE IKYHEJepHiH camachlH, aKMapaTThIK
TEXHOJOTUSIIapABIH OaFaapiaMaliblk Kypaigapsl MEH CEpBHCTEpiH OacKapyablH Kas3ipri
3aMaHFBI 9/IICHAMACHIH PAKTHKA/Ia KY3€re achlpy Kaoijeri).

6. Kyrinerin Hotkenep: Ouryre tuic: C # Oarmapiamanay Tijli jkoHE OHZA YKa3bUIFaH
Oarnmapiamanap; Oarmaprnamanapabl d3ipiey ke3iHme.NET ChIHBIT KiTanmxaHadapbiH
KOJIIaHy HPUHIMINTEPi; 00BeKTire OarbITTalFaH Oarapiamanay TYKbIpbIMIaMaiapebl,
C# TiniHe apHaIFaH d3ipiey KypalgapblHaa xkoHe (aiiijapMeH, aFbIHIAPMEH, IEPEKTEeP
0azanmapeiMeH, XML-KyxaTTapMeH JKoHE MaiianaHymbl HHTEepdeiciMeH KYMBIC icTey
TEXHOJOTUsUIapblHAa  Oarmapmany. Menrepyi Tmic:. NET  mnatdopmacsiHBIH
APXHUTEKTYPACHI JKOHE OHBIH XYMBIC MIPHUHIAIITEP] Typasibl TEOPHSIIBIK OLTIMII, COHmAM-
aKk CHTUTIHIH CHHTaKCHCI MEH CEMaHTHKAchl Typajbl, alfaH OiTIMIepiH ©3iHiH KociOn
KbI3METiH/Ie KOJIIaHy

Msip3aeB P.C. — ara
OKBITYIIBI,
MaTeMaTHKa
MarucTpi




1.IIpepexBusutsl : MHpopmaTHKa (IIKOIBHBIH KypC)

2. IoctpexBusutel: Pazpaborka Windows mpunoxkenuii Ha Visual C++. PazpabGorka
Windowsmnpunoxenuii Ha Visual Ha C#. Paspa6orka Windowsnpunoskenuii Ha Visual

Basic. Net

3.Lens mucoumuHss:Lens kypca o6pectn noHnmanue s3p1ka C#, OHATH €ro OTIINYIHS
OT JAPYTHX S3BIKOBIPOTPAMMHUPOBAHUS, IOJNYYNTH IPEICTaBICHHE O OMOIMoTeKax
kiaccoB .NET (moxg Windows), Mono(riox Linux) ¥ TeXHOJNOTHSAX pealn30BaHHBIX B
HUX.

4 Kparkoe conmepxanue:Benenne BNet. Tumbt pmanusix B C#.  OObekTHO-
OpUEHTUPOBaHHOE NporpammupoBanue Ha miatpopme .NET. [lepenaua ykaszareneit Ha
¢byHKUME ¢ oMoLIbI0 AeneratoB. Pabora ¢ ¢aitnoBeiMu motokamu. Paboter ¢ XML-
nokymMeHTamu. IIpoeKTupoBaHKe MOJIb30BaTeIbCKOr0 HHTEp(deiica Ha ocHoBe Windows
Forms. OGecneuenue goctymna k 6azam JaHHBIX ¢ moMomnsio Texaonornn ADO.NET.
5. KoMnereHIMu:cliocOOHOCTh ITOHMMaTh W IPHMEHSATh B HCCIEIOBATEIBLCKOH M
TIPUKJIATHOH JeATeITbHOCTH COBPEMEHHBIN MaTeMaTHIeCKHH ammapar,
(yHIaMeHTaIbHBIE KOHLEMIMH ¥ CHCTEMHBIE METOJOJIOTHH, MEXIYHapoAHBIE W
npodecCHOHANBHBIC  CTaHAApTHl B O0MacTd  HMHGOPMALMOHHBIX  TEXHOJOTHUH,
CIOCOOHOCTh HCIIONIb30BAaTh COBPEMEHHBIE WHCTPYMEHTAIBbHBICH BBIYUCIUTEIBHBIC
cpeactBa (B COOTBETCTBUH  CCIIOCOOHOCTH ~ OCYIIECTBIATH HA  IPAKTHKE
COBPEMEHHBIEMETONONIOTHH YIPABICHHUS JXU3HEHHBIM IUKIOM H KadeCTBOMCHCTEM,
MIPOTPaMMHBIX CPE/ICTBA U CEPBUCOBHH(OPMAMOHHBIX TEXHOIOTHH

6. Oxumaemble pe3ynbTaThl:JIOJDKeH 3HaTh: s3bIK IHporpammupoBaHus C# u
HalMCaHHbIE Ha HEM IPOTrPaMMBLIIPUHIMUIIEI TpUMeHeHus oubnnorek xiaccoB .NET
pu pa3paboTke porpamm; KOHILIETIIIIH 00BEKTHO-OPHEHTUPOBAHHOTO
MIPOTPaMMHUPOBaHHs, OPUCHTHPOBATHCA B CPEACTBaX pa3paOOTKU A si3bika C# u B
TEXHOJIOTUAX MO paboTe chaiimamu, moTokamu, 6azamu JaHHBIX, XML-nokymMeHTamMu 1
TOJTB30BaTENbCKUM HHTepdeiicoMm. JlommkeH BIAJeTh:TEOPETHUECKUMU 3HAHHUSAMH 00
apxurektype miatgopmel .NET u npuHnmnax e€ paboThl, a TakKe OCHHTAKCHCE U
ceMaHTHKe si3blka C#;IPUMEHSTH IIOJy4YeHHBIE 3HAaHHWS B CBOeH NpodecCHOHANBHOI
N TeIbHOCTH

Msip3aes P.C.-
crapiui
Mperno/aBaTenb,
MarucTp
MaTeMaTHKI




1. Prerequisites: Computer Science (school course)

2. Post-requirements: Development of Windows applications in Visual C++.
Development of Windows applications on Visual in C#. Development of Windows
applications in Visual Basic. Net

3. The purpose of the discipline: The purpose of the course is to gain an understanding of
the C# language, to understand its differences from other programming languages, to get
an idea of class libraries .NET (under Windows), Mono (under Linux) and the
technologies implemented in them.

4. Summary: Introduction to Net. Data types in C#. Object-oriented programming on the
platform .NET. Passing pointers to functions using delegates. Working with file streams.
Working with XML documents. Designing a user interface based on Windows Forms.
Providing access to databases using the technology ADO.NET.

5. Competencies: the ability to understand and apply modern mathematical apparatus,
fundamental concepts and system methodologies, international and professional
standards in the field of information technology, the ability to use modern tools and
computing tools (in accordance with the ability to implement in practice modern
methodologies for managing the life cycle and quality of systems, software and
information technology services

6. Expected results: Must know: the C# programming language and programs written in
it;the principles of using class libraries .NET when developing programs; concepts of
object-oriented programming, navigate the development tools for the C# language and
technologies for working with files, streams, databases, XML documents and the user
interface. Must have: theoretical knowledge about the architecture of the platform .NET
and the principles of its work, as well as the syntax and semantics of the
C#language;apply the acquired knowledge in your professional activities

Myrzaev R.S. —
senior lecturer,
master of
mathematics

M3 | BIV/ DM Huckperti eMTHXaH Tect 1. [IpepexBusurrep: bIkTuManabIKTap TEOPHUSCH )KOHE MATEMATHKAIIBIK CTAaTUCTUKA JKan6eiposa XK. -
KK | 2206 | maremaruka 9K3aMeH Tect 2.TlocTpeKBU3UTTED: AKIApaTThl KOPFAY NPOLECTEPIH MOAEIBALY "Martematnka xoHe
B/B | DM | [luckperHast exam Test 3. Iounin Makcatsl: "J{MCKpeTTi MaTreMaThKa' TOHIH OKBITY CTYACHTTEpPAiH Kociow KO“HaHGa{f”

K 2206 | maremaTHKa KBI3METIiH/Ie MATEeMATHKAJIBIK JOTMKAHBIE HETi3ri 3aHIaphlH KOIIAHYFa XKOHE JUCKPETTI | o o ika
BD/ | DM Discrete Math MaTeMaTHKaHBIH MaTEeMaTHKAJIBIK amnmapaTbIHbIH omicTepin KOJIIaHyFa ;z;dwapacggsm
uc 2206 HIepyIIici

KaOineTTiniriMeH OaiaHbICTBI KACIOM  KY3BIPETTUTIKTEPiH KaJIBIITACTHIPY OOJBII
TaOBUIABL

4. Kpickama Ma3MyHBI: TiKip Jorukacel. CeiiieMaepre JOTHKAJBIK OIepamusiap.
TaBTONOTHH, 3aHAApP, TYKBIPHIMAAD JIOTHKACBIHBIH. IIpeanKarTap JIOTHKACHL
[penukarrapapiH  normka Tim. Jemykums Teopemachl. bBynprik —dyHKumsiiap.
@OYHKUUSIBIK  TOJBIMIBUIBIFBL  Typanbl — Teopema.JKBHBAJICHTTUTIK  KaThIHACHL
KomOuHatopukanbiH ~ Herisri mpuHmunrepi. ['padrap Teopusicel.Mapipyrrap,
Ti30eKTep, UKIAAP. AFaIiTap

.5. Ky3bIpeTTiikTep: - TUCKPETTI MaTeMaTHKaHBIH HETI3ri YFhIMIapsl MEH oicTepi:
JIOTHKAJIBIK ~ eCelTeyiep, omepaudsMeH (yHKIMOHANABI OKyHenep, IHMCKPETTi
KypbutbiMaap (baraHmap, skeniiep, Koarap), AM3bIOHKTHBTI KaJBIITH (opManap skoHe
GYHKIMOHANABIK — DJIEMEHTTEpACH  cXemajap, KOMOWHAropuka, AJTOpUTMEp
TEOPHSACHIHBIH HET13/1epi

6. KyrineTiH HoTmKenep: OOBEKTUICPAiH CAHIBIK JKOHE CamalblK KaThIHACTApBIH
Oinmipy YHIIH MaTeMaTHKaJblK CHMBOJMKAHBI KONAAHAIbl, ©3iHIH JKOOAIBIK

HISNIIMCPIH 3ipJiey XKoHE Talaay YIIiH aJrOPUTMAED TEOPHSCHIH KOIIaHY




1. IIpepexBusutsl: Teopus BepOATHOCTEH U MaTeMaTHYECKasi CTATUCTUKA

2.IloctpexBusutsl: MoaenupoBaHue MPOLECCOB 3aIUTH HHYOPMAIIUT

1. 3.Ilenp TUCHMIUIMHBL: NPENOJABAHUS JUCLUILIMHBI «J[HCKpETHAs MaTeMaTHKa»
siBIsieTcs  ()OPMHPOBAHUE y CTYAEHTOB MNPO(ECCHOHANBHBIX KOMIIETECHINUH,
CBSI3aHHBIX CO CIIOCOOHOCTBIO K HCIIOJb30BAHHIO OCHOBHBIX 3aKOHOB
MaTeMaTHIECKOH JIOTHKN B NMPO(eCCHOHATBHON AESTENEHOCTH U IPHUMEHEHUIO
METOJJOB MaTeMaTHYECKOrO armapara JUCKPETHOH MaTeMaTHKU AN PelleHHs
3amaq IIpeaMEeTHOMN obnacTH.
4. Kpatkoe conepxanue: Jloruka BeIcKa3piBaHUM. Jlorndeckue omepanuu Hax
BBICKa3bIBAHUAMH. TaBTOJOTWH, 3aKOHBl JIOTMKH BbICKa3biBaHMH. Jloruka
MIPEAUKATOB. SI3BbIK JTOTHKM IpeaAnuKkaToB. Teopema Aeqykiuu. byness! GpyHKIUH.
Teopema o0 ¢yHKUMOHANBbHOI  mONHOTE.OTHOIICHHE  SKBUBAJICHTHOCTH.
OcHOBHBIE TNPUHIOUIE KoMOMHaATOpukH. Teopust TpadoB.MapmpyTsl, Ienw,
LUKIBL JlepeBbsi.
5. KomnerentHoCTh: OCHOBHBIEC MOHATHS M METOABI AUCKPETHOH MaTeMaTHKH:
JIOTHYECKHE VCYHCICHWS, (YHKIMOHAIBHBIE CHCTEMBI C  OIEpalsiIMH,
JHUCKPETHBIE CTPYKTYpHI (Ipadbl, CeTH, KOIbI), AU3BIOHKTUBHBIE HOPMAabHBIE
¢opMBI U cxXeMbl U3 (PYHKIMOHAIBHBIX 3JEMEHTOB, KOMOMHATOPHKY, OCHOBBI
TEOpUH aJITOPUTMOB
6. OxupmaeMble pe3ynbTaTel: [IpHMeHSeT MaTeMaTHYEeCKYI0 CHMBOJHKY IS
BEIPAKEHHS] KOJIMYECTBEHHBIX W KAUeCTBCHHBIX OTHOIICHHH OOBEKTOB,
TIPUMEHSTh TEOPUIO AITOPHUTMOB UL Pa3padOTKH M aHAIN3a CBOMX MPOEKTHBIX
peneHui

XKanosiposa XK.-
3aBeyIoIunit
kadenpoi
"MaremMaTHKu 1
MIPUKIIAHON
MeXaHUKHU"

1. Prerequisites: Theory of Probability and Mathematical Statistics

2. Post-Requirements: Modeling of information security processes

3. The purpose of discipline: the discipline "Discrete mathematics" is to form students '

professional competences associated with the ability to use basic laws of mathematical

logic in professional activities and application of methods of mathematical apparatus of

discrete mathematics for solving problems of the subject area.4. Summary:

Propositional logic. Logical operations on statements. Tautologies, laws of utterance

logic. Predicate logic. The language of predicate logic. Deduction theorem. Boolean

function. A theorem on functional completeness. Equivalence relation. Basic principles

of combinatory. Graph theory. Routes, chains, and loops. Trees.

5. Competencies: Basic concepts and methods of discrete mathematics: logical

calculus, functional systems with operations, discrete structures (graphs, networks,

codes), disjunctive normal forms and schemes of functional elements, combinatory,

foundations of the theory of algorithms

2. 6. Expected results: Applies mathematical symbolism to Express quantitative
and qualitative relationships of objects, apply the theory of algorithms to develop
and analyze their design solutions

Zhalbyrova Zh -
Head of department
"Mathematics and
applied mechanics"




M2

BII/K

BJI/BK
BD/U

Kaprxpuibix
cayaTTBUIBIK Heri3aepi
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financial literacy

EMTHUXaH
OK3aMCH
exam

Tect
Tect
Test

IpepexBusutrepi: Kacinkepsik Herizaepi

[octpexBusutrepi: KoMmproTepiik FeUIBIMIAP 5k00achl

[IoHHIH MaKCaTBL:CTYACHTTEPIIH ©3 KapKbICBIH THIMII OacKapybl, HETi3AeireH
menriMaep KaObliaysl aKoHE TYPAKThl KapKbUIBIK OONAIIaKThl KYPYbl YIIiH Kap KbUIBIK
MaceJieniepre JereH CeHIMALTITT MeH KY3BIPeTTUIrH TaMBITY.

KpIckamia Ma3MyHBI: CTYACHTTEpre jKeKe Kap>KbIHBI THIMII OacKapyra Ka)KeTTi HeTi3ri
OimiM MeH maraputapasl Oepeni. CTynmeHTTep OIOKETTEy, WHBECTHIHSIAY, KAapbI3IbI
Oackapy »oHE Kap)KbUIBIK MaKcaTTapAbl >KOCTapiay CHSKTHI HETi3Ti Kap>KBUIBIK
TyciHikTepai MeHrepeni. Kypc coHbIMeH KaTap KapKBUIBIK Tajaay *oHE HeTi3elreH
KAp)KBUIBIK ~[Iemrimiaep KaOeuimay mAargsuiapblH  ydperedi. KypceTslH Makcatsl
CTYIEHTTEpre KapKbUIBIK oJ-ayKaTKa JXETy YIIIH ©3 KapiKbIChIH Oackapyra >KoHe
caylayaTThl KapXKBUIBIK 9ICTTEP Il JaAMBITYFa CEHIMIUTIKTI JaMBITyFa KOMEKTECY OOJIBIT
TaOBLIAJIEL. .

Kysviperriniri:Kapxksl — Herizgepin  TyciHy, KapXKbpUIbIK —Tanmay IaFJbuUlapbiH,
VHBeCTMIMSUIBIK ~ MYMKIHIIKTEpAi  TyciHy, KapKbUIBIK JKayanKepIIUlik — IeH
Xa0apaapiIbIKTE JaMBITy

Kyrinerin motmkenep: CTyaeHTTep ©3A€piHiH Kap:KbUIBIK JKaralibIH Talgai anaibl,
VMHBECTUIMSUTAPBIHBIH THIMIUIITIH Oaranail ajmaasl )KOHE KapKBUIBIK JEPEKTEp
HETi3iH/e HeTi3/[eNreH MenriM KaObuLiail anasl.

Epnusizosa XK.-
3.F.K, aFa
OKBITYIIIbI

[pepexBu3nTbl: OCHOBBI MPEATIPUHUMATEIHCTBA

IMoctpexBu3uThl: [IpoeKT KOMITBIOTEPHBIX HAYK

Lenp AWMCUMILIMHBIPA3BUTHE Y CTYJCHTOB YBEPEHHOCTH M KOMIIETEHTHOCTH B
(DMHAHCOBBIX BONPOCAaX, YTOOBI OHM MOINM 3(P(EKTHBHO YIPABIATH CBOUMHU
(MHAHCAMU, IPUHUMATh 0OOCHOBAHHBIE PELICHHSI U CTPOUTH YCTOHUYMBOE (YUHAHCOBOE
Oymymee.

Kparkoe conmepxxanne: Kypc mnpemocrasisier crynaeHTam 6a30Bble 3HAHHS M HABBIKH,
HeoOxomuMble Il 3()(EKTHBHOTO YIpaBlieHHs JUYHBIMH (uHaHCaMH. CTyIeHTHI
H3y9aloT OCHOBHBIE (DMHAHCOBBIE KOHIENIUH, TaKHe KakK OIOKeTHPOBAHME,
HWHBECTUPOBAHKE, YIpaBJIEHUE JOJIraMd U IUIaHHpoBaHHWE (QuHAHCOBBIX Lenel. Kypc
Take oOOydaeT HaBbIKaM (MHAHCOBOTO AaHAlM3a W NPUHATHS O0OOCHOBaHHBIX
¢uHaHCOBBIX penieHud. llenblo Kypca sBISeTCS IMOMOIIb CTYISHTaM B Pa3BHTHU
YBEPEHHOCTH B YIpaBiIeHHWHM cBouMH (uHaHcamMM U (OPMHUPOBAHHMU 370POBBIX
(PMHAHCOBBIX MIPUBBIYEK IS JOCTHXKEHHS (PUHAHCOBOTO OJIArOIIONYYHS.

Kommerenmun: [loHnmanne ocHOB ¢uHaHCOB, HaBbikm ¢uHaHCOBOTO aHaM3a,
ITonnmanue HMHBECTHUIIMOHHBIX BO3MOKHOCTEH, PazButne (uHAHCOBOM
OTBETCTBEHHOCTH ¥ OCO3HAHHOCTH

Oskunaemblepe3ynbTaTbl: CTYACHTBI CMOTYT aHAIHU3MPOBATh CBOE (PMHAHCOBOE
COCTOSIHUE, OLICHUBATh () (EKTUBHOCTH CBOMX HHBECTUIIMI U MPUHUMATH
060CHOBaHHbIe PECUICHHA HAa OCHOBE (bHHaHCOBbIX JaHHBbIX.

EpHuszosa XK.-
K. 3. H., CT.
IperojiaBaTeib




Prerequisites:Basics of entrepreneurship

Postrequisites: Computer science project

The purpose of discipline:.developing students' confidence and competence in financial
matters so that they can effectively manage their finances, make informed decisions
and build a sustainable financial future.

Summary: course provides students with the basic knowledge and skills necessary to
effectively manage personal finances. Students learn basic financial concepts such as
budgeting, investing, debt management, and planning financial goals. The course also
teaches skills in financial analysis and making informed financial decisions. The goal
of the course is to help students develop confidence in managing their finances and
developing healthy financial habits to achieve financial well-being.

Competence: Understanding the basics of finance, Financial analysis skills,
Understanding investment opportunities, Developing financial responsibility and
awareness

Expected results:Students will be able to analyze their financial condition, evaluate the
effectiveness of their investments and make informed decisions based on financial data.

Erniyazova Zh. -
Candidate of
Economics, senior
lecturer
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MaTCMaTI/lKaHLIK
kpunrorpadus
Matemarnueckas
kpunrorpadus
Mathematical
cryptography

C€MTHXaH
OK3aMCH
exam

Tect
Tect
Test

1.IlpepexBu3nuTTep: AKNApaTTHIK KAyiNCi3oiK HETi3aepi,

2.IlocTpexkBU3UTTEP: AKIApaTThl KOPFAy MPOLECTEPiH MOACIBACY

3.IloHHIH MaKcaThl: KpUNTOTpadUSHBIH HETI3r1 epexeNiepiH KaMTHIBL, ITU(pIapIbIH
€H KeIl TapaJiFaH TYpJIepiMeH >KoHe OJap/IblH KPUIITOAHAIHN3 9JiCTepiMeH, aKIapaTThIH
TYTAaCTBIFbl YFBIMIAPBIMEH , KPHITOrPadUsIIBIK XaTTaMallapMEH, BJICKTPOHIBIK
KonTaHOaMeH TaHBICTHIpanbl. KpunrorpadusHelH HeTi3iHIeri MaTeMaTHKAIbIK TEOPHS
TyciHzipineai (tonrtap Teopuscel, [anya epicrepi, OemiHOSHTIH KenMyLIenep, caHaap
TEOPUSICHI, JKaIFaH Ke3AeHCOK Ti30ekrep koHe T.0.). llludprnay skoHe KpumToaHATH3
ITOPUTMIIEPIH iCKe achIpy Maceleepi KOWbIIa bl

4.Kpickamra Ma3MYHBI: Kpunrorpapusra Kipicre. CHUMMETPUSITBIK
KPHUITOXKYHesep. AIIBIK KUTTi 6ap KpUITOrpausiIbIK Kyhenep. AKIapaTTsl KOpFayIblH
(u3UKaIBIK MEXaHU3MIEPIHE HET13/IeNTeH KpUNTOTpadUsIIbIK Kyherep.

5. Ky3sIpeTTep: akmapaTThIK KayilCi3miK CanachlHAaFbl KOJIAHBICTAFbl HOPMATHBTIK
JKQHE SMIICTEMENIK KyXKaTTapJbl €CKepe OTBHIPHIN, TEXHUKANBIK KYMBIC KYXKaTTaMachIH
peciMaey KabiieTi. xyiemik, Koaanoasbl )KoHe apHalibl MaKcaTTarbl OaraapiiaMalibik
Kypangapabl KOoJIaHy KaOileTi. aknapaTThiK Kayilci3aik jKeHIHIeT1 mapaiap KeleHiH
OpBIHAAYNBl YHABIMAACTBHIPY JKOHE KOJNay, KOPFAaHBIC OOBEKTICIHIH IIEmIiIeTiH
MiH/IETTEepl MEH YHBIMIBIK KYPBUIBIMBIH, CBIPTKBI 9Cepieplli, BIKTUMAT KayinTep MeH
JaMy JIeHT'eiiH ecKepe OTBIPHII, ONapabl icke achIpy MpoIeciH Oackapy KadineTi

6. Kyrinerin HoTmke: OuTyre THic: AKIAapaTTHIK KayillCI3miK MIiHICTIHJAETi XOHE
KOpFaJIFaH aKMapaTThlK KYHeNep[iH KypbUIYbIHAAFbl KPUNTOrpadusHBIH OpHBI;
Kpunrorpadusi TEOPUSICHIHBIH HETi3ri YFBIMIAPHI: KIACCHKAIBIK Tapuxu wHmdpiap
KoHe ocbl mmdpiaapra madybul dkacay oficTepi, Kasipri 3aManfbl mmdpaap
KpUNTOrpaGusIbIK XaTTaMalap >KOHE SJICKTPOHIBIK KONTAaHOa; KPHUITOrPadHsUIBIK
Kylenepai icke acwlpymblH THnTik ancizpikrepi (PGP,RC4, Windows sxome T. 0.);
Illennon  OofipiHmA "Kakchl" MMHUQPABIH TEOPHWSUIBIK  Heri3gepi;  '"Kkakcel"
KpUNTOXKYHeHIH Teopwsuiblk Herizgepi (Kupxrodhd epexenepi); MeHrepyi THic:
KOWBUIFaH MiHJeTKe colikec MH(PIbIH ; Hndpiay alroOpuTMIH camajbl Ky3ere achipy;
KJIacCUKaJIBIK mindpiapra malysui xkacay (TapuxH jKOHE 3aMaHayH).

Hayt6aeBa A.O.-
T.F.K.,
KaybIMI.IIpogecco
p M.a.




1.IIpepexBusutsl: OCHOBBI HHPOPMALIMOHHON 6€30IIaCHOCTH,

2.ITocTpekBU3NTEL: MOCIMPOBaHUE IPOLIECCOB 3ALUTHI HHpOpMaLUn

3.1lenb AMCHMIUIMHBL COJEPXKUT OCHOBHBIC IOJIOXKEHUS KpUNTOrpaduu, 3HAKOMHUT C
Haubonee pacHpoCTPaHEHHBIMHM THUNAMH IMU(POB ¥ METOJaMH HX KPUNTOAaHAJIU3a,
MOHATUSIMU  LIEJIOCTHOCTH HMH(POPMAaNnH, KPUNTOrpahuIecKNMH IIPOTOKOIAMH
UEKTPOHHON HoAnHchi0. OOBSICHIETCS MaTeMaTHIecKas TEOpHs, JieXaIasi B OCHOBE
KpunTorpadun (Teopus rpymi, mojed ['amya, HEnpHUBOIUMEIE MHOTOWIEHBI, TEOPHS
YHcel, TIICeBJOCTyYaiiHbIe IOCIenoBaTelnbHOCTH W 1p.). CTaBATcs  BOIPOCH!
pea3aliuy aaropuTMOB MH(GPOBAHHUSA M KPUITOAHAIH3A.

4 Kparkoe comepkanue: Bemenne B kpunrorpaduro. CHUMMeTpUYHBIE
kpunrocucrtemsl. Kpunrorpaduueckue CHCTEMBI c OTKPBITHIM KIIIOUOM.
Kpunrorpapuueckne cucTeMbl, OCHOBaHHBIC Ha (DU3NYECKUX MEXaHHM3MaX 3aIUTHI
nHpopmarmn.

5. KommeTeHun: crocoOHOCTh 0QOPMUTE PabOUyr0 TEXHUYECKYIO JTOKYMCHTAIIMIOC
y4eTOM JIEeWCTBYIOIINX HOPMATHBHBIX M METOJIMYECKHX JOKYMEHTOB B OO0JIACTH
nH}pOpMaMOHHOI 0e30MacHOCTH.CIIOCOOHOCTh HPUMEHSATh IPOrPAMMHBIE CpEICTBA
CHCTEMHOTO,  NPHUKJIAJHOTO M  CICHMAIBHOTO  Ha3HAa4YeHMs.  CIOCOOHOCTh
OPraHU30BBIBATH M MOCP)KHBATH BBINOJIHEHHE KOMILIEKCA Mep MO HHGOPMaLMOHHOM
0€30I1aCHOCTH, YNPABJIATh MPOLECCOM HX PEajM3allMi C YYETOM peIlacMBIX 331ad U
OPraHU3allMOHHON CTPYKTYpbl OOBEKTa 3aIUThI, BHELIHHX BO3/ICHCTBHI, BEPOSTHBIX
yIpO3 ¥ YPOBHS Pa3BUTHUS

6. OskumaeMblii pe3yibTaT:HOJDKEH 3HATh: MecTo Kpunrorpaguu B 3amade
nH(OpMAaIMOHHOI 0€30IMacCHOCTH M TOCTPOCHHS 3allUIIEHHBIX HH(OPMAIMOHHBIX
CHCTEM ; OCHOBHBIC TOHATHS TEOPHUH KpUNTOrpaduu: KJIacCHYECKHe HCTOPHYECKUE
mudpel 1 METOABI aTak Ha 3TH IMUQPHL, COBpEMEHHBIE MHU(PHI Kpunrorpadudaeckne

MPOTOKOJIBI M SJEKTPOHHYIO  IOJIMCH; THIIMYHBIE CTA0OCTH  peanu3aluu
kpunrorpapudecknx cucreM (PGP,RC4, Windows u np.); TeopeTHdeckue OCHOBBI
"xopomero" mmppa mo LllenHoHYy; TEOPETUYECKHE OCHOBHI  "XOpormei"

KkpuntocucteMs! (mpaBuia Kupxrodda), nomkeH yMmeTb: NpaBHIBHO BHIOWUpATH THII
muppa B COOTBETCTBUM C TIIOCTABICHHOW 3ajadell ; KauyeCTBEHHO peajn30BaTh
aNropuT™M MIM(POBAHUS; pPEATH30BBIBATH aTaKy Ha KIACCHMYeCKHe MHpEI
(McTOpHYECKUe i COBPEMEHHBIE) .

Hayt6aeBa A.O.-
K..T.H., H.0. aCCOILl.
npodeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography,
introduces the most common types of ciphers and methods of their cryptanalysis,
concepts of information integrity, cryptographic protocols, electronic signature. The
mathematical theory underlying cryptography (the theory of groups, Galois fields,
irreducible polynomials, number theory, pseudorandom sequences, etc.) is
explained.Questions of the implementation of encryption algorithms and cryptanalysis
are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic
systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

5. Competencies: the ability to issue working technical documentation taking into
account the current regulatory and methodological documents in the field of
information security. the ability to use software tools for system, applied and special
purposes. the ability to organize and support the implementation of a set of information
security measures, manage the process of their implementation, taking into account the
tasks to be solved and the organizational structure of the object of protection, external
influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of information
security and the construction of secure information systems; the basic concepts of the
theory of cryptography: classical historical ciphers and methods of attacks on these
ciphers, modern ciphers cryptographic protocols and electronic signature; typical
weaknesses of the implementation of cryptographic systems (PGP,RC4, Windows,
etc.); theoretical foundations of a "good" Shannon cipher; theoretical foundations of a
"good" cryptosystem (Kirchhoff rules), must be able to: correctly choose the type of
cipher in accordance with the task ; implement a high-quality encryption algorithm;
implement an attack on classical ciphers (historical and modern).

Dautbaeva A.O.-
c.t.s., acting
professor
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Akmapar xoHe
KOJITay TEOPHSICH/
Teopus
nH(pOpMaIKH U
KOIUpOBaHUs/
Theory of
information and
coding

CMTHUXaH
OK3aMCH
exam

Tect
Tect
Test

1. TIlpepexBusurrep:Maremarnka I

2. TloctpekBusutrep:Kocioun moHaep

3. Tlomnin wMmakcatel: CrymeHTTepre O6rerTci3 KOATAY TEOPHSCHIHBIH HETI3Ti
KeTICTIKTepiMeH  TaHbICTHIPYy. CHMMETPUSIIBIK = JKOHE  ACHUMMETPHSIIBIK
mudprayAblH KeH KOJIAAHBUIATEIH KPUITOTpadusUIBIK alrOPUTMIEPiH, COHTal-
aK KPHNTOTPpadISIIBIK X3II-(QyHKIHATapIbI 3epTTEY.

4, Kpickama wma3myHel: CaHzmap TEOpHSACHIHAH —MONIMETTep. AreOpaibik
KYpPBUIBIMIAp, COHFBI epicTep. CBI3BIKTHIK OJOK KOATaphl, Oereyiire Te3iMii
koaray mekapanapel. Kox Xommunra. [uxnaik xoarap. Koxaray xoHe
JIEKO/ITay/Ibl aNNapaTThIK icke ackIpy. bux koaTapsl.

5. Kysiperriniri:  XapatbutbicTaHy — FBUIBIMIApBIHBIH, MaTeMaTHKa  JKOHE
nH(bOpMaTHKaHBIH 0a3aybIK OiTiMiH, HEri3ri akTinepai, TyKbIpbIMaaManapibl,
iprem akmapaTTapMeH J>KOHE AaKMapaTTHIK TEXHOJIOTHsUIapMEH OaliIaHBICTEI
TEOpHUsUIap/ABIH IPUHIUITEPIH KONJIaHa alry.

6. Kyrinerin Hormxkenep: CaHmapAblH >koHe anreOpa TEOPHSACHIHBIH HETI3ri
HOTWKEJNEpiH Oy, aNrOpUTMICPAIH KYPACIUIIK MOCENeNepiH TYCiHy,
KayiNCI3MiKTiH Heri3ri acmekTiyiepi >koHe KayilCi3OIKTiH Herisri KareprepiH
TYCiHY )KoHE KOJIJaHa aiy.

Typerbaes
AGunbna
TypembaeBu4 ¢-
M.F.K.,
KaybIMAACThIPBUIFa
H npodeccop M.a.




N =

IIpepexBusutsl: Marematukal

IoctpexBusuts: [IpodecrnonanbHble AUCIUATLTHHBI

Ieny nucuummbbl: M3ydeHHe M OCBOEHME HOBBIX TEOpUH M MOJEINEH,
CBSI3aHHBIX CO CIyJallHBIMHM CHTHAlaMM, HPUMEHAEMBIX B paJuoO(pU3UKE;
MIOCTPOCHUE MaTeMaTHYeCKUX Mojelell mpouexyp oOOpabOTKM CHTHAJIOB;
NIPUMEHEHHE COBPEMEHHBIX aJIrOpPUTMOB JIsI  0OpaboOTKH  pe3ylbTaToB
SKCIICpHMEHTa, HCIIONb30BaHNE HOBBIX HH(OPMAIMOHHBIX  TEXHOJOTHH,
CJIeKEHHE 32 HayYHOU NepUOJUKOM.

Kpartkoe comepxxanue: Cxarue nanusix. KoaupoBanue xanana. [Tpubmmxenus
pacnpeneneHus BeposiTHocTell. MoaenupoBaHue JaHHbIX. BbIBo mapaMeTpoB u
MoJenei. ANMpPOKCUMAaLus paclpelesieHuid BepOsSTHOCTEH: KilacTepu3allisl.
Meton  Monre-Kapno.  Bapuanmonneiii  meton. Emkxocts  HelipoHa.
AcconuatiBHas TaMATh

KomnerenTHOCTH: CITIOCOOHOCTh  TIOHMMATh, COBEPLICHCTBOBATH W INPUMEHSTH
COBPEMEHHBI MaTeMaTHUYEeCKWi ammapar, (QyHIaMEeHTaJIbHbIE KOHLENIHU |
CHCTEMHBIE METONOJIOTUH, MEXKIyHapOIHbIe U NPpodeccnoHaIbHbIe CTAaHAAPTH B
o0macTy HTHQOPMALMOHHBIX TEXHOJIOTHIA.

Osxuaemble pe3ynbTaThl: Y METh IPUMEHATh Ha MIPAKTUKE 3HAHUS, TOIyICHHBIE
mo xypcy "Teopus wuHpopmanuu", NPUMEHATh BEPOATHOCTHBIA U
MH()OPMAIIMOHHBIA MOAXO0] K CMEXHBIM AUCIHUIIIMNHAM, YMETh CAMOCTOSATEIBHO
IIpuoOpeTaTh HOBBIE 3HAHMS B 00JIACTH KOAUPOBAHMS M IIEpPEAaul CUTHAJIOB.

Typembaes
Aoauibaa
Typembaesuyu K.¢-
M.H.,
1.0.aCCOLIUPOBAHHO
ro npodeccopa

N

Prerequisites: Mathematics I

Postrekvizites: Professional disciplines

Aim of the discipline: The study and development of new theories and models
related to random signals used in physics; the construction of mathematical
models of signal processing procedures; the use of modern algorithms for
processing experimental results, the use of new information technologies,
tracking scientific periodicals.

Short content: Data compression. The encoding of the channel. Approximations
of the probability distribution. Data modeling. Output of parameters and models.
Approximation of probability distributions: clustering. Monte Carlo method.
Variational method. The capacity of the neuron. Associative memory
Competence: The ability to understand, improve and apply modern mathematical
tools, fundamental concepts and system methodologies, international and
professional standards in the field of information technology

Expected results: Apply in practice the knowledge obtained in the course
"information Theory", - apply a probabilistic and information approach to related
disciplines, - independently acquire new knowledge in the field of coding and
signal transmission.

Tureshbayev
Abdilda
Tureshbayev Ph. D.,
Acting Associate
Professor
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AKIapaTThIK
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Kayinci3airinig
ayIuTi MEH
MEHEKMEHTI/ Ay
UT ¥ MEHEDKMEHT
0e30MmacHOCTH
HH()OPMAIIMOHHBIX
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Information
systems security
audit and
management

EMTHUXaH
OK3aMCH
exam

Tect
Tect
Test

IMpepexBusutrep: KommbroTepiik >kyderep MeH IKediep Kayincisairine
OKIMILILTIK eTy

[MoctpexBusutrep: AUIIOMIBIK )K00aHBI XKa3y jKOHE KOPFay

[Tonnix MakcaTsl: Kayinci3nik MEHeIKMEHTI caiacklHaa O11iM, O1TiK )KoHE JaFabl
KEIIEeHIH KaIbIITaCTHIPY.

Keickanra masmyssl: Kayinciznik MeHeDKMEHTIHIH Herizgepi "Kayin'yFbIMBIH
anpikray. lIerFy Teri TaGuraTsl OOMBIHIIA KAyINTLNIK Ke3Jepi jKOHE OJapIIbIH
Typiiepi. Taburn-tabury MIBIFY Kaymi ke31epi. TeXHOTeHAIK MIBIFY KayTi Ke3aepi.
ONeyMeTTIK IIBIFY Kaymi ke3zepi. Kayinten kayinTiH albIpMamibuIbFbl. CHIPTKBI
JKoHe immki Katepuep. Kayincisaik xoHe oHbIH Typiepi. Kayincisnik MeHemKMeHTi
caJlaChIHJAFbI cascaT Kayilci3aiKk MEHEeDKMEHTI CallaChIHAAFbI casicaT KYPbUIBIMBI.
Backa camamapmarbl YHBIMHBIH =~ CasCaTBIMEH  KAyilCi3AiK  MEHEIKMEHTI
CaJIaCBIHJIAFbI CAsCATTHI KENiCy. OHMIpiCTeri Kayinci3aik MeHeKMeHTI Kaapibik
KayilCi3iK KOMITaHUSI KBI3METKepJiepi JKacaHThIH KYKBIKKA KapChl dpeKeTTep.i
KIKTEY.

Kysbiperriniri: Ilepconanmsl GackapyIbslH Ka3ipri 3aMaHFBI TEXHOJIOTHSUIAPHI
HeriziHne TYJIFaapaiblk, TONTBIK KOHE YHBIMIACTBIPYLIBUTBIK
KOMMYHHUKAIMSIIAPABI K0o0anay Ke3iHae Nayibl sKaraainapapl MIeHIyaiH opTypii
TOCUIAEPIH MEHTepeIi.

Kyrinerin HoTmkenep: Ke3 kenreH mapyamsUIbIK KYPTi3ylli cyObeKT AeHreiinae
TYIFaapanblk, TONTHIK JKOHE YHBIMIACTHIPYIIBUIBIK KOMMYHHUKAIUSIIAP.IbI
ko0arnay Ke3iHJe JayJibl JKaFIaiaapbl MEIyIiH dpTYpJIi TICUTICpiH MEHIepreH
Kayilci3JiKk MCHEJDKMCHTIH OLTIIl IIBIFaJIbL.

Msip3aeB P.C. — ara
OKBITYIIBI,
MaTeMaTHKa
MarucTpi

N

[pepekBU3NTEL: AMUHHUCTPHPOBAaHHE OE30IIACHOCTH KOMITBIOTEPHBIX CHCTEM M
ceTen

[octpexBu3uThl: Hanrcanue u 3ammra JUIUIOMHOTO MTPOEKTa

Henp aucummuimuel: @opMuUpoBaHUe KOMIUIEKCA 3HAHUM, YMEHUN U HaBBIKOB B
00acTH MEHEKMEHTa Oe30MacHOCTH.

Kpatkoe conepkanue: OCHOBBI MeHeIDKMeHTa OeszomacHocTH OrnpeneneHue
MOHATHUSL «OTIACHOCTBY». VICTOYHMKM ONAcHOCTM M MX BHABI N0 TPHUPOIE
MPOUCXOXKICHHS. Hcrounnku OIaCHOCTH €CTECTBEHHO-TIPHPOTHOTO
NPOUCXOXKJEHHS. VICTOYHHMKM OMAacHOCTH TEXHOTEHHOTO HPOUCXOXKACHHS.
HICTOYHUKHM OMacHOCTH CONHMAIBHOTO TPOUCXOXAeHHs. OTINYHE YTPO3BI OT
OmMacHOCTH. BHemrHWe W BHYTpPeHHHE Yrpo3bl. be3omacHOCTP W ee BHIBL
[Momutuka B obOmactH MeHemkMeHTa Oe3omacHOCTH CTpyKTypa TOJHTHKH B
obmactT MeHemkMeHTa Oe3omacHOCTH. CorlacoBaHHWE IOJMUTUKH B 00JacTH
MEHE/DKMeHTa Oe30I1aCHOCTH C MOJUTHKOW OpraHM3allMi B JIPYTHX OO0JIacTsIX.
MeHnemkMeHT 6e30MacHOCTH  Ha MIpou3BojcTBe. KanapoBas 06e30macHOCTh
Knaccudukanust HpOTHBONPABHBIX JACHCTBHH, COBEPLIAEMBIX COTPYAHHKAMH
KOMITaHHH.

KommnerentHOCTE: Banennem Ppa3INIHBIMU crocobamu pasperieHust
KOH(IMKTHBIX CHTYalllid MPH MPOSKTHPOBAHUN MEKIMYHOCTHBIX, TPYIIIOBEIX U
OpPTraHU3allMOHHBIX KOMMYHHKAalllii Ha OCHOBE COBPEMEHHBIX TEXHOJIOTHI
YIpaBIIeHHs TIEPCOHATIOM, B TOM YHCJIe B MEXKYJIBTYPHOH cpezie

Oxumaemplie pe3yabTaThl: 3HaTb-MEHEIXKMEHT 6e301acHOCTH, BlIajics
pa3mMYHBIMH ~ CIIOCO0aMM  pa3penieHHs  KOH(IMKTHBIX — CHUTyauuid  Ipu
MPOCKTUPOBAHNUHA MCKIIMYHOCTHBIX, prHHOBbIX 151 OpraHu3allMOHHBIX
KOMMYHHKAIIM{ Ha yPOBHE JIFOOOTO XO3SHCTBYIOLIEro CyobeKTa

Msip3aes P.C.-
cTapuInii
MIPeTo/1aBaTeNb,
MarucTp
MaTeMaTHK]




Prerequisites: Administration of security of computer systems and networks

Postrekvizites: Writing and defending a diploma project

Aim of the discipline: The formation of a complex of knowledge, skills and

abilities in the field of security management.

4. Short content: Fundamentals of safety management Definition of the concept of
"danger". Sources of risk and their views on the nature of the origin. Sources of
danger of natural origin. Sources of danger of technogenic origin. Sources of
danger of social origin. The difference between threat and danger. External and
internal threats. Security and its types. Security management policy Structure of
the security management policy. Align the security management policy with the
organization's policies in other areas. Occupational safety management Personnel
security Classification of illegal actions committed by employees of the
company.

5. Competence: Knowledge of various ways to resolve conflict situations in the
design of interpersonal, group and organizational communications based on
modern technologies of personnel management, including in an intercultural
environment

6. Expected results: Know - security management, having a variety of ways to

resolve conflict situations in the design of interpersonal, group and organizational

communications at the level of any business entity

wnh e

Myrzaev R.S. —
senior lecturer,
master of
mathematics

N

Bell/
KK
1/
BK

PD/
ucC

EHE
T430

EHT

4302
EHP

4302

9TI/IK3,.]'ILIK XaKHUHT
JKOHE EHY
TecTieyi
DTUYECKUi
XaKHUHT U
TGCTI/IpOBaHI/IC Ha
HpOHI/IKHOBeHI/IC
Ethical Hacking
and Penetration
Testing

EmtHxa
H
DK3aMeH
Exam

Tect
Tect
test

1. TlpepexBusnutTep: AKNapaTTHIK XKYyHenep Kayilci3airiniy ayanuTi MeH

MeHepKMeHT!/ KubepkayincisaikTi 6ackapy

2. TlocTpekBU3UTTEP: KACIMTIK MOHACP, MEMIICKETTIK EMTHXaH, TUILIOMJIBIK K002

3. TloHHIH MaKcaThl: TIOHI OKY OapbIChIHAA HHTEPHET-0apiayFa jKOHE OCAIIBIKTAP/IbI
naiilajiaHyFa apHaJIFaH 3CPTXAHAIBIK JKYMBICTApJbl OPBIHAAYFAa MAalIbIKTaHY >KOHE
SHyTe TECTUICYAiH TEOPHUSUIIBIK HEeTi3epiH MEHrepy

4. Kpickamra Ma3MyHBI: €HYIl TECTUICYHNiH TEOPHSIBIK HeTi3gepi. AKmapar >KHHAY.
Ckanepiiey. OcangpIKTapasl i3€y jKoHe MaiiasaHy. Op TYpJll KbI3METTepre MapoibIiK
mabysiinap. METASPLOITABLE skcrutyaralivschlH TEKCEpPYyre apHalIfaH Kypa.
OcangpIKTapapl — maigataHyael  kepcery.  Web-KochIMIanapaa — ocajabIKTapIsl
nanaanany.

5. KyswIpeTTinik: MaMaHIAHIBIPY TaKbIPHIOBI OOMBIHIIA XaibIKapaiblk jkobaiaapia
JKYMBIC icTey KaOineTi.

6. Kyrinerin HOTIXeENEP: MEHrepyi THIC: - KYPBUIBIMABIK, ()YHKIMOHAIIBIK, )XYHEIK,
JKYKTEMETIK JKOHE KaObLIIay-TancChIpBICTEIK TECTUIeydi OTKi3y OimiMaepi MeH
nmarmpuiapel.  Kabinmeri MeH JalbIHABIFBIH KOpCeTyre THIC: - ajfaH OuTiMi MeH
JaFIbUIapBIH ©31HIH KeWiHri KoCiOM JKoHe FhUIBIMU KbI3METiH/Ie KOJJaHyFa, MaruCTPIIiK
JCcepTanusl XKa3y Ke3iHae OiniMaepiH KoJiaHyFa.

MpipzamypatoBa
A.D.

T.F.M., aFa
OKBITYILIBI




1. TIpepexBu3uTHI: AyAUT U MEHEKMEHT 0€30MaCHOCTH MH(POPMALMOHHBIX CHCTEM/
2. VYnpasnenue kubepOe30macHOCTHIO

3. TloctpexBusuthl: I[IpodeccroHanbHbIe AUCHHUIUIMHBL, TOCYIapCTBEHHbIH 3K3aMEH,
JUIUIOMHBII IPOEKT

4. Hens mucrmmmumabl: OCBONTH TEOpPETHYECKHE OCHOBHI TECTHPOBAaHMS HA
NIPOHUKHOBEHHE ¥ TIIONPAKTHKOBAaTHCS B  BHIIOJHEHHH J1Aa0OpaTOPHBIX  padoT,
MOCBSIIIEHHBIX VHTEepHET-pa3sBeKe W SKCIUIyaTalHdH YSI3BHMOCTEH B XOJe H3YyUCHUS
JMCIATUIHHBI

5. Kpatkoe comepxaHHe: TEOPETHUECKHE OCHOBBI TECTUPOBAHMS HAa NMPOHUKHOBEHHS.
C6op nnpopmanun. CxkanupoBanue. [ToMck U IKCIUTyaTanun ys3BuMocteii. [laponbHbie
aTakl Ha pasiauuHble cepBUChL. CpeiacTBO AN TECTUPOBAHHSA  SKCIUIOHTOB
METASPLOITABLE. . JlemoHcTparysi 3KCIUTyaTaldy YsS3BUMOCTEH. DKCIUTyaTalus
ysa3Bumocteil B WEB-nprnoxeHusx.

6. KoMmereHTHOCTh:CITIOCOOHOCTRIO paboTaTh B  MEXKAYHApOIHBIX MPOEKTaX II0
TEeMaTHKe CHelaIn3alnH.

OsxkuaeMble pe3ysIbTaThl: JOJDKEH BIIAJIETh: - 3HAHUSIMH ¥ HABBIKAMH IPOBEICHUS
CTPYKTYPHOTO, (YHKIIHOHAIFHOTO, CHCTEMHOT0, HArPY309YHOTO M IPUEMOCIATOYHOTO
TECTHPOBaHUsL. JI0IKEeH JeMOHCTPUPOBATh CIIOCOOHOCTH M TOTOBHOCTD: ~IPUMEHSTh
MOJTy9YeHHBIC 3HAaHHU U HaBBIKK B CBOCH MOCIIEAYIONIEH TPOPeCcCHOHATBHON U HAYIHOH
JeATeIbHOCTH, IPUMEHATh 3HAHUS [TPU HANMCAHUU MariucTepCKOM AUCCepPTAIHN.

IMbIp3aMypaToBa
IA.A. M.T.H.,
cTapiumit
MpernoaaBaTeb

1. Prerequisites: Information systems security audit and management

2. Cybersecurity Management

3. Post-requirements: Professional disciplines, state exam, diploma project

4. The purpose of the discipline: To master the theoretical foundations of penetration
testing and practice performing laboratory work on Internet intelligence and
vulnerability exploitation during the study of the discipline

5. Summary: theoretical foundations of penetration testing. Collecting information.
Scanning. Search for and exploit vulnerabilities. Password attacks on various services.
A tool for testing METASPLOITABLE exploits. . Demonstration of exploiting
vulnerabilities. Exploiting vulnerabilities in WEB applications.

6. Competence: the ability to work in international projects on the subject of
specialization.

6. Expected results: must possess: - knowledge and skills of conducting structural,
functional, system, load and acceptance testing. Must demonstrate the ability and
willingness to: - apply the acquired knowledge and skills in their subsequent
professional and scientific activities, apply the knowledge when writing a master's
thesis.

Myrzamuratova, A.
A., m.t.s., the
senior lecturer




3.

DJIeKTHBTI MOHIEP

Mo - = bakplnay bt IoHHIH cHnaTTaMachl/ XapaKTePUCTHKA TUCIUILTAHbL/ barnapnama
oyn | x - - = § E H OTY TYpi characteristics of discipline: JKETEKIICiHIH aThI-
pNe | E 2 = E( N z g (tecr, JKOHI, FRUILIMH aTarbl,
g ° E ® = & f 2 =z = skazbamra, | 1.IIpepexBu3nTTepi/MpepeKBU3UTHY/ prerequisites Tapexeci/
T’.:)f £ = S| E % 25| 5 § 8 g IS aysi3ma,)/ | 2. [ToctpexkBusurrepi/ (.1.0. pyKOBOIHTENS
= gl 28 a 25 ('.;;) g § <5 ‘g_ g = BUJ MOCTPEeKBU3UTHY/ postrekvizites TIPOrPaMMBl,
5 % E % g 5 % ~ 5 é E 2.9 g § koHTpous | 3. [loHHIH MakcaThl/ienb auciuiuinabl/aim of the discipline YUEHasICTEIICHb,
E5| S5 z ES 5 g & g §§ Zo° (tecr, 4. Kpickaria _1\42_13}\4;&151/ Kpatkoe coneprkanue/shortcontent 3BaHHe /
T2 38| E g 2 = € é < 8 g g nuceMeHHo, | 5. Kyssiperrimiri/ name, surname of the
E2| £8 zS § 3 > g < ¥ YCTHO)/ | KOMIIEeTeHIMu/competences m;trugtpr of program,
= z z o N 2 g type of | 6. Kyrinerin Hotuske/ oxunaemsie pesynsrarsl/ expectedresults scientific degree, rank
= ko 3 % X 2 g control (test,
= & 5 3 written
B £
< form, orally)
1 2 3 4 5 6 7 8 9 10 11
M | BIVTK | AKN | a) AKnapaTThIK 4 2 1 eMTHXaH Tecr IpepexBusnTTEp: AKIApATTHIK KYiHenep/i xobanay BekceiitoBa AiiHyp
2 EHD//IEB (2)2|(|J31 Kayinci3mix 9K3aMeH Tect [octpexkBusnTTep: MamHANBIK OKBITY JKOHE AEPEKTEPIi 131ey BonaTGexKpI3HI -ara
I 2201 Herizaepi exam Test Maxkcartsl: [1oH akmapaTThl KOpray jKYHeCiH KYpy ofiCHaMachlHA, aKMapaTThl )KWHAY, | OKBITYIIBI, TEXHHKA
BIS OCHOBBI Oepy, )KUHAKTay JKoHE OHJIEY IPOIIeCiHe, aKmapaTTaHAbIPpy 00BEKTUICpiHIH KOPFaIybIH FBUIBIMJJAPBIHBIH
2201 UHPOPMAIIMOHHOM Oaranayra »KOHE aKMapaTTBIK KayilCi3MiriH KaMTaMachl3 eTyre HerizmenreH. Kypc Marucrpi
6e3onacHocTr/Fund MBIHagai OeJliMIepMeH YCHIHBUIFAH: aKlapaTThl KOpray jKoHe OHBIH Kayircizairi; AX
amentals of OargapiaMainblK OKOHE amnmaparTelk IuiatdopMacklH  Tangay; AXK  kayincisaik

information security

MOJIENB/IEPI; KOpFay XKyieciH Oaranay; KOMIIBIOTEPIIIK KyHenepaiH Kayirnci3iri.
Kpickama masmyssl: KypcTel oKy cTyAeHTTepIiH AKHapaTThIK JKyHenep, aKmapaTThl
KOpFay JKyHenepiH Kypy JkoHe NafijanaHy cajachblHAAFbl 3aMaHayHW TEXHOJIOTHsIap
TypaJibl OLTIMIEPiH KalbIITACTEIPYFa OAaFBITTANFaH.

Kysblperriniri: AHTUBHPYCTIK Oarmapiamainap, apTypili ecenTepIiH MaTeMaTHKaJIbIK
MOJIENBACPIH KYPACTBIPY, ONapAbl IMISIIYAiH OJICTepiH JKOHE OJlapFa KaKeTTi
MPOTrpaMMAIIBIK Ka0IBIKThI UTEP/Ii.

Kyrinerin HoTwxenep: AKmapaTrTsl Kopray TaciniepiH, OariapiamaiblK IakeTTepiH
OiIi.

IpepexBusuTtsr:[IpoektrpoBanne HHHOPMAIMOHHBIX CHCTEM

IoctpexBu3utei: MammHHOE 00y4YeHNEe ¥ HHTEIUIEKTYaIbHBIN aHaIU3 JaHHBIX
Hens:[lucuumnnyHa OCHOBaHa Ha  METONOJOTMM  CO3JAHUS CHUCTEM  3allUThI
uHpopMaImu, mporecca cOopa, mepeaayr, HaKOIUIeHHs U 0O0paboTKU HH(OPMAIIUH,
OIICHKH 3alUIICHHOCTH M oOecreueHus WHPOPMAIIMOHHOW 0€30MacHOCTH 00BEKTOB
unpopmatnzanuu. Kypc mpencraBieH pasienamu: 3alqirta M 0E30MacHOCTb
nHpopManuK; aHanM3 MporpaMMHOW u ammaparaoi mwiatgopmer WC; momenu
6e3omacuHoctu VIC; olieHKa CHCTEMBI 3aIUThI; 6€30MaCHOCTh KOMITBIOTEPHBIX CHCTEM.
W3ydeHne Kypca OpHEHTHPOBAHO Ha (POPMHUPOBAHUE Y CTYAEHTOB 3HAHHIA O
COBPEMEHHBIX TEXHOJOTUSX B 00MacTH WH(POPMAIMOHHBIX CHCTEM, CO3IAHUS U
9KCIUTYyaTalliH CUCTEM 3aIllUThl HHPOPMALIUH.

Pa3paboTka aHTHBHUPYCHBIX NPOrpaMM, MaTeMaTHUECKUX MOAENEil pa3iudHBIX 3a1ad,
OCBOCHUE MCETOJOB HUX PCUICHHUA U HeOGXO}lI/IMOFO UM HOPOrpaMMHOTO 060py)103aﬂml.
Braneer mpueMam ¥ 3aIuThl HHGOPMAILIUH, IPOrPaMMHBIMHU MTAKETAMU.

BexkceiiroBa AitHyp
BonarOexKpI3bI-
Crapmuit
Hpero/iaBaTelb,
MarucTp TEXHUYCCKUX
HayK




Prerequisites: Design of information systems

Post requisites: Machine learning and data mining

Purpose: The discipline is based on the methodology of creating information security
systems, the process of collecting, transmitting, accumulating and processing
information, assessing the security and ensuring information security of
informatization objects. The course is presented in the following sections: information
security and security; analysis of the software and hardware platform of the IP; IP
security models; evaluation of the security system; security of computer systems. The
course is focused on the formation of students ' knowledge about modern technologies
in the field of information systems, the creation and operation of information security
systems.

Competence: Development of anti-virus programs, mathematical models of various
tasks, development of methods of their solution and necessary software equipment.
Summary of discipline:

Expected Results. Knowsthe methods of protection of information, software packages.

Bekseytova Ainur
Bolathekkyzy -Senior
Lecturer, Master of
Technical Sciences

~

BIVTK
BII/KB
BD/E

AQA

Q
2201
ZI1B2
201
IPIS
2201

b)AKnapaTThl KOpFay jKoHe
aKna-paTThIK
Kayincizaik/3amura
uHdopmanuu u
l/lH(bOpMaHPIOHHaﬂ
6e3onacHocts/Information
protection and information
security

CMTUXaH
OK3aMCH
exam

Tect
Tect
Test

[IpepexBusutTep: AKNapaTTHIK XKyHenepai kobdanay

[octpexBusuTTep: MalIMHAIBIK OKBITY JKOHE AEPEKTEPI 1318y

Maxkcarsl: [1oH akmapaTThl KOpray jKYHeCiH KYpy oAiCHaMachlHA, aKMapaTThl KWHAY,
Oepy, JKUHAKTAY YKOHE OHJCY NPOLECiHE, aKIMapaTTaHAbIPy OOBEKTIIEPiHIH KOPFaTybIH
Oaranayra »KOHE aKMapaTThIK KayilCi3[iriH KaMTaMachl3 eTyre HerizmenreH. Kypc
MBIHagai OeJliMIepMeH YCHIHBUIFAH: aKMapaTThl KOpray jKoHe OHBIH Kayircizairi; AXK
OargapiaManblK OKOHE amnmaparTelk IuiatdopMacklH  Tanmay; AX  kayimeizmik
MOJIEITBICPI; KOpFay XKyleciH Oaraiay; KOMIBIOTEPIIIK JKYHeNep/IiH Kayirnci3iiri.
Kepickamra masmyHsl: KypcTel oKy cTymeHTTepIiH AKIapaTThIK JKyHelep, akmapaTThl
KOpFay JKyHenepiH Kypy JKoHE NaiijanaHy cajachblHAAFbl 3aMaHayW TEXHOJIOTHsIIAp
TypaJibl OLTIMIEpiH KalIbIITACTEIPYFa OaFbITTANFaH.

Kyseiperriniri: AHTUBUpYCTIK Oarmapiamanap, SpTypii ecenTepAiH MaTeMaTHKAIBIK,
MOJIENBACPIH KYPACTBIPy, OJIApABl MICHIYAiH OMICTEpiH JKOHE OJapFa KaXKeTTi
MPOTrpaMMAIIBIK Ka0IBIKThI UTEP/Ii.

KyrineTin HoTwkenep: AKmapaTThl KOpFay TacinzepiH, OariapiamaiblK ITaKkeTTepiH
Oinmi.

BexkceiiroBa AitHyp
BonatOekKpI3bI -ara
OKBITYIIbI, TEXHUKA
FBUIBIM/IaPBIHBIH
MarucTpi

[pepexsusnTsr:[IpoekTnpoBanue MHHOPMAINOHHBIX CHCTEM
[ocrpexBuznuTe:MammHHOE 00ydeHNE W HHTEIUIEKTYaIbHBIA aHaIH3 JaHHBIX
Lens:lucnumninmHa OCHOBaHa HA  METONOJNOTHH  CO3MAHUS CHCTEM  3aIHTHI
nHpopmarmu, npouecca cbopa, repenayd, HAKOIUICHUsT U 00pabOTKK MH(OpMaIuy,
OIICHKH 3alUIICHHOCTH W oOecreueHus WHPOPMAIIMOHHOW 0e30MacHOCTH 00BEKTOB
unpopmarnzanuu. Kypc mpencraBieH pasienamu: 3alqirta M 0€30MacHOCTb
uHdOpMaIMY;, aHalU3 mporpaMMHOW M ammapatHod mmiatdopmer WC; mopenu
6e3omacHocTu VIC; oleHKa CHCTEMBI 3aMIUTHL; 0€30MacHOCTh KOMIIBIOTEPHBIX CHCTEM.
W3ydenne Kypca OpHEHTHPOBAHO Ha (OPMHUPOBAHNE Y CTYACHTOB 3HAHUH O
COBPEMEHHBIX TEXHOJOTUSAX B O0JIACTH WH(OPMAIIOHHBIX CHUCTEM, CO3MAHHS U
9KCIUTyaTaI[UH CHCTEM 3aIlUTHl HHOPMALUH.

Pa3paboTka aHTHBHUPYCHBIX NPOrpaMM, MaTeMaTHUECKUX MOJAENeil pa3au4HBIX 33jad,
OCBOCHUE MCETOJOB HUX PCUICHHUA U HeOGXO}lI/IMOFO UM HOPOrpaMMHOTO 060py)1013aﬂml.
Braneer mpueMam ¥ 3aIuThl HHGOPMALKH, TIPOrPAMMHBIMHU NTAKETAMH.

BekceitroBa AitHyp
BonaTOeKKpI3bI-
Crapmmmit
HpernoaBaTens,
MarucTp TEXHUYCCKUX
HayK




Prerequisites: Design of information systems

Post requisites: Machine learning and data mining

Purpose: The discipline is based on the methodology of creating information security
systems, the process of collecting, transmitting, accumulating and processing
information, assessing the security and ensuring information security of
informatization objects. The course is presented in the following sections: information
security and security; analysis of the software and hardware platform of the IP; IP
security models; evaluation of the security system; security of computer systems. The
course is focused on the formation of students ' knowledge about modern technologies
in the field of information systems, the creation and operation of information security
systems.

Competence: Development of anti-virus programs, mathematical models of various
tasks, development of methods of their solution and necessary software equipment.
Summary of discipline:

Expected Results. Knowsthe methods of protection of information, software packages.

Bekseytova Ainur
Bolathekkyzy -Senior
Lecturer, Master of
Technical Sciences

M4

BIVTK
BII/KB
BD/E

KZhA
2202
KSA
2202
CNA
2202

A)Kommnbrorepiik
JKEJIUIEp JKOHE OKIMIILIIK
eTy

KomnbloTepHble cetn u
AIMUHUCTPUPOBAHUE
Computer networks and
administration

CMTUXaH
OK3aMCH
exam

Tect
Tect
Test

1. TlpepekBH3WT: AKIapaTTHIK-KOMMYHHKALMSIBIK —TEXHOJOTHsUIAD  (aFbUILIBIH
TinmiHzge)/

2.IToctpexBusut: Kocinrik moHaep

3.ITonnin Mmakcarel: Crynentrepae kommbioTepiik skeninepain(KC) apxutexTypachl
MEH KOHLETIHSIaphl Typajbl TEOPHSUIBIK JKOHE IMPAKTUKAIBIK OLTIMAI KaIBIITACTHIPY,
crynenrrepae KK sxobanay sxoHe maiiianany AaFIpUIapblH KaJIBIITACTHIPY.

4 Kpickanra masmyssl: KommbloTtepiik skeminepre kipicre. OS| sTanoHAbIK KeTi
neHreim moxeni. [epektep OepymiH ¢usukanbik opTacel. Jlepekrep Oepy opTachiHa
Kipy omicrepi. Xemi Topanraps! apackiHma aepekrepai Oepy. Kemik xarramanapsl.
Komnan6ansr xarTamanap skoHe HHTepHeT Kpi3MeTTepi. JKeminik BK.

5.Kyswiperriniri: XKeminik e3apa ic-KUMBIT KypalIapblH IMai1anaHaTeIH KOMITBIOTEPITIK
KyHenepai skobamayra; KoMmbroTepiik skenminepai *oHE ONapAblH KOMIOHEHTTEpiH
TECTiJIeyTe; JKEeNUTIK OaFraapiaMalblK KeIMIEHHIH KOChIMIIAIApbIMEH 63apa iC-KIMBLIBIH
yilbIMIacTeIpyFa; XKeminik KpI3MeTTepi Oarmapinamansik 6ackapyra; bepinreH Kpi3MeT
€Ty MapTTapblHa COMKEC KEIep i Kypy YIIiH Kypaiaapabl TaHIayFa KabiieTTi.
6.Kyrinerin HaTmxke: Op TYpii THOTEri JKeJiepli CalbICTBIPYIBI XKYPTidy, op TYpii
CBHIHBINTAPJBIH MIHAETTEPIH ISy Ke3iHAe ONapIblH OHIMIUIr MeH THIMIUIriH
Tangay, OepilireH TeXHUKaNblK Tamantap OoibiHmA KK KypbUIBIMBIH d3ipiey
JIaFIblIapBIH MEHI€PreH.

Typayrynosa H.A.-
JKapaThLIBIC
MarucTpi, ara
OKBITYILIBI




1.IIpepexBusut: MHopMaImOHHO-KOMMYHHKAIIMOHHBIC TEXHOIOTHH (Ha aHTJIMHCKOM
SI3BIKE)/
2.IToctpexBusut: [Ipodunupyromniie TUCHHUILTAHEL
3.enp mucuunimuel: CHOpMHUPOBATH y CTYICHTOB TEOPETHYECKHME M IPAKTHYECKHE
3HaHUS 00 apXWTEKType M KOoHIenuusax koMnbloTepHBIX ceTed(KC), BepaboTath y
CTYZICHTOB HaBBIKH TIPOEKTUPOBAHHUS u SKCILTyaTaI[H KC.
4. Kpartkoe cojnepkaHue: BBeneHne B KOMIBIOTEPHBIE CETH. OTaJOHHAsS
cemuypoBHeBas Mojienb OSI. @usnueckas cpena nepeadn JaHHBIX. MeToAbl 10CcTyna
K cpefie mepenadr AaHHbBIX. [lepenaua JaHHBIX MEXIy y3llaMU CETH. TpaHCIIOpPTHBIE
npoTokodsl. [Ipukiagaeie mpoTokois! U cinyx0sl MaTepHeT. CeteBoe I10.
5.KOoMNeTeHTEHTHOCTh: IPOEKTUPOBATh KOMIIBIOTEPHBIE CHCTEMBI, HCTIOIb3YIOIINE
CpeJICTBa CETEBOT0 B3aNMOIEHCTBHS; TECTUPOBATh KOMIBIOTEPHBIE CETH U UX
KOMITOHEHTHI; OPTaHU30BBIBATH B3aNMO/ICHCTBHE CETEBOTO IIPOrPAMMHOT0 KOMILIEKCa C
HPWIOKEHHUSIMH; TIPOTPaMMHO YIIPABIISAT CETEBBIMH CITyKOaMu; BEIOHPATh CPENICTBA
JUISL IOCTPOCHUS CETeH B COOTBETCTBUY C 3aJaHHBIMH YCIOBHUSIMU (DYHKIIMOHUPOBAHHSI.
6.0sxuaeMblii pe3ynnpTar: Biajgeer HaBbIKaMH IPOBECHUSI CPAaBHEHHUS ceTeit
Pa3IHYHBIX TUIOB, AaHAIN3a UX NPOM3BOAUTENFHOCTH U 3G ()EKTHBHOCTHU NIPU PEIICHUN
3aa4 Pa3INYHbBIX KJIACCOB, MO 3aJaHHBIM TEXHHIECKIM TPeOOBaHUSIM pa3pabaTeIBaTh
ctpykrypy KC.

Typayrynosa H.A.-
MarucTp, cTapluui
MpernoaaBaTesb

1. Precondition: Information and Communication Technologies (in English
2. Post-requirement: Profile disciplines
3. The purpose of the discipline: To form students 'theoretical and practical knowledge
about the architecture and concepts of computer networks(CS), to develop students'
skills in designing and operating CS.
4. Summary: Introduction to computer networks. The reference seven-level OSI model.
The physical data transfer environment. Methods of access to the data transmission
medium. Data transfer between network nodes. Transport protocols. Application
protocols and Internet services. Network software.
5. Competence:design computer systems that use network communication tools; test
computer networks and their components; organize the interaction of a network
software package with applications; programmatically manage network services;
choose tools for building networks in accordance with the specified operating
conditions.
6. Expected result: Has the skills to compare networks of various types, analyze their
performance and efficiency when solving problems of various classes, develop a CS
structure according to specified technical requirements.

Turlugulova N.-
master, senior lecturer




b)Kommnsrotepiix
JKyiernep MeH Keninepai
Gackapy /

VnpasiieHUe KOMIIbIOTEPHBI
X CHCTEM H ceTeit/
Management of computer
systems and networks

CMTUXaH
OK3aMCH
exam

Tect
Tect
Test

1. IpepexBu3utT: AKNapaTTHIK-KOMMYHUKAIMSIBIK TEXHOJOTHsUIAp  (aFbUIIIBIH
TimiHge)/

2.IToctpexBusut: Kacinrik nonaep

3.ITonnin Mmakcatel: CryneHtrepsae kommbioTepiik skeninepain(KC) apXxuTekTypachl
MEH KOHLETIHSIAphl Typajbl TEOPHSUIBIK JKOHE IPAKTUKAIBIK OLTIMAI KaIbIITACTHIPY,
crynenrrepae KK sxobanay sxoHe maiinanany farablIapblH KaJbIITacTHIPY.

4 Kpickanra ma3myssl: Kommblotepiik skeminepre kipicre. OSI| sTanmoHAbIK keTi
neHreim moneni. [epekrep Oepynin ¢usukanbik oprackl. Jlepexrep Gepy opTackiHa
Kipy omictepi. XKem TopanTapsl apacbiHOa Aepekrepai Oepy. Kemik xarramanapsl.
Konnan6ans! xarTamanap skoHe HHTepHeT Kpi3MeTTepi. JKeminik BK.

5.Kyseiperriniri: XKemninik e3apa ic-KUMBLT KypajiIapblH Maii1anaHaThIH KOMIIBIOTEPIIIK
KyHenepai skobanayra; KoMmbroTepiik skenminepai *oHE OJapAblH KOMIOHEHTTEpiH
TECTUIeYTE; KEIUTIK OaFIapiIaMaliblK KSIICHHIH KOCBIMINIAIAPHIMEH 63apa iC-KUMBLUIBIH
yitbiMaacTeipyra; XKeminik Kei3merTepai OarnapiaamManslk 6ackapyra; bepinreH Kpizmer
STy MapTTapbIHa COUKEC KeIep i Kypy YIIiH Kypaiaap/bl TaHIayFa KabijaeTTi.
6.Kyrinerin HoTmKe: Op TYpJl THOTETI XKENJIepl CalbICTBIPYABI JKYPTi3y, ap TYp:i
CBIHBINTAPJBIH MIHACTTEpPiH MICNTy Ke3iHAEe ONapAbIH OHIMALIII MEH THIMILTriH
Tangay, OepiireH TeXHUKamblK TamanTtap OoibeiHma KOK KypbUIBIMBIH 93ipiey
JIaFIbUIAPBIH MEHI€PreH.

Typayrynosa H.A.-
’KapaTbuUIbIC
MarucTpi, ara
OKBITYLIBI

1.IIpepexBusut: MHdopMamoOHHO-KOMMYHHKAIIMOHHBIE TEXHOIOTHH (Ha aHTIIMHCKOM
SI3bIKE)/
2.IToctpexBusut: [Ipodrmmpyroniyie TUCIUIUINHEL
3.Lens mucrmmummael: CHOpMHUPOBATH y CTYAEHTOB TEOPETHUYECKUE M IPAKTHUECKUE
3HaHUS 00 apXWTEKType M KoHIenuusx kommbloTepHbIX ceTei(KC), BEIpaboTath y
CTYZICHTOB HaBBIKH TIPOEKTHPOBAHUS u 9KCIUTyaTalUH KC.
4. Kpatkoe cojaepkanue: BBeneHne B KOMIBIOTEPHBIE CETH. OTAJOHHAS
cemuypoBHeBas mozens OSI. dusndeckas cpena nepegadn JaHHBIX. METOABI ToCTyIa
K cpefie mepeiadr JaHHBIX. [lepemada MaHHBIX MEXIy y3JlaMU CETH. TpaHCIIOPTHBIE
npotokoibl. [IpukiaaHele mpoTokoisl U ciayx0br MHTepHeT. CereBoe I10.
5.KoMneTeHTeHTHOCTh: TPOEKTUPOBATh KOMIIBIOTEPHbIE CUCTEMBI, HCIIOJb3YIOLINE
CpeCTBa CETEBOI0 B3aUMOJICHCTBHSL; TECTUPOBATh KOMIIBIOTEPHBIE CETH U UX
KOMIIOHEHTBI; OpPIraHU30BbIBATh B3aMO/IEIICTBHE CETEBOr0 NPOrPaMMHOI0 KOMILIEKCA C
MIPYIIOKEHUSMH; TIPOTPAMMHO YTIPABIIATH CETEBBIMHU CITy>KOaMu; BEIOMPATh CPECTBA
JUISL TOCTPOCHUSI CETeH B COOTBETCTBUH C 33AaHHBIMH yCIIOBUSIMU (PyHKITHOHHPOBAHHSI.
6.0xumaemelil pe3ynbrar: Biageer HaBRIKaMU MIPOBEICHHS CPABHEHHUS CETeH
Pa3IHYHBIX THIIOB, aHAIN3a UX TPOM3BOAUTEIFHOCTH 1 3 (GEKTHBHOCTH IIPU PEIIeHUN
3aj1a4 pa3INYHbIX KJIACCOB, MO 3aJaHHBIM TEXHUYECKHUM TPEOOBaHUSIM pa3pabaTeiBaTh

crpykrypy KC.

Typayrynosa H.A.-
MarucTp, CTapIIni
IperojiaBaTeib




1. Precondition: Information and Communication Technologies (in English
2. Post-requirement: Profile disciplines
3. The purpose of the discipline: To form students 'theoretical and practical knowledge
about the architecture and concepts of computer networks(CS), to develop students'
skills in designing and operating CS.
4. Summary: Introduction to computer networks. The reference seven-level OSI model.
The physical data transfer environment. Methods of access to the data transmission
medium. Data transfer between network nodes. Transport protocols. Application
protocols and Internet services. Network software.
5. Competence:design computer systems that use network communication tools; test
computer networks and their components; organize the interaction of a network
software package with applications; programmatically manage network services;
choose tools for building networks in accordance with the specified operating
conditions.
6. Expected result: Has the skills to compare networks of various types, analyze their
performance and efficiency when solving problems of various classes, develop a CS
structure according to specified technical requirements.

Turlugulova N.-
master, senior lecturer

o<

BIUT
BI/K

BD/
EC

DKB

2204
SUB

2204
DM

2204

a) Jlepexrep KOpBIH
YHBIMAACTHIPY,
Oackapy xoHe
Kopray/
Opranusanyus,
yIpaBJIeHHE U
3amuTa 0a3
naHHbIX/
Organization,
management and
protection of
databases

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IIpepexBusutTepi: AKnapaTThIK-KOMMYHUKAIHSIIBIK TEXHOJIOTHSIIAp
2. [TocTpekBU3UTTEPi: KOCINTIK MPAKTUKA, MEMJICKETTIK €MTHXaH, AUILUIOMIBIK jk00a
3. Ilemnig Maxcatsl: HMHpopMmanusHel eHrisy MeH mbFapyasl; CTaHAApTTEI
KOJIIaHOaJIbl IIporpaMManiapMeH JKyMbIc icteyni; Kecremik pemakTopeiHna Oyma MeH
(aiapl KOMITBIOTEPITIK OarnapiiaManapabl xkacaid Oinyi, OargapiaManapra CIeHApHUA
KYpPY, KOMIBIOTEpIIIK KYpalAapiblH IUIAKTUKAJIBIK MYMKIHIIUTIKTEpiH Oaranay.
«ONeKTpOH/Bl YKiMeT» WH(PaKYpPBUIBIMBIH, OW3HEC-YPAICTEpAl Tajjay >KoHE KYpy
TeXHOJOTUsUIapbIH Olryi; CaHABIK MomiMeTTepAi eHzaey TexHojorusicel. MS Excel
JNMEKTPOHABIK KecteciH; MS PowerPoint kemeriMeH mpe3eHTamusi JKacayJbl
Bepinrenmep ©0a3acel KyHeciHZE MOITIMETTEp KOPBIH KYpy IKOHE OHICYI;
KommbroTepmik BHpyCTap KOHE aHTHBHUPYCTHIK IMporpaMManapzbl; JKeprimikTi koHe
alfiMaKTBI-TapaThUIFaH KOMITBIOTEPITIK Kyienepai KYpY.
4. Kpickama ma3MyHbl: AKmapar jxoHe MH(popMaTuka. JlepeKTepMeH JKYMBIC icTey
onepanusuiapsl. KoMnplotepiid Kypbutbichl. MamnHaHb! yibiMaacteipy: ®on-Heliman
MPUHIMI. AJNTOPUTM TYCiHIiri. Biok-cxema anropuTMiHiH TpadUKaIbIK OHICTYI.
AKBIPFBI aBTOMaTTap. barnapiamanayzblH HeTi3ri KOHCTPYKUHMSCHL IIporpammarbik
xkabxapikray. Windows omepammsblk xyieci. MS Word MOTiHAIK penakTOpEL
Bepinrennep 6azacel. Bepinrenmep 6asackiHBIH MyMKiHIIKTepi.bepinrennep 6a3ack
KECTEJK peaKkTOphIHAa (QYHKIMS MOHIH KecTe TypiHzme amy.Oracle Oepinrennep
0azacel ~ MaJiMeTTep KOpBIH Oackapy Kyieci. AKMapaTThIK-KOMMYHHUKAIHSIIBIK
TEXHOJIOTHsLIAp.

5.Kyssiperimiri: Bepinrenaep 0a3acblH Gackapy.
6. Kyrinerin Hotmke: bepinrennep 0a3achlHbIH JKYMBIC iCTEy NPUHIMUITEPIH
TYCIHAIpIN, cyi0amapabl TYPFbI3a alabl.

Tynerenosa 5.H.-
3.F.K., aFa OKBITYIIIbI




1. TIpepexBusnThl: MTHGOpMALIIOHHBIE 1 KOMMYHHKAIIMOHHBIE TEXHOJIOTHH

2. TloctpekBusutsl: mpodeccHoHanbHas MpPaKTUKa, TOCYAApCTBEHHBIH 93K3aMeH,
JUIUIOMHBII IPOEKT

3. llenp IUCUMIUIMHBI: BBOA W BBIBOA HH(popmamuu; PaGota co craHmapTHHIMH
MIPYIIOKEHUSIMH; BO3MOXKHOCTB cO3/1aBaTh KOMIBIOTEPHBIE IPOTPAMMBI JJISI TAKETOB 1
(GailloB B penakTope OSIEKTPOHHBIX TaONWI[, IHCAaTh CIEHApHH U IIPOrpamM,
OLICHMBATh IUIAKTHIECKHE BO3MOKHOCTH KOMIIBIOTEPHBIX HHCTPYMEHTOB. 3HaHHE
HHQPACTPYKTYPHI SIEKTPOHHOTO IIPABUTENBCTBA, TEXHONOTHH aHAIM3a M CO3JaHUS
OousHec-miporieccoB; TexHomorust uUppPoBOH 00pabOTKM MNAHHBIX. OJIEKTPOHHAS
tabmuua MS Excel; Co3nate npesenranuio ¢ nomoimsio MS PowerPoint; Coznanue u
obpaboTka 0a3 HaHHBIX B cHucTeMe 0a3 [daHHBIX; KoOMIBIOTEpHBIE BHPYCH H
aHTHBUPYCHBIE MporpaMmbl; Co3aaHNe JTOKAIBHBIX M PETHOHATBHBIX PACIIPEAEICHHBIX
KOMITBIOTEPHBIX CHCTEM.

4. Kpatkoe conepkanue: Mubpopmamus u uHGopMatuka. Omnepaniu ¢ JaHHBIMH.
KommbrotepHast koHcTpykumsi. OpraHm3anust MamuHbel: npuHoun ¢oH Hefimana.
Konnermust  anroput™oB. ['paduueckas o0paboTka anroputMa  OJIOK-CXEMBI.
QunanpHple MamuHbL OCHOBBI TIOCTPOEHMS HporpaMmupoBaHus. IIporpamnoe
obecrieuenue. OmeparnponHas cuctemMa Windows TekcroBbrii pemakrop MS Word.
basza nannpix. Bo3moxkHocTH 6a3bl maHHBIX. [loxydeHne 3HadeHUS (QYHKUUH B BHIC
TabnuIBl B pefakTope Tabmun 0a3el maHHBIX. CHcTema ympaBiieHHs 0a3amMH JaHHBIX
Oracle. HdopmarronHble 1 KOMMYHHKAIIHOHHBIE TEXHOJIOTHH.

5. KoMneteHiums: ynpasieHue 6a30ii TaHHBIX.

6. Oxunaemblii pe3ynbTaT: MOKeT OOBSCHUTH HPHHIMIBI paboThl 6a3bl JaHHBIX H
TIOCTPOUTH TUArPaMMBblL.

Tynerenosa 5.H.-
K.3.H., CT
HpPEToaBaTeNb

1.Prerequisites: Information and communication technologies
2. Postrequisites: Professional practice, state examination, diploma project

3. The purpose of discipline: Input and output of information; Work with standard
applications; Ability to create computer programs for packages and files in a
spreadsheet editor, to write scripts for programs, to assess the didactic capabilities of
computer tools. Knowledge of "e-government" infrastructure, business process
analysis and creation technologies; Digital data processing technology. MS Excel
spreadsheet; Create a presentation using MS PowerPoint; Creation and processing of
databases in the database system; Computer viruses and anti-virus programs; Creation
of local and regional distributed computer systems.

4. Summary: Information and computer science. Data operations. Computer
construction. Machine organization: von Neumann principle. The concept of
algorithms. Graphic processing of the block diagram algorithm. The final machines.
Basic construction of programming. Software. Windows operating system. MS Word
text editor. Database. Database capabilities. Getting the value of a function in the form
of a table in the database table editor. Oracle database management system.
Information and communication technologies.
5. Competence: Database management.

6. Expected result: Can explain the principles of operation of the database and build
diagrams.

Tulegenova E/N/-
C.e.s., senior lecturer
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b) CepBsepiik
nepekTep — 0as3achlH
Kobanay JKOHE
kopray/  Ilpoektu-
poBaHHE ¥ 3aUIUTa
CepBEPHBIX 0a3

nmaHHbIX/  Designing
and protecting server
databases

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IIpepexBusurrepi: AKMapaTThIK-KOMMYHHUKALUSIIBIK TEXHOJIOTHsAIAP
2. [TocTpexBU3UTTEPi: KOCINTIK MPAKTUKA, MEMJICKETTIK €MTHXaH, AUIIOMIBIK sk00a
3. Ilomnin wMakcatel: WHpOpManusHel eHrisy MeH wmbFapyabl; CTaHZapTThI
KoJIIaHOabl mporpaMmaiapMer KyMeIc icteyni; Kectenmik penakTopbiHga OymMa MeH
(aiinapl KOMITBIOTEPITIK OaFmapiiaManapAbl xkacail Oinyi, Oarmapiamanapra creHapuit
KYpPY, KOMIBIOTEPIIIK KYpalfapiblH IUJAKTUKAJIBIK MYMKIHIIUTIKTEpiH Oaranay.
«ONeKTpOHAB YKiMeT» WH(PAaKYpPBHUIBIMBIH, OW3HEC-YpAICTEpAl Tajjay >KoHE KYpy
TeXHOJOTHsUIapelH Ouryi; CaHIBIK MamiMeTTepai eHAey TexHosorwmsicel. MS Excel
9NMeKTpOHABIK KecTeciH; MS PowerPoint kemeriMeH mpe3eHTanusi >Kacaysbl;
Bepinrenmep ©0a3acel KyleciHZe MOITIMETTEp KOPBIH KYpy JKOHE OHJICYAl;
KommbloTepik BUpyCTap KoHE aHTHBUPYCTHIK IMporpammainapzbl; JKeprilikri koHe
aliMaKTHI-TapaThUIFaH KOMITBIOTEPITIK Kydenepai KYpy.
4. Kpickama mMa3MyHbBI: AKmapar jkoHe MH(popMaruka. [lepeKkTepMeH KYMBIC icTey
omnepanusutapsl. KoMmprotepid Kypbsutbichl. MammHans!l yieiMaacteipy: ®on-Heliman
MPUHIMI. AJNTOPUTM TYCiHIiri. Biok-cxema anropuTMiHiH TpadUKaIbIK OHICTYI.
AKBIpFBI aBTOMarTap. barmapinamanaynslH Herisri KOHCTpyKnumschl. [Iporpammanbix
xkabapikray. Windows omepammsiblk xyieci. MS Word MoOTiHAIK penakTOpEL.
Bepinrennep 6azacel. Bepinrenmep GasackiHBIH MyMKiHIIKTepi.bepinrenaep 6a3ack
KECTENK pemaKkTOophlHAa (QYHKIMS MOHIH KecTe TypiHzme amy.Oracle Oepinrenzep
0azacel  MONIIMETTEp KOPBIH Oackapy XKyieci. AKMapaTThIK-KOMMYHHKALUSIIBIK,
TEXHOJIOTHSLIAp.

5.Ky3sIperTimiri: Bepinrennep 0azachiH Oackapy.
6. Kyrinerin Hotmke: bepintrennep 0a3achIHBIH JKYMBIC iCTey NPHUHLIUNTEPIH
TYCIHIIpIN, cy10aap Akl TYPFbI3a alajpl.

Tynerenosa  O.H.-
3.F.K., aFa OKBITYIIIbI

1. TIpepexBu3uThl: MHOOpMAIIMOHHBIC 1 KOMMYHHKAIIMOHHBIE TEXHOJIOTHU

2. TIocTpeKBH3UTHL: HPOQecCHOHANbHAsS TNPAKTHKA, TOCYJApCTBEHHBIH HK3aMeEH,
JUTUIOMHBIHN TPOEKT

3. Lene QMCUMIUIMHBL: BBOA M BbIBOJX HH(poOpManuu; PaboTra co CTaHZapTHBIMU
MIPUIIOKEHUIMH; BO3MOXKHOCTB cO3/1aBaTh KOMIIBIOTEPHBIE MPOTPAMMBI IJIsI TAKETOB U
(daiiloB B penakTope ONIEKTPOHHBIX TaONMI[, MHCaTh CIEHApHH JUI IIPOrpamM,
OILICHMBATh JMAAKTHYECKHE BO3MOXKHOCTH KOMIIBIOTEPHBIX HHCTPYMEHTOB. 3HaHHE
HH(PACTPYKTYpHI INEKTPOHHOTO INPABUTENLCTBA, TEXHOJIOTMH aHaInM3a U CO3JaHUs
Oom3Hec-miporieccoB; TexHomoruss nUGPOBOH 0O0pabOTKM MAaHHBIX. ODJIEKTPOHHAS
tabmua MS Excel; Co3nmate npe3enTtanuio ¢ nomomsio MS PowerPoint; Coznanue u
oOpaboTka 0a3 HaHHBIX B cHcTeMe 0a3 JaHHBIX; KOMIBIOTEpHBIE BHPYCH H
aHTHBHPYCHbIE porpaMmMsl; Co3/laHie JIOKAJIbHBIX M PETHOHATBHBIX PAaCIpe/ieIeHHBIX
KOMITBIOTEPHBIX CUCTEM.

4. Kpatkoe comepkanue: Mubopmaius u uHGOopMartuka. Onepanid ¢ JaHHBIMH.
KomnbloTepHast koHcTpykuus. Opranuszanus Mainueel: npuHoun ¢on Heiimana.
Konnenmuuss — anmroputmoB. ['paduueckas 00paboTka ajiroputMa  OJOK-CXEMBI.
@unanpHble MamuHbl. OCHOBBI TOCTPOCHHS IPOrpaMMHpoBaHus. IIporpamHoe
obecneyenne. Omepannonnas cucreMa Windows TexcroBeri pemakrop MS Word.
basa naHHBIX. BO3MOXKHOCTH 0a3bl JaHHBIX. IloydeHue 3HaueHUs (QYHKIHU B BHIE
TabnHIBl B pefakrope Tabmun 6a3el qaHHBIX. CHcTeMa yrpapieHUs 0a3aMy JaHHBIX
Oracle. MndopmaronHbie 1 KOMMYHHKAIIMOHHBIE TEXHOJIOTHH.

5. Komnerennust: ynpasneHue 06a30ii TaHHbIX.

6. Oxunaemblii pe3ynbTaT: MOXKET OOBSICHUTH MPUHIMIBI pabOTHl 0a3bl JAaHHBIX H
MTOCTPOUTH AUATPAMMEBI.

Tynerenosa 5.H.-
K.3.H., CT
HpeToiaBaTeNb




1.Prerequisites: Information and communication technologies
2. Postrequisites: Professional practice, state examination, diploma project

3. The purpose of discipline: Input and output of information; Work with standard
applications; Ability to create computer programs for packages and files in a
spreadsheet editor, to write scripts for programs, to assess the didactic capabilities of
computer tools. Knowledge of "e-government” infrastructure, business process
analysis and creation technologies; Digital data processing technology. MS Excel
spreadsheet; Create a presentation using MS PowerPoint; Creation and processing of
databases in the database system; Computer viruses and anti-virus programs; Creation
of local and regional distributed computer systems.

4. Summary: Information and computer science. Data operations. Computer
construction. Machine organization: von Neumann principle. The concept of
algorithms. Graphic processing of the block diagram algorithm. The final machines.
Basic construction of programming. Software. Windows operating system. MS Word
text editor. Database. Database capabilities. Getting the value of a function in the form
of a table in the database table editor. Oracle database management system.
Information and communication technologies.
5. Competence: Database management.

6. Expected result: Can explain the principles of operation of the database and build
diagrams.

Tulegenova E/N/-
C.e.s., senior lecturer
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A)blkTuManasikTap
TEOPHSCHI XKIHE
MaTeMaTHKAaJIBIK
CTaTHCTHKA
Teopust
BEPOATHOCTEN U
MaTeMaTH4ecKas
CTAaTHUCTUKA
Theory of
Probability and
Mathematical
Statistics

Emtxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. [IpepexBusurrep:Martemaruka 1.

2. IloctpexBu3uTTep: JJMCKpeTTi MaTeMaTHKa

3.ITeHHiH MakcaTsl: CTyIEHTTEp/li TEOPHUSIIBIK JKOHE MPAKTUKAIBIK €CENTepAi IeIIyre
KakeTTi bIKTHManaplkTap TEOpPHSACH MEH MaTeMaTHKaJblK CTaTUCTHUKAHBIH
MaTeMaTHKAIBIK  allapaTbHBIH  JIEMEHTTEPIMEH TaHBICTBIPY; CTOXACTHKAJBIK
KYOBUTBICTApIbl CUMIATTAYABIH KaIIBl MPHHIUNTEPIH OKY; KOJTaHOAIBl Mocenenepi
3epPTTEYAiH BIKTUMAJIBIK OiCTEpiMEH CTYICHTTEP Il TAHBICTHIPY; apHAWBI 01eOUeTTi 63
OeTiHIIE OKYy IaFAbUIaphIH KaJBIITACTHIPY, MPAKTHKAIBIK €CEeNTepi IMIemry YIIiH
MaTeMaTHKAJIBIK MOJIETbEpP/Ii 93ipiey Typasbl TYCIHIK; JOTUKaJIBIK OWIAYABl TaMBITY,
KSCINTIK KbI3METIIEH OalaHbICTHl KYOBIIBICTAD MEH MHpOLecTepli MaTeMaTHKAaJbIK
3epTTey JAaFIbICHL

4. Kepickamra Ma3MyHbl:  bIKTHMangpIKTap TEOPHWSCHIHBIH HETI3Ti  YFBIMAApHL
Kombunaropuka JJIEMEHTTEPI. blkrumanabikTapas! Kocy TEOPEMACHI.
blxkrumangpikTapael ke0eiTy TeopeMmachl. bIKTHMaIIpIKTapaBl KOCY XOHE KOOEHUTy
teopeManapbl.  CelHaKTapabl — KadTamay.  JuckperTi — Ke3meiicok — Imamamap.
Maremarukansik kyty. JACB mucmepcusicel. YikeH caHnmap 3aHbeL Kesmelicok
MIaMaHbIH BIKTUMAJIBIFBIH yliecTipy (yHKuuscel. ['padTap TEOPHSCHIHBIH HETi3ri
YFBIMIApHL. Kemimix XKocmapray. Kemikrik MiHJIET.
5. Ky3siperriniri: bIKTUManapIK jkoHE CTATUCTHKAJIBIK €CeNnTep i MeNIyre CTaHAapTThI
anmicTep MeH MOJETbIEpAl KOJAaHyFa; CTATHCTHKANBIK ECENTepAl ey Ke3iHae
ecentey QopMynamapblH, KecTelepii, KecTeleplAi KONOaHyFa; Kem eJIIeMi
CTAaTHCTHKAIBIK TAIAAyIbIH KONJaHOAIBl OaFjapiaManapblHBIH Ka3ipri 3aMaHFBI
MaKeTTepiH  KOJJaHyFa, KOMOWHATOpHMKa OJIEMEHTTEpiH MaiJanaHa  OTBIPHIII
OKHFaIapIbIH BIKTHMAJIIBIFBIH ecenreyre KyzsiperTi;
6.Kyrinerin Hotmxe: bazanblk qeHreiine apanac »apaTbUIBICTaHY-FBUIBIMU MOHACP/II
JKOHE KAOCINTIK IMKI TMOHACPIH OKBITY YIIH KYHICTIKTI eMipAe KaKerTi
])IKTI/IMaJ'l}lblKTap TCOPHUACHI MCH MaTEMATHUKAJIbIK CTATUCTUKAHbI MCHI'CPI'CH.

XKanosiposa XK. -
"MatemaTHKa XoHe
KOJ11aHOaJIbI
MexaHHuKa'"
KagenpachHbIH
MeHrepyumici




1.IlpepexBusutsl: Marematuka I

2.IToctpexBu3uThHI: [{UCKpETHAs MaTeMaTHKa

3.enp mucrmniuuHbl: O3HAKOMIICHHE CTYACHTOB C JJIEMEHTAMH MaTeMaTHYeCKOro
anmapara TEOpUH BEpOATHOCTEH M MaTeMaTHYECKOH CTaTHCTUKU, HEOOXOAUMOTO IS
peuIeHNsT TEOPeTHYECKHX W MPAKTHYECKHX 3ahad; H3ydeHHe OOIMX MPHHIUIIOB
OIMCaHMsl CTOXACTHYECKHX SIBICHHH; O3HAKOMJIEHHE CTYJCHTOB C BEPOSTHOCTHBIMHU
METOJaMH  HCCIENOBaHUS IPHKIANHBIX  BONPOCOB; (OpMHpOBaHHE HABHIKOB
CaMOCTOSITENIFHOTO HM3Y4YEHHS CIEIHaIbHON JIUTEpaTyphl, MOHATHI O pa3paboTke
MaTeMaTUIEeCKHX MOJENeH s pPelleHns IPAKTHIECKUX 3aa4; pa3BUTHE JIOTHIECKOTO
MBIIUICHNS, HABBIKOB MAaTEMaTHYeCKOTO HCCIECJOBAaHUS SIBIEHUH U MPOILECCOB,
CBSI3aHHBIX C MPO(ECCHOHATBHON JIEATETBHOCTHIO.

4 Kpatkoe coxpepxkanue: OCHOBHBIE TOHATHS TEOPUH BEPOATHOCTEH. DIEMEHTHI
koMOuHaTopuku. Teopema cioXeHHS BeposTHocTed. Teopema  yMHOXXEHHS
BeposTHocTed. CHencTBHS TEOpeM CIOKEHHS M YMHOXKCHHUS BEPOSTHOCTEH.
IloBropenue wucnelTanuil. JlMCKpeTHble CilydaiiHble BeJWYUHBL. MaTeMaTHUYecKoe
oxunanne. [Jucnepcuss JICB. 3akon Oospmmx gucen. DyHKIMSA pacrpeneseHus
BEPOSITHOCTEH cirydaifHO# BenmuuuHBl. OCHOBHBIC MOHATHSA Teopun Tpadon. CereBoe
IUIaHupoBaHue. TpaHCTIOpTHAS 3a/1ada.

5. KomnerenteHTHOCTh: [IpUMEHSATH CTaHIApTHBIE METOABI U MOJEIU K PEIICHHUIO
BEPOATHOCTHBIX M CTaTUCTHYECKUX 3a/ad; MOJB30BAaThCS PAcUETHBHIMU (OPMYNaMH,
Tabnuuamu, rpaduKkaMM TpPU  PEIICHWH CTaTUCTHYECKUX 3a1ad; IPHUMEHSTh
COBpPEMEHHBIE IaKeThl MPHKIATHBIX IIPOrpaMM MHOTOMEPHOTO CTaTHCTHYECKOTO
QHaJIM3a; BBIYHCIATH BEPOSITHOCTH COOBITHH C  HCIOJIB30BAaHHEM 3JICMEHTOB
KOMOWHATOPHKHY;

6.0xugaemblii  pe3ynbrar: Brageer  3HAHHSAMH ~TEOPHH  BEPOSTHOCTEH U
MaTeMaTHIECKOH CTaTHCTHKU, HEOOXOANMBIMH B IOBCEIHEBHON JKU3HH, [UIS H3yUCHUS
CMEXHBIX €CTECTBEHHOHAYYHBIX IUCIHHUIUINH Ha 0a30BOM YypOBHE M AWCIUINIMH
poeCCHOHATBHOTO [IUKIIA.

XKanosiposa XK.-
3aBeayoIuii kadenpoit
"MaremMaTHKU 1
MIPUKIIAHON
MeXaHUKH"




1. Prerequisites: Mathematics |

2. Post-requirements: Discrete Mathematics

3. The purpose of the discipline: To familiarize students with the elements of the
mathematical apparatus of probability theory and mathematical statistics necessary for
solving theoretical and practical problems; to study the general principles of describing
stochastic phenomena; to familiarize students with probabilistic methods of studying
applied issues; to form skills for independent study of special literature, the concept of
developing mathematical models for solving practical problems; development of
logical thinking, skills of mathematical research of phenomena and processes related to
professional activity.

4. Summary: Basic concepts of probability theory. Elements of combinatory. The
probability addition theorem. The probability multiplication theorem. Consequences of
the theorems of addition and multiplication of probabilities. Repeating the tests.
Discrete random variables. Mathematical expectation. The variance of the DSV. The
law of large numbers. The probability distribution functions of a random variable.
Basic concepts of graph theory. Network planning. Transport task.

5. Competence: To apply standard methods and models to solving probabilistic and
statistical problems; to use calculation formulas, tables, graphs in solving statistical
problems; to apply modern packages of applied programs for multidimensional
statistical analysis; to calculate the probability of events using elements of
combinatory;

6. Expected result: Has the knowledge of probability theory and mathematical statistics
necessary in everyday life to study related natural science disciplines at the basic level
and disciplines of the professional cycle.

Zhalbyrova Zh - Head
of department
"Mathematics and
applied mechanics"
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b) MaremaTtukanbik
CTAaTHUCTHKA KOHEC
JIepeKTep i Talnay
Heri3nepi/Maremat
HNYCCKas CTaTUCTHUKA
" OCHOBBI aHAJIM3a
JIaHHBIX/
Mathematical
statistics and
fundamentals of
data analysis

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. IIpepexBusurrep:Maremaruka 1.

2. [MoctpexBusutTep: JUCKpETTI MaTeMaTHKa

3.ITonniH Makcatsl: CTYAEHTTEp/Ii TEOPHUSIIBIK JKOHE MPAKTUKATIBIK €CENTEpAi LICIIyTre
KaxeTTi  bIKTMManaplkTap TEOpHACH MEH MaTeMaTHKalIbIK CTAaTUCTHKAHBIH
MaTeMaTHKAIBIK  alllapaThHBIH  JJIEMEHTTePIMEH TaHBICTBIPY; CTOXACTHKAJbBIK
KYOBUTBICTAp bl CHIATTAY/IbIH Kbl NIPUHIUITEPIH OKY; KoJmaHOaubl Macenenepi
3epTTEYiH BIKTUMAIBIK 9IiCTePIMEH CTYJEHTTEpAI TAaHBICTHIPY; apHabI o1eOneTTi 03
OeTiHIIE OKy JaFAbUIapblH KaJBIITACTBIPY, MPAKTHKAIBIK ECeNTepAi INenly YIIiH
MaTEeMaTHUKAaJIbIK MOJEIBACP Il 93ipiey Typajibl TYCIHIK; JOTHKANbIK OIayabl JaMBITY,
KOCINTIK KbI3METIIEH OaillaHbICTBl KYOBUIBICTap MEH MpOLECTepi MaTeMaTHKAIBIK
3epTTey AaFIbICHL

4. Kpickama Ma3MyHbI: bIKTHMangpIkTap TEOPUSACHIHBIH HETI3T1  YFBIMAAPHL.
Komb6unaropuka JJIEMEHTTepi. bIKTIManabIKTap ABI Kocy TEopeMachl.
blkTuManapikTapael ke0elTy TeopeMachl. bIKTHMaIIbIKTapasl KOCY JKOHE KOOCHUTY
Teopemarnapsl.  ChblHakTapApl — Kaiftamay.  JIUCKpeTTi  Ke3jeHcok — Iamanap.
Marematukanelk kyry. JACB nucnepcuscel. Yiaken cannap 3aHbl. Kesgelicok
[IaMaHBIH BIKTUMAIABIFBIH YIIECTipy GyHKUMsCH. ['padTap TEOpHSACHIHBIH HeTi3ri
YFBIMIAPHL Kemimix JKocmapuay. Kemixrik MiH/IET.
5. Kyseipertiniri: bIKTuManapIk »kKoHE CTaTHCTHKAJBIK €CENTEPAl MENTyTre CTaHAaPTThI
oficTep MEH MOZETbICpAl KOJNJaHyFa; CTATHCTHKAIBIK €CEeNTepi MIemry Ke3iHae
ecentey (QopMynanapblH, KecTelepii, KecTenepii KOJJaHyFa; KeIl  eJmeMai
CTaTHCTHKAIBIK TaNAayIblH KoJigaHOAmsl OarjapiaManapblHBIH Kas3ipri 3aMaHFBI
MaKeTTepiH  KOJJaHyFa; KOMOWHATOpHKAa OJJEMEHTTEpiH IaijanaHa  OTBIPHII
OKHFaJIapIbIH BIKTHMAJIIBIFBIH ecenreyre KyzbiperTi;
6.Kytinerin HoTmke: basanblk meHreiine apanac >KapaTbUIBICTaHY-FBUIBIMU MOHICPAL
JKOHE KOCINTIK MWK MOHIEPIH OKBITY YIIIH KYHICNKTI eMipae KaXeTTi
bIKTUMaNABIKTap TEOPHSACH MEH MAaTEMATHKANBIK CTATHCTUKAHBI MEHTepPTeH.

XKanoeiposa XK. -
"MateMaTHKa XoHe
KOJIIaHOATbI
MexaHuka"
Ka(eapachIHbIH
MeHrepymrici




1.IlpepexBusutsl: Marematuka I

2.IToctpexBu3uThHI: [{UCKpETHAs MaTeMaTHKa

3.enp mucrmniuuHbl: O3HAKOMIICHHE CTYACHTOB C JJIEMEHTAMH MaTeMaTHYeCKOro
anmapara TEOpUH BEpOATHOCTEH M MaTeMaTHYECKOH CTaTHCTUKU, HEOOXOAUMOTO IS
peuIeHNsT TEOPeTHYECKHX W MPAKTUYECKHX 3ahad; H3ydeHHe OOIIMX IPHHIUIIOB
OIMCaHMsI CTOXACTHYECKUX SIBICHHH; O3HAKOMJIEHHE CTYJCHTOB C BEPOSTHOCTHBIMHU
METOJaMH  HCCIENOBaHUS IPHKIANHBIX  BONPOCOB; (OpMHpOBaHHE HABHIKOB
CaMOCTOSITENIFHOTO HM3Y4YEHHS CIEIHaIbHON JIUTEpaTyphl, MOHATHI O pa3paboTke
MaTeMaTUIEeCKHX MOJENeH sl PeIeHus IPaKTHIECKHUX 3aa4; pa3BUTHE JIOTHYECKOTO
MBIIUICHNS, HABBIKOB MAaTEMaTHYeCKOTO HCCIECJOBAaHUS SIBIEHUH U MPOILECCOB,
CBSI3aHHBIX C MPO(ECCHOHATBHON JIEATETBHOCTHIO.

4 Kpatkoe coxpepxkanue: OCHOBHBIE TOHATHS TEOPUH BEPOATHOCTEH. DIEMEHTHI
KoMOuMHaTopukd. Teopema cClOXKEHHS BeposiTHOCcTeH. Teopema  yMHOXXCHUS
BeposTHocTed. CHencTBHS TEOpeM CIOKEHHS M YMHOXKCHHUS BEPOSTHOCTEH.
IloBropenue wucnelTanuil. JlMCKpeTHble CilydaiiHble BeJWYUHBL. MaTeMaTHUYecKoe
oxunanne. [Jucnepcuss JICB. 3akon Oospmmx gucen. DyHKIMSA pacrpeneseHus
BEpOSTHOCTEH cirydaiiHoW BenmuuHbl. OCHOBHBIE MOHSATUS Teopum Tpados. CereBoe
IUIaHupoBaHue. TpaHCTIOpTHAS 3a/1ada.

5. KomnerenteHTHOCTh: [IpUMEHSATH CTaHIApTHBIE METOABI U MOJEIU K PEIICHHUIO
BEPOATHOCTHBIX M CTaTUCTHYECKUX 3a/ad; MOJB30BAaThCS PAcUETHBHIMU (OPMYNaMH,
Tabnunamu, rpadukaMM TpPU  PEIICHWH CTaTUCTHYECKUX 3ahady; IPHUMEHSThH
COBpPEMEHHBIE IaKeThl MPHKIATHBIX IIPOrpaMM MHOTOMEPHOTO CTaTHCTHYECKOTO
QHaJIM3a; BBIYHCIATH BEPOSITHOCTH COOBITHH C  HCIOJIB30BAaHHEM 3JICMEHTOB
KOMOWHATOPHKHY;

6.0xugaemblii  pe3ynbrar: Brageer  3HAHHSAMH ~TEOPHH  BEPOSTHOCTEH U
MaTeMaTHIEeCKOH CTAaTHCTHKU, HEOOXOANMBIMH B OBCEHEBHOM KU3HH, JUIS H3YUCHUS
CMEXHBIX €CTECTBEHHOHAYYHBIX IUCIHHUIUINH Ha 0a30BOM YypOBHE M AWCIUINIMH
poeCCHOHATBHOTO [IUKIIA.

XKanosiposa XK.-
3aBeayoIuii kadenpoit
"MaremMaTHKU 1
MIPUKIIAHON
MeXaHUKH"




1. Prerequisites: Mathematics |

2. Post-requirements: Discrete Mathematics

3. The purpose of the discipline: To familiarize students with the elements of the
mathematical apparatus of probability theory and mathematical statistics necessary for
solving theoretical and practical problems; to study the general principles of describing
stochastic phenomena; to familiarize students with probabilistic methods of studying
applied issues; to form skills for independent study of special literature, the concept of
developing mathematical models for solving practical problems; development of
logical thinking, skills of mathematical research of phenomena and processes related to
professional activity.

4. Summary: Basic concepts of probability theory. Elements of combinatory. The
probability addition theorem. The probability multiplication theorem. Consequences of
the theorems of addition and multiplication of probabilities. Repeating the tests.
Discrete random variables. Mathematical expectation. The variance of the DSV. The
law of large numbers. The probability distribution functions of a random variable.
Basic concepts of graph theory. Network planning. Transport task.

5. Competence: To apply standard methods and models to solving probabilistic and
statistical problems; to use calculation formulas, tables, graphs in solving statistical
problems; to apply modern packages of applied programs for multidimensional
statistical analysis; to calculate the probability of events using elements of
combinatory;

6. Expected result: Has the knowledge of probability theory and mathematical statistics
necessary in everyday life to study related natural science disciplines at the basic level
and disciplines of the professional cycle.

Zhalbyrova Zh - Head
of department
"Mathematics and
applied mechanics"
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a) Linux xyiiecine
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Beenenune B Linux
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1.ITpepexBusutrrepi: Mudopmarnka (MeKTen Kypchl)

2.IToctpexBuzutrep: Kocibu monmep

3.IToHHIH MakcaThl: KypcTa Linux omepauusuiblk >KyHeciHIH HeTi3ri TYCIHIKTepi jKoHe
OHJAFBl MAaHBI3JBI JaFraplIap Oepinren. [IpeseHTammsiza KeNTEreH MPAaKTHKAIBIK
MBICAJIIAP KENTipireH.

4. Kpickama mMa3myHbl: Unix onepanusuisik xkyiecine kipicne. Linux dainnsik xyiieci.
Linux ecenrik jxa3z6amapsl. Kos sxeTkizy Kykbirbl. Daiingapmen sxymbic. [Iporectepi.
Komana ka0Obikrapsl. TanceipMansl sxocnapiay. JIMCK KeTeKTepiMeH KyMbIc. MaTiHAIK
penaktopiap. SVR4 ununmanusamnus aexreinepi. X Windows JXKyiieci. Linux sxemnicin
Oackapy.OSI xemisik Moaemi.

5.Ky3pIperTep: KOMIBIOTEpIIK KYyHenepmiH OarmapiaManblk KaMTaMachl3  eTYiH
MHCTAUTANUSIIAY B, OanTayasl KOHE KbIBMET KepceTydi »kyprizy. KociOm Keizmer
OOBEKTINIEpIHIH TMaiialaHy CcUNAaTTaMaNapblH OIIey OMIicTepi MEH KypajJapbiH
TaHIAyIbl JKy3ere acelpy. barmapmamanslk jkacaKTaMaHBIH JKeKe KOMIOHEHTTEpiH
e3repTy  OoifblHIIA  JKyMbIcTapAbl  OpblHAay.  KommbloTepiik — KyHenepaiH
OarJapiaaManbIK JKacaKTaMachlH KOPFay/ibl KAMTaMachl3 eTy.

6. KyTineriH HoTIDKe: NpaKTUKAIBIK TaKipuOere me OOiy: aiubplHFaH OLTIMAI ©3iHIH
KaCiOM KbI3METIiH/Ie KOHE MPAKTHKAJIBIK KYMBICBIHA Maiijaany; onepanusibK KyiteHi,
NpaiiBeprepAi, pe3nAEHTTIK OargapiaManapisl HHCTAULNUSUIAY,KOH(DUTypanusiay
JKOHE KYHre KenTipy; icreil amy: anblHFaH OLTIMII, iCKEpIIKTEp MEH IaFabLIapIIbl
MIpaKTHKa/a Taiijanany; KOMIOBIOTEPIIK XKyHenep MeH KeleHaAep/i: HHCTa/UIINsIIayFa,
KOH(QUrypanusulayFa JKOHE ONEpaIMsUIbIK OKYHeHi, JpaiBeprepai, pe3nAeHTTIK

OarapiaaManappl OanTayra KaThICy.

EcipkenoBa Aibxan
OMip3aKKbI3bI ara
OKBITYIIbI, TCXHUKA
FBUTBIMIAPBIHBIH
MarucrTpi




1. IIpepexBusutsl: IHpOpMaTHKa (LIKOIBHBIN KYpC)

2. ITocTpeKBU3UTHL: MPO(ECCHOHATBHBIC UCLUILIMHBI

3.lenp mucrumiauHel:B Kypce NaioTcs OCHOBHBIE HMOHSTHS ONEPALMOHHON CHCTEMbI
Linux u BaxHelimume HaBBIKM paOOTHI B Hell. M3noskeHne compoBoxkaaeTcs OONbIINM
KOJIMYECTBOM IIPAKTHUECKUX TIPHMEPOB.

4. Kparkoe conepxaunue:Beenenre B onepaninayto cucremy Unix. @aitnosas cucrema
Linux. Yuernsie 3anucu B Linux. IlpaBa mocryma. PaGora ¢ daitnmamu. ITporeccsl.
Komanusie obonouku. [Tnannposanue 3amannu. Pabora ¢ JUCKOBBIMH HaKOIHTEISIMU.
TekcToBble pefakTopbl. Yposuu uaunuanusanun SVR4, Cucrema XWindows. CereBoe
aqmuancTpupoBanueLinux.Cereas momensOSI.

5.Komnereniuu:[Ipon3BoauTe  MHCTAUIALMIO, HACTPOWKY M OOCIy)XKHBaHHE
MIPOTPaMMHOT0 00ecIeyeHNsI KOMITBIOTEPHBIX cUcTeM. OCYIIEeCTBIATh BHIOOP METOI0B
W CpEeICTB  HW3MEpEHHsl  OKCIUTyaTAal[MOHHBIX  XapaKTepHCTHK  OOBEKTOB
npodeccnoHaIbHOM NeaTeNbHOCTH. BHITOMHATS paboThI M0 MOAU(MUKAIIMN OTASIBHBIX
KOMIIOHEHT IIporpaMMmHOro obecnedeHus. OOecreuuBaTh 3aIUTy IPOTPAMMHOTO
obecrieyeH s KOMIBIOTEPHBIX CHCTEM.

6. OxugaeMbli pe3yabTaT:UMETh NMPAKTHIESCKHH OIBIT: MCIIOIb30BAHUS MOIYUEHHBIX
3HaHHH B CBOCH MpPOQECCHOHATBHON [EATEIbHOCTH M TPAKTUYeCKOoW pabore;
WHCTAULIINY, KOHQHUTYPUPOBAaHHMS W  HACTPONKM  ONEPalMOHHOW  CHCTEMBI,
JpaiiBepOB,pE3UACHTHBIX IPOTPaMM; yMETh: HCIIONIb30BaTh IIOMYYCHHBIC 3HAHWA,
YMEHHSI M HaBBIKM Ha IPaKTHKE; NPHHUMATh YYacTHE B OTJAJKe M TEXHHYECKHX
HCTIBITAHUSX ~ KOMITBIOTEPHBIX ~ CHCTEM M KOMIUIEKCOB: WHCTAJUISLUH,
KOH(UTYpUPOBaHUU M HACTPOIKE OIEPaIlMOHHOI CHCTEMEI, paiBepOB, PE3NICHTHBIX
IIpOrpaMMm.

EcupkenoBa Aibkan
YMup3akoBHa
Crapmit
Mperno/aBaTenb,
MarucTp
TEXHHYIECKHUX HayK

1. Prerequisites: Informatics (school course)

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: The course provides the basic concepts of the Linux
operating system and the most important skills of working in it. The presentation is
accompanied by a large number of practical examples.

4. Summary:Introduction to the Unix operating system. The Linux file system. Accounts
in Linux. Access rights. Working with files. Processes. Comad shells. Planning a task.
Working with disk drives. Text editors. SVR4 initialization levels. System X Windows.
Linux Network Administration.The OSI network model.

5. Competencies: Perform installation, configuration and maintenance of computer
system software. To carry out the choice of methods and means of measuring the
operational characteristics of objects of professional activity. Perform work on the
modification of individual software components. Ensure the protection of the software of
computer systems.

6. Expected result: have practical experience: using the acquired knowledge in their
professional activities and practical work; installation, configuration and configuration
of the operating system, drivers, resident programs; be able to: use the acquired
knowledge, skills and skills in practice; take part in debugging and technical tests of
computer systems and complexes: installation, configuration and configuration of the
operating system, drivers, resident programs.

Esirkepova Aizhan
Umirzakovna Senior
Lecturer, Master of
Technical Sciences
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[MpepexBusutrep: MHpopmaTHKa (MEKTEN KypChl)

[octpexBuzurrep: Kocinrik monaep

[lonHiH Maxcatel: CTymeHTTepAl 3aMaHayd OINEpaIlUIBIK JKyHenepai Kypy,
KBI3MET €Ty 5KOHE KONJaHy HeTi3[epiMEH TaHbICTHIPY.

Keickanra ma3zmyHsl: [Iponectep MeH arsrHnap. OnapablH e3apa ic-KUMBUIBI JKOHE
skocmapinay. JKanrer Oackapy. Paingbk sxyienep. Painablk xyleHi Gackapy
JKOHE OHBI OHTAINIAHABIPY. AKMApaTTHl CHTi3y JKoHe HIbIFapy. O3apa OIOKTay.
Linux omepaiusuislK kyieciH Oackapy epekienikrepi. HakTbl Mblcanmapas
3eprrey: Windows omepaiusuiblk kyieci. HakTel Mblcammapibl  3epTTey:
3amanayn UNIX-enimzep.

Kyseperrinik:  KonpmanOGaner  GarnmapnaManapiblH — TYpJdi  ONEpPaIMsIIBIK
JKYHeJIepMeH e3apa SpeKeT eTy IPUHLIUITEPIH TYCIHY I KaIBIITaCTHIPY.
Kyrinerin notmxenep: barmapiamanap MeH oIepanysuIbIK Kyie apachIHIAFHI,
COHJIal-aK ONepalysUIBIK JKYHe MEH KOMITBIOTEp JKaOIbIFbl apachIHAAFbl ©3apa ic-
KAMBUIJBIH HETI3r1 TPUHIMOTEPIH OiMy. AFBIMIAFbl €CeNnTep VIINiH OHTAMIIBI
oTepanysUIBIK KYHeHI TaHmai OlTy jKoHe TaHJAJIFaH ONepalsIIbIK JKYHe YIIiH
KoNaHOanel OargapiaManapibl OHTAMIAHABIPY, €H TaHBIMAI ONEPAIUSIIBIK
JKyHenepi GackapyAblH Ka3ipri 3aMaHFbl KypallIapblH MEHTEpY.

EcipkenoBa Aibxan
OMip3aKKbI3bI ara
OKBITYIIbI, TCXHUKA
FBUTBIMIAPbIHBIH
MarucTpi

N

[pepexBusutsl: UHMDOpMaTHKa (IIKOIBHBII KypC).
IMoctpexBusutsi:I1podeccnoHabHbIE TUCIUILINHEL

Henp mucuumnunsl: [103HAKOMUTE CTYJEHTOB C OCHOBAMU ITOCTPOCHHUS,
(hYHKIIMOHMPOBAHUS U UCIIOIb30BAHUS COBPEMEHHBIX OIIEPAIMOHHBIX CHCTEM.
Kpatkoe conepxkanue: Ilpoumeccst u mnotoku. HMx B3aumopeiictBue u
IUIaHUpOBaHUE. YIpaBieHHe NaMAThio. DailnoBble CUCTEMBI. YIIpaBleHHE
(aitmoBoit cucremoii W ee onTuMuzanuia. BBox W BeBOX HH(poOpManmu.
B3anmoOmokupoBka. OCOOEHHOCTH aIMHHUCTPUPOBAHHS  ONEPAIIMOHHBIX
cucreM Linux. M3ydeHHe KOHKPETHBIX NPHUMEPOB: OIEPALOHHbBIE CHCTEMbI
Windows. M3ydenne KOHKPETHBIX PHMepOB: coBpeMenHbie UNIX-TpoayKThI.
KomnerenTHOCTh: @OpMUpOBaHHE MOHUMAaHHUsS NPUHLUIOB B3aUMOJCHCTBUA
MPUKIAJHBIX IPOrPaMM C Pa3IUUHBIMU ONEPAL[IOHHBIMU CUCTEMaMH.
Oxunaemble pe3yiabTaThl: 3HaTb  OCHOBHBIC IPHHIUIBI B3aUMOJEHCTBUA
MEXIYy MNporpaMMaMH U OINEPaliOHHOM CHUCTEMOH, a Taike MexIy
OTIepallHOHHON CHCTEMOW W 00OpYyIOBaHHEM KOMIBIOTEpPa. YMETh BHIOpaTh
ONTHMAJBHYIO ONEPAMOHHYIO CHCTEMY I TEKYIIHX 3a/1ad ¥ ONTHMH3UPOBATh
MPUKJIaJHBIE MPOTPaMMBI IS BHIOpaHHOM OIepalMoHHON cucTteMbl. Bramers
COBPEMEHHBIMH CpEJICTBAaMH aJMUHHCTPHPOBAHHS Hamboiee MOIMyIIPHBIX
OINCpalMOHHBIX CUCTEM.

EcupkenoBa Aixan
YMmup3akoBHa
Crapmmit
Ipero/1aBaTeb,
MarucTp
TEXHHYECKHX HAYK




Prerequisites: Computer science (school course)

Postrekvizites: Professional disciplines

Aim of the discipline: to Introduce students to the basics of construction,

functioning and use of modern operating systems.

4. Short content: Processes and flows. Their interaction and planning. Memory
management. File system. File system management and optimization. Input and
output of information. Deadlock. Features of Linux OS administration.Case
studies: Windows OS. Case studies: modern UNIX products.

5. Competence: developing an understanding of how applications interact with
different operating systems.

6. Expected results: to know the basic principles of interaction between programs

and the operating system, as well as between the operating system and computer

hardware; to be Able to choose the optimal operating system for current tasks and
optimize application programs for the selected operating system; to Possess
modern means of administration of the most popular operating systems.

wnh e

Esirkepova Aizhan
Umirzakovna Senior
Lecturer, Master of
Technical Sciences
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1.IpepexBusurtep: MHpOpMaTHKa (MEKTET KypCHI).

2.IToctpexBusutrep: Kocibu monmep

3.IloHHIH MakcaThl: CTYOCHTTEpAIH ONCPAlMSUIBIK OKyHelnep MeH  OJapIblH
KOMITOHEHTTEPIiHIH Kayilci3mik Heriznepi Typaisl OimiMaepiH KaibmrtacTelpy. COHBIMEH
KaTap, IIOHHIH MakKcaThl JKYHeJl Tocll TalanTapblH €CKepe OTBHIPHIN, aKIapaTThl
OarapiaMaiblK KOpFay MIHAETTEpiH IISlly YINiH Ka)KeTTi JKyHedl OWiaymbl OKBITY
MPOIIECIH/IC TaMBITY OOJBIT TaObLIa b

4 KpIckalra Ma3MyHbI: AKINAapaTTBIK - €CenTey JKyHelepiHaeri akmapaTThl KOpFay.IblH
HETI3r1 TYCIHIKTepi MeH epexenepi. AKMapaTTBIK-eCenTey >KyHenepiHaeri akmapar
Kayircizmirine kayinrep. Omnepamisuiblk  OKyHenepliH Kayilci3mirine —Kayimrep.
AKMapaTThIK ~ KayilCi3miKTiH  OarmapiaMalblK-TEXHUKAJBIK  JeHredi. 3aMaHayd
OTepalMsUTBIK KYHenepaiH Kayinci3mirin tanmay. Kipictipinren Windows kopray
kypangapsl, Unix. Kasipri OC-ka maOybul jkacayIblH HETi3Ti oIICTEepiHEe IOy KOHE
craructuka. OX - re kipyni 6eny e3apa opekerrecyni kopraywindows, Unix.

5. Ky3bIperTiiiri: aKknapaTTsl KOprayIblH OaraapiaMaiblK, OaraapiaMalibIK-annapaTThIK
(oHBIH imiHAE KPHUNTOTPAQUSIBIK) >KOHE TEXHHKAIBIK KYpajIapblH OpHATy, Oamray
JKOHE OJlapFa KBI3MET KOPCETY JKOHIHMEri >KYMBICTapAbl OpbIHAAay Kalijeri, Kociou
MIiHAETTEepIi INemly YIIiH OSKYHemiK, KoJgaHOaimbl >KOHE apHalbl MakcaTTarbl
OarmapiaMaliblK KypajmapZbl, aclanThlK KypajmapAbl, Tiamep MeH Oarmapiamanay
KyHenepiH KojimaHy KaOineTi, Kopray OOBEKTICIHIH aKMapaTThIK KayilCi3AiriHiH Kili
KyitenepiH oKiMIIiIeHaipy KabineTi

6.Kyrinerin nmotmxke: bimy kepek: xopranran OJXK-ra koitbuiatein Tamantap; - OX
KOpFay KYpalJapbIHbIH THIMALNINT MeH ceHiMaimirin Garamay kputepuiinepi; - Unix
xoHe Windows TykeiMmactapsiHelH OJK KopraymblH Kimni sKyiHenepiH YHBIMIAcTBIPY
KaFUJaTTapbl MEH KYpPBUIBIMBL, KOpFay TETIKTepiH Oarajgay KpUTepHiliepi MeH
onicrepi.MeHrepyi kepek: OC KOpPFaHBICHIHBIH THIMJLUIITT MeH ceHiMALmiriH 6aranay;OC
KOPFaHBICBIHBIH JICi3 JKAaKTapblH aHBIKTAy JKOHE OJIap/bl KOPFAaHBICTHI ally YIIiH
naiinanany; OC Kkayincismik cascatelH xocmapiay; OC  ychIHaTBIH — KOpPFaHbIC
KypajJapblH TMaiianaHy; KOpFay MeXaHU3MJepiHe Taijay jkoHe Oaranay Kyprizy.
Menrepyi tuic: Windows, Unix OX kopraysl Kypy AaFabpuiaphl.

EcipkenoBa AfixaH
OMip3aKKbI3bI aFra
OKBITYIIbI, TCXHUKA
FBUIBIMIAPBIHBIH
MarucTpi




1.ITpepexBusutsl: MHpopMaTHKa (LIKOIBHBINH KYPC).

2.IoctpexBusutsl: [IpodeccnoHanbHbIe AUCHUTLITHHBL

3.lenp quCHUIIMHBL (OPMUPOBAHHE Y CTYJICHTOB 3HAHUI O OCHOBaM 0€30IacHOCTH
ONEPAllMOHHBIX CHCTEM M HX KOMIOHEHTOB.Kpome TOro, Lempr0 AUCLUIIMHBI
SIBIISIETCSL pa3BHUTHE B IIporecce 00y4eHHs] CHCTEMHOTO MBIILIEHHS, HEOOXOIMMOTO IS
peuieHus 3agad  IPOTPaMMHON 3aIlUTEl HMH(OpMAIM C YYeToM TpeboBaHH
CHCTEMHOTO IIOXO0/1a.

4.Kparkoe conepskanue:OCHOBHBIE NOHSTHS M TOJOXKSHUS 3alIUTH WH(OpMaruu B
HH()OPMAIIMOHHO- BEIYUCIUTENBHBIX CHCTEMAaX. YTPO3bl 0€30MacHOCTH HH(OpMaIHU B
HH(OPMAIIMOHHO- BEIYUCIUTEIBHBIX CHCTEMAX. YTPO3bl 0€30MaCHOCTH ONEPallMOHHBIX
cucrem.lIporpaMMHO- TeXHHYECKUH ypOBEHb WH(POPMAIIMOHHOM 0€30mMacHOCTH.
AHanu3 3alMIIeHHOCTH COBPEMEHHBIX ONEPALlHOHHBIX CHCTEM. BeTpoeHHbIe cpencTBa
3amutel Windows, Unix. O630p U CTaTUCTHKA METOIOB, JISKAIIUX B OCHOBE aTak Ha
coBpemennbie OC. Pasrpannuenue pocryna B OC 3amura B3aumoueiictaus Windows,
Unix.

5.KoMIeTeHTHOCTB:CIIOCOOHOCTBIO BEIMONHATE PabOThl MO yCTaHOBKE, HACTPOWKE H
OOCITy’)KUBaHUIO  MPOTPAMMHBIX, HpPOTPAaMMHO-aNIIapaTHBIX (B TOM  YHCIE
KpUNTOrpadMuecKiX) U TEXHHYECKUX CPEACTB 3aIUTH HHPOPMAIMK CIIOCOOHOCTHIO
MIPUMEHATh TPOTPAMMHBIE CPEACTBA CHCTEMHOTO, IPHKIATHOTO M CHEHHUATEHOTO
Ha3HAYEHUs, HHCTPYMEHTAIbHbIE CPEACTBA, S3BIKH U CHCTEMBI NPOTPAMMHUPOBAHHMS
JUIL  pelleHUs TPOQECCHOHAIBHBIX 3aJad CIIOCOOHOCTBIO  aJMUHHCTPHPOBATH
MIOJICUCTEMBI HH(OPMAMOHHON 6€30IacHOCTH 00BEKTa 3alIUTHI

6.0xuaeMblil pe3yabpTaT:3HaTh: TpeOoBaHus K 3anmiieHHbIM OC;- KpUTEPHU OLICHKH
a¢dexTHBHOCTH U HaJeXKHOCTH cpeacTB 3ammthl OC;- NPUHIMIBI OpraHU3alld U
cTpykrypy noacucteM 3amuthl OC cemeiictB Unix 1 Windows; KpuTepiuu U METOIBI
OIIEHWBAHUSI MEXaHM3MOB 3aIINTHL. Y METh:OCHNBATh 3(P()EKTUBHOCTH W HAJIEKHOCTH
sanmtel OC;BeIABIATH crnaboctu 3amuTel OC W HCIONB30BaTh MX A BCKPBITHS
3alIUTH; TUIAHUPOBATh TOJNUTHKY Oe3omacHocTH OC; TONB30BaThCS CpeINCcTBaMH
3amuThl, npenocraBisieMbiMd OC; NPOBOAMTH aHAIN3 M OLICHMBAaHWE MEXaHU3MOB
3amuThl. Bnagers: HaBbikamu noctpoenus 3aumtsl OC Windows, Unix.

EcupkenoBa Aibkan
YMup3akoBHa
Crapmit
Mperno/aBaTenb,
MarucTp
TEXHHYIECKHUX HayK




1. Prerequisites: Computer Science (school course).

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: the formation of students ' knowledge on the basics of
security of operating systems and their components.In addition, the purpose of the
discipline is to develop in the learning process the system thinking necessary to solve the
problems of software protection of information, taking into account the requirements of
the system approach.

4. Summary: Basic concepts and provisions of information protection in information and
computing systems. Threats to information security in information and computing
systems. Threats to the security of operating systems. Software and technical level of
information security. Analysis of the security of modern operating systems. Built-in
protection tools for Windows, Unix. Overview and statistics of the methods underlying
attacks on modern operating systems. Access control in the OS Protection of
interactionwindows, Unix.

5. Competence: ability to perform installation, configuration and maintenance of
software, hardware and software (including cryptographic) and technical means of
information protection ability to use system, application and special-purpose software,
tools, programming languages and systems for solving professional tasks ability to
administer information security subsystems of the object of protection

6. Expected result: Know: requirements for protected operating systems;- criteria for
evaluating the effectiveness and reliability of OS protection tools;- the principles of
organization and structure of the OS protection subsystems of the Unix and Windows
families; criteria and methods for evaluating protection mechanisms.Be able to: evaluate
the effectiveness and reliability of OS protection;identify OS protection weaknesses and
use them to open the protection; plan the OS security policy; use the security tools
provided by the OS; analyze and evaluate protection mechanisms. Possess: skills of
building protection for Windows, Unix.

Esirkepova Aizhan
Umirzakovna Senior
Lecturer, Master of
Technical Sciences
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1.ITpepexBusutrep: MHdpopmaTrka (MEKTEI KYpChI).

2.IToctpexBusutrep: Kocibu monmep

3.ITonniH MaxcaTbl: [lalimanaHymIbIHBIH BIHFaiIbl MHTEp(EHCIH Kypy YIIiH ecenTtey
JKYHECIHIH pecypcTapblH jkKoHe OarmapiaMalblK KypalgapAbl YTHIMABI 06y apKbUIbI
OTIepalMSUTBIK €CENTey IPOIECiH KYPyIbIH JKalllbl IPHHIUITEPIH 3epTTey, COHTal-aK
MaiJanaHyIIBIHBIH ecenTey XyHeciMeH Kasipri 3aMaHFBl KapbhIM-KaTBIHAC OpPTachIHIA
JKYMBIC iCTeyIiH NPaKTUKAJIBIK JaFAbUIapbIH aiy.

4.Kpickanra Ma3mMyHbL: OneparsiiblK SKYHenepIiH Herisri TyciHikTepi, (QyHKIUsIIaphI,
KypaMBbl XOHE NPUHLMNTEpi. 3amMaHayd OINEpalMsIbIK KYHeNepAiH apXUTEKTypachl.
"Unix" xone"Windows"onepanusiblk, KyienepiHiH 0TOaChUIAPbIHBIH KYPBUIBICBI MEH
KYMBIC icTey epekumremikrepi. OmnepauusnblK >Kydeae pecypcrapisl — Oackapy
NMpUHIMINTEpi. backapyablH Heri3ri MiHIAETTepl )KOHE OJIapIbl 3ePTTENETIH ONePaIHsIIbIK
Kylenepae opsiHay omictepi. Omneparmsuiblk >KyHelaepaeri Herisri >KYMBIC oIicTepi:
Linux, MAC, MSDos. Onepanusibik KaOslkTapabiH npuHnuntepi: MSDos, NortonC,
TotalComander.BarnapiamManslK jkacakTaMaHbIH Y3IiKCi3 JKYMBIC iCTeyi YIIH Kaxer
yTHIIHTAIAp.

5.Kyseiperriniri:MaMaHmaHapIppUIFaH  OaFmapiaMalblk  KypajgapAsl — HalaanaHa
OTBIPBIN,  OaFfapiaMaiblk  MOAYJBICPAl  KOHACYAl  OpBIHAAY, AEPEKKOPIBI
OKIMIIUTEHAIPY Mocenenepid menry. Moxynabaepai OarmapiamaibIK xylere OipikTipy.
MamaHIaHIbIpbUIFaH OaFapiaMaiIblK Kypanaap/abl KONAaHa OTHIPbII, OaraapiaMalibiK
OHIMJII KYHIH KeATipyi &Ky3ere acepy.

6.Kytinerin Hotmke: OmnepalusiblK JKYHCHIH JKYKTEY MapaMeTpiiepiH Oackapy;
anmaparThlK KYPBUIFBUIApABI KOH(HIypamusiay; ecenTik jka3zbamapisl Oackapyra,
MaiganaHyIIbUIapABIH JKYMBIC OPTAchIHBIH IIapaMeTpiiepiH peTTeyre; IUCKIIep MeH
¢aitnaplk xydenepai Oackapyra, JKeli mapaMeTpiiepiH peTTeyre, >KeprilikTi jKemigeri
pecypcTapabiH OeliHyiH Oackapyra MYMKiHAIK Oepeni. KockMImanap MeH omepanusiibik
KyHenepai KoJaayasl XKy3ere achlpy, KOciOM KBI3METTI COTTI JKy3ere achlpy YIIiH
OTIEePALIMSUIBIK JKYHENepIiH OTepanusuIblK KaObIKTapbiH OanTtay. OnepanusuibK KyhHenep
MeH KaOBIKTap/bl OpHATy JKOHE TaiianaHy OOMBIHIIA TEXHUKAIBIK Ky)XKaTTaMaHbI
JaibIHaay

Meip3amypaToBa
Anna OckepOeKKbI3bI
ara OKBITYIIBI,
TEXHHKA JKOHE
TEXHOJIOTHSl MAaTUCTP1




1.ITpepexBusutsl: MHpopMaTHKa (LIKOIBHBINH KYPC).

2.IoctpexBusutsl: [IpodecconanbHbe QUCIUILTHHBI

3.ens aucuumnuHblllenn ocBoeHHMs AMCLUIIMHBI - U3y4eHHE IPHUHIUIOB
MIOCTPOCHUSI COBPEMEHHBIX MHOTOIIOJIB30BATENBCKUX omepauuoHHbX cucteM OC),
BKJIIOYAs! ITOJICHCTEMBI 3aIllUTHI JaHHBIX M KOHTPOJII ocTyma K pecypcam OC.

4 Kpatkoe copmepxanne:0030p apxuTekTypbl onepanuoHHbIXx cucteM (OC).
CrpykTypa W (QYHKIUHM OIEpalliOHHONW CHCTeMBL. AmmapaTHoe  oOecrieueHue
MHOT033Ia9HOTO peKMMa. TeXHoJIorun nocTpoenus spa. [IporpamMmusrit naTEpdeiic.
[lons3oBatenbckas cpena.aitoBas cucrema. OpraHuzanust XpaHCHUS JaHHBIX.
@dusnueckuit ypoBeHb (ailnoBoit cuctembl. Omneparuu B (ailoBBIX CHCTEMax.
O6o6menne mousitust  Qaitma. Crpykrypa ¢aiinoBoit  cuctemsr OC  UNIX.
Wnentudukanys o0beKTOB U CCHUIKU. Y cTpoiicTBa Kak 00bekThl OC. CUMBOJIBHBIE U
Onounble ycTpoiicTBa. MpeHTHduKamuss W MOHTHPOBAaHHE IHUCKOBBIX pa3JIelioB.
Buptyansaele  ycrpoiictBa. MHoronons3oBarensckas cpena. Ilosnp3zoBarenu u
rpymmnsl. Cyneprionb3oBaTenb. Y4eTHbIE 3alHCH. JJUCKpEoHHas CHCTeMa KOHTPOJIS
noctyna. JlononHutenbHbIe aTpuOyTH qoctyma. [Ipomecckl. Pexxumbr U cocTostHUS
nponecca. Kontekcr mponecca. Co3manne u  3aBepiieHue mpouecca. [lepemenHsie
okpyxeHns. Tumsl mporeccoB. [Ipuopurer mporeccoB. CpeacTBa MEXIPOIECCHOTO
B3auMmozercTBua. O030p CpeAcTB B3aMMOISHCTBHUS mporeccoB. MeXaHU3M CHI'HAJIOB.
CranmapTHBIE TTOTOKM BBOJAA-BBIBOJA M KaHaIbl. MeHOBaHHBIE KaHaimbl. COKETHI.
Cemadopsr. Ouepenu coobmmennii. Paznensemas mamsars. MHTepdeiic momp3oBarens.
Komangnast oGonouka. AngaBUTHO-IM(POBBIE TEPMHHAIBL. Y JaJeHHBIH CETEBOMN
noctyn. I'papudeckas cuctema X Window. TepMuHaibl THIA "TOHKHNA KIHEHT".
5.KoMneTeHTHOCTh:ClIOCOOHOCTh MIPUMEHATh Ha MIPaKTHKe 6a3oBEIe
npo¢ecCHOHANBHBIC HaBBIKH CIIOCOOHOCTH CBOOOIHO BIaneTh NPO(eCCHOHATEHBIMHI
3HAaHMSMHU Ul aHaIW3a W CHHTe3a (QHU3MYecKoi WH(pOpMamuu (B COOTBETCTBHU C
PO UIEM OJATOTOBKH)

6.0ugaeMblii  Pe3yIbTaT:0OCHOBBI apPXHTEKTYpHl COBPEMEHHBIX  ONEPAMOHHBIX
CHCTEM, NPUMEHSEMBIX ISl MOCTPOCHUSI XPAaHWIMII JaHHBIX, CETEBBIX CEPBEPOB,
WH(OPMAIIMOHHBIX M BBIYUCIHUTEIBHBIX CHCTEM. JOJDKEH YMETh: yCTAaHAaBIMBAaTh M
KOH(QUTypUpOBaTh COBpEMEHHBIE MHOromonbs3oBatensckue OC, aHAIM3HPOBATH
CTEMNeHb 3alMIIEHHOCTH JaHHBIX U PECYPCOB, ONPENESITh MOJIUTHKY O0€30IMacHOCTH H
HACTpaWBaTh  CHUCTEMbI ~ KOHTPOJNS  JOCTYNA.HaBBIKAMH  aJMHHHCTPHPOBAHUS
coBpemeHHBIX OC © pa3paboTKu creHapHeB KOH(PUTYpUpOBaHHS Ha Hamboee
pactpocTpaHeHHBIX sA3bIKax mporpammupoBanus it OC cemeiicte UNIX 1 Windows.
JlolkeH  JeMOHCTPUPOBaTh  CHOCOOHOCTP M TOTOBHOCTh:  KOHTPOJHPOBATH
3aIIUIIEHHOCTh JaHHBIX U pecypcoB OC OT BHEIIHHX M BHYTPEHHUX MOTEHIIHAIBHBIX
HapYLICHUH MNONUTUKH OE30MacHOCTH C MNPHMEHEHHEM BCEero CIIEKTpa CPEACTB,I
npenocrapisieMbix ganHoi OC.

Meip3amypaToBa
Awuna AckepOexoBHa
Crapmuit
MIpernoiaBaTeb,
MarucTp TeXHUKU U1
TEXHOJIOTHU




1. Prerequisites: Computer Science (school course).

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: The objectives of the discipline are to study the
principles of building modern multi-user operating systems (OS), including subsystems
for data protection and access control to OS resources.

4. Summary: Overview of the architecture of operating systems (OS). The structure and
functions of the operating system. Multitasking mode hardware. Core building
technologies. Program interface. User environment. The file system. Organization of
data storage. The physical layer of the file system. Operations in file systems.
Generalization of the concept of a file. The structure of the UNIX OS file system.
Identification of objects and links. Devices as OS objects. Character and block devices.
Identification and mounting of disk partitions. Virtual devices. Multi-user environment.
Users and groups. Superuser. Accounts. Discretionary access control system.
Additional access attributes. Processes. Modes and states of the process. The context of
the process. Creating and completing the process. Environment variables. Types of
processes. Priority of processes. Means of interprocess communication. Overview of the
means of interaction of processes. The mechanism of signals. Standard | / O streams and
channels. Changed channels. Sockets. Semaphores. Message queues. Shared memory.
The user interface. The command shell. Alphanumeric terminals. Remote network
access. The X Window graphics system. Terminals of the "thin client" type.

5. Competence: ability to apply basic professional skills in practice ability to freely
possess professional knowledge for the analysis and synthesis of physical information
(in accordance with the training profile)

6. Expected result: fundamentals of the architecture of modern operating systems used to
build data warehouses, network servers, information and computing systems. must be
able to: install and configure modern multi-user operating systems, analyze the degree of
data and resource security, determine security policies and configure access control
systems. skills in the administration of modern operating systems and the development
of configuration scripts in the most common programming languages for UNIX and
Windows operating systems. Must demonstrate the ability and readiness to: monitor the
security of data and OS resources from external and internal potential violations of the
security policy using the full range of tools provided by this OS.

Myrzamuratova Aida
Askerbekovna Senior
Lecturer, Master of
Engineering and
Technology
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IIpepexBusurrep: @usuka Il

IMotpeksusurrep: Keni kayincizairi (Cisco)/

ITonHiH  MaxcaTbl: ABTOMATTAaHIBIPBUIFAH  OKyHenepae  KOJJaHBUIATHIH
AQHAJOITBIK, MMITYJBbCTIK JKOHE CaHIBIK CXEMalaplIblH >KYMBIC icTeyi,
KYPacTBIPYIbIH TEOPHSUIBIK JKOHE TIPAKTHKANIBIK HET13/IepiH OKY.

Keickama  masmysbl:  Onepamisiiblk  KymiedTkimrep.  Omeparusuibik
KYIIEUTKINITepAIH HEri3ri IMapaMerpiepi, ONepaIsUIbK KyIIeHTKimTepaeri
cynbanapablH Herisri kacumerrepi. KymreiTkimTep, aHaJOITHIK cyMMaTopiap,
HHTETpanfaymel koHe U (EepeHIManabl  KYPBUIFBIIAD  OMEPAIMSUIIBIK
Kymeitkimrepae.  VMOyabcTikK  CHUTHaSAapAblH — [apamerpiepi  MeH
CHMaTTaMaiapbl, HMMIOYJIbCTIK  CHTHANJApAbIH  Typiepi,  TiKOYpHIITHI
UMITYJBCTEP JKOHE ONAapAbIH HETI3rl MapaMeTpiiepi, UMITYIbCTIK MOIYIISLIUS.
KomOuHamusanplk  mmudpielk  Kypsurbuiap. CyMmmaropiap, Aemmdparopiap,
mudparopiap, MyJIbTHILIEKCOpIIap, JeMyJIbTHILICKCOPBI. Konarap
TYpJICHAIprimTepi, canslcThpy cyitbanapsl. Tpurrep, RS-tpurrep, JK-tpurrep,
T-tpurrep, D-tpurrep. Ecenrteyimtep, acHHXpOHZBI JKOHE CHHXPOHIBI
eCenTeyilTep; KOCYIIBI, INErepymIi JKOHE pEBEpCHBTI  eCEmTeyilTep.
Peructprep, mapamiens perucTpiep, *KbUDKBITYIIBI PETUCTPIEp

Kyspiperriniri: ABToMaTTaHABIpY koHE Oackapy XKyienepi MEH KypalgapblH
IabIHIAY, PETKE KEeNTipy KoHE MaiilanaHyFa Tarcelpy OOWBIHINIA >KyMBICTapFa
KaTbICyFa JalbIH OOJTy; OpBIHIAYIIBUIAPABIH IIAFBIH TONTAPBIHBIH JKYMBICHIH
YUBIMAACTHIpY KalOiieTiHiH OOoIybIL.

KyrineriH HoTiKenep: ABTOMATTaHIBIPBUIFAH O KYHENepAiH  3JIEMEHTTIK
0a3zacblH Kypy TNpHHIMIOTEpiH, JaMmy Oojamiarbl MEH YpAICTepiH Oinmy;
9JIEMEHTTEP/IH HEeTi3l1 CHIaTTaMajJapblH aHBIKTail OiTy, aBTOMATTaHABIPBUIFaH
KyHenepain CTaHIAPTTHI emec KOMITOHEHTTEPIH azipueit ay;
ABTOMATTAHJBIPBUFAaH JKYHEHIH KaXETTi CTaHAapTTHl eMeC JIIeMEHTTEpiH
d3ipney OOMBIHIIA TaFJbUIAPI6I MEHTEPIIl IIBIFY.

MaxambaeBa Unaupa
YTenbepreHoBHA (-M.
F. K., aFa OKBITYIIIBI




N =

IIpepexBusutsr: duzuka Il

Ioctpexsusutsr: CereBas 6e3omacuocts (Cisco)/

Hens  gucuumuusel:M3ydeHuss TeOpeTHMYECKMX M IPAKTHUECKUX  OCHOB
MOCTPOCHUS, (PYHKIIMOHHPOBAHHUS aHAJIOTOBBIX, UMITYJIBCHBIX M LU(POBBIX CXEM,
MIPUMEHSIEMBIX B aBTOMaTU3MPOBAaHHBIX CHCTEMaX

Kparkoe conepkanue: OrepannoHnsle ycwinTenad. OCHOBHBIE —IapaMeTphl
OINICpallMOHHBIX ~yCHTENIeH, OCHOBHBIE CBOMCTBA CXEM Ha OIEPAIlMOHHBIX
ycUTeNsX.  YCHIWTENH, aHAIOTOBBIE CyMMAaTOpbl, HHTETPUPYIOIINE U
mudbepeHIupyomue yCTpOicTBa Ha ONEpalMoHHBIX ycuTensax. Ilapamerpsl u
XapaKTePUCTUKH HMITYJIbCHBIX CHUTHAJOB, BUJABl HUMITYJIbCHBIX CHTHAJIOB,
MPSMOYTOJIBHBIE HUMITYJIbCBI M HX OCHOBHBIE IIapaMeTphl, HMITYJIbCHAs
monynsuusi.  KomOuwnammonHsle — mudpoBble  ycrpoiictBa.  CyMMmaropsl,
JIemmnpaTopsl, mupaTopsl, MYJIBTHILUICKCOPHI, JIEMYJIbTHIUICKCOPHI.
[Ipeobpa3zoBarenn KoOmOB, cXeMbl cpaBHeHus. Tpurrepel, RS-tpurrep, JK-
tpurrep, T-tpurrep, D-tpurrep. CuU€TuMku, acHHXPOHHBIE W CHHXPOHHBIE
CU€TYHMKH; CYMMHUPYIOIHE, BBIUNTAIOIINE U PEBEPCHBHBIC CYETUMKH. Peructpsl,
MapajuieNIbHbIE PETHCTPHI, CIBUTAIOMINE PETUCTPEI
KomnerentHOCTh:I'0TOBHOCTBIO K ydacTHIO B pabOTax IO H3rOTOBICHHIO,
OTNAJKe M cJade B OKCIUTyaTal[MI0 CHCTEM M CPEJCTB AaBTOMATH3ALUH U
YIpaBIeHUS; - CIOCOOHOCTBIO OPraHU30BBIBATH PAabOTy MalblX TPYyNI
HCTIOJIHUTENEH .

Oxujgaemple pe3ylbTaThl:3HAaTh IEPCIEKTUB M TEHJICHLUU Ppa3BUTHS, IPUHIIMUIIOB
TIOCTPOCHUSI DJIEMEHTHBIX 0a3 aBTOMATHU3WUPOBAaHHBIX CHCTEM. YMETh OIPEIeInTh
OCHOBHBIX XapaKTEPUCTHUK DJIEMEHTOB, pa3pabaThiBaTh HECTAHAAPTHHIX KOMIIOHEHTOB
aBTOMAaTU3UPOBAHHBIX CHCTeM. BrameTp HaBbIKaMH IO pa3paboTke HEOOXOIUMBIX
HECTaHAAPTHBIX JIEMEHTOB aBTOMATHU3HPOBAHHOM CHCTEMBI.

MaxambaeBa Unnupa
Yren6eprenosHa K.¢-
M.H., CTapUIMHi
Iperno/jiaBaTenb

1.
2.
3.

Prerequisites: Physics 11

Postrekvizites: Network security (Cisco)

Aim of the discipline: To study the theoretical and practical foundations of the
construction and functioning of analog, pulse and digital circuits used in
automated systems

Short content: Operational amplifiers. The main parameters of operating
amplifiers, the main properties of circuits on operating amplifiers. Amplifiers,
analog adders, integrating and differentiating devices on operating amplifiers.
Parameters and characteristics of pulse signals, types of pulse signals, rectangular
pulses and their main parameters, pulse modulation. Combination digital devices.
Adders, decoders, encoders, multiplexers, demultiplexers. Converters codes of
the comparison circuit. Triggers RS flip-flop JK flip-flop T-flip-flop, D-flip-flop.
Counters, asynchronous and synchronous counters; adding, subtracting, and
reversing counters. Registers, parallel registers, shifting registers

Competence: readiness to participate in the production, debugging and
commissioning of automation and control systems and tools; - ability to organize
the work of small groups of performers .

Expected results: to Know the prospects and trends of development, principles of
building element bases of automated systems; to be Able to determine the main
characteristics of elements, to develop non-standard components of automated systems;
to Have the skills to develop the necessary non-standard elements of an automated
system

Mahambayeva Indira
Utepbergenovna Ph.
D., Senior lecturer
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IIpepexBusurrep: Pusnka Il

[MoctpexBuzutrep: XKemninik xayincizaik (Cisco)/

[lonnin wMakcatel: Kasipri aHaJOITBIK HMHTETpajabl CcXeManap Heri3iHae

acranTapAblH aHAIOTTHIK (YHKIHMOHAIABIK OJOKTaphIH ecemnTey oSmicTepi MeH

KOJIIaHy TOXKIpHOECiH )KyHell Typlie 3epTTey.

4. Kepickama Ma3MyHBI: OHEpalsIbIK KymenTkimrep. KymeWTkimrepaeri kepi
Gaitmanpic.  OmepamsUiblK — KYIDIGHTKIIITEpAiH ~ HETi3ri  CHIaTTamMaiapebl.
OmnepannsuiblK KYIIEHTKIIITIH Kipic TOKTapBIHBIH BIFBICY KEpHEYIH XKoHE dcepiH
koMmreHcaiusiay.  CuH(Oa3anblK — KepHeysiep  koHe  Ju((depeHIHaIbIK
kyumieiTkimrep.  Wurerpatopmap,  auddepeHunaropaap, Kem  KypicTi
cymmaropiap-mereprimrep.Onepasiblk - KYMeHTKimi — 6ap  KyMIeHTKim
cxeMaJapAbIH )KULTIKTIK CHITaTTaMallaphbl.

5. Kyssiperriniri: Kocion MiHAeTTEp Il SNy YIIiH 3JIEKTPOTEXHHUKA, IIEKTPOHUKA
JKOHE CXEMOTEXHHUKA CAACHIHIAFhI epexkKerep il KOIIaHy KaOiIeTiHiH 00JTybL.

6. Kyrinerin HoTIOXKENep: DIEKTPOHIBIK KOMIIOHEHTTEPIH OPEKeT eTy MPUHIUITIH

Oimyi THIC; DJCKTPOHABIK KOMIIOHCHTTEPJIH MAaTeMAaTHKAJIBIK MOJECIbACPIiH,

COHZIali-aK op TYPIi KYMBIC PEKUMJCPiHE apHaJIFaH 3KBHBAJICHTTI CXeMallapbl

Kypa aiy, 3JIeKTPOH/IBIK KYPBUIFBUIAPJIBIH TOPANTAPbIH €CENTey ePEeKIIEeTIKTePiH

oiry.

wnh e

MaxambaeBa Unaupa
YTenbepreHoBHA (-M.
F. K., aFa OKBITYIIIBI

=

[IpepexBusute: Puznka I1

IMoctpexBusuthr: CereBas 6e3onmacHocTh (Cisco)/

3. Uenp mucummimuel:CHCTEMaTHUECKOE H3YUCHHE NPAKTUKH IPUMEHEHHS |
METOJIOB pacyeTa aHAIOTOBBIX (DYHKIIMOHAJIBHBIX OJOKOB MPUOOPOB HAa OCHOBE
COBPEMEHHBIX aHAJIOTOBBIX HHTEIPAIbHBIX CXEM

4. Kparkoe coxpepxkanue: OmnepannoHHble ycwiutenud. OOpaTHble CBA3H B

yeunutensiX. OCHOBHBIE — XapaKTEPUCTHKH  ONEPAL[MOHHBIX  YCHIJIUTENCH.

KommeHcalusi  HampsHKeHUsT CMELIGHHMST M BIHSHHMSA  BXOJAHBIX  TOKOB

omepanuoHHoro ycmiurens. CuH]asHble HampspkeHUs u TuddepeHnatbHbe

yeunutenu. UHTerpatopsl, auddepeHnnaTopsl, MHOTOBXOJOBBIE CYMMATOPBl —

BBIYHTATENH. YaCTOTHBIE XapaKTEPUCTHKH YCHIUTEIBHBIX CXEM C ONepalliOHHBIM

N

YCHITHTENIEM.
5.  KowmnerenTHOCTh:CIIOCOOHOCTh ~ NMPUMEHSTH  MOJIOKEHHs B 00JacTu
JNIEKTPOTEXHHUKH,  OJIEKTPOHHUKH WM CXEMOTEXHUKH Ui PELICHHS

Mpo¢ecCHOHANTBHBIX 3a/1ad.
Oxumaemble  pe3ynbTaThllJIODKEH  3HATh  NPUHIWI — AEHCTBHA  SJIEKTPOHHBIX
KOMIIOHEHTOB; MAaTeMaTH4eCKHe MOJETH J3JIEeKTPOHHBIX KOMIIOHEHTOB, a TaKKe
IMOCTPOCHUE OSKBUBAJICHTHBIX CXEM JId PaA3JIMYHBIX PEKHUMOB paGOTbI; OCOGCHHOCTI/I
pacuéra y3710B 3JIEKTPOHHBIX YCTPOHCTB.

MaxambaeBa Uuaupa
VYrenbeprenosna K.o¢-
M.H., CTapIIui
[peroiaBaTeNb




wnh e

5.

Prerequisites: Physics Il

Prerekvizites: Network security (Cisco)/

Aim of discipline: Systematic study of the application and calculation methods of
analog functional blocks of devices based on modern analog integrated circuits
Short content: Operational amplifiers. Feedbacks in amplifiers. Main
characteristics of operational amplifiers. Compensation of bias voltage and
influence of input currents of the op amp. Common-mode voltages and

differential amplifiers. Integrators, differentiators, multi — input adder-
subtractors.Frequency characteristics of amplifier circuits with an operational
amplifier

Competence: The ability to apply the provisions in the field of electrical
engineering, electronics and circuit engineering to solve professional problems

Expected results: Must know the principle of operation of electronic components; -
mathematical models of electronic components, as well as the construction of equivalent
circuits for various modes of operation; - features of calculating the nodes of electronic
devices

Mahambayeva Indira
Utepbergenovna Ph.
D., Senior lecturer
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a) Python Tininzge
Garnapnamanay/
IIporpamMmmupoBanu
e Ha s3bike Python/
Python
programming

Emtn-
XaH
JK3a-
MEH
exam

JKazbarra
ITucemeHHO
written form

1.
2.

3.

IMpepexBusutrep: C++opTackiHaa mporpamManay

[octpexBusutrep: KocinTik mpakTuka, MEMIEKETTIK EMTHXaH, AWUTUIOMIBIK
xKoba.

ITonnHin Maxkcatsl: Python mnporpammanaynslH OOBEKTiNIi-OaFBITTaNFaH TUIIH,
CTaHIApTTHl MOXYJBICPIIH KiTalXxaHaJapblH jKOHE OarapiaMaliblK Kyhenepui
a3ipJIey NPUHIUITEPIH OKY.

Keickamra  masmysbl:  JlepekTep  Typiepi, OIepamusuiap, —oOmeparopiap.
Enrizy/merrapy epexmiernikrepi. O0beKTTepaiH KipicTipinres Typiepi: xon CaHbl
KOpTeXAEp Ti3imMzepi >kublH ce3fikTepi NumPy kiTamxaHacsl MaTeMaTHKAJIbIK
HBICAHJApABl JKOHE ecemTeyliepAi Ky3ere acwlpy yuriH Python xmacrapsr.
Hepexrepni, omicTepai, omnepanusuiapApl  aHbIKTay. Myparepnik. Kemmre
Mmyparepiik. CerHBINTapIBI 93ipiaey ke3inaeri Kommosummsa. GUI koceMImamapsia
Kypy. I'padukansik kitanxananapra moiy: Tkinter, PyQT.

KyseiperTiniri: AOcTpakTini oitnay, Tanmay, CHHTE3ley KaOUIETiHIH OOJysI;
AJICKTPOH/IBI OKBITY VIIIH OKY-d[ICTEMENiK KeleHAepAi 93ipiey KabineTiHiH
00ITyBI;

Kyrinerin Hotmxkenep: Python Garmapmamanay Tinmiaae OarmapiaManap »xacay,
COHZal-aK OCHl TUINIH KiTamXaHaJapblHAH CBIHBIOTap MEH MOMAYJIbAEpPIl
naiianany; TkInter kiTamxaHaCBHIHBIH KOMETIMEH KYpBUIFaH OaraapliaMajibIk
Kypaiaapabl Nalijajany YIIiH bIHFaiIel nHTEpdeiic xacail any.

Konpip6aes H.b.
Texauka
FBUIBIMIAPBIHBIH
KaHIUIaThl
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[pepexsuzutsl: [Iporpammuposanue B cpene C++
[octpexBuzutsr:IIpodeccunonansHas mpakTHKa, TOCYAapPCTBEHHBIN 3K3aMeH,
JIUIUIOMHBIH TPOEKT.

Lens  gucummmmesl:  M3yueHne  0OBEKTHO-OPUEHTHPOBAHHOTO  S3bIKa
nporpamMmupoBanus Python, 6nbnmoTekn cTaHTapTHBIX MOAYJEH W IPHHIMIIOB
pa3pabOTKH IPOTPaMMHBIX CHCTEM.

Kpartkoe copmepskanme: Tumbl naHHBIX, omeparyy, omneparopbl. OcoOeHHOCTH
BBOJIa/BBIBONIA. BerpoeHHbie THIbl 00bekTOB: Yncna Ctpokn Koprexu Crvicku
CrnoBapu MHoxecTBa bubmnoreka numpy M peann3aldd MaTeMaTHYECKUX
00bekToB M BhruucneHuil Kiaccesl B Python. Ompenenenue maHHBIX, METOIOB,
onepauuii. Hacnenosanue. MHoXecTBeHHOE HacnenoBaHue. Kommosuuus mpu
paspabotke kmaccoB. Cospmanme mnpuioxenuit ¢ GUI. O0630p rpaduyeckux
oubmmorex: Tkinter, PyQT.

KomnereHTHOCTH: CITIOCOOHOCTBIO K a0CTPaKTHOMY — MBIIUICHUIO, aHAIN3Y,
CHHTE3Y; CIIOCOOHOCTBIO pa3pabaThiBaTh Y4COHO-METOAMYCCKAC KOMILICKCHI IS
3NIEKTPOHHOTO 00YYEHHMST;

OsxuaaeMble pe3ynbTaThl:PaspabaThiBaTh NMPOrpaMMbl Ha SI3bIKE MPOTPAMMUPOBAHHS
Python, co3maBast cOGCTBEHHbBIE KIIACCHI, @ TAKKE MCIIONB30BATh KIACCHI U MOIYIH U3
OMOMMOTEK 3TOrO fA3bIKA;  CO37aBaTh YHOOHBIH HHTep(eiic Il HCIONb30BaHUS
CO3/IaHHBIX MPOrPaAMMHBIX CpeAcTB ¢ nomomipio 6ubmnoreku Tkinter wmu ap

Konsip6aes H.b.
Kangunar
TEXHUYECKHX HAyK

1.
2.
3.

5.

Prerequisites: Programming in the C++ environment

Prerekvizites: Professional practice, state exam, diploma project.

Aim of the course: To study the object-oriented programming language Python, a
library of standard modules and principles of software system development.

Short content: data Types, operations, and operators. | / o features. Built-in object
types: Numbers Strings Tuples Lists Dictionaries Sets numpy Library for
implementing mathematical objects and computing Classes in Python. Defining
data, methods, and operations. Inheritance. Multiple inheritance. Composition
when developing classes. Creating applications with the GUI. Overview of
graphic libraries: Tkinter, PyQT.

Competence: Ability to abstract thinking, analysis, synthesis; ability to develop
educational and methodological complexes for e-learning;

Expected results: Develop programs in the Python programming language, creating
your own classes, and use classes and modules from the libraries of this language; -
create a user-friendly interface for using the created software tools using the Tkinter
library or others

Konyrbayev N. B.
Candidate of technical
Sciences
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b) Python
KOMeTiMeH
JepeKTep KOPBIH
naiipanany/ Pabora
¢ 6a3zaMu JaHHBIX B
Python/ Using
Databases with
Python

(Kypc Coursera)

Emtn-
XaH
9K3a-
MEH
exam

JKazbarra
[TucemeHHO
written form

1.ITpepexBusurrep: C# Tininzae Garmapiamanay TEXHOJIOTHSICHI

2.IToctpexBusuTTep: MamInHAJIBIK OKBITY

3.ITonHiH Makcathl: by Kypc cTyaeHTTep i KypbUIBIMABIK cypanbic TiTiHiH (SQL)
HeTi3JIepiMeH, COHJal-aK KeIl CaThUIbl AEPEKTEPi JKUHAY, TaIay KoHe oHJeY 0eIiri
peTiHze aepeKTep i cakTayFa apHaJIFaH AepeKTep KOPBIHBIH HETI3Ti TU3aliHBIMEH
TaHbIcThIpangsl. Kype nepexrep 6a3acel perinne SQLite3 nmaiinanananst. bi3 consiven
KaTap TeKCepill MBIFYIIBUIAp MEH KOIl CaThIIbI AePEeKTep il JKHHAY JKOHE BU3yaH3aIlis
IIpOLIeCTePiH KacaiIbl.

4.Kpickanra ma3myHbr: O6bekrire 6arpiTTanran Python. MoniMertep KopbiH 6ackapy
ylIiH rpaduKanbIK Mainananyisl nHTepdelicTepid naiaanany. Python kemerimex
MOJIIMETTEp KOpHI JKyieciH Oarnapiaamanay.Herisri KyppUIbIMIBIK CYPaHBIC TiMi.
Hepexrep Monenbaepi xoHe persuusiiblK SQL. SQL TinmiHmeri kenTeH Kemnke
KaTbIHAc. ManimeTTep 6a3ackl skoHe Bu3yanusanus. Python Herizinmeri manimerTep
0a3achlH KoJIaHOaIbl Oarapiamanay.

5.Kyzeiperriniri: Pemsuusiisik 1epekkop xyienepis sxone onapast GUI
KOJIIaHOaaphIH OaFaapiaManay/a naiiiananyabl KaMTHIIBL.

6.Kytinerin HoTmX)enep: Pensuusnbik qepexkop Kxyhenepin sxone oxapasl GUI
KOJITaHOAJIaphIH OaFapiaManay/a naiiajaHyblH TYCiHY.

WWW.coursera.com

1.IlpepexBu3uThl: TexXHOIOTHS IPOrpaMMpPOBaHNs Ha s3bIKe C#

2.IToctpexBu3nuThl: MammmHHOE 00y4YeHHe

3.lenp OUCIUIIMHBL DTOT KypC MO3HAKOMHT CTYJICHTOB C OCHOBaMH S3bIKa
CTPYKTYpUpPOBaHHBIX 3ampocoB (SQL), a Takke ¢ 6a30BBIM JHM3aiHOM 0a3bl JaHHBIX
JUIA XpaHCHHs JaHHBIX B paMKax MHOTOATAaHOro cOopa, aHanmu3a u 0O0pabOTKH
nanHbIX. Kype Oyner ucnonb3oBatk SQLite3 B kadecTBe 6a3bl JaHHBIX. MBI Takke
CO3/1aIMM TIOUCKOBBIE POOOTHI WU MHOTOATAIHBEIE MPOIECcCH cOOpa W BU3yaTH3alUuU
TAHHBIX.

4.Kpatkoe cofiep KaHme: OOBEKTHO-OPHUEHTUPOBAHHBIH Python.C
HCTIONB30BaHUEMIpaUUECKie TIOIb30BaTeNbCcKue WHTEep(EHCH UId  ympaBIeHUs
0azamMu gaHHBIX. [IporpamMMupoBaHue cuCTeM 0a3 [OaHHBIX C HCIOJIL30BaHUEM
Python.ba30BeIil  53bIK  CTPYKTYPHUPOBAHHBIX  3ampoOCOB. MoOIend JaHHBIX |
pensiuronHbit SQL. OTHomenus «mMHorue ko MHorum» B SQL. basbl naHHBIX U
usyanu3anus. [IporpaMmupoBanue MPUIIOKeHUs 0a3bl JaHHBIX Ha 0ocHOBE Python.

5. KommereHTeHTHOCTE:OXBaThHIBACT CHCTEMBI PENSAIHOHHBIX 0a3 JaHHBIX W HUX
HCTIONIF30BaHUE B IPOTPAMMHUPOBAaHIH TIPUIIOKEHUH ¢ TpadudeckuM HHTepPercoM.
YcTaHOBKA M UCTIONIB30BaHNE CUCTEM 0a3 TaHHBIX.

6.0xumaemprii pesynbrar: [IOHUMaTh CHCTEMBI PEANUOHHBIX 0a3 JaHHBIX M UX
HCIIOJIb30BaHKE B IPOrPAMMUPOBAHHUH MTPUIIOKEHUH ¢ TpaduueckuM HHTepdeiHcoM.
YcTaHOBKa M MCTIOJIb30BAHNE CUCTEM 0a3 TaHHBIX.

WWwWWw.coursera.com
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1.Prerequisites: Programming technology C #

2.Post-requirements: Machine learning

3.The purpose of the discipline:This course will introduce students to the basics of the
Structured Query Language (SQL) as well as the basic design of a database for storing
data as part of multi-stage data collection, analysis, and processing. The course will use
SQLite3 as the database. We will also create crawlers and multi-stage data collection
and visualization processes.

4.Summary:Object Oriented Python. Using graphical user interfaces to manage
databases. Programming database systems using Python. Basic Structured Query
Language. Data models and relational SQL. Many-to-Many Relationships in SQL.
Databases and visualization. Programming a database application based on Python.
5.Competence: Covers relational database systems and their use in programming GUI
applications.

6.Expected result:Understand relational database systems and their use in
programming GUI applications.

WWW.coursera.com
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a)Kommnprotepix
aKMapaTThl KOpFay
TEXHOJIOTHsLIApBI/
Texnonorun
3aIIUTHI
KOMIIBIOTEPHOI
uHpOop™Marn/
Computer
information security
technologies

Emtuxa

Dk3ame

Exam

Tect
Tect
test

1.IlpepexBe3utTep: AKIMApaTTHIK Kayilci3aiK Heri3aepi,

2.IloctpexkBU3UTTEP: AKIApaTThl KOPFAy MPOLECTEPiH MOACIBILY.

3.IlenniH Makcatsl: CTyzmeHTTepIi  KOMIBIOTEPIIK  aKmapaTrThl  KOpFayIbIH
YHBIMAACTBIPYIIBUIBIK, TEXHUKAJBIK, AaJITOPUTMIIK JKoHe Oacka ofictepi MeH
KypajjapsIMeH, OCBl cajlajarbl 3aHHaMa MeEH CTaHJapTTapMeH, 3aMaHayd
KPHUIITOXXYHEJIepMeH TaHBICTBIPY, AKIapaTThIK O KyHenmepai jkobamay — KesiHze
COMKEeCTeHIPY dAICTEPiH 3epTTey .

4 Kpickanta ma3myHsl: Ecenrey sxinenepHiH Kayincizairi. Jlepexrep 6a3ackiH 6ackapy
KYHenepiHiH — Kayinci3miri. AKMapaTThIK  KayilCi3OIKTI  YHBIMIACTHIPYIIBUTBIK,
KaMTaMachl3 eTy. AKHapaTThl KOpFay/blH OaraapiaMalblK-alnaparThlK Kypajaapsl.
AKXnapaTThl KOpFayAblH Kpunrorpadusuislk omictepi.  AKHAapaTThIK KayilCi3mikTi
KEIlIeH | KAMTaMachI3 eTy

5.Ky3bIpeTTiik: YHBIMHBIH aKMapaTTHIK-KOMMYHUKALMSJIBIK OKYHECIHIH JaMybIH
Oackapyra KabineTTi

6.Kytinerin HoTmke: Ouryre THIC: KOMIBIOTEPIIK JKYHENEpIiH aKmapaTTHIK
Kayilci3miriH ~ KaMTaMachl3  eTyOiH  ojicTepi  MeH  Kypaimapsl.MeHrepyi
THIC:KYpBUIATHIH, €CENTeyilll JKOHE aKMapaTThIK OKYHelepae JKOHE IKEIUTK
KYpbUIbIMIapaa OaraapiaMallbIK-anapaTThiK Kypaagapabl TaHAay, KEIIeHJAeY >KOHe
nmaiganady, TanChpMaHbl KOIO KSHE OHBl IIEHly ajrOpuTMiH  a3ipiey,
OarqapiamanaylblH KOJIaHOANbl JKyWenepiH maiiganaHy, Herisri OarmapriaMalibik
KyKatTapapl a3ipiey. MeHrepyi THic: paciMIOik JkoHe OOBeKTire OaFbITTaNIFaH
Oarapiamanay TiIAepiH, 93ipiiey jKoHe KOH/IEY AaFbUIapbIH.

Hayt6aeBa A.O.-
T.F.K.,
KaybIMJI.IIpodheccop
M.a.
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1.IIpepexBusutsl: OcHOBBI HHPOPMALIIOHHON 6€30MaCHOCTH,

2.IloctpexBusutsl: MoaenupoBaHue MPOLECCOB 3aIUTH HHYOPMAIUT

3.1lenb IUCHMILUTMHBI:03HAKOMHTH CTYJAEHTOB C OpPraHM3AllMOHHBIMHU, TEXHHYECKHMHU,
aITOPUTMUYECKMMH U APYTUMU METOJAMH U CPEACTBAMM 3alIUTHl KOMIIBIOTEPHOM
nHopmanuu, ¢ 3aKOHOAATENbCTBOM U CTaHIAapTaMH B JTOH o0macTd, C
COBPEMEHHBIMH  KPHNTOCHCTEMaMH, H3y4YeHHE METONOB HJICHTH()UKAIUH IpH
MIPOEKTHPOBAHUH HH(POPMAIMOHHBIX CHCTEM .

4. Kpatkoe copepxxaHue: be3omacHOCTb BBIUUCIUTENBHBIX ceTeil. be3omacHocTh
CHUCTEM  YyOpaBieHHs 0Oa3aMH  JaHHBIX. OpraHu3aliioHHOE  0OecredeHue
nHpopmaronHoit Ge3omacHocTH. IIporpamMmHo-anmapaTHble CpEe/CTBA 3alIUTHI
nHpopmaruu. Kpunrorpapudeckne Meronsl 3amuThl uHGopManuu. KommuiekcHoe
obecrieyeHre HHOOPMAIMOHHO# 6e30MacHOCTH

5.Komnerennus: CriocoOGeH  ympaBisiTh  pa3BUTHEM  HH(OKOMMYHHKAIIMOHHOM
CHCTEMBI OpraHH3aI1N

6.0xxunaemblii  pesyiprar: JIOJDKEH 3HATh: METOABI W CpeicTBa oOecHedeHUs
nH}pOpMaIOHHOI 6e301MaCHOCTH KOMITBIOTEPHBIX CHCTEM.Jl0JDKEH yMeTh:BBIOUpATH,
KOMIUICKCHPOBAaTh M  OKCIUTyaTHPOBAaTh IPOrPAMMHO-AaNMapaTHBIE CpEJICTBA B
CO3[aBaCMBIX, BBIUYHCIUTENBHBIX M HHOOPMAIMOHHBIX CHCTEMax M CETEBBIX
CTPYKTYpax; CTaBUTb 3a/ady M pa3pabaThIBaTh AITOPUTM €€ PEIICHHUS, UCTIOIb30BATh
MIPUKJIAJHBIE CHCTEMBI IPOTPaMMHUPOBAHNS, Pa3pabaThIBaTh OCHOBHBIE IPOTPAMMHBIE
JNOKYyMEHTBL.  JlolbkeH  BIIaIeTh:  s3bIKaMHM  NPOLEAYPHOTO U OOBEKTHO-
OpPHEHTHPOBAHHOTO NPOTrPaMMHPOBAHUsI, HABBIKAMH Pa3paOOTKH M OTJIAJIKH.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa

1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: to familiarize students with organizational, technical,
algorithmic and other methods and means of protecting computer information, with
legislation and standards in this field, with modern cryptosystems, the study of
identification methods in the design of information systems .

4. Short content:Security of computer networks. Security of database management
systems. Organizational support of information security. Software and hardware means
of information protection. Cryptographic methods of information protection.
Comprehensive information security support

5. Competence: Able to manage the development of the organization's information and
communication system

6. Expected result: Must know: methods and means of ensuring information security of
computer systems.Must be able to:choose, integrate and operate software and hardware
in the created, computing and information systems and network structures; set a task
and develop an algorithm for solving it, use application programming systems, develop
basic program documents. Must be proficient in: procedural and object-oriented
programming languages, development and debugging skills.

Dautbaeva A.O.-
c.t.s., acting
professor
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b) Kommnbrotepitik
aKmapaTThl Kopray
smicTepi MeH
Kypajgapbt
MCTOHLI " CpeACTBa
3aIUTHL
KOMIIBIOTEPHOH
nH(pOpMaIIN
Methods and means
of computer
information
protection

1.ITpepexBe3utTep: AKMapaTThIK Kayinci3mik Herizaepi,

2.IToctpexBu3uTTEp: AKIapaTThl KOPFAy MPOLECTEPiH MOAETBICY.

3.IlonniH Makcatel: CTyAeHTTEepAl KOMIBIOTEpPIIK  aKMaparThl  KOpFayAblH
YHBIMIACTHIPYIIBUIBIK, TEXHUKAJIBIK, alNTOPUTMIIK JKOHE Oacka onicTepi MeH
KYpalJapbIMEH, OCbl cCalagarbl 3aHHAMa MCEH CTaHJapTTapMEH, 3aMaHayH
KPUNTOXYHEIEPMEH TaHBICTBIPY, AKIaparThlK JKyilenepai jkobamay —KesiHze
COMKEeCTEHIPY SMTICTEPIH 3epPTTEY .

4.Keickanra masmynsl: Ecenrey xinenepHin Kayincisairi. [lepekrep 6azaceiH Oackapy
KYHenepiHiH — Kayilci3miri. AKMapaTThlK KayilCi3miKTi  YHBIMAACTHIPYIIBLIBIK
KaMTaMachl3 eTy. AKNapaTThl KOPFray/blH OarIapiaMalblK-annapaTThlK Kypajiaapsl.
AKnapaTTel KOpFayAblH KpUOTOTPaUANBIK omicTepl.  AKMapaTTBIK KayillCi3IiKTi
KEeIIEeHi KaMTaMachI3 €Ty

5.Ky3bIpeTTinik: YABIMHBIH aKMapaTThIK-KOMMYHHKAIMSUIBIK JKYHECIHIH JaMybIH
Oackapyra KaOieTTi

6.Kyrinerin HoTmke: Oidyre THIC: KOMIIBIOTEpNIK OKYHeNepHiH aKHmapaTThIK
KayilCi3OiriH ~ KaMTamMacel3  eTyHiH  oiictepi  MeH  Kypammapbl.Menrepyi
THIC:KYpBUIATHIH, €CENTeyilll JKOHE aKMapaTThIK IKYHeJIepAe IKOHE IKEIUIIK
KYpbUIbIMIapa OaraapiaMallbIK-anapaTThiK Kypaagapabl TaHAay, KEIICHACY JKOHE
naiijajiaHy; —TanchpMaHbl KOKO JKOHE OHBl LISy aJdrOpUTMIH  d3ipIiey,
OarnmapiaManayIplH KOJNIaHOANBl JKYHeNepiH maiijanaHy, Herisri OargapramaibIK
Ky)KaTTapael o3ipaey. MeHrepyi THIC: pPaCIMIIK OHE OOBEKTIre OaFbITTaFaH
OarapiaMaiay TULICPiH, 931pJiey )KOHE KOHJICY JaF IbUIAPhIH.

Jayt6aeBa A.O.-
T.F.K.,
KaybIMI.TIpodeccop
M.a.

1.ITpepexBn3utsl: OCHOBBI HHPOPMALTHOHHOH OE30ITaCHOCTH,

2.IToctpexBu3uTh: MoaenupoBaHue MPOLECCOB 3alUTEH HHQOpMAIIT

3.1lenb MUCHMILUIMHBL03HAKOMHTH CTYICHTOB C OPraHM3AIMOHHBIMHU, TEXHHYECKUMU,
AITOPUTMHIECKHMH U APYTUMH METOJaMH W CPEACTBAMH 3aIUTHl KOMITBIOTEPHOI
nHopmanuu, ¢ 3aKOHOAATENbCTBOM U CTaHAApTaMH B JTOH oOmacTH, cC
COBPEMEHHBIMH  KPHNTOCHCTEMAaMH, H3Y4Ye€HHE METOJOB HJICHTH(GUKAIUH IpH
MIPOEKTHUPOBAHUH HH(POPMALMOHHBIX CUCTEM .

4 Kparkoe conepkanue: be3omacHOCTh BbIUMCIHUTENBHBIX ceTed. besomnacHocTh
CHCTeM  ympaBieHHs 0a3aMH  JaHHBIX. OpranuzaioHHoe — obecrieueHne
nHpopmanonHoit Ge3omacHocTH. [IporpammHo-annapaTHble CpelCTBA 3alIUTHI
nHpopmarmu. Kpunrorpadguyueckne MeTombl 3amuTh HHGopManuu. KommimexcHoe
obecreuenne MHGOOPMAMOHHON 0€30MaCHOCTH

5.Kommerenmms: CrmocobeH  ympaBisTh  pa3BUTHEM HH(POKOMMYHHUKAIIHOHHOM
CHCTEMBI OPTaHH3AIIN

6.0xumaemblil pesynbraT: JloJDKeH 3HaTh: METOABl U CpeAcTBa oOecleueHHs
MH(OPMAIMOHHOH 0€30MacCHOCTH KOMIBIOTEPHBIX CHCTEM.J{OJDKeH yMeTh:BBHIOMpATH,
KOMIUICKCUPOBaTh W JKCIUTyaTHPOBAaTh INPOrpaMMHO-aMIapaTHBIE CPEICTBA B
CO31aBaCMbIX, BBIYHCIHUTCIIBHBIX 151 HHq)OpMauHOHHle CHUCTEMax H CCTEBBIX
CTPYKTYpax; CTaBUTb 3a/lady M pa3pabaThIBaTh AITOPUTM €€ PEIICHHMs, NCTIOIb30BaTh
TIPUKJIaIHBIE CHCTEMBI TPOTPaMMHUPOBAHNS, pa3pabaThiBaTh OCHOBHEIE IPOTPAMMHBIE
JNOKyMEHTHL.  JloJbKeH  BIIQJeTh:  S3bIKAMH  TNIPOLIEAYPHOTO U OOBEKTHO-
OPHEHTHPOBAHHOTO NTPOTPaMMHPOBAHUS, HABBIKAMH Pa3padOTKH M OTJIAJIKHL.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOIL.
mpodeccopa




BKK
3209
PKB
3209

PCS
3209

c¢) bencenni
KOMIIBIOTEPIIIK
Kayincisik/
IIpoakTuBHAas
KOMIIBIOTEPHAs
6e30macHOCTB/
Proactive Computer
Security (Kypc
Coursera)

1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: to familiarize students with organizational, technical,
algorithmic and other methods and means of protecting computer information, with
legislation and standards in this field, with modern cryptosystems, the study of
identification methods in the design of information systems .

4. Short content:Security of computer networks. Security of database management
systems. Organizational support of information security. Software and hardware means
of information protection. Cryptographic methods of information protection.
Comprehensive information security support

5. Competence: Able to manage the development of the organization's information and
communication system

6. Expected result: Must know: methods and means of ensuring information security of
computer systems.Must be able to:choose, integrate and operate software and hardware
in the created, computing and information systems and network structures; set a task
and develop an algorithm for solving it, use application programming systems, develop
basic program documents. Must be proficient in: procedural and object-oriented
programming languages, development and debugging skills.

Dautbaeva A.O.-
c.t.s., acting
professor

1. IlIpepexBu3utrTep: AKIapaTTHIK Kayilci3mik Herizaepi

2. TloctpexkBusutTep: AKIapaTTHIK XyHenep Kayilci3IiriHiH ayauTi MeH
MEHEIKMEHTI

3. Tlonnin makcatsl: Kypcra nepexrep KOpraHBICHIH THIMII TEKcepy dicTepi
Kapactepblianpl. [labysiinaymisuiapra TOCKaybUl KOO, A0ybIIIapAbl HAKTHI
XKyileneH xanraH xyitere Oypy MYMKIHIIKTepi MeH aicTepi TanKsuiaHanbsl. Exyre
TECTiJIey dicTeMeci Ke3eHIePi TEOPHSUTBIK )KOHE MPAKTHUKAIBIK TYPFBIAA HAKTHI
KYHeNnepaiH Kayinci3Airid TeKcepy TYPFBICHIHIA TaliaHa bl

4. Kpickamra Ma3MyHBI: AKApaTTHIK KayiIICi3MiKTIH KaJIbl Mocesesepi.
AKMapaTTHIK Kayilci3aiKke TOHETIH KaTepiiep. 3usMHIb! Oarqapiamanap. AIIbH ary
JKOHE KOPFay 9IicTepi. AKIMapaTThIK KayilCi3MiKTi KAMTaMachl3 €TY/IiH KYKBIKTBIK
HerTi3zepi. ABTOMaTTaHABIPBUIFAH JepeKTepIi OHJey KYHenepiHeri aKnapaTTsl
KOpFay/IbIH 3aMaHayH d/licTepi. AKIapaTThl KOPFay IbIH TEXHUKAJIBIK KOHE
YHBIMAACTRIPYLIBUIBIK 9icTepi. KoMmbIoTepIIiK JKenineperi aknapaTTsl KOpray.
TysFaHbIH aKIapaTTHIK-TICHXOJIOTUSUIBIK, KayilCi3 iri Mocenenepi.

5. KyseIpeTTiiri: OKymsuiapasiy OaraapiiaMaiblK KaMTaMackl3 €Ty MEH aKIapaTThIH
QIIIBIH ATy KOHE KOPFay JaFJbUIapblH MEHTepYyi; aKlapaT KaTepiepiHiH alablH ary
XKoHe OeifTapanTaHAbIpyaa TOKiprOe )KUHAKTAY; aKIapaTTHIK K0oOamapIsl KYPYAbl
JKQHE iCKe achIpy.Ibl YilpeHy.

6. Kyrinerin Hotmxenep: Kepi umxeHepus sxoHe 6acTankbl KOATHI TEKCEPY apKbLUIbI
Kayinci3ik Macenenepin Tady xoHe Oaranay.

WWwWWw.coursera.com



http://www.coursera.com/

1.IlpepexBusutbl: OCHOBB HHHOPMALMOHHON 0€301IaCHOCTH

2.ITocTpeKBU3UTHI: AYAUT U MEHEIKMEHT 0e30MacHOCTH HH(POPMAIIMOHHBIX CHCTEM
3.Lenp mucuumnHel: B kypce paccMarpuBaroTest MeToAb! 3G heKTUBHOM POBEPKH
3aIIUThI AaHHBIX. OOCYXKJAl0TCA BO3MOXHOCTH M METOBI OJTOKHPOBAHHS
3JI0YMBIIUICHHUKOB, OTBOJA aTaK OT PEATbHOM CHCTEMBI K JIOKHOH. DTaIbl METOUKI
TECTUPOBAHHUS Ha IPOHUKHOBEHHE aHATN3UPYIOTCS B TEOPETUIECKOM M IPAKTUIECKOM
IUTaHE Ha MIPEAMET NPOBEPKH 0€301acHOCTH KOHKPETHBIX CHCTEM.

4 Kparkoe coneprxanue: O6mue npoodiaeMbl HHGOpPMAIMOHHOI 6e301IacCHOCTH. YTPO3BI
“HPOPMAITHOHHON 0e30MacHOCTH. BpenonocHsie MIPOTPaMMBI. MeTtoasl
npoGUIAKTUKM ¥ 3aIuThl. IIpaBoBble OCHOBBI oOOecreyeHHs HH(POPMALHMOHHOM
6e3omacHocTu. COBpeMEHHbIE METO/BI 3AIIUTHl HH(POPMAIIMU B aBTOMAaTU3UPOBAHHBIX
cucteMax o0paboTku AaHHBIX. TeXHHYEeCKHEe M OpraHW3aIl[MOHHBIE METOIbI 3aIIUTHI
nHopmaru. 3ammTa WHGOPMAIMM B KOMIBIOTEPHBIX  ceTsX. IIpoGiemsl
HH(OPMAITOHHO—TICHXOJIOTNYECKOH 0€301acCHOCTH JIMYHOCTH.

5. KOMIeTeHTEeHTHOCT: OBJIAJJCHUE YYalUMKCSl HAaBBIKOB MPOQIIAKTHKH W 3aIIUTHI
NporpaMMHOro  ofecriedeHnss W HMHQOpMAIM{; TNPUOOPETEHUS  ONBITa B
MpeRyNpeKACHUN W HEWTpanu3aluu yrpo3 HH(GOPMAIMH, HAYYUTHCS CO3/aBaTh U
peann3oBEIBaTh HH(OPMALUOHHBIE TPOESKTHI

6.0Oxunaemslil pe3ynpraT:HaxouTh U OLEHUBATH IPOOIEMBI 0€30IIACHOCTH €
MOMOIMIBIO (pa33uHra, 06paTHOrO MPOEKTUPOBAHUS U AYAUTA HCXOTHOTO KOMA.

WWW.coursera.com

1. Prerequisites: Basics of information security

2. Post-requirements: Information systems security audit and management

3. The purpose of the discipline:The course discusses methods of effective data
protection verification. The possibilities and methods of blocking intruders, diverting
attacks from a real system to a false one are discussed. The stages of the penetration
testing methodology are analyzed in theoretical and practical terms to verify the
security of specific systems.

4. Summary:General problems of information security. Threats to information security.
Malware. Methods of prevention and protection. Legal basis of information security.
Modern methods of information protection in automated data processing systems.
Technical and organizational methods of information protection. Information
protection in computer networks. Problems of information and psychological security
of the individual.

5. Competence: mastering the skills of prevention and protection of software and
information by students; gaining experience in preventing and neutralizing threats to
information; learning how to create and implement information projects.

6. Expected result:Find and evaluate security issues through fuzzing, reverse
engineering, and source code auditing.

Www.coursera.com
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a)AKIapaTThl
KOpray Xylenepin
anmnapaTThIK-
TEXHHUKAJIBIK
KamTamacs3 ery/
AnmnapartHo-
TEXHUYIECKOe
obecrieyeHne
CHCTEM 3aIllUThI
uHpopmarmu/
Hardware and
technical support of
information security
systems

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IIpepexBusurrep: KoMnbroTepitik akmapaTTsl KOpray TEXHOJIOTHsIapbL/
2.IlocTpeKkBU3UTTEP:OCANABIKTEl AHBIKTAY JKOHE Tanjay , JKyHelaep MeH JKelilephiH
OCaJIbUIBIKTApbIH AHBIKTAay JKOHE JKOK OAICTEepi,0CaNIbUIBIKTApAbl aHBIKTAy >KOHE
TY3€Ty Kypajiapbl MeH xyienepi

3. luciMIMHAHBIH MaKcaThl: OOBCKTIHIH aKMapaTThIK KAayillCi3JiriH KamMTaMachl3 €Ty
YIIiH OarqapiaMaibIK-TeXHUKAIBIK TCUIAEp MEH KypaijapAbl KOJJIaHy; aKlapaTThl
KOpFay KypajJapblH JIoNeNi TaHAaymbl JKY3ere acelpy; OargapilaMaliblK JKoHe
anmaparThIK KaMTaMachl3 eTyTe eHTi3UIreH aknapaTThl Kopray TeTIKTepiH maiinanany.
4.Kpickamia Ma3MyHBI: AKHapaTThl KOpFay KypangapbIHBIH KEIIEHAEPIH TeXHUKAIBIK
Kobamay KoHe iCKe acklpy. AKHapaTThl KOpFay KYpajlapblH KYpy TOCUIAEpiHE LIONy.
Kopray TerikTepiH jxobamay >XKoHE iCKe acelpy Mocesenepi. AKIaparTsl KOpray
MeXaHU3M/IEPiH iCKe aCBIPYABIH TEOPUSIIBIK HeTi3aepi. AKHapaTTsl KOPFay TETIKTepiH
ICKe achIpyABIH YHBIMIACTHIPYIIBUIBIK — HETi3Aepi. AKnaparTel  KOpFayablH
OarJapiaMalbIK-alnapaTThIK SAICTepi MEeH KypalaaphlH KOJIaHy bl PeriIaMeHTTeHTIH
HOPMAaTHBTIK-KYKBIKTBIK KY)KaTTap.

5.Ky3sIperTep: akmaparThl KOpFayablH OarqapiaMalibik, OaFnapiaMalblK-annapaTThik,
(oHBIH imiHIE KPUOTOTPA(USIBIK) KOHE TEXHUKAIBIK KYpalgapblH OpHATY, KyWre
KeNTIpy »JKOHE OJapra KbI3MET KOpCeTy IKOHIHIEri IKYMBICTapAsl OpBIHAAY
KaOineri.lmki Jkydenmepai JkKoHE aKHAapaTTBIK KayiNCi3MiKTI KaMTaMachl3 €Ty
KypalgapbelH >ko0anay YIIiH OacTamkel IEpeKTepre Taufay >KYPrisy JXoHE THICTL
JKOOAJBIK MICIIIMICP/IiH TEXHUKAIBIK-OKOHOMHUKAIBIK HET13IEMECIH XKYpri3yre KaTbicy
Kabineri

6. Kyrinerin Hatmke: icreit ay kepek: ETK kopray Kypanmaps! yiIiH KOChIMIIa
(YHKIMOHAIIB KAMTaMachl3 €TeTiH Ka3ipri 3aMaHFbI OIepalMsUIBIK JKyHenepre
caJIbIHFaH aKIapaTThl KOPFay KypajaapblH, COH/Ial-aK aKapaTThl KOPFayIblH KEeIUIiK
KypalgapblH SKIMIIJICHIIpY; OaFIapiIaMallblK KoOHE allapaTThIK KaMTaMachl3 eTye
iCKe acBIPBUTFaH KOPFay TETIKTEPiHIH OCAIABIKTAPHIH 131yl KY3ere ackpy;
AKMapaTThl KOpFayIblH alllapaTThIK KypalaapblH )KOHE THICTI OaFIapiaMalibik
KaMTaMachI3 €Ty TaHJay *KaHe OpHaTy. MeHrepyi THiC: aknapaTThl Kopray
MeXaHU3M/EPiH apryMeHTTI TaHJay AaFbIChl aBTOMATTaHABIPBUTFaH XKYHelepaiH
aKmapaTTapblH KOpray *Kyienepi; konganoanst AXK kopray MEXaHU3MAEPIH SHTI3y,
OeitiMzaey jxoHe OanTay JaFbuIaphl; aKIapaTThl OarjapiaMallbiK-annapaTThiK
KOpFay/IblH 3aMaHayH KypaJIapblH SHIi3y KOHe MaiaiaHy JaFbuIapsl.

Anpanosa A.b. PhD
, aFa OKBITYIIIBI




IpepexBu3uTbl: TeXHOIOTUH 3aLUTHI KOMITBIOTEPHOI HH(OpMarLn/
2.IloctpexkBu3uTH:BRIsIBICHHE ¥ aHanmuM3 YSA3BUMOCTEH, MeTOonsl BBIABICHUS U
yCTapHEHHUS YSI3BUMOCTEH cuCTeM U ceTeil, IHCTpyMEeHTH U cuCTeMBbl OOHApyXEeHUS U
HCTIPaBJICHHUS YSI3BUMOCTEit

3.1ens aucoumuHELIIpIMEHATh IPOrPaMMHO-TEXHUUECKHE CIIOCOOBI M CPEACTBA IS
obecriedeHnss ~ MHQOpMAIMOHHOW  Oe3omacHOCTH  00BEKTa;  OCYHIECTBIATH
apryMCHTHPOBAHHBIM BBIOOp CPEICTB 3alUTHl WH(OpMAIMu;  HCIOIH30BATh
BCTPOCHHBIE B TIPOrPpaMMHOE H ammapaTtHoe oOecredeHHe MEXaHH3MBI 3alluTHI
“HPOPMAIHH.

4. Kpatkoe coaepkanue:TexHHUeckoe MPOEKTHPOBAHHE M pealu3alids KOMIUIEKCOB
cpenctB 3amuThl uHpopManuu. OO630p MOAXOMOB K CO3JaHHIO CPEICTB 3alUTHI
nHdopmarmu. IIpoGnemMbl MPOEKTHPOBAHUS M pPeanu3alMd MEXaHH3MOB 3alllUTHL
Teoperuueckue OCHOBBI peann3anuy  MEXaHH3MOB 3aIUTHl MH(OPMAIUH.
OpraHu3aliOHHBIE OCHOBBI ~pEAH3allMd MEXaHH3MOB 3aIllUTHl HMH()OpPMAIH.
HopmatuBHO-nIpaBoBble JOKYMEHTBI, peTIaMEHTHPYIOLINE IPUMEHEHUE IPOrpaMMHO-
anmapaTHbIX METOJIOB M CPEJICTB 3aIIUTHl HHOPMAIIUHL.
5.KommeTeHIin:coCOOHOCTRIO  BHITIONMHATE pabOTHI 1O yCTAaHOBKE, HACTPOWKE W
OOCITY>)KUBaHHIO  MPOTPAMMHBIX, HPOTPAaMMHO-aNIIapaTHBIX (B TOM  YHCIE
KpUNTOrpadUuecKiX) U TEXHHYECKUX CPEACTB 3aIuThl HHGopManuu.CiocoOHOCTHIO
MIPOBOJIUTH AHAIHM3 HUCXOAHBIX NAHHBIX ISl MPOEKTHPOBAHUS IOJCHUCTEM H CPEACTB
obecriedeHnss HMH(GOPMAIOHHONW 0E30MacHOCTH W y4acTBOBAaTh B IIPOBEACHHU
TEXHHKO-?)KOHOMHUYECKOTO 00OCHOBAHHUS COOTBETCTBYIOIINX IIPOSKTHBIX PELICHHUH

6. OxupgaeMblii pe3ynpTaT: YMeTb: aJMHUHUCTPUPOBATb CPEICTBA  3ALIUTHI
nHopmanMu,  BCTPOGHHBIE B COBPEMEHHBIE  ONEPAlMOHHBIE  CHCTEMBI,
obecreunBaromye TOMOTHATEIBHBIN QYHKIMOHAN Ut cpeacTs 3amuTsel CBT, a Taxke
CeTeBBIE CPEACTBA 3aIUTHl HMH(POPMAIUM;  OCYIIECTBISITH IIOMCK YSI3BHMOCTEH
MEXaHU3MOB 3aI[UTHI, PEATH30BaHHBIX B IIPOTPAaMMHOM H alllapaTHOM OOECIIeUeHHH;
BBIOMpaTh M YCTaHABIWBATh AallapaTHbIE CpPEACTBA 3aIIUTHl HH(OpMAINH M
COOTBETCTBYIOIIEE IPOrpaMMHOe oOecnedeHue. JIOIDKEH BiIaieTh: HaBBIKAMU
apryMEHTUPOBAaHHOTO BBIOOpa MEXaHHW3MOB 3alUTHl HH(OPMAIMH, HCIOJIB3YEeMbIX
IIpU IOCTPOECHUU

CHCTEMBI 3alIUTBl HMHGOpPMAnUK ABTOMAaTH3UPOBAaHHBIX CHCTEM; HaBBIKAMH BO
BHEJPEHUH, aJalTal[NN U HACTPOHKE MEXaHN3MOB 3aUThI npukaaaex UC;
HaBBIKAMH BHEAPEHUS U SKCILTyaTallid COBPEMEHHBIX CPEJICTB IMIPOTrPaMMHO-
anmapaTHOH 3aIUThl HHPOPMAIIH.

Anpanosa A.B. PhD,
CT. TIPETIO/aBaTeb




1. Prerequisites: Technologies for protecting computer information/

2. Post-requirements:ldentification and analysis of vulnerabilities, Methods for
identifying and deprecating vulnerabilities of systems and networks, Tools and systems
for detecting and correcting vulnerabilities

3. The purpose of the discipline: To apply software and technical methods and means
to ensure the information security of the object; to make a reasoned choice of
information protection means; to use information protection mechanisms built into the
software and hardware.

4. Summary:Technical design and implementation of information security complexes.
Review of approaches to creating information security tools. Problems of designing
and implementing protection mechanisms. Theoretical foundations of the
implementation of information security mechanisms. Organizational bases for the
implementation of information security mechanisms. Regulatory and legal documents
regulating the use of software and hardware methods and means of information
protection.

5. Competencies: the ability to perform work on the installation, configuration and
maintenance of software, hardware and software (including cryptographic) and
technical means of information protection.The ability to analyze the initial data for the
design of subsystems and means of ensuring information security and to participate in
the feasibility study of the relevant design solutions

6. Expected result: Be able to: administer information protection tools built into
modern operating systems that provide additional functionality for SVT protection
tools, as well as network information protection tools; search for vulnerabilities of
protection mechanisms implemented in software and hardware; select and install
hardware information protection tools and the corresponding software. Must possess:
the skills of a reasoned choice of information protection mechanisms used in the
construction of

information security systems of automated systems; skills in implementing, adapting
and configuring protection mechanisms for applied IS;

skills in implementing and operating modern software and hardware information
protection tools.

Adranova A.B. PhD,
senior lecturer
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b) AkmapaTTsl
KOPFay/IblH
OafrmapiaaManblk-
anmnaparThIK
Kypannapsl/
IIporpammMHO-
anmaparHble
CpEJICTBA 3aIIUTEI
uHpopMamu/
Software and
hardware means of
information
protection

1.IIpepexBusurrep: KoMnbroTepitik akmapaTTsl KOpray TEXHOJIOTHsIapbL/
2.IlocTpeKkBU3UTTEP:OCANABIKTEl AHBIKTAY JKOHE Tanjay , JKyHelaep MeH JKelilephiH
OCaJIbUIBIKTApbIH AHBIKTAay JKOHE JKOK OICTEepi,0CaNIbUIBIKTAPbl aHBIKTAY JKOHE
TY3€Ty Kypajiapbl MeH xyienepi

3. IucIMIMHAHBIH MaKcaThl: OOBEKTIHIH aKMapaTTBhIK KayillCi3JiriH KamMTaMachl3 €Ty
YIIiH OarqapiaMaibIK-TeXHUKAIBIK TCUIAEp MEH KypaijapAbl KOJJIaHy; aKlapaTThl
KOpFay KypajJapblH JIoNeNi TaHAaymbl JKY3ere acelpy; OargapilaMaliblK JKoHe
anmaparThIK KaMTaMachl3 eTyTe eHTi3UIreH aknapaTThl Kopray TeTiKTepiH naiiianany.
4.Kpickamia Ma3MyHBI: AKHapaTThl KOpFay KypangapbIHBIH KEIIEHAEPIH TeXHUKAIBIK
Kobamay KoHe iCKe acklpy. AKHapaTThl KOpFay KYpajlapblH KYpy TOCUIAEpiHE LIONy.
Kopray TerikTepiH jxobamay >XoHE iCKe achlpy Mocenesiepi. AKMNapaTTbl KOpray
MeXaHU3M/IEPiH iCKe aCBIPYABIH TEOPUSUIBIK HeTizaepi. AKHapaTrTsl KOPFay TETIKTepiH
ICKe achIpyABIH YHBIMIACTHIPYIIBUIBIK — HETi3Aepi. AKnaparTel  KOpFayablH
OarJapiaMalbIK-alnapaTThIK SAICTepi MEeH KypalaaphlH KOJIaHy bl PeriIaMeHTTeHTIH
HOPMAaTHUBTIK-KYKBIKTBIK KY)KaTTap.

5.Ky3sIperTep: akmaparThl KOpFayIblH OarmapiaMaliblk, OaFmapiaManblK-annapaTThik,
(oHBIH imiHIE KPUOTOTPA(USIBIK) KOHE TEXHUKAIBIK KYpalgapblH OpHATY, KyWre
KeNTIpy »JKOHE OJapra KbI3MET KOpCeTy IKOHIHIEri IKYMBICTapAsl OpBIHAAY
KaOineri.lmki Jkydemepai JkoHE aKMapaTTHIK KayiNCIi3OIKTI KaMTaMachl3 €Ty
KypalgapbelH >ko0anay YIIiH OacTamkel IEpeKTepre Taufay >KYPrisy JXoHE THICTL
JKOOAJBIK MICIIIMICP/IiH TEXHUKAIBIK-OKOHOMHUKAIBIK HET13IEMECIH XKYpri3yre KaTbicy
Kabineri

6. Kytinerin Hatmxe: icreit ainy kepek: ETK xopray Kypanmaps! yiliH KOChIMIIIa
(YHKIMOHAJIIB KAMTaMachl3 €TeTiH Ka3ipri 3aMaHFbI OIepalMsUIbIK KyHenepre
caJIbIHFaH aKIapaTThl KOPFay KypajaapblH, COH/Ial-aK aKapaTThl KOPFayIblH KEeIUIiK
KypalgapblH SKIMIIJICHIIpY; OaFIapiIaMallblK KoOHE allapaTThIK KaMTaMachl3 eTye
iCKe acBIPBUTFaH KOPFay TETIKTEPiHiH OCAABIKTAPIH 13716yl )KY3€ere acepy;
AKMapaTThl KOpFayIblH alllapaTThIK KypalaapblH )KOHE THICTI OaFIapiaMalibik
KaMTaMachI3 €Ty TaHJay *KaHe OpHaTy. MeHrepyi THiC: aknapaTThl Kopray
MeXaHU3MJEPiH apryMeHTTI TaHJay AaFbIChl aBTOMATTaHABIPBUTFaH XKYHenepaiy
aKmapaTTapblH KOpFay yitenepi; kongan6ansr AXK Kopray MEXaHU3MEPiH SHTI3y,
OeitiMzaey jxoHe OanTay JaFbuIaphl; aKIapaTThl OarjapiaMallbiK-annapaTThiK
KOpFay/IblH 3aMaHayH KypaJIapblH SHIi3y KOHe MaiaiaHy JaFbuIapsl.

Anpanosa A.b. PhD
, aFa OKBITYIIIBI




IpepexBu3uTbl: TeXHOTOTUH 3aLUTHI KOMITBIOTEPHOIT HH(OpMaLn/
2.IloctpexkBu3uTH:BRIsIBICHHE ¥ aHanmuM3 YSA3BUMOCTEH, MeTOonsl BBIABICHUS U
yCTapHEHHUS YSI3BUMOCTEH cuCTeM U ceTeil, IHCTpyMEeHTH U cuCTeMBbl OOHApyXEeHUS U
HCTIPaBJICHHUS YSI3BUMOCTEit

3.1ens aucoumuHELIIpIMEHATh IPOTrPaMMHO-TEXHUUECKHE CIIOCOOBI M CPEACTBA IS
obecriedeHnss ~ WHQOpMAaMOHHOW  0e30macHOCTH  00BEKTa;  OCYHIECTBIATH
apryMCHTHPOBAHHBIM BBIOOp CPEICTB 3alUTHl WH(OpMAIMu;  HCIOIH30BATh
BCTPOCHHBIE B TIPOrPpaMMHOE H ammapaTtHoe oOecredeHHe MEXaHH3MBI 3alluTHI
“HPOPMAIHH.

4. Kpatkoe coaepkanue:TexHHUeCKOe MPOEKTUPOBAHME M pealu3alus KOMIIIEKCOB
cpenctB 3amuThl uHpopManuu. OO630p MOAXOMOB K CO3JaHHIO CPEICTB 3alUTHI
nHdopmarmu. IIpoGnemMbl MPOEKTHPOBAHUS M pPeanu3alMd MEXaHH3MOB 3alllUTHL
Teoperuueckue OCHOBBI peann3anuy  MEXaHH3MOB 3aIUTHl MH(OPMAIUH.
OpraHu3aliOHHBIE OCHOBBI ~ PEATH3alMd MEXaHH3MOB 3alIUTHl MH(pOPMaLUH.
HopmatuBHO-nIpaBoBble JOKYMEHTBI, peTIaMEHTHPYIOLINE IPUMEHEHUE IPOrpaMMHO-
anmapaTHbIX METOJIOB M CPEJICTB 3aIIUTHl HHOPMAIIUHL.
5.KommeTeHIin:coCOOHOCTRIO  BHITIONMHATE pabOTHI 1O yCTAaHOBKE, HACTPOWKE W
OOCITY)KUBaHHIO  MPOTPAMMHBIX, HPOTPAaMMHO-aNIIapaTHBIX (B TOM  YHCIE
KpUNTOrpadUuecKiX) U TEXHHYECKUX CPEACTB 3aIuThl HHGopManuu.CiocoOHOCTHIO
MIPOBOJIUTH AHAIHM3 HUCXOAHBIX NAHHBIX ISl MPOEKTHPOBAHUS IOJCHUCTEM H CPEACTB
obecriedeHnss HMH(POPMAIOHHONW 0E30MacHOCTH W y4acTBOBAaTh B IPOBEACHUH
TEXHHKO-?)KOHOMHUYECKOTO 00OCHOBAHHUS COOTBETCTBYIOLIMX IPOSKTHBIX PEIICHIH

6. OxupgaeMblii pe3ynpTaT: YMeTb: aJMHUHUCTPUPOBATb CPEICTBA  3ALIUTHI
nHopmanMu,  BCTPOGHHBIE B COBPEMEHHBIE  ONEPAlMOHHBIE  CHCTEMBI,
obecreynBaromye TOMOJTHUTEIBHBIN QYHKIMOHAN i cpeacTB 3amuTel CBT, a Takxke
CeTeBBIE CPEJCTBA 3AIMUTHl MH(GOPMAIWH;  OCYIIECTBISTH IIOMCK YSI3BHMOCTE
MEXaHU3MOB 3aI[UTHI, PEATH30BaHHBIX B IIPOTPAaMMHOM H alllapaTHOM OOECIIeUeHHH;
BBIOMpaTh M YCTaHABIWBATh AallapaTHbIE CpPEACTBA 3aIIUTHl HH(OpMAINH M
COOTBETCTBYIOIIEE IpOrpaMMHOe oOecnieueHue. JIOIDKEH BIaJieTh: HAaBBIKAMHU
apryMEHTUPOBAaHHOTO BBIOOpa MEXaHHW3MOB 3alUTHl HH(OPMAIMH, HCIOJIB3YEeMbIX
IIpU IOCTPOECHUU

CHCTEMBI 3alIUTBl HMHGOpPMAnUK ABTOMAaTH3UPOBAaHHBIX CHCTEM; HaBBIKAMH BO
BHEJPEHUH, aJalTal[NN U HACTPOHKE MEXaHN3MOB 3aUThI npukaaaex UC;
HaBBIKAMH BHEAPEHUS U SKCIUTyaTallid COBPEMEHHBIX CPEJCTB IPOTPaMMHO-
anmapaTHOH 3aIUThl HHPOPMAIIH.

Anpanosa A.B. PhD,
CT. TIPETIO/aBaTeb




1. Prerequisites: Technologies for protecting computer information/

2. Post-requirements:ldentification and analysis of vulnerabilities, Methods for
identifying and deprecating vulnerabilities of systems and networks, Tools and systems
for detecting and correcting vulnerabilities

3. The purpose of the discipline: To apply software and technical methods and means
to ensure the information security of the object; to make a reasoned choice of
information protection means; to use information protection mechanisms built into the
software and hardware.

4. Summary:Technical design and implementation of information security complexes.
Review of approaches to creating information security tools. Problems of designing
and implementing protection mechanisms. Theoretical foundations of the
implementation of information security mechanisms. Organizational bases for the
implementation of information security mechanisms. Regulatory and legal documents
regulating the use of software and hardware methods and means of information
protection.

5. Competencies: the ability to perform work on the installation, configuration and
maintenance of software, hardware and software (including cryptographic) and
technical means of information protection.The ability to analyze the initial data for the
design of subsystems and means of ensuring information security and to participate in
the feasibility study of the relevant design solutions

6. Expected result: Be able to: administer information protection tools built into
modern operating systems that provide additional functionality for SVT protection
tools, as well as network information protection tools; search for vulnerabilities of
protection mechanisms implemented in software and hardware; select and install
hardware information protection tools and the corresponding software. Must possess:
the skills of a reasoned choice of information protection mechanisms used in the
construction of

information security systems of automated systems; skills in implementing, adapting
and configuring protection mechanisms for applied IS;

skills in implementing and operating modern software and hardware information
protection tools.

Adranova A.B. PhD,
senior lecturer
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1.ITpepexBu3uTTep: AKIApaTTHIK Kayilci3aik Heri3zaepi,

2.IlocTpexkBU3uTTEP: AKHApaTThl KOPFAy MPOLECTEPiH MOACIBICY

3.IToHHIH MakKcaTbhl: KpUNTOrpadUsHBIH HETi3ri epexeNepiH KaMTHIbI, mudpiIapIbH
€H KeIl TapaJifaH TYpJepiMeH KoHe OJapIblH KPUIITOAHATIHN3 9ICTepiMeH, aKIapaTThIH
TYTaCTBIFBl YFBIMAAPBIMEH , KpUNTOrpadrsuIbIK XaTTaMalapMeH, 3JIEeKTPOHIBIK
KonTaHOaMeH TaHBICTHIpaabl. KpunrorpadusHbIH HETi3iHIeT MaTeMaTHKAIBIK TEOPUs
TyciHzipineai (tonrap Teopuscsl, ['amya epicrepi, GeniHOSHTIH KenMymIenep, caHxap
TEOPHUSCHI, XKaJFaH Ke3nelcok Tiz0ekrep »xoHe T.0.). [ludpray xeHe xpunToanamms
ITOPUTMIIEPiH iCKe achlpy Macelesepi KOUbIIa bl

4.Kpickamra Ma3MYHBI: Kpunrorpapusra Kipicre. CHUMMETPHUSIIBIK
KpUNTOXYHenep. ABIK ~ KiITi  0ap  KpuUnTorpagusiiblk  Kydenep.  AKIapaTThl
KOpFayIblH (GH3HKAIBIK MEXaHU3MAEPiHE HET13/1eNITeH KpUITorpadusIbIK xKykenep.

5. KyssIpeTTep: akmaparThlK KayilCi3iK cajJachIHIAFbl KOJIAAHBICTAaFsl HOPMAaTUBTIK
JKQHE OIIICTEMENiK KY)KaTTapAbl €CKepe OTBHIPHIIN, TEXHUKAIIBIK JKYMBIC KYy)KaTTaMachlH
peciMaey KaOineTi. )KyHelnik, KOIJaH0asbl )KoHe apHaibl MaKCATTaFrbl OaFIapiIaMalibIK,
Kypangapabl KoJIaHy KaOieTi. aknapaTThIK Kayilci3IiK KeHIHET1 mapaiap KeleHiH
OpBIHAAYIBl YHBIMAACTBIPY JKOHE KOJAAy, KOPFAHBIC OOBEKTICIHIH IIemiIeTiH
MiHAETTEepl MEH YHBIMABIK KYPBUIBIMBIH, CHIPTKBI dCepiepi, BIKTUMAN Kayinrep MeH
JaMy JeHI'eliH ecKepe OTBIPHII, ONapabl icke achIpy MpoLeciH Oackapy KadireTi

6. Kyrinerin HoTmxke: Oimyre THic: AKMAapaTTBIK KayilCi3miK MiHAETIHOETI >KOHE
KOpFaJIFaH aKMapaTThIK JKYHeNepHAiH KYpbUIYBIHIAFbl KPUNTOTPAaQUSHBIH OpHBI;
KpunTorpadusi TEOPWSCHIHBIH HETi3ri YFBIMAApPBL KIACCHKAIBIK Tapux IIudpiap
JKOHE OCHl Imudprapra Mmaldysul jkacay oficTepi, Kasipri 3amaHfrbl MmHdpiap
KpUITOTpadsUIBIK XaTTaMalap JKOHE JJIEKTPOHIBIK KOJNTaHOA; KPHUNTOTPaQUSIBIK
KyHenepai icke acelpynbiH THOTIK ancizaikrepi (PGP,RC4, Windows xone T. 0.);
Illernon OoitpiHma "Kakcel'! ITUQPABIH  TEOPUSUIBIK  Herizgepi;  "kakchl"
KpUNTOXYHeHIH Teopusutlk Herizaepi (Kupxrodd epexenepi); MeHrepyi tuic:
KOMBUIFaH MIHIIETKE coiikec MMGPABIH ; MU pIay aJrOpUTMIH Carlalibl )Ky3ere aceIpy;
KJIACCHKAIBIK I (prapra maldybut xkacay (Tapuxu )KoHE 3aMaHayn).

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodeccop
M.a.




1.IIpepexBusutsl: OCHOBBI HHPOPMALIMOHHON 6€30IIaCHOCTH,

2.ITocTpekBU3NTEL: MOEIMPOBaHUE IPOLIECCOB 3ALUTHI HHpOpMaLUn

3.1lenb IUCUMIIMHBL COAEPXKUT OCHOBHBIC MOJIOXKEHUS KpUNTOrpaduu, 3HAKOMHUT C
Haubonee pacnpoCTpaHEHHBIMH THIAMHM LIM(GPOB M METOJaMHM WX KPUNTOAHAJH3a,
MOHATUSIMU  LEJIOCTHOCTH MH(OpMaImy, KpUNTOrpa@uIecKuMH IIPOTOKOJIAMH
EKTPOHHON TOMNHCHI0. OOBACHACTCS MaTeMaTHYeCcKasi TeOpHs, JIeamas B OCHOBE
KkpunTorpadun (Teopus Tpymm, moyeld ['amya, HENPHBOIMMBIE MHOTOWICHBI, TEOPHUS
YHcel, ICEBIOCTyYaiHBIe IIOCIENOBATENBHOCTH W 7Ap.). CraBsATcs BOIPOCH!
pea3aliuy aaropuTMOB IH(GPOBAHHUSA M KPUITOAHAIH3A.

4 Kpatkoe cozxepkanue: BpemeHume B Kpunrorpaduio. CuMMeTpUYHbIe
kpunrocucrtemsl. Kpunrorpaduueckue CHCTEMBI c OTKPBITHIM KITIOYOM.
Kpunrorpapuueckne cucTeMbl, OCHOBAaHHbIE Ha (DU3MYECKHX MEXAaHU3MAax 3allUThI
nHpopmarmn.

5. KoMmeteHImu: crmocoOHOCTh OPOPMUTH PabOUyI0 TEXHHUYCCKYIO JTOKYMCHTAIHIOC
y4eToM JEHCTBYIOIIMX HOPMATHUBHBIX W METOJMYECKHX HTOKYMEHTOB B 00JacTé
nH}pOpMaIMOHHOI 0E30IIaCHOCTH.CIIOCOOHOCTh NMPUMEHATH NPOTrpaMMHBIE CpEICTBA
CHCTEMHOTO,  MNpPHUKIQAHOTO M  CICHHAIBHOIO  Ha3Ha4YeHMS.  CIIOCOOHOCTH
OPraHU30BBIBATH U MOJJCPKUBATH BBIIOJIHCHIE KOMILIEKCA Mep 10 HH(POPMALMOHHOM
0€30IIaCHOCTH, yHPaBIATH MPOLECCOM MX PEaM3allMM C YYETOM pellacMbIX 3a1ad 1
OPraHU3allMOHHON CTPYKTYphl OOBEKTa 3aIUTHI, BHEIIHUX BO3JCHCTBUIA, BEPOSTHBIX
YIpO3 ¥ YPOBHS Pa3BUTHS

6. OxxumaeMblii pe3yNbTaT:IODKEH 3HATh: MECTO Kpunrtorpadpuu B 3agade
nH}pOpMaMOHHOH 0e30MacHOCTH M IOCTPOEHHsS 3alWIIEHHBIX HH(OPMAIMOHHBIX
CHCTEM ; OCHOBHBIC MOHSTHS TEOPHUH KPUNTOrpadyH: KIACCHUECKHE HCTOPUUCCKUE
mudpsl 1 METOIB! aTaK Ha 3T MH(PHI, COBPEMEHHBIE MUQPHI KpUNTOTrpadhuiecKnue

MPOTOKOJIBI M JIEKTPOHHYIO  ITOJIHCH; THITMYHBIE  CNAa0OCTH  pealu3alnu
kpunrorpapudecknx cucreM (PGP,RC4, Windows u np.); TeopeTHUecKHe OCHOBBI
"xopomero” mmdpa mo llleHHOHY; TEOPETUYECKHE OCHOBBI "Xoporrei"

kpunTocucteMsl (npaBwia Kupxrogda), m0DKeH yMeTh: MPaBHIBHO BBIOHPATh THII
muppa B COOTBETCTBHM C IIOCTAaBICHHOW 3ajadeil ; KadyeCTBEHHO peaM30BaTh
ITOPUTM  INU(POBAHUS;, pEaNnn3OBBIBATh aTaKy Ha  KJIAaCCHYECKHe IIU(PHI
(ucTopmyeckue U COBPEMEHHBIE) .

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography,
introduces the most common types of ciphers and methods of their cryptanalysis,
concepts of information integrity, cryptographic protocols, electronic signature. The
mathematical theory underlying cryptography (the theory of groups, Galois fields,
irreducible polynomials, number theory, pseudorandom sequences, etc.) is
explained.Questions of the implementation of encryption algorithms and cryptanalysis
are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic
systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

5. Competencies: the ability to issue working technical documentation taking into
account the current regulatory and methodological documents in the field of
information security. the ability to use software tools for system, applied and special
purposes. the ability to organize and support the implementation of a set of information
security measures, manage the process of their implementation, taking into account the
tasks to be solved and the organizational structure of the object of protection, external
influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of
information security and the construction of secure information systems; the basic
concepts of the theory of cryptography: classical historical ciphers and methods of
attacks on these ciphers, modern ciphers cryptographic protocols and electronic
signature; typical weaknesses of the implementation of cryptographic systems
(PGP,RC4, Windows, etc.); theoretical foundations of a "good" Shannon cipher;
theoretical foundations of a "good" cryptosystem (Kirchhoff rules), must be able to:
correctly choose the type of cipher in accordance with the task ; implement a high-
quality encryption algorithm; implement an attack on classical ciphers (historical and
modern).

Dautbaeva A.O.-
c.t.s., acting
professor
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1.ITpepexBu3uTTep: AKNApaTTHIK Kayilci3maik Heri3aepi,

2.IlocTpexkBU3uTTEP: AKHApaTThl KOPFAy MPOLECTEPiH MOACIBICY

3.IToHHIH MakKcaTbhl: KpUNTOrpadUsHBIH HETi3ri epexeNepiH KaMTHIbI, mudpiIapIbH
€H KeIl TapaJifaH TYpJepiMEH oHe OJapAblH KPUIITOAHATIHN3 9IICTepiMEH, aKIapaTThIH
TYTacCTBIFBl YFBIMAAPBIMEH , KPUNTOrpadrsuIbIK XaTTaMajdapMeH, SJIEKTPOHJIBIK
KonTaHOaMeH TaHBICTHIpaabl. KpunrorpadusHbIH HETi3iHIeT MaTeMaTHKAIBIK TEOPUs
TyciHzipineai (Tontap Teopwscsl, ['amya epicrepi, GeniHOSHTIH KenMyIIenep, canaap
TEOPHUSCHI, XKaJFaH Ke3nelcok Tiz0ekrep »xoHe T.0.). [ludpray xeHe xpunToanamms
ITOPUTMIIEPiH iCKe achlpy Macelenepi KOUbIIa bl

4.Kpickamra Ma3MYHBI: Kpunrorpapusra Kipicre. CHUMMETPHUSIIBIK
KpUNTOXYHenep. AmbIK  KUITi  Oap  kpunTorpadusnelk — kyidenep.  AKHapaTThl
KOpFayIblH (GH3HKAIBIK MEXaHU3MAEPiHE HET13/1eNITeH KpUITorpadusIbIK xKykenep.

5. KyssIperTep: akmapaTTHIK KayilCi3miK calachIHAAarbl KOJJAHBICTaFrbl HOPMAaTUBTIK
JKQHE OIIICTEMENiK KY)KaTTapAbl €CKepe OTBHIPHIIN, TEXHUKAIIBIK JKYMBIC KYy)KaTTaMachlH
peciMaey KaOineTi. )KyHenik, KoJIaHOabl )KoHe apHalbl MaKCaTTaFbl OaFapiaMalibiK
Kypangapabl KoJIaHy KaOiieTi. aknapaTThIK Kayilci3IiK )KeHIHIeT mapaiap KeleHiH
OpBIHAAYIBl YHBIMAACTBIPY JKOHE KOJAAy, KOPFAHBIC OOBEKTICIHIH IIemiIeTiH
MiHAETTEpl MEH YHBIMABIK KYPBUIBIMBIH, CHIPTKBI dCEpIIEpi, BIKTHMANl KayinTep MeH
JaMy JeHI'eliH ecKepe OTBIPHII, ONapabl icke achIpy MpoLeciH Oackapy KadireTi

6. Kyrinerin HoTmxe: Oimyre Twic: AKIapaTTBIK KayilCi3mik MiHAETIHICTI >KoHE
KOpFaJIFaH aKMapaTThIK JKYHeNepHAiH KYpbUIYBIHIAFbl KPUNTOTPAaQUSHBIH OpHBI;
KpunTorpadusi TEOPWSCHIHBIH HETi3rl YFBIMAAPBL KJIACCHKAIBIK TapuXy IMHUdprap
JKoHEe OcChl Imudprapra Mmalysul jkacay oficTepi, Kaszipri 3aMaHrbl mmdpiIap
KpUITOTpadsUIBIK XaTTaMalap JKOHE JJIEKTPOHIBIK KOJNTaHOA; KPHUNTOTPaQUSIBIK
KyHenepai icke acelpynbiH THOTIK ancizaikrepi (PGP,RC4, Windows xone T. 0.);
Illernon OoiipiHma '"Kakchl'! IIUQPIBIH  TEOPUSUIBIK  Herizzepi;  "Kakchl"
KpUNTOXYHeHIH Teopusutelk Herizaepi (Kupxrodd epexkenepi); meHrepyi Tuic:
KOMBUIFaH MIHIIETKE coiikec MMGPABIH ; MU pIay aJrOpUTMIH Carlalibl )Ky3ere aceIpy;
KJIACCHKAIBIK I (prapra maldybut xkacay (Tapuxu )KoHE 3aMaHayn).

Jayt6aeBa A.O.-
T.F.K.,
KaybIMJI.TIpodeccop
M.a.




1.IIpepexBusutsl: OCHOBBI HHPOPMALIMOHHON 0€30IIaCHOCTH,

2.ITocTpekBU3NTEL: MOEIMPOBaHUE IPOLIECCOB 3ALUTHI HHpOpMaLUn

3.1lenb IUCUMIIMHBL COAEPXKUT OCHOBHBIC MOJIOXKEHUS KpUNTOrpaduu, 3HAKOMHUT C
Haubonee pacnpoCTPaHEHHBIMH THIIAMHM LIH(GPOB M METOJaMHM HX KPUITOAHAIM3a,
MOHATUSIMU  LEJIOCTHOCTH HH(OpMaImy, KpUNTOrpahuueckuMH TMPOTOKOJIAMH
EKTPOHHON TOMNHCHI0. OOBACHACTCS MaTeMaTHYeCcKasi TeOpHs, JIeamas B OCHOBE
KkpunTorpadun (Teopus Tpymm, Ioyed ['amya, HENpHBOIMUMBIE MHOTOYIEHBI, TEOPHS
YHcel, ICEBIOCTyYaiHBIe IIOCIENOBATENBHOCTH W 7Ap.). CraBsATcs BOIPOCH!
pea3aliuy aaropuTMOB MH(GPOBAHHUSA M KPUITOAHAIH3A.

4 Kpatkoe cozxepkanue: BpemeHume B Kpunrorpaduio. CuMMeTpUYHbIe
kpunrocucrtemsl. Kpunrorpaduueckue CHCTEMBI c OTKPBITHIM KITIOYOM.
Kpunrorpapuueckne cucTeMbl, OCHOBAaHHbIE Ha (DU3MYECKHX MEXAaHU3MAax 3allUThI
nHpopmarmn.

5. KommereHnuu: crocoOGHOCTb 0(OPMUTH PabOUyI0 TEXHUUYECKYIO TOKYMEHTAIUIOC
y4eToM JEHCTBYIOIIMX HOPMATHUBHBIX W METOJMYECKHX HTOKYMEHTOB B 00JacTé
nH}pOpMaIMOHHOI 06E30IIaCHOCTH.CIIOCOOHOCT MPUMEHSTh NPOTrpaMMHEBIE CpPECTBA
CHCTEMHOTO,  MNpPHUKIQAHOTO M  CICHHAIBHOIO  Ha3Ha4YeHMS.  CIIOCOOHOCTH
OPraHU30BBIBATH U MOJJIEPKUBATH BBIIIOJIHEHIE KOMILIEKCA Mep 10 HHPOPMALMOHHOM
0€30IIaCHOCTH, yHPaBIATH MPOLECCOM MX PEaM3allMM C YYETOM pellacMbIX 3a1ad 1
OpraHU3allMOHHON CTPYKTYphI 0OBEKTa 3aIlUThI, BHELIHUX BO3JCHCTBHUIl, BEPOSTHBIX
YIpO3 ¥ YPOBHS Pa3BUTHS

6. OxxumaeMblii pe3yNbTaT:IODKEH 3HaTh: MECTO Kpunrtorpadpuu B 3agade
nH}pOpMaMOHHOH 0e30MacHOCTH M IOCTPOEHHsS 3alWIIEHHBIX HH(OPMAIMOHHBIX
CHCTEM ; OCHOBHBIC MOHSTHS TEOPHUH KPUNTOrpaduu: KIACCHYECKHe MCTOPHUYECKHE
mudpsl 1 METOIBI aTaK Ha TH MH(PHL, COBpeMeHHbIE MHUPHI Kpunrorpaduyeckne

MPOTOKOJIBI M JIEKTPOHHYIO  ITOJIHCH; THITMYHBIE  CNAa0OCTH  pealu3alnu
kpunrorpapudecknx cucreM (PGP,RC4, Windows u np.); TeopeTHUecKHe OCHOBBI
"xopomero" mmdpa mo IlleHHOHY; TEOPETUYECKHE OCHOBHI "Xopomrei"

kpuntocucteMsl (npaBwia Kupxrogda), HODKEH yMeTh: MPaBHIBHO BBIOMPATh THII
muppa B COOTBETCTBHM C IIOCTAaBICHHOW 3ajadeil ; KadyeCTBEHHO peaM30BaTh
ITOPUTM  INU(POBAHUS;, pEaNnn3OBBIBATh aTaKy Ha  KJIAaCCHYECKHe IIU(PHI
(ucToprueckue U COBPEMEHHBIE) .

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography,
introduces the most common types of ciphers and methods of their cryptanalysis,
concepts of information integrity, cryptographic protocols, electronic signature. The
mathematical theory underlying cryptography (the theory of groups, Galois fields,
irreducible polynomials, number theory, pseudorandom sequences, etc.) is
explained.Questions of the implementation of encryption algorithms and cryptanalysis
are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic
systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

5. Competencies: the ability to issue working technical documentation taking into
account the current regulatory and methodological documents in the field of
information security. the ability to use software tools for system, applied and special
purposes. the ability to organize and support the implementation of a set of information
security measures, manage the process of their implementation, taking into account the
tasks to be solved and the organizational structure of the object of protection, external
influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of
information security and the construction of secure information systems; the basic
concepts of the theory of cryptography: classical historical ciphers and methods of
attacks on these ciphers, modern ciphers cryptographic protocols and electronic
signature; typical weaknesses of the implementation of cryptographic systems
(PGP,RC4, Windows, etc.); theoretical foundations of a "good" Shannon cipher;
theoretical foundations of a "good" cryptosystem (Kirchhoff rules), must be able to:
correctly choose the type of cipher in accordance with the task ; implement a high-
quality encryption algorithm; implement an attack on classical ciphers (historical and
modern).

Dautbaeva A.O.-
c.t.s., acting
professor
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1. TlpepexBusurtep: KommbroTepnik skenminep xoHe TerekoMMyHHKauusuiap/
Komnbrorepuik xemninep/ XKemitik Texaonorusiiap/

2. ToctpekBusurrep: Web KochIMIIAmapIbH Kayinci3airi/

3. Ilonnin Makcatsl: Ka3zipri 3aMaHFbl KeNiNIK TEXHOJOTUsUIap koHe Jlepektep
Oepy sxeninepinzeri AKmapaT Kayirci3airi canacbiHaa OUTiM MeH MPaKTHKAIBIK
JaFbUTapabl aly.

4. Keickama Ma3MyHB: JKeprimikTi KeniIepmiH J>KYMBIC icTey NpUHIUNTEpI.
AKnaparTbIK Kayirnci3ik Macenenepi. Kemimix HHPPAKYPHUIBIM.
Mapupyruzaropiap. MapmpyTTIK kecTenep. MapmpyTu3aus aaropuTMaepi.
RIP xarrama. OSPF xarrama. ARP xone RARP xarramanap. IP xeninepinneri
Anpecanus. Mackanaps! naiinanany. [P makerrepiniy kKypsuibiMbl. TCP sxone
UDP npoTokongapsl.

5. Kyssiperrinmiri: Koprayra »aTaThlH aKIapaTTBIK pecypcTapibl aHBIKTAy
KaOineTiHiH OONybl, aKmapar Kayilci3IiriHe Kayilm-KaTep »OHE aKmapaTThIK
HpoLEeCTepIiH KYPhUIBIMBI MEH Ma3MYHBIH )XSHE KOpFay OOBEKTiCIHIH KbI3MET
€Ty epeKIIeTiKTepiH Taigay Heri3iHAe oJlap/bl JKy3ere achbIpyAblH MYMKiH
JKOJIIApBIH Taba arybl KEpek.

6. Kyrinerin motmxenep: JKeprimikri ecentey KeniepiHiH KargalblH 0a3abIK
Ky#re KenTipy/i ®oHe AUarHOCTHKANIAyAbl )Ky3ere achlpa aimybl Kepek. JKemimik
XaTTaMalnapIblH  Tajlgaylibl -  OKeJUIepiH  JMAarHOCTHKalay  MeH
MOHUTOPHHTIJICYIIH Ka3ipri 3aMaHFbl OaFmapiaMaiblK KYpajJapblH JKOHE
XKEJTUTIK MOHUTOpJIApABI MaiaanaHyasl Oimyl kepek. Kasipri 3amMaHFBI JKeJiTik
KaOBIKTHI TalilaNany, JKeJiiepre KpI3MeT KopceTy, THarHOCTUKanay OOHbIHIIA
MIHIETTEpAl MIelly, O KEePriUIKTI IKeIIepli JKaHFBIPTY JKOHE KEHEWTY
CTPATETUSCHIH JKOCTIapiail alybl Kepek.

Typayrynosa H.A.
AFa OKBITYIIIBL,
KapaTbUIbICTAHY
FBUIBIMIaPbIHBIH
MarucTpi

1. Tpepexsusutsl: KoMIbIOTEpHBIE CETH U TeIEKOMMYHHKaIMH/ KoMITbIOTepHEIE
cetn/ CeTeBOe TEXHOJIOTUHI
IMocrpexBusutsr: besomacuocts Web npumoxenmuii/

3. Uenp pucuumimneer:[lonyueHne 3HaHUHA 1 MPAaKTUUECKUX HABBIKOB B 00J1aCTH
COBPEMEHHBIX CETEBBIX TEXHOJIOTHH 1 6e30macHOCTH HHOPMAIINH B CETIX
nepeaayr TaHHBIX.

4. Kparkoe cozxepxanue: I[IpuHIMNBI (YHKIMOHMPOBAHMS JIOKANBHBIX CETeil.
Bompocet  mH(MOpManmoHHOH ~ Oe3omacHocTH. CeTeBas  HMH(PACTPYyKTypa.
Mapuipyrrzatopsl. MapmpyTHbIe TaOIUIBL. ANTOPUTMBEI MapmpyTu3anud. RIP
npotokoi. OSPF mportokon. ARP u RARP mpotokonsl. Anpecanus B IP cersix.
HUcnonszoBanue macok. Ctpykrypa IP makeroB. TCP u UDP mpoTokossL.

5. KowmnerentHocTh:VIMeTh CIOCOOHOCTH OMpenessiTh HHHOPMALMOHHBIE PECYPCHI,
HOJUTeKAIIMe 3allUTe, YTPo3bl 0€30MacHOCTH MHPOPMALMKY U BO3MOXKHBIE MyTH
UX pealn3aliy Ha OCHOBE aHaM3a CTPYKTYPBI M COAEPkKaHHUs MHHOPMAIIMOHHBIX
HPOLECCOB U 0COOCHHOCTEH HYHKIMOHHUPOBAHUS 00BEKTa 3ALIHUTHI.

Oxupmaemble pe3ynbraTel: OCymIecTBIATH 0a30ByI0 HACTPOHKY M JHATHOCTHKY
COCTOSIHUSI JIOKQJIbHBIX BBIYHCIHTENBHBIX ceTeil. Iloib30BaThCst COBpPEMEHHBIMHU
MIPOTPaMMHBIMHU CPEICTBaMH AWArHOCTHKHM M MOHHTOPHHTa CeTeH - aHaIM3aTopamu
CETEBBIX IPOTOKOJIOB M CETEBBIMH MOHHTOPAaMH. OKCIUIyaTHPOBaTh COBPEMEHHOE
cereBoe 00OpYy/IOBaHHE, pelIaTh 3aJa4d 10 OOCIY)KHMBAaHUIO, AMACHOCTHUKE CETeH,
TUIAHUPOBATH CTPATCTUIO MOACPHU3ALMU U pACHIUPEHUA JIOKAJIbHBIX ceTeil.

N

Typayrymnosa H.A.
Crapmmit
HPEeToiaBaTeNb,
MarucTp
€CTECTBEHHBIX HayK




Prerequisites: Computer networks and telecommunications/ Computer network/
Network technologies/

Postrekvizites: Web application Security/

Aim of the discipline: To obtain knowledge and practical skills in the field of
modern network technologies and information security in data transmission
networks.

Short content: Principles of functioning of local networks. Information security
issue. Network infrastructure. Routers. Route tables. Routing algorithm. RIP
Protocol. OSPF Protocol. ARP and RARP protocols. Addressing in IP networks.
The use of masks. IP packet structure. TCP and UDP protocols.

Competence: The Ability to identify information resources to be protected,
threats to information security and possible ways to implement them based on
the analysis of the structure and content of information processes and features of
the object of protection

Expected results: Perform basic configuration and diagnostics of local area networks.
Use modern software for network diagnostics and monitoring - network Protocol
analyzers and network monitors. Operate modern network equipment, solve network
maintenance and diagnostics tasks, and plan a strategy for upgrading and expanding
local networks.

N. A.
Turlugulova,Senior
Lecturer, Master of
Natural Sciences

Bell/
TK
I/
KB
PD/E

ZhK
ZhB
3302
ASS

3302
ANS

3302

b) Keminmik
Kayirnci3ik
Kylenepin
Gackapy/
AIMUHHCTPUPOBaH
1€ CUCTEM CETEeBOM
0e30macHOCTH
Administration of
network security
systems

eMTHXa
H
OK3aMCH
exam

Tect
Tect
Test

1.

2.
3.

IpepexBusutrep: KommbroTepnik keminep koHe TenekoMMyHuKanusiap/
KoMnbroTepiik xemiaep/ Keninik TeXHOIorusIap/

IMoctpexBusutrep: Web KochMIIanap sy Kayimncizairi/

[MonHiH MakcaThl: XKenminik TEXHOJIOTHIIAPAbIH HeTi3nepid oky, Windows Server
SKIMIIITIK eTy SAicTepi MeH KayilcCi3AiriH KaMTaMachI3 eTy.

Kpickamma masmysbl: EcenTey emiciHiH akKmapaTThIK pecypcTapblH Oaramay.
Axkmapar Kayincizairi. Keminepmeri akmapaTrTel Kopray. KopmopaTHBTIK
JKenmiepai kem JeHreimi xopray. Kayimcisamik kxyieciH Oackapy. Cepseprepni
Oackapy.

Kysbiperrinik: TaHBIMIBIK XoHE KaciOM KbI3MeTTe MH(pOpPMaTHKa XKSHE Kasipri
3aMaHFbl aKMapaTThIK TEXHOJOTHsIAp CallaChIHIArbl 0a3anblK  Oumimaepi
KOJaHy KaOineri, OGarmapiaMaiblk KypajjapAabl MaiianaHy TaFapuiapel 0oy
KepeK KSHE KOMIBIOTEPIIK JKeJijeple XYMBIC iCTey IaFIbuiaphl; epeKTep
0a3achH KypY koHe MHTepHET pecypcTaphlH Naiiganany KadijeTi 60Iybl Kepek.
Kyrinerin nHoTmke: bazanplk JKeNTK TEXHOJOTHSIIAPIBL, KOMIBIOTEPIIK
Kenitepi 6ackapy KabijgeTi MeH NaibIHIBIFBIH KOJIIaHa aly.

Typnyrynosa H.A.
Ara OKpITYIIIBL,
KapaTblIbICTAaHy
FBUIBIMIAPBIHBIH
MarucTpi




IMpepexBusntel: KoMnbioTepHble ceT U TeleKoMMyHHUKanuy/ KomibloTepHble
cetn/ CeTeBOE TEXHOIOTHK/

IMocrpekBusuthl: besonacHocts Web npunoxennii/

Hens pucuuniueel: M3ydeHne OCHOB CETEBBIX TEXHOJOTHH, obecreueHus
0€30MacHOCTH M METO/I0B afMUHHCTpHpoBanus Windows Server

Kparkoe comepxanue: OneHka HHGOPMAIMOHHBIX PECYpPCOB BBIYHUCIUTEILHON
cern. besomacHocts wmHGpopMammu. 3ammra HHPOpPMAmMH B CETIX.
MHoroypoBHeBasi  3alluTa KOPIIOPAaTHUBHBIX  CeTed. AJMHHUCTPHUpPOBaHHE
CHCTEMbI 0€30MaCHOCTH. AIMHHUCTPUPOBAHUE CEPBEPOB.
KomnerentHocTh:FIMeTh  CIIOCOOHOCTh HCIIOIB30BaTh B II03HABATENBHOW U
npo¢ecCHOHATBHON AeATeNbHOCTH 0a30BbIC 3HAHMS B 00JacTH MH(POPMATUKU U
COBPEMEHHBIX ~ MH(GOPMAIMOHHBIX  TEXHOJOTHH, HABBIKM  HCIOJIB30BaHUS
MIPOTPaMMHEIX CPEICTB M HaBBIKM pabOTHl B KOMIBIOTEPHBIX CETSX; YMEHHEM
co3naBath 0a3bl JaHHBIX U UCIIOIB30BaTh pecypchl IHTepHeT.

Osxuaemble pe3nbTaThl:J[oDKeH BianeTh 0a30BBIMH CETEBBIMH TEXHOJIOTHSIMH,
JOJDKEH JIEMOHCTPHPOBATh CIOCOOHOCTh M TOTOBHOCTH K aJAMHHUCTPHUPOBAHHIO
KOMIIBIOTEPHBIX CETEH.

Typayrynosa H.A.
Crapmit
HPETIoIaBaTelNb,
Marucrp
€CTECTBEHHBIX HayK

n

Prerequisites: Computer networks and telecommunications/ Computer network/
Network technologies/

Postrekvizites: Web application Security/

Aim of the course: To study the basics of network technologies, security and
methods of administration of Windows Server

Short content: Evaluation of computer network information resources.
Information security. Information protection in ad networks. Multilevel
protection of corporate networks. Security system administration. Server
administration.

Competence: Ability to use in cognitive and professional activities basic
knowledge in the field of computer science and modern information technologies,
skills in using software tools and skills in computer networks; ability to create
databases and use Internet resources.

Expected results: Must possess basic network technologies, must demonstrate the
ability and readiness to administer computer networks

N. A
Turlugulova,Senior
Lecturer, Master of
Natural Sciences




M5

Bell/T
/K

PD/EC

a)Kpunrorpadus xoue
Kpurnroranyay 2/
Kpunrorpadus u
KpunroaHanus 2/
Cryptography and
Cryptanalysis 2

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IlpepexBu3nTTep: AKIApaTTHIK KayiNci3aik Herizaepi,

2. IToctpexkBU3nTTEpP: AKIApaTTHl KOPFay IMPOLECTEPiH MOJCIBICY

3.IIoHHIH MakcaThl: KpUNTOrpa(UsHBIH HETi3ri epekelepiH KaMTHIbL, IMH(pPIapAbIH eH KOl
TapaJlFaH TYPJEPIMEH JKOHE OJapAbIH KPUITOAHAIU3 OJiCTEpPIMEH, aKIapaTThIH TYTACTBIFbI
YFBIMApPbIMEH , KPUITOrpa(UsIbIK XaTTaMalapMeH, JEKTPOH/IBIK KOJITaHOAMEH TaHBICTHIPAIbL.
KpunrorpadusHblH Heri3iHaeri MaTeMaTHKAIBIK TeOpUs TYCiHAIpineni (Tonrap Teopuscsl, ['amya
epicrepi, OeMIHOSHTIH KONMYILIeIep, CAHAap TEOPHSCHL, XKaIFaH Ke3IeHCOK Ti30eKkTep joHe T.0.).
udpnay xoHe KPUIITOAHAIN3 AITOPUTMJIEPIH iCKE ackIpy Maceneaepi KOiblIaibl.

4.KpIckama Ma3MyHBL: Kpunrtorpadusra kipicme. CHMMETPUSIIBIK KPUITOXYHeNep. AIIBIK KilTi
Gap KkpunTorpausUIbIK Kydedaep. AKMApaTrThl KOPFayAblH (U3HMKAIBIK MEXaHH3MIEpiHe
Heri3[eNreH KpUITorpagusuibIK Kynesnep.

5. Kysslpertep: akmaparThlK KayilCi3IiK CaJlaCBIHAAFbl KOJJAHBICTAFbl HOPMATUBTIK JKOHE
SiCTeMeNiK KYXKAaTTapAbl €CKepe OTHIPBI, TEXHHKAIBIK JKYMBIC KYKAaTTaMachlH peciMaey
Kabineri. JKyiemik, KojigaHOadbl j>KOHE apHalbl MakcaTTarbl OariapiaMaliblK Kypajgap.bl
KongaHy KaOimeTi. akmapaTTeIK KayilCi3mik JKeHIHAeri Imapamap KeIleHIH OpbIHIaybl
YIBIMAACTBIPY KOHE KONay, KOpFAaHbIC OOBEKTICIHIH MLICIIICTIH MiHACTTepi MEH YHBIMIBIK
KYPBUIBIMBIH, CBIPTKBI 3CEpIep/i, BIKTHMall KayilnTep MEH AaMy JACHICHiH eCKepe OTBIPHIIL,
oJIap/ibl iCKe achIpy MpoIeciH Oackapy Kaoijieri

6. Kyrinerin HoTmke: Oimyre Tmic: AKIapaTTBIK KayilCi3MiK MiHAETIHAEr! JKOHE KOpFalFaH
aKMapaTTbhIK  OKYHENep[iH  KypbUIYybIHAAFbl ~ KPUNTOTPAQUSHBIH ~ OpPHBI,  Kpunrorpadus
TEOPUSICBIHBIH HETI3ri YFBIMIAphl: KIACCHKAJBIK Tapux IIH(piIap oHEe OChl Iuppiapra
urabybul Jkacay oficTepi, Kasipri 3aMaHfbl mMprap KpUNTOrpadusUIbIK XaTTaManap >KOHE
JNEKTPOH/BIK KONTaHOa; KpUNTOrpausuiblK JKyienepai icke achIpyAblH THITIK ONCi3HiKTepi
(PGP,RC4, Windows sxoHe T. 0.); IllenHOH GoifbIHIIa "KaKchl" MH(PIBIH TEOPHSIIBIK HETi3epi;
"xKaKCchl" KpUNTOKYiteHiH Teopuwsuibik Herizmepi (Kupxrodd epexenepi); MmeHrepyi Tuic:
KOWBUIFAH MiHAETKE cofikec MU(PABIH ; mUdpray AIrOPUTMiH camajbl HKy3ere achipy;
KJIACCUKAJIBIK HIM(piiapFa malybll )Kacay (Tapuxy JKOHE 3aMaHayH).

Jayr6aeBa A.O.-T.F.K.,
KaybIMJL.IIpodeccop
M.a.

1.IlpepexBusutsl: OCHOBBI HHPOPMALMOHHON O€30I1aCHOCTH,

2.ITocTpexkBU3UTHI: MozieIMpoBaHue MPOLIECCOB 3aIUThl HHOpMaLUK

3.1lenb OMCIMIUIMHEL: CONEPKHT OCHOBHBIEC ITOJOXKEHMS KPUNTOTrpaduy, 3HAKOMHUT ¢ HanOoiee
pacrnpoCTpaHEHHBIMK THIIAMH IIU(POB U METOAAMH HX KPUIITOAHAIH3a, TIOHATHSIMH LEJTOCTHOCTH
nHbOpMAIMH, KPUNTOTpahUIECKUMH MPOTOKOJIAMH , SJIEKTPOHHOI mnoamuchio. OOBsCHICTCS
MaTeMaTHdecKkas TEOpHs, JIeKallas B OCHOBe Kpunrorpaduu (Teopus rpymm, noneil ['amya,
HETIPUBOJMMBIC MHOTOUWIEHBI, TEOPHUs YHCEN, ICeBJOCIyJalHble MOCIEN0BAaTENbHOCTH U JIp.).
CraBsTCs BOIPOCHI pealn3aliy alroOpUTMOB IIH(POBAHHS U KPHITOAHAIN3A.

4 Kpatkoe cozep)KaHue: Baenenue B KpHITOrpagHIo. CuMMeTpHYHbIe
kpunTocuctembl. Kpunrorpadudeckre cuCTEeMbl € OTKPBITHIM Kio4oM. Kpunrorpaduueckue
CHCTEMBbI, OCHOBaHHBIC HA (PU3MYECKUX MCXaHU3MAaX 3aIlUThl HH)OPMAIIH.

5. KommereHuuu: crnocoOHOCTH O(GOPMHTH PabOUyl0 TEXHHYECKYIO JTOKYMEHTAIHIOC yIEeTOM
JEACTBYIOIIMX HOPMATHBHBIX M METOJMYECKHX HOKYMEHTOB B o0OnacTn HH(OpMAanHOHHOI
6€30I1aCHOCTH.CIIOCOOHOCTh HMPHMEHSTh IPOrPaMMHBIE CPEICTBA CHCTEMHOTO, INPUKIATHOTO H
CIEIMAIBHOTO Ha3HAYEHHS. CIIOCOOHOCTh OPraHW30BBIBATE ¥ IOAJCPKUBATH BBHIIOIHEHUE
KOMILIEKCa Mep 10 MH(OPMAIHOHHOH 0e30MacCHOCTH, YIPABIATH MPOLECCOM HX PEaH3alHU C
y4eTOM pelIaeMbIX 3aJad U OPraHU3alMOHHON CTPYKTYpHl OOBEKTa 3alUTHL, BHEMIHHX
BO3JICHCTBHIA, BEPOSTHBIX YTPO3 M YPOBHS Pa3BUTHS

6. OxupaeMblii pe3yNbTaT:IODKEH 3HATh: MECTO KpunTorpaduu B 3anade WHOOPMALMOHHON
06e30MaCHOCTH M IIOCTPOCHHMS 3aIUINEHHBIX HHGOPMAIMOHHBIX CHCTEM ; OCHOBHBIC HMOHSTHUS
TEOPHH KPUITOrpauy: KIACCHYECKHE HCTOPUYECKHE MU(PEI U METOABI aTaKk Ha 3TH IUQPEI,
COBpeMeHHbIe MH(PB KPUNTOTpauiecKie MPOTOKONBI U JNIEKTPOHHYIO MOANHCH; THIIHIHBIC
cinaboctu peanusanuu kpunrorpaduueckux cucrem (PGP,RC4, Windows u ap.); Teoperndyeckue
ocHOBBI "Xxoporuero” mudpa o LlleHHOHY; TeopeTHYecKHe OCHOBBI "Xopomieil" KpHITOCHCTEMbI
(nmpaBuna Kupxrodda), IOMWKEH yMETh: NPAaBUJIBHO BBIOMPATh THI HIM(ppa B COOTBETCTBUHU C
MIOCTaBICHHON 3a/adeil ; KaueCTBEHHO PEalH30BaTh AITOPHTM MIM(POBAHHS; PEaIH30BBIBATH
aTaKy Ha KJacCHYeCKHe MU(pPbI (HCTOPHYECKHE U COBPEMEHHBIE) .

Jayr6aeBa A.O.-K..T.H.,
1.0. accotl. npogeccopa




1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography, introduces the
most common types of ciphers and methods of their cryptanalysis, concepts of information
integrity, cryptographic protocols, electronic signature. The mathematical theory underlying
cryptography (the theory of groups, Galois fields, irreducible polynomials, number theory,
pseudorandom sequences, etc.) is explained.Questions of the implementation of encryption
algorithms and cryptanalysis are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic systems
with a public key. Cryptographic systems based on physical mechanisms for protecting
information.

5. Competencies: the ability to issue working technical documentation taking into account the
current regulatory and methodological documents in the field of information security. the ability
to use software tools for system, applied and special purposes. the ability to organize and support
the implementation of a set of information security measures, manage the process of their
implementation, taking into account the tasks to be solved and the organizational structure of the
object of protection, external influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of information security
and the construction of secure information systems; the basic concepts of the theory of
cryptography: classical historical ciphers and methods of attacks on these ciphers, modern ciphers
cryptographic protocols and electronic signature; typical weaknesses of the implementation of
cryptographic systems (PGP,RC4, Windows, etc.); theoretical foundations of a “good" Shannon
cipher; theoretical foundations of a “good" cryptosystem (Kirchhoff rules), must be able to:
correctly choose the type of cipher in accordance with the task ; implement a high-quality
encryption algorithm; implement an attack on classical ciphers (historical and modern).

Dautbaeva A.O.-C.t.s.,
acting professor

AKSA
3303
SMzi
3303
SMIP
3303

B)AKIIapaTThl KOPFay/IbIH
cTeraHorpausIbIK
auicrepi/
Creranorpaduueckue
METOAbI 3aLUTHI
uHpopmarmn /
Steganographic methods
of Information Protection

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.IIpepexBusutrep: AKNapaTThIK Kayilci3aik Herizaepi,

2.TlocTpekBU3UTTEP: AKIIApaTThl KOPFay MPOLECTEPiH MOJCIIBACY

3.IloHHIH MaKcaTbl: KpUNTOrpadUsSHBIH HEri3ri epexesaepiH KaMTHIbL, MHbpIapablH eH Kol
TapanFaH TYpJICPIMEH JKOHE ONIap/blH KPUNTOAHAIN3 JAICTEPIMEH, aKMapaTThIH TYTaCTHIFBI
YFBIMIAphIMEH , KpUNTOTrpadusUIbIK XaTTaMalapMeH, JIEKTPOH/IBIK KONTaHOaMeH TaHBICTBIPaIbL.
KpunrorpadusHely HeriziHmeri MaTeMaTHKAJIBIK TeOpHs TYCiHAipineni (Tontap Teopuschl, ['amya
epicTepi, 06IIHOSHTIH KOIIMYLIENep, CaHAap TEOPHUSICHI, KalFaH Ke3AeHCoK Ti30ekTep xaHe T.0.).
Indpray *oHe KpUNTOAHAIN3 aITOPUTMIEPIH iCKe ackIpy Macesenepi KOHblIa bl

4. Kpickama mMa3myHbl: Kpunrorpadusra kipicne. CHUMMETPHUSIBIK KPUNTOXYHENEp. AIIBIK KiITi
6ap KkpunrtorpausIbIK OKylerdep. AKMNapaTThl KOpFaynblH (U3MKAIBIK MeXaHH3MIepiHe
HeTi3[eNreH KpUITOrparsuIbIK KyHerep.

5. Kyselpertep: akmaparThlK KayilCi3liK CaJaChIHAAFbl KOJJIAHBICTaFbl HOPMATUBTIK JKOHE
oficTeMeNTiK KY)KaTTapAbl €CKepe OTBHIPBIN, TEXHUKANBIK JKYMBIC KYXKAaTTaMachlH peciMuey
KaOinmeri. »KyHenmik, KoimaHOAnsl )KOHE apHalbl MaKcaTTaFbl OaFiapiaMaiblK Kypaimapiisl
KoynfaHy KaOijeTi. akmapaTThIK KayilCi3[iK JKeHIHJeri mapajap KeHIeHIH OpBbIHIAY/bl
YHBIMIACTBIPY JKOHE KOJJIay, KOPFaHBIC OOBEKTICIHIH LICHIJIETIH MIHAETTEpI MEH YHBIMIBIK
KYPBUIBIMBIH, CBIPTKBI dCepiepAi, BIKTUMall KayilTep MeH JaMy IEHIediH ecKepe OTBIPHII,
oJlapbl iCKe achIpy Mpolecin 0ackapy Kaodineri

6. Kyrinerin HoTmke: Oimyre Thic: AKMApaTTBIK KayilCi3miK MiHAETIHOETi JKOHE KOpPFaIlFaH
aKMapaTThIK  JKYHeNepAiH  KYpBUIYBIHIAFbl — KPHITOTpadUsSHBIH ~ OpHBI,  KpUNTOrpadus
TEOPUSCHIHBIH HETI3r YFBIMAAPBL: KIACCHKAJBIK TApUXW MHQpiap >KoHE OChl mm(prapra
mabybul jkacay oficTepi, Kasipri 3aMaHfbl IIUQpIap KpUNTOrpadusuIbIK XaTTamanap KoHe
3NMEKTPOH/IBIK KONTAaHOa; KPUNTOrpadusuIbIK JKyHenaepii icKe achIpyIblH THITIK AJCi3iKTepi
(PGP,RC4, Windows xaHe T. 0.); llleHHOH OoiibIHIIa "KaKchl" MUGPABIH TEOPHUSIBIK HETi31epi;
"KaKchl" KpHNTOXYHeHiH Teopusuiblk Herizaepi (Kupxrodd epexenepi); MeHrepyl THic:
KOWBUIFAaH MIHIETKE coiikec MU(PABIH ; MU(piay AITOPUTMIH Ccamanbl JKy3ere acklpy;
KJIACCHKAJIBIK HM(paapFa maldysi )kacay (TapUXHU JKOHE 3aMaHayH).

Jayr6aeBa A.O.-T.F.K.,
KaybIM.IIpodeccop
M.a.




1.IlpepexBusutsr: OcHOBBI HH)OPMALOHHOH OE30MaCHOCTH,

2.ITocTpexkBU3nTHI: MoOzieIMPOBAaHUE MPOLIECCOB 3aIUTHI HHQOpMaLUK

3.1lenb AUCHUIUTHHBL: CONCPIKHT OCHOBHBIEC IOJOXEHHS KPUNTOTrpaduy, 3HAKOMHUT ¢ Hanboiee
PacrpoCTpaHEHHBIMU THIIAMHU MIU(POB U METOAAMH HX KPUIITOAHAIN3A, TIOHATUSMH LEJTOCTHOCTH
uHOpMaLHK, KPUOTOrpadUIECKUMU MPOTOKOTIAMU , JJICKTPOHHON MOMIHCHI0. OOBICHIETCS
MaTeMaTHdecKas TEOpHs, JIekKalias B OCHOBe Kpunrorpaduu (Teopus rpymm, mnoneii ['amya,
HENIPUBOMMBIE MHOTOUWIEHBI, TEOPHUs YHCEN, ICEBJOCIyYailHble HOCIEN0BATeNbHOCTH U Jp.).
CraBsiTcst BOIPOCHI PeaIM3alliy aIrOPUTMOB IH(BPOBAHHS U KPUIITOAHAIIN3A.

4 Kpatkoe coep KaHue: Beenenue B KpHITOrpaduIo. CuMMeTpHYHbIe
kpuntocuctembl. Kpunrorpaduueckue cucTeMbl ¢ OTKpBITHIM KitouoM. Kpunrorpaduueckue
CHCTEMBbI, OCHOBaHHBIC HA (PU3MYECKHX MEXaHU3MAaX 3aIUThl HHQOPMALUH.

5. KommereHnuu: crocoOHOCTh O(GOPMHTH PabOdyl0 TEXHHYECKYI0 MOKYMEHTAIHIOC YYeTOM
JCACTBYIOIIMX HOPMATHBHBIX M METOJMYECKMX HOKYMEHTOB B 00nacTu HH(OPMALHOHHOM
6€3011aCHOCTHU.CIIOCOOHOCTh NPHUMEHSTh MPOrPAMMHBIC CPEACTBA CHCTEMHOIO, MPHKJIAJHOTO U
CIIEIMANbHOTO HAa3HAYECHMS. CIIOCOOHOCTh OpPTraHM30BBIBATH U IIOJJIEPXKUBATH BEHIIOIHEHHE
KOMIUIEKCa Mep 0 MH(GOPMAIOHHOH 0e30MacHOCTH, YIPAaBIATh HPOLECCOM HMX pealli3alliu C
y4eTOM pellaeMbIX 3aJad U OPraHU3alMOHHON CTPYKTYpHl OOBEKTa 3alUTHI, BHEMIHHX
BO3/IEHCTBHIA, BEPOSTHBIX YTPO3 H YPOBHS Pa3BUTHS

6. OxumaeMblil pe3yJbTaT:IODKEH 3HATh: MECTO Kpumrorpaduu B 3amade HHPOPMALHOHHOM
6€3011aCHOCTH ¥ NOCTPOCHMS 3AIIUIICHHBIX HH(QOPMAILMOHHBIX CHCTEM ; OCHOBHBIC ITOHSATHS
TEOpHH KPUNITOrpaduy: KIACCHYSCKHE HCTOPUYECKHE MU(PEI U METOABI aTaKk Ha JTH IIUQPEL,
COBpeMeHHbIe IIH(Pbl KpUNTOrpaduuecKre MPOTOKOIbl U AICKTPOHHYIO MOANKCH; THIMYHBIC
cnaboctu peanusannn kpunrorpaduueckux cucrem (PGP,RC4, Windows u 1p.); TeopeTnueckue
ocHOBBHI "xopoiero” mudpa mo [IIeHHOHY; TeopeTHYeCKHUe OCHOBBI "XOpOIIeH" KpUITOCHCTEMBI
(mpaBmwia Kupxrobda), momKeH yMmMeTb: MPaBHIbHO BBIOMpATh TUM IH(ppa B COOTBETCTBUH C
IIOCTABJICHHOH 3aja4eil ; KaueCTBCHHO pPEaln30BaTh aJIrOPUTM MIM(POBAHMS; pealn30BHIBATH
aTaKy Ha KJaccHYecKye MuQpbl (HCTOPHIECKHE U COBPEMEHHEIE) .

Jayr6aeBa A.O.-K..T.H.,
1.0. accoll. pogeccopa

1. Prerequisites: Basics of information security,

2. Post-requirements: Modeling of information security processes

3. The purpose of the discipline: contains the main provisions of cryptography, introduces the
most common types of ciphers and methods of their cryptanalysis, concepts of information
integrity, cryptographic protocols, electronic signature. The mathematical theory underlying
cryptography (the theory of groups, Galois fields, irreducible polynomials, number theory,
pseudorandom sequences, etc.) is explained.Questions of the implementation of encryption
algorithms and cryptanalysis are raised.

4. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic systems
with a public key. Cryptographic systems based on physical mechanisms for protecting
information.

5. Competencies: the ability to issue working technical documentation taking into account the
current regulatory and methodological documents in the field of information security. the ability
to use software tools for system, applied and special purposes. the ability to organize and support
the implementation of a set of information security measures, manage the process of their
implementation, taking into account the tasks to be solved and the organizational structure of the
object of protection, external influences, possible threats and the level of development

6. Expected result: must know: the place of cryptography in the problem of information security
and the construction of secure information systems; the basic concepts of the theory of
cryptography: classical historical ciphers and methods of attacks on these ciphers, modern ciphers
cryptographic protocols and electronic signature; typical weaknesses of the implementation of
cryptographic systems (PGP,RC4, Windows, etc.); theoretical foundations of a "good" Shannon
cipher; theoretical foundations of a “good" cryptosystem (Kirchhoff rules), must be able to:
correctly choose the type of cipher in accordance with the task ; implement a high-quality
encryption algorithm; implement an attack on classical ciphers (historical and modern).

Dautbaeva A.O.-c.t.s.,
acting professor
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1. TlpepexBu3uTTEpi: AKNAPATTHIK KOMMYHUKALUSIIBIK TEXHOIOTHSIIAP (AFbUILIBIH
TUTIH/IE)

2. TloctpexBusutrep: Web KoceiMmianap Kayincisairi, Web TeXHOJIOTHsIAPIbIH
OCaIBIFbl MEH Kayincizairi, Web KocbIMIIIangapa Kayinci3airid Tectijey

3. IlonHig MaxcaTsl: [IporpaMmanay TiTiHIH KaJIbI HETi3AEPiH OKBII OLITy.

4. Keickama ma3myssl: byn nmonme PHP mporpammanay TimiHIH Jkanmsl Heriznepi
KapacteipeiFaH. PHP Tininne Be6-KochIMIIanap KypybIH HETi3ri yreIMaaps! Oepineni.
PHP tiniHiH Heri3ri YFeIMAAphl, KYPBUIBIMIBIK HETi3aepi, daiigapMeH XKyMbIc icTey
epekurenikrepi, Web-nporpammanay, HTML wmen CSS-TiH 0a3aibK TYCiHIKTEpi
KapacTeippliansl. Ctynenrrepae PHP  TinmiHiH KypBUIBIMBL, OHBI NaliJajaHa OTHIPHII
BeO KOCBHIMIIANAP KYPYABIH TEOPHUSUIBIK JKOHE IPAKTHUKAJIBIK MAIIBIKTApbIH KAaJIbII-
TacThIPY.

5. Ky3eIperrinik: 3amMaHayn OaiylaHBIC KYpaJJapblH, alapaTThIK KOHe KOMITBIOTEPIIK
TEXHOJIOTHSUIApAbl TaifjajlaHa OTBIPBIN, aKIapaTThl JKHHAY, OHJEY JKOHE Tajjuay
anicTepiH MeHrepy

6. KyTinerin HoTHXKe: KOMIBIOTEPIIK BUACOMOHTAXKABIH YITUIEPIiH TYPII JKOIJapMeH
xKacaii oiry

Konpip6aes H.b.,
T.F.K., aFa OKBITYIIIBI

1.IpepexBusute:  MHPOpMAIMOHHO  KOMMYHHKALMOHHBIE  TEXHONOTHHM  (Ha
AHTJIMICKOM SI3BIKE)

2.IToctpexBusutsl: bezomacHocts Web mnpuitoxkeHHH, ys3BUMOCTh W 0€30IaCHOCTH
Web TEXHOJIOTHiA, TECTUPOBAHUE 0e3011acHOCTH Web MPUIIOKECHHUH
3.1lens IMCUMIUIMHBL M3YYUTh OOIIME NPUHIMIBI S3bIKAa IPOrPaMMUPOBAHMS.
4. Kparkoe cozmepkanne: B aToMm pasmene mpencraBieHa oOmmasi CTpyKTypa s3bIKOB
nporpammupoBanus PHP. IlpexcraBneHbl OCHOBHBIE KOHLCTIIMHM CO3JAHMS BeO-
npunoxennit Ha PHP. Ocnosabie monstus PHP, ero ctpykrypa, ocobeHHOCTH paboTh
¢ ¢aitmamu, BeO-porpammupoBanune, ocHoBHbIe moHATH HTML u CSS. Crpykrypa
PHP y crymeHToB, yMeHHE NPUMEHATh TEOPETHUECKHE M TIPAKTHUECKHE HABBIKH
CO3/IaHuA BEO-TIPMIIOKEHHUH.
5. KommereHuys: ocBOeHHE METOJOB cOopa, 00pabOTKM M aHAM3a COBPEMEHHBIX
CPE/ICTB CBSI3M C WCIOJB30BAaHHEM anNapaTHBIX U KOMIBIOTEPHBIX TEXHOJOTHH.
6. OxumaeMmplii  pe3ynbTaT: YMEHHE CO3[aBaTb MOJAEIH  KOMIIBIOTEPHOIO
BHJICOMOHTa)Ka Pa3IMYHBIMU CIIOCOOAMH.

Konpip6aes H.b.,
K.T.H., CTapLIMH
MPENo/aBaTeNnb

1. Prerequisites: Information and communication technologies (in English)

2. Postrequisites: Web application security, vulnerability and security of Web
technologies, Web application security testing

3. Purpose: To study the general principles of programming language.

4. Summary: This topic provides a general framework for PHP programming
languages. The basic concepts of creating web applications in PHP are provided. Basic
concepts of PHP, its structure, features of working with files, Web-programming, basic
concepts of HTML and CSS. The structure of PHP in students, the ability to apply
theoretical and practical skills of creating web applications.

5.Competence: mastering of methods of collecting, processing and analysis of modern
communication means, using hardware and computer technologies.

6. Expected result: ability to make computer video montage models in different ways

Konyrbayev N. B.,
Candidate of
Technical Sciences,
senior lecturer
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5. TlpepexBuszntrepi: AKIapaTThIK KOMMYHHUKALUSIBIK TEXHOJIOTHIIAP (aFbUILIBIH
TUTIH/IE)

6. TloctpexBusutrrep: Web KoceiMmianap Kayincisairi, Web TeXHOJIOTHsIAPIbIH
OCaIBIFbl MEH Kayincizairi, Web KocbIMIIIangapa Kayinci3airid Tectijey

7. TlouHiH MakcaTsl: [IporpaMmanay TiUTIHIH KBl HETi3/1epiH OKBII Oily.

8. Kpickama masmynsl: byn menne PHP mporpammanay TinmiHIH >Kanumbel Herizaepi
KapacteipeiFaH. PHP Tininne Be6-KochIMIIanap KypybIH HETi3ri yreIMaaps! Oepineni.
PHP tiniHiH Heri3ri YFeIMAAphl, KYPBUIBIMIBIK HETi3aepi, daiigapMeH XKyMbIc icTey
epekurenikrepi, Web-nporpammanay, HTML wmen CSS-TiH 0a3aibIK TYCiHIKTEpi
KapacTeippliansl. Ctynenrrepae PHP  TinmiHiH KypBUIBIMBL, OHBI NaliJajaHa OTHIPHII
BeO KOCBHIMIIANAP KYPYABIH TEOPHUSUIBIK JKOHE IPAKTHUKAJIBIK MAIIBIKTApbIH KAaJIbII-
TacThIPY.

5. Ky3eIperTinik: 3amMaHayn OaiylaHBIC KYpalTJaphlH, alllapaTThIK KoHE KOMITBIOTEPIiK
TEXHOJIOTHSUIApAbl TaifjajlaHa OTBIPBIN, aKIapaTThl JKHHAY, OHJEY JKOHE Tajjuay
anicTepiH MeHrepy

6. KyTinerin HoTHXKe: KOMIBIOTEPIIK BUACOMOHTAXKABIH YITUIEPIiH TYPII JKOIJapMeH
xKacaii oiry

Konpip6aes H.b.,
T.F.K., aFa OKBITYIIIBI

1.IpepexBusutel:  MHPOpMAIIMOHHO  KOMMYHHKALMOHHBIE  TEXHOJNOTHH  (Ha
AHTJIMICKOM SI3BIKE)

2.IToctpexBusutsl: bezomacHocts Web mnpuitoxkeHHH, ys3BUMOCTh W 0€30IaCHOCTH
Web TEXHOJIOTHiA, TECTUPOBAHUE 0e3011acHOCTH Web MPUIIOKECHHUH
3.1lens IMCUMIUIMHBL M3YYUTh OOINME NPUHIMIBI S3bIKAa IIPOrPAMMHUPOBAHHS.
4. Kparkoe cozmepkanue: B aToM pasmene mpencraBieHa oOmmasi CTpyKTypa sS3bIKOB
nporpammupoBanus PHP. IlpexcraBneHbl OCHOBHBIE KOHLCTIIMHM CO3JAHMS BeO-
npunoxennit Ha PHP. Ocnosabie monstus PHP, ero ctpykrypa, ocobeHHOCTH paboTh
¢ ¢aitmamu, BeO-porpammupoBanue, ocHoBHbIe moHATHS HTML u CSS. Ctpykrypa
PHP y crymeHToB, yMeHHE NPUMEHATh TEOPETHUECKHE M TIPAKTHUECKHE HABBIKH
CO3/IaHuA BEO-TIPMIIOKEHHUH.
5. KommereHuys: ocBOeHHE METOJOB cOopa, 00pabOTKM M aHAM3a COBPEMEHHBIX
CPE/ICTB CBSI3M C WCIOJB30BAaHHEM amMapaTHbIX ¥ KOMIIBIOTEPHBIX TEXHOJOTHH.
6. OxumaeMmplii  pe3ynbTaT: YMEHHE CO3[aBaTb MOJAEIH  KOMIIBIOTEPHOIO
BHJICOMOHTa)Ka Pa3IMYHBIMU CIIOCOOAMH.

Konpip6aes H.b.,
K.T.H., CTapLIMH
MPENo/aBaTeNnb

1. Prerequisites: Information and communication technologies (in English)

2. Postrequisites: Web application security, vulnerability and security of Web
technologies, Web application security testing

3. Purpose: To study the general principles of programming language.

4. Summary: This topic provides a general framework for PHP programming
languages. The basic concepts of creating web applications in PHP are provided. Basic
concepts of PHP, its structure, features of working with files, Web-programming, basic
concepts of HTML and CSS. The structure of PHP in students, the ability to apply
theoretical and practical skills of creating web applications.

5.Competence: mastering of methods of collecting, processing and analysis of modern
communication means, using hardware and computer technologies.

6. Expected result: ability to make computer video montage models in different ways

Konyrbayev N. B.,
Candidate of
Technical Sciences,
senior lecturer




¢) JXKacanapl HHTETEKT/
HckyccTBeHHbIH
untemnekr / Avrtificial
intelligence(munop,
minor)

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

[pepexBusutrep: C++ oprachiHga mporpammaiay

[MoctpexBusutrep: KocinTik npakTuka, MEMIIEKETTIK EMTUXaH, JUIJIOMIBIK %002

[loHHIH MakcaTbl: TOHII WIepyAiH MaKcaThl MAIIMHAJBIK OKBITYIBIH HETi3Ti

YFBIMJIAapBIMEH, MAIIMHAIBIK OKBITYIBIH HETI3Ti aJrOpUTMIEpPIMEH, OJIapJIbl

KOJIIaHy epeKIIeTiKTepiMeH TaHbICY OOJIBIN TaObITabL.

4. Kepickama Ma3MyHBI: MaIlMHANBIK OKBITyFa Kipicme. CBI3BIKTHIK PErpeccus
Mmozmensaepi.  Jlorncrtukanelk perpeccusi. Hefiponmeik xeminmep.  Hlemrim
aramTapsl. AdaBoost Anroputwmi. Knacrepiey.

5. KyBbIpeTTiiiri: FeUIBIMH 3€pTTEyJep JKYPTidy jKOHE O3MIriHeH >XaHa FhUIBIMHU
JKOHE KOoJaHOanbl HOTHKEJIep aly KaOuleTi yKoHe FRUIBIMH YKBIM KYpaMBIHZAA
KOJIaHOa bl MaTeMaTHKa jKOHE aKMapaTThIK TEXHOJOTHWSUIAp CalachIHBIH JKaii-
KyHiHe TanjamManblk —LIodynap —a3ipiey Kabinmetri  0ap, TaKbIPBIITAPHI
OarbITTEUIBIKKA  (OeifiHre)coiikec KeleTiH jkobamapiasl capanTay >KeHiHJeTi
BEIOMCTBOJIBIK, ~CalalblK HEMece MEMJIEKeTTIK capanTaMa TONTaphIHAA
caparmubUIapAbIH )KYMBICHIH OpEIHAAY Kabineti 6ap

6. Kyrinerin HoTmxkenep: Oimyre THic-MamIMHAJBIK OKBITY —aJTOPUTMIIEPIiHIH

MYMKIHAIKTepi; - MaIIMHAIBIK OKBITY aITOPUTMICPiHIH KOMEriMeH MICUIiIeTiH

ecenTep Kiactapbl. MeHrepyi Tuic: - MalIWHAIBIK OKBITY alTOPHTMAEPiH

MpaKTUKaJa KOJAaHy, HAKTBl €CENTi IIeNly YIIiH MaIIMHAJBIK OKBITYABIH COJ

HEMece e3re aTOPUTMiHIH KOJaHBUTYBIH Heri3aey. MeHrepyi THiC: MalIHHAIBIK

OKBITYIBIH 0a3aJBIK KYpalgapblH; MaIIMHAIBIK OKBITY —aJlrOpPUTMAEPiH

OarapraMalbIK iCKe achlpy; MalIMHaJbIK OKBITY aJTOPHTMIEPIH MpakTHKaxa

KOJIZIaHYy; aJTOPUTMJI OKBITY HOTHXKEICpIH Tanjay, alrOPUTMHIH IONIIriH

APTTHIPY XKOJIAAPHIH YCHIHY.

wnh e

Konpip6aes H.b.
Texnuka
FBUIBIMIAPBIHBIH
KaHU1aThl
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[pepexsuzutsr: [Iporpammuposanue B cpene C++

2.  Tloctpexsusutsl: [IpodeccronanbHas MpaKkTHKa, TOCYAAPCTBEHHBIM 3K3aMeH,
JUTUIOMHBIN IPOEKT

3. Uems pmucummmmus:: Ilens OCBOSHWS  IUCHMIUIMHBL  3aKIIOYaeTCS B
03HAaKOMJICHUH C 0a30BBIMH IOHSTHSIMH MallHHOTOOOYYEHHs, C OCHOBHBIMH
IrOPUTMaMH MAIIMHHOTO 00y4YeHHsI, 0COOCHHOCTSIMH UX ITPUMEHEHHUS.

4. Kparkoe conepxanue: BBenenune BMmammHHOE 0OyueHue. JIMHeHHBIEMOIENTH
perpeccun. Jlorucruueckasiperpeccusi. Heliponnsiecetu. JlepeBbsipenieHHiA.
AnroputmAdaBoost. Knacrepuzanusi.

5. KoMNereHTHOCTH:CIOCOOHOCTBIO MPOBOJHUTH HAyYHBIE HCCIEIOBAaHUS U
MOTy4YaTbHOBBIE HAyYHBIE W NPHUKIAJHBIE PE3YyNbTaThl CaMOCTOSTEIHHO HB
COCTaBEe HAYYHOTO KOJUIEKTHBACIOCOOHOCTBIO pa3pabaThiBaTh AHATUTHIECKHE
0030pBICOCTOSIHUSL  00JIACTH MPUKIAJAHON MAaTeMaTHKH HHH(MOPMALMOHHBIX
TEXHOJIOTMHCIIOCOOHOCTBIO BBINOJHATh PabOTy JKCIEPTOB BBEJOMCTBEHHBIX,
OTPACJIEBBIX WM TOCYHAPCTBCHHBIXOKCIEPTHBIX TIpynnax IO OJOKCHEPTU3EC
IPOEKTOB, TEMATHKaKOTOPBIX COOTBETCTBYET HAMPABICHHOCTH (MPODUITIO)

OrxuaeMble pe3yNbTaThl: JOIDKEH 3HAaTh- BO3MOXKHOCTH QJITOPHTMOB MAIIMHHOTO

o0ydeHns;- KIacChl 3ajad, pemIaeMbIX C IIOMOMIBIO AJITOPHTMOB MAIIMHHOTO

oOydennsi. JIoDKeH yMeTh:- TNPHUMEHSATh Ha TIPAKTHKE AJTOPHTMBI MAIIHHHOTO
oOydeHnsi; 00OCHOBAaTh NPHMEHEHHE TOTO WM HWHOTO AalrOpHUTMa MAIIHHHOTO
o0ydeHHs1 Ul pEIICHUSIKOHKPeTHOH 3amaun. JloikeH BiageTb:  0a30BbIM

MHCTPYMEHTApHEM MAIIMHHOTO O0ydYeHMs; MPOTPaMMHO pEalH30BbIBATh aJIrOPUTMBI

MAaIIuHHOT O 06yqum{; NPUMEHATH AJITOPUTMbI MAallIMHHOT'O O6y‘-leHl/I$l Ha NPAKTHUKE;

AHAJIM3UPOBATH PE3YJILTATHI OGy‘-[eHHﬂ ajiropuT™Ma, npeiaratb IyTH ITOBBIIICHUSA

TOYHOCTHAJITOPUTMA.

Konrip6aes H.b.
Kangnmar
TEXHUUYECKHUX HAYK




1. Prerequisites: Programming in the C++ environment
2. Prerekvizites: Professional practice, state exam, diploma project.
3. The purpose of the discipline: The purpose of mastering the discipline is to
familiarize yourself with the basic concepts of machine learning, with the main
algorithms of machine learning, the features of their application.
4. Summary: Introduction to Machine learning. Linear regression models. Logistic
regression. Neural networks. Decision trees. The AdaBoost algorithm. Clusterization.
5. Competence: the ability to conduct scientific research and obtain new scientific and
applied results independently and as part of a research team the ability to develop
analytical reviews of the state of the field of applied mathematics and information
technologies the ability to perform the work of experts in departmental, industry or
state expert groups for the examination of projects whose topics correspond to the
focus (profile)
6. Expected results: must know-the capabilities of machine learning algorithms; -
classes of problems solved using machine learning algorithms. Must be able to: - apply
machine learning algorithms in practice; justify the use of a particular machine
learning algorithm to solve a specific problem. Must possess: basic machine learning
tools; implement machine learning algorithms programmatically; apply machine
learning algorithms in practice; analyze the results of algorithm training, suggest ways
to improve the accuracy of the algorithm.

Konyrbayev N. B.
Candidate of technical
Sciences
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1. TIIpepexBusurrep: KoMIbloTepiik aknapaTThl KOPFay TEXHOJIOTHSUIAPHI

2. TloctpexBusurTep: AKNApaTTHIK JKyHelep KayilcCi3AmiriHiH ayauri MeH
MEHE/PKMEHTI, aKIapaTThIK KHOCPKAYIICI3IiK TOyeKeIepin Oackapy

3. Ilonnix Mmakcatel: CTaTUCTHKAJIBIK MAJIIMETTEp TYPIiHIE YCHIHBUIFAH aIaMHBIH
(U3HONOTHSIBIK  HEMece MiHe3-KYIbIK CHUIaTTaMachlHa HETI3AeNTreH ajgaM
UJICHTU(GUKALMSACHIHBIH aBTOMATTAHIBIPBUIFAH OicTepi MEH KypalliapbIHBIH
JKUBIHTBIFBIH CTYICHTTEPTE OKBITY.

4.  Ksickarmra Ma3MYHBI: TysraHbIH OMOMETPHSIIBIK UICHTU(PHUKALASL
KYpaJIapbIHbIH  OKIKTeNlyl JKOHEe Herisri cumarramanapbl. BHOMETpHsUIBIK
OakplIayJbIH ~ CTaTHKAJIBIK  OJICTEpiH  JKy3ere achlpy  epeKIIeiKTepi.
buomerpusinblK  GakpUIayIblH — JUHAMHUKAJIBIK — SAICTEPIH  JKY3ere achlpy
epeKiernikrepi. bonamaxkTblH OHOMETPHSUIBIK  TeXHOJIOTHsUIaphl.  TyJFaHbI
coliKecTeHipy XKylienepi.

5. KyBblpeTTimik. AKMapaTTBIK TEXHOJOTHSIAPABI ICKE achlpy KypalgapblH
o3iprey KalOinmeTiHiH Ooxybl (9IiCTEMENK, aKImapaTThlK, MaTeMaTHKAIBIK,
AMTOPUTMIIK, TEXHUKAIBIK JKOHE OarmapiaMalblkK); - OKCHEPHUMEHTTIK
3epTTeysIep/Ii KYprizyre KaTbiCyFa KabieTTi 60ybl Kepek.

6. Kyrinetin HoTmkenep: AMaMHBIH HeETI3ri OHOMETPHSJIBIK CHIATTaMaaphl,
OMOMETPHSUIBIK COWKECTeHIIPYAiH 0a3anbIK oicTepi, OHOMETPHSIIBIK KYiEeHIH
0azanblK KypbUIBIMBIH ~MeHrepyi kepek. Kaszipri OmomeTpusuibIK kyiienepai
3epTTey[i IKYpri3yi Kepek, aJaMHblH OHOMETPHSUIBIK CHOAaTTaMajiapblHa
CaJIBICTBIPMAJIBI TANAY JKYPri3e alybl Kepek; HaillaaHyIIbIHbI OHOMETPHUSIIBIK
UJICHTUUKALMAIAY AITOPUTMIEPIH KOJJaHy/AbIH MPaKTHUKAJBIK JaF(bUIapbIH;
Kasipri acnanTblK opTagap/bl HICHTUGUKALHAIAY KYHECIH kKacay TaFablIapbliH
0iTy Kepek.

AnpasoBa AcesnbxaH
BargarosHa, ara
okpITymsl PhD
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ITpepeKBU3UTHI: TEXHOJIOTHH 3ALUTHl KOMIIBIOTEPHOH HHpOpMaUK

2. TIoCTpeKBHM3UTHI: AYIHUT U MEHEDKMEHT 0€30MacCHOCTH HH(OPMAIIMOHHBIX
CHCTeM, yIpaBJeHHe pUCKaMi HH(GOPMAIIMOHHON Kubepbe3onacHocTn

3. Iens JHUCIUTUINHBL: Uzydenue CTyIeHTaMHU COBOKYITHOCTH
ABTOMATH3UPOBAHHBIX ~METOJOB M CPEIACTB HJACHTH(MKAIMK  YeJoBeKa,
OCHOBAaHHBIX Ha €ro (PM3MOJOTrMYeCKOH WM TOBEJSHYECKOH XapaKTEepUCTHKE,
MPE/ICTABICHHBIX B BUJIC CTATHCTHIECKUX TAHHBIX.

4. Kparkoe cognepxanmne: Kiaccupukamys ¥ OCHOBHBIE — XapaKTEPHCTHKU
OMOMETpHUYECKHX  CpeacTB  uaeHTH(UKamuu  auuHOCTH.  OCOoOeHHOCTH
peanu3alul CTaTHYECKHX METOJOB OHOMETPHYECKOTO KOHTpossi. OcoOeHHOCTH
peanu3anuy ~ IMHAMHYECKHX  METONOB  OHOMETPHYECKOTO  KOHTPOIIS.
Bbuomerpuueckue TexHonoruu 0y aymero. CucremMsl HASHTH(OUKALNT THYHOCTU

5. KowmmnerentHOCTE.CIIOCOOHOCTE  pa3pabaTelBaTh  CpeACTBa  peaM3aluu
HUH(OPMAIIMOHHBIX TEXHOJIOTHH (MeTomuueckue, nH}popMaIOHHBIE,
MaTeMaTH4YeCKHe, QJITOPUTMHYECKHE, TEXHHYECKHe W MporpaMMHEBIE); -
CIOCOOHOCTh yJYacTBOBAaTh B IOCTAHOBKE M IIPOBEJCHUM SKCIIEPUMEHTAIBHBIX
HCCIICIOBAHUH .

OxugaeMple  pe3yiabTaThl:3HATHOCHOBHBIE ~ OMOMETPUYECKHE  XapaKTEPHCTHKH

yenoBeka, 0a30Bble METOABl OMOMETpHUYeCKOW HAeHTH(UKaIuu, 0a30Basi CTPYKTypa

OMOMETPHUYECKOH CHCTEMBI; yMETh: IPOBOAUTH HCCIEIOBAHUE CYIIECTBYIOMINX

OMOMETPHUYECKHX CHUCTEM, IIPOBOJIUTH CPABHUTENBHBIA aHAIN3 OMOMETPUYECKHX

XapaKkTepUCTUK  4YeJloBeKa.Biamerb: NmpakTHYeCKMMHM  HaBBIKAMH — IIPHMEHCHUS

QITOPUTMOB OHOMETPHYECKON MICHTH()HUKALUH [T0Ib30BaTENS; HaBBIKAMH pa3paboTKH

CHCTEMBI HICHTU(HUKAIIMN COBPEMEHHBIX HHCTPYMEHTAJIBHBIX Cpeiax.

AnpanoBa AcenbxaH
barparoBna, crapumuit
npenonasarens PhD

1. Prerequisites: technologies for protecting computer information

2. Post-requirements: Information systems security audit and Management,
information cybersecurity risk managementAim of the discipline: Students
study a set of automated methods and tools for identifying a person based on
their physiological or behavioral characteristics, presented in the form of
statistical data.

3. Short content: Classification and main characteristics of biometric identification
tools. Features of implementation of static methods of biometric control.
Features of implementation of dynamic methods of biometric control. Biometric
technologies of the future. Identification systems

4.  Competence. Ability to develop tools for implementing information
technologies (methodological, informational, mathematical, algorithmic,
technical and software); - the ability to participate in the formulation and
conduct of experimental research .

Expected results: Know- basic biometric characteristics of a person, basic methods of
biometric identification, basic structure of a biometric system; be able to: conduct
research of existing biometric systems, conduct a comparative analysis of biometric
characteristics of a person; possess: practical skills in applying algorithms for
biometric identification of a user; skills in developing an identification system for
modern tool environments.

Adranova Asselkhan
Bagdatovna, Senior
Lecturer PhD




BKZh | B)buomerpusek Emruxa Tect 1. TIIpepexBusurrep: KoMnbroTepiik aknapaTTbl KOpFay TEXHOJIOTUSAIAPbI AnpaHoBa OcenxaH
:ézsog ;?;:;:g’ffaum H Tect 2. TloctpexBu3uTTep: AKMapaTThIK KyHenep KayilcisJiriHiH ayauTi MeH |BarmaTKeI3bl, aFa
3209 BromeTpuueckue Dx3ame test MEHEPKMEHTI, aKIapaTThIK KHOepKayICi3AiK ToyeKeIAepiH 6ackapy OKbITYIIBI PhD

BSS cHCTeMBI H 3. Tomuin Mmakcarsl: Ka3sipri GHOMETpHSIIBIK KayilCi3miK >KyHenepiH 3eprrey.

3209 ayTeHTHHKALIMH Exam BromerpusutblK  KyHenepaiH KYpBUIBIMBI MEH KOMIIOHEHTTEpIiH 3epTTey.

/Biometric authentication
systems

TysraHb! colikeCTeHIIPYAIH MPAKTHKAIBIK JaFABLIAPEIH KaJIbIITaCTHIPY.

4. Kpickama Ma3mMyHbl: BroMerpwsiiblk kyifenepneri KartenepniH Typliepi.
BromerpusutbIK JKyHenepiH )KyMbIC carackl. Tepic ayTeHTH(UKAIS YFBIMBI;
meri OOHMBIHIIA COWKECTCHIIpY, PpaHKHpIEy KOMETIMEH COUKECTeHAIPY;
OMOMETpUSNIBIK JKyHene cyObekTinepli Tipkey. 300mapk MoOJelni; TipKey
JKYHEHI OKBITY peTiHIe; OMOMETPHSUIBIK aKMapaTThl HHTETpalusIay 9IicTepi.
Buomerpusnplk ~ akmaparTel  MHTETpaLlMsulay  QHicTepi. TwuicTimik
JIopeXeNepiHiH Tapary AeHIeHi.

5. Kyssviperriniri: J)Kobanay ynriH Oacrankbl AepeKTepli TaHgayIsl JKYprizyre
KaoinetTi 60iy. JKobanay 00bEKTICIHIH KBI3MET €Ty CeHIMIIITT MEH carmachlH
Oaramaif amy. AKIApaTTBIK TEXHOJOTHSUIAPABI ICKE achlpy KypalgapblH
o3ipneil amy (omicTeMmenik, aKMmapaTrThIK, MAaTEMAaTHKAJBIK, AITOPUTMIIK,
TEXHHUKAJIBIK )KOHE OaFmapiaMabIkK)

6. Kyrinerin HoTmKenep: AJaMHBIH HEri3ri GHOMETPHSIIBIK CHIIATTAMAIapbIH,
OMOMETPUSIIBIK ~ COMKEeCTeHIIpyMiH OasalblK omicTepiH, OHOMETPHUSIIBIK
JKYHeHIH 0a3aJIbIK KYPBUIBIMBIH O LIBIFY.

=

IMpepexBu3nTHL: , TeXHOIOTUH 3aIIUTHI KOMITBIOTEPHON HHpOpMaImn

2. TlocTpekBU3HUTHI: AyIHUT U MEHEIKMEHT 0€3011acHOCTH NH(OPMAIIMOHHBIX
CHCTEM, yIpaBlIeHUE PHCKaMH HHPOPMAIIMOHHOW KnOepOe30MacHOCTH

3. enb gucunminsel:Mccaen0BaHne CYIECTBYIONMX OMOMETPHYECKUX CHCTEM

6e30MacCHOCTH; - HU3YYEHHE CTPYKTYPHl M KOMIIOHEHTOB OHOMETPHYECKHX

cucteM.  M3ydeHme  OHOMETpHYECKMX  METOJOB  KOMIIBIOTEPHOM
6e3omacHocTH. DopMHpOBaHHME NPAKTHYECKUX HABHIKOB HICHTH(UKAIIMN
JIMYHOCTH.

4. Kparkoe conepxanne: Buapl ommbok B Onomerpuueckux cucremax. Kpusbie
PXITY; KauectBo paboTel Ouomerpuueckux cucreM. IloHsaTHe
oTpumarenbHON  ayreHTH(uKanuy; — Mpentudmkanms 1o mopory,
naeHTH(GUKAIUS TpH MOMOINM PAHKUPOBaHWUS, Perucrpanmst cyOBEKTOB B
OmomeTpruUeckoil cucteme. Mozens 300mapka; Perucrpanmsa kak o0ydeHne
cucTteMbl; MeTonpl WHTErpaluy OHOMeTpHYecKoi wuH(popMmanuu. bymeBo
KOMOMHUpPOBaHNE, MeTOApl WHTErpalud OHOMETPUYECKOW HH(MOpMAIUH.
YpoBeHb pacnpenesieHni cTeneHel NpuHaUIeKHOCTH.

5. KomnereHTHOCTH: CTIOCOOHOCTh MPOBOIUTH BBIOOP HCXOIHBIX MAHHBIX IS
IPOSKTUPOBAHMS; CIIOCOOHOCTh OLICHWBATh HAJEKHOCTh U  KadeCTBO
(YHKIIMOHHPOBAHUS o0OBbekTa MIPOEKTHPOBAHUS; CIOCOOHOCTh
pa3pabaTbIBaTh CpEACTBAa peann3alud HHPOPMAIMOHHBIX TEXHOJOTHH
(MeTommueckue, WHOOPMAIMOHHBIE, MaTeMAaTHYECKHE, aNTOpPUTMHYECKHE,
TEeXHUYIECKHE W IIPOTPAMMHBIE).

6. Osxkunmaemble pe3ynbTaThl:3HaTh OCHOBHBIC OMOMETPHUYECKHE XapaKTEPUCTHKN
YenoBeKa, 0a30BbIe METOIbI OHOMETPHUYECKON HAeHTU(UKAIUH, Oa3oBas
CTPYKTYypa 6HOMeTpH‘leCKOI>i CUCTEMbI; YMETbH IMPOBOJAUTH HCCIICAOBAHUE
CYLIECTBYIOIIUX OHOMETPHYECKHX CHCTEM, IPOBOAUTH CPaBHUTEIbHbIH
aHanu3 OHOMETPHUYECKUX XapaKTePUCTHK YeJIOBEKa.

AnpaHoBa AcenbXaH
barnaroBHa, craprmii
npenogasarens PhD




=

Prerequisites: technologies for protecting computer information
Post-requirements: Information systems security audit and Management,
information cybersecurity risk managementAim of the discipline: research of
existing biometric security systems; - study of the structure and components of
biometric systems; - study of biometric methods of computer security; -
research of possible prospects of biometric security systems; - formation of
practical skills of identification of an individual.

Shot content: Types of errors in biometric systems. RCPU curves; Quality of
work of biometric systems. The concept of negative authentication;
identification by threshold, identification by ranking; registration of subjects in
the biometric system. Zoo model; Registration as a training system; Methods
for integrating biometric information. Boolean combination; Methods for
integrating biometric information. Level of distribution of degrees of belonging
Competence: the ability to select the source data for design; - the ability to
assess the reliability and quality of the functioning of the design object; - the
ability to develop tools for implementing information technologies
(methodological, informational, mathematical, algorithmic, technical and
software)

Expected results: know: basic biometric characteristics of a person, basic
methods of biometric identification, basic structure of the biometric system; be
able to: conduct research of existing biometric data

Adranova Asselkhan
Bagdatovna, Senior
Lecturer PhD

¢) ManmHanbik
OKbITy/MaruHHOe
obyuenune/Machine
learning (MuHOp, minor)

Emtxa
H
Dx3ame
H
Exam

Tect
Tect
test

© o~

10.

11.

12.

[IpepexBusurrep: C++ oprachiyaa nporpammanay

IMoctpexBusurrep: KocinTik npakTika, MEMJIEKETTIK eMTHXaH, UIIOMIBIK K002
[loHHIH MakcaTbl: TOHII WTEPYAiH MaKCaThl MAIIUHAJBIK OKBITYIBIH HETi3Ti
YFBIMJIapBIMEH, MAIIWHAIBIK OKBITYIBIH HETI3Ti aJTOpUTMIEpIMEH, OJIapIIbl
KOJIZIaHy epeKIICTiKTepiMeH TaHbICY OOJBIN TaObLIa b

Kpickamma Ma3MyHBI: MamIMHANBIK OKBITyFa Kipicne. CBI3BIKTBIK perpeccus
Momenbaepi.  Jloructukaneik perpeccus. Heitpouapik keminep.  Ilemrim
ararmrapel. AdaBoost Anroputwmi. Kiacteprey.

Ky3bIpeTTiniri: FBUIBIMH 3€pTTeyJep XKYpridy >oHe ©3[iriHeH j)KaHa FhUIBIMU
KOHE KOJIJaHOANbl HATIXKENep aly KaOijaeTi )KoHe FBUIBIMH Y)KBIM KypaMbIHIA
KOJIIaHOAJTbl MaTeMAaTHKa JKOHE aKMapaTTHIK TEXHOJOTHSUIAp CANachIHBIH JKaii-
KyiliHe TanjamManbslk [IoNynap d3ipiey Kabinmetri  0ap, TaKbIPBIITAPHI
OaFBITTBUIBIKKA (OeliiHre)coiikec KeJeTiH jxobamapIpl capanrtay KeHIHIETi
BEIOMCTBOJIBIK, CalalblK HEMece MEMJIEKeTTiK capanTaMa TONTaphIHAA
caparubUIapAbIH )KYMBICBIH OpBIHAAY Kabineti 6ap

Kyrinerin HoTmxenep: Oinmyre Tuic-MalMHANBIK OKBITY —aJTOPUTMIEPiHIH
MYMKIiHAIKTepi; - MallMHAIBIK OKBITY aJrOPUTMICPiHIH KOMeTiMeH IIeNIiIeTiH
ecentep Kiactapbl. MeHrepyl THic: - MalMHAIBIK OKBITY aJrOPUTMICPIH
MpaKTHKaga KOJIAaHy, HAKTHl €CENTi IIenly YIIiH MallMHAJBIK OKBITYABIH COJ
HEMece e3re aITOPUTMIHIH KOJIaHBLTYBIH HeTi3aey. MeHrepyi THiC: MalliHAIBIK
OKBITYIBIH 0a3asiblK KYpalngapblH; MaIIMHAIBIK OKBITY —alTrOPHTMIEPIiH
OarapraMainslK iCKe achlpy; MalMHAIBIK OKBITY aJTOPUTMIEPIH IpaKTHKaxa
KOJIaHy; AQJITOPUTMII OKBITY HOTIKENEpiH Taijay, ajlrOpUTMHIH JSJIIriH
APTTRIPY JKOJJIAPBIH YCBIHY.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYIIIEI




o

[pepexsuzutsl: [Iporpammuposanue B cpene C++

7. TlocrpexBusutsl: [IpodeccHoHanbHas MPaKTHKA, FOCYAAPCTBEHHBIA JK3aMeH,
JUIUIOMHBIN POEKT

8. Ienp muctmmimuel: Ilenb OCBOGHHMS  JUCLMIUIMHBI  3aKJIIOYaeTcs B
03HAKOMJICHUH C 0a30BBIMH HOHSTHSIMH MallHHHOTOOOYYESHHUS, C OCHOBHBIMH
ITOPUTMAaMH MAIINHHOTO 00y9YeHHs, 0COOCHHOCTSIMH MX IPHUMCHEHHSI.

9. Kpatkoe conepkanue: BBenenme BmammHHOe 0oOydenue. JIuHeiHBIeMonemn
perpeccun. Jloructuueckasperpeccus. Heliponnblecetu. JlepeBbsperieHu.
AnroputmMAdaBoost. Kitacrepusarust.

10. KoOMIETeHTHOCTB:CIOCOOHOCThIO ~ TPOBOJMTh HAy4YHBIC HCCIACAOBAHUS U
MOTy4aTbHOBBIE HAy4HBIE M TPHUKIAIHBIE PE3YNbTAaThl CaMOCTOSTEIBHO HB
COCTaBE HAyYHOTO KOJUIEKTHBACIOCOOHOCTBIO pa3pabaThiBaTh aHATUTHUIECKHE
0030pBICOCTOSIHUS  00JIACTH NPHUKIAJHON MAaTeMaTHKH HHH(QOPMAaIMOHHBIX
TEXHOJIOTHHCIIOCOOHOCTBIO BBIINOJHATE PabOTy SKCIEPTOB BBEJOMCTBEHHBIX,
OTpacieBBIX WM TOCYIapCTBEHHBIXIKCIEPTHBIX TPYNIax IO OSKCIEPTH3e
MPOEKTOB, TEMAaTUKAKOTOPBIX COOTBETCTBYET HANPABIEHHOCTH (TIPOQHUITIO)

11. Oxwupaemble pe3yNbTAaTHL: JOJDKEH 3HATb- BO3MOXKHOCTH — aJTOPUTMOB

MAIIMHHOTO OOYUYeHHs;- KIAacChl 33ad, PEelIaeMbIX C MOMOINBIO aITrOPUTMOB

MAaIIMHHOTO 00ydeHusl. JloIKeH yMeTb:- IPUMEHSITh Ha MPAKTUKE aITOPHTMEI

MAaIIMHHOTO 00ydeHHs; 000CHOBAaTh NMPUMEHEHHE TOTO WM HHOTO aJlTOPHTMA

MAalIMHHOTO OOYYeHUs ISl PELICHHSKOHKPETHOH 3amadyd. JoykeH BaneTh:

0a30BBIM  HMHCTPYMEHTapHeM  MAallMHHOTO  OOYdYeHHWs;  HpPOrPaMMHO

peanu3oBBIBaTh AITOPUTMBI MAIIMHHOTO OOYYeHHs; NPUMEHSATh aarOPHTMbI

MAalIMHHOTO OOY4YeHWsI Ha NPaKTUKe; aHAIN3UPOBATh PE3YNbTAaThl OOy4YECHHS

AITOPUTMA, IPEATAraTh IMyTH MOBHIIIEHHUS TOYHOCTHAITOPUTMA.

Mpip3amypartoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb

3. Prerequisites: Programming in the C++ environment

4. Prerekvizites: Professional practice, state exam, diploma project.

3. The purpose of the discipline: The purpose of mastering the discipline is to
familiarize yourself with the basic concepts of machine learning, with the main
algorithms of machine learning, the features of their application.

4. Summary: Introduction to Machine learning. Linear regression models. Logistic
regression. Neural networks. Decision trees. The AdaBoost algorithm. Clusterization.
5. Competence: the ability to conduct scientific research and obtain new scientific and
applied results independently and as part of a research team the ability to develop
analytical reviews of the state of the field of applied mathematics and information
technologies the ability to perform the work of experts in departmental, industry or
state expert groups for the examination of projects whose topics correspond to the
focus (profile)

6. Expected results: must know-the capabilities of machine learning algorithms; -
classes of problems solved using machine learning algorithms. Must be able to: - apply
machine learning algorithms in practice; justify the use of a particular machine
learning algorithm to solve a specific problem. Must possess: basic machine learning
tools; implement machine learning algorithms programmatically; apply machine
learning algorithms in practice; analyze the results of algorithm training, suggest ways
to improve the accuracy of the algorithm.

Myrzamuratova, A.
A., m. t. s., the senior
lecturer
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BesonacnocTs
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Application security

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. TpepexBusutrep:Web Oarmapiaamanay, KommbeloTepiik »xyitenep MeH ejijep
Kayincizairine oKiMIIIK eTy

2. TloctpexBusuttep: UIIIOMABIK 5K00aHBI JKa3y KoHE KOPFay

3. Tlommin Mmakcarel: 3amaHayu ypaictepai eckepe oTwipbil, WEB KockiMmamapast
a3ipiey MeH KOpFay[AblH TEOPWSUIBIK JKOHE NPAKTHUKAIBIK NPUHIUNTEpPIH OasHIay
0OJIBIN TaOBLIA B,

4. Kpickama wma3myHsl: WEB Texnomormsra kipicre. Herisri yfeiMmap MeH
aHbIKTaManap. VIHTepHeT KochIMIIanapAblH Typiiepi. IHTepHeT KochkMIIanapasl Kypy
yILIiH Oargapnamanay TiaaepiHig Typiaepi. IHTepHeT KochIMIIanap apKbUIBI MIEIIiIeTiH
minzgertep. JKaOpUTyFa jKaTaTblH akmapaT Typiepi, OJapAblH MOJENbAEPl MeH
KacuerTepi. VIHTepHET KochIMIIaiap »XYMBICHIHBIH epekmernikrepi. HTML neriznepi.
Kanmsr epexxenep. HTML-kyxaT KypsuibIMbel. MoaTinai mimiMaey. beliHenepmen xone
MynbTEMequamMeH ckymbic. Hercammaper. XHTML. WEB Gerrepai Gerrey. CSS
Heriznepi. Kammer  epeskenep.  HTML-re CSS  xipictipy.CSS  epexkenepi. CSS
cenextopnapsl. [lceBmoknaccanap xoHe mceBmodaeMeHTrep. CSS kacuerrepi. MoTiH
kacuertepi. Kapin kacuertepi. Tyctep MeH doHHBIH Kacuertepi. dopmarray koHe
MO3ULHUSIIAY KaCHETTEePi.

5. KysseIperTiniri: AKmapaTThIK Kayilci3OikTi OacKapyAblH Killi jKyHeciH a3ipieyre
KaTbICa alybl KepeK; JKYHeIiK, KoaaHOaIbl )koHe apHaiibl MaKcaTTarbl OaraapiIaMalIbIK
KypaigapAbl KOJJaHa alybl KepeK; 3epTTeNeTiH KYOBUIBICTapAbl, MPOIECTEPAl KOHE
JKOOATBIK MIEIIMIEP/Il TaAay SiCTepiH KONaHa alybl KEpeK.

6. Kyrtinerin wnotmxenep: Koiiburran TancelpMaHsl QopManu3anusulai - anasisl;
anropuTMai Garjapiamanblk iCKe achIpyAbl JKY3ere achlpajbl; alrOpUTMICPIiH
KYpAENUIriH Oaranaynasl KyprizeTiH Oonanpl. [IporpammanaynblH KOFapbl JeHIeHIi
Tingepinne OarmapramanapAbl  d3ipiey  Aepekrep  0asaceiH  kobamay  WEB
KOCBIMINIAJIApABIH KaYilCi3AiriH KAMTaMachI3 €TeTiH O0JIa/IbL.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYLIbI




1. TIpepexBusuts:Web nporpaMmupoBanue, AJAMHHHCTPUPOBAHHE OE30MACHOCTH
KOMITBIOTEPHBIX CHCTEM

2. TloctpexBusuthl:Hamucanue u 3aIinTa JUIMUIOMHOTO MPOEKTa

3. Ilens nucuMmMHbBL SIBISETCS W3JIOKEHHE TEOPUTHYECKMX M IMPAKTHYECKHX
MIPUHIMIIOB pa3paboTkn u 3amutel WEB npminoxkeHmiic ydeToM COBpeMEHHBIX
TEHJIEHIIHMN.

4. Kpatkoe comepxanue: Benenne B WEB Texnonormn. OcHOBHBIE HOHATHS H
omnpezneneHusl. Buasl wHTEpHET NpHiIoKeHuH. THUITBI S3BIKOB MPOTrPAaMMHUPOBAHUS JUIS
CO3JaHUs HUHTEPHET MpPWIOKEHHH. 3afgadyd, pelraeMble C MOMOINBIO WHTEPHET
MpUIoKeHNH. Buapl nHpOpMaLuy, MouieKaIue 3aKphITHIO, UX MOJAETH U CBOHCTBA.
Oco6enHocT paboTel uHTEpHET npuitokeHuid. OcHoBel HTML. OOGmue monoxeHusl.
Crpykrypa HTML-nokymenrta. @opmatupoBanue Tekcta. Pabota ¢ m3o0pakeHHAMU 1
mynetuMenua. @opmel. XHTML. Bepctka WEB crpannn.  OcHoBbl CSS.O6mue
nosnioxkenust. BerpauBanue CSS B HTML.IIpaBuna CSS. Cenexkropsr CSS.
IIceBnoxmaccel u mnceBmosneMeHThl. CpoiictBa CSS. CaolictBa Texcra. CBoiicTBa
mpudta. CoiicTa nBera u poHa. CoiicTBa HopMaTHPOBAHUS U TO3UIUOHHPOBAHMSI.
5. KowmmerenTHOCTE:IMETh CIOCOOHOCTBIO YYaCTBOBATh B pa3pabOTKE IOJCHCTEMBI
ynpaBieHusT HMHQOPMANUOHHONW 0€30MacHOCTHIO; CIOCOOHOCTBIO  MPUMEHSTH
MIPOrpaMMHBIE CPEACTBA CHCTEMHOTO, MPUKIAJHOTO M CHEHHANTbHOTO Ha3HAYCHUS,
CIOCOOHOCTBIO TPHMEHATh METOJbl AHAIN3a H3YyYaeMbIX SIBICHHH, INPOIECCOB H
MIPOEKTHBIX PEIICHUH.

6. Oxunpmaembie pe3ynbTaTh: Y METh (dopman3oBarh MIOCTaBJICHHYIO
3a1a4y;0CyIIECTBIATh HNPOrPAMMHYIO PEaH3aldI0 AITOPUTMa; NPOBOAUTH OLEHKY
CIIOKHOCTH QJITOPUTMOB. pa3padaThIBaTh MPOTPaMMBbl Ha BBICOKOYPOBHEBBIX SI3BIKAX
MPOTPaMMHPOBAaHHUS  MPOCKTUPOBATh 0a3pl NAHHBIX 00eCHeYnBaTh OE30MACHOCTH
WEB npunoxxenuii.

Mpip3amypartoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb

1. Prerequisites: Web programming, Administration of security of computer systems
2. Postrekvizites:Writing and defending a diploma project

3. Aim of the discipline: It is a statement of theoretical and practical principles for the
development and protection of WEB applications, taking into account current trends.

4. Short content: Introduction to WEB technologies. Basic concepts and definitions.
Types of Internet applications. Types of programming languages for creating Internet
applications. Tasks that can be solved using Internet applications. Types of information
to be closed, their models and properties. Features of Internet applications. The basics
of HTML. Generalities. The structure of the HTML document. Text layout. Working
with images and multimedia. Shapes. XHTML. Web page layout. The basics of
CSS.Generalities. Embedding CSS in HTML.CSS rule. The CSS selectors. Pseudo-
classes and pseudo-elements. CSS property. Text property. The font properties. Color
and background properties. Formatting and positioning properties.

5. Competence: The ability to participate in the development of information security
management subsystem; the ability to use software for system, application and special
purposes; the ability to apply methods of analysis of the studied phenomena, processes
and design solutions .

6. Expected results: Formalize the task; implement software implementation of the
algorithm; evaluate the complexity of algorithms. develop programs in high level
programming languages design databases and secure WEB applications

Myrzamuratova, A.
A., m. t. s., the senior
lecturer




b)Ocanasikrapast
QHBIKTAY JKOHE TaJay
*/BbIsSIBIICHHE U QHAIIH3
yszBumocteii/Vulnerabilit
y identification and
analysis

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. TpepexBusutrep:Web Oarmapiaamanay, KommbeloTepiik »xyitenep MeH ejijep
Kayincizairine oKiMIIiIiK eTy

2. TloctpexBusuttep: AUIIIOMABIK )K00aHBI JKa3y KoHE KOpFay

3. Tlonnin maxcatel: CTyqeHTTepre web-KoChIMIIaIapra madybul jKkacayIblH Heri3ri
TYpJiepl XKoHe OJapAblH alIblH ally oficTepi Typaiasl OutiMimi KambmTacTelpy. Ochl
MOHAI OKy OaphICHIHAA albIHFaH OLTIM CTyAeHTTepre web-KochIMIIanapasl a3ipiey
Ke3iHJe KayillCi3[iK callaChIHAAFbl CTaHMApTTHl KaTeliepre Koi OepMeyre MYMKIHIIK
oepeni.

4. Kpickama ma3zmyHbl: Kipicme: TepmuHonorus, web - pecypcrapra madysuigap
CTAQTUCTHKAChl, ~Web-KOCHIMIIANAP/ABIH  JKapHSIBUIBIFBL  3USHKECTEpPIOiH web -
pecypcTapra aca Hasap ayaapyblHbIH Oip daktopsl peringe. "®yHKINOHAIABUIBIKTHI
Tepic  maipamany'mabysuiel.  "Opecken — kym"  koHe  "Oydepmin  TosbIm
keryi"ma0ysuinapel..  "Kpimer kepcerymeH ©Oac  TapTy" maOybUIB:  OMICTEpHiH
KiKTenyi, kopray Tocinaepi. [llabybun "caycak i3aepin amy": oficTep MEH YTHIIHTTED.
LDAP-penosutopust  tyciniri( Lightweight Directory Access Protocol), LDAP-xa
mabysinap oxictepi. LIabybur "35IeKTPOHIBIK MOIITa XaTTaMalapblHa KOMaHIaiap bl
vHbekuusiay". "ThIBIM canblHFaH XKougap OoibIHINA HaBHUTaUus ' 'Ma0dysutbl. SQL-
nabekuus "xoHe" XML-nabekumn»

5. Kysseiperriniri: KociOu ecenTepai menry yuris xyHemik, KOJIIaHOaJbI )KoHE apHalbl
MaKcaTTarbl OarJapiaMalblK Kypajagaplbl, aclanTblK KypanaapAbl, TiUIep MeH
OarnmapiaManay JKyienepiH Koinany kabiteTiHiH 0omybl. KoimaHpicTaFbl HOPMaTHBTIK
JKQHE SICTEMENK KY)XKaTTapAbl eCKepe OTBHIPHII, JKYMBIC TEXHHKAIBIK Ky>KaTTaMachlH
pecimaeii ay.

6. Kyrinerin notmkenep: Web-KochMianapaa nadysUiiap/IblH HETI3r1 TypiepiHig
KiKTenyiH OuneTin 6omaapl. Web -KochIMIIanapaa OCaLABIKTAPAbl AHBIKTAl aajibl.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYLIbI

1. TpepexBusutsr:Web mnporpammupoBanue, AaMHHHCTpUpOBaHHE OE30MACHOCTH
KOMITBIOTEPHBIX CHCTEM

2. TlocrpexBusutbl:Hanucanue U 3aminTa JUILIOMHOTO TIPOCKTa

3. Uenb aqucummnael: DopMUpPOBaHKE y CTYICHTOB 3HAHMIT 00 OCHOBHBIX THIIaX aTak
Ha Web-TIPHJIOKeHUsI ¥ METO/IOB MX INPEIOTBpAlleHNs. 3HAaHHS, MOJydaeMble B XO/e
W3y4YeHHs NaHHOHM JMCHUMIUIMHBI, MO3BOJAT CTYJSHTaM He IOIyCKaTh CTaHIAPTHBIX
OIIMOOK B 001aCTH 0€30MACHOCTH TIPH pa3paboTKe Web- MPUIIOKEHHI.

4. Kparkoe conepikaHue: BBelqeHHe: TEpMHHOJIOTHS, CTATUCTHKA arak Ha web-
pecypcsl, MyONUYHOCTH Web-TIPUIIOKEHHH KaK OAWH U3 (PaKTOPOB IOBBIIICHHOTO
BHUMaHHSI 3JIOyMBIIUICHHHKOB K Wweb- pecypcaM. ATaka <«3J0ynoTpebiaeHne
(YHKIIMOHATBHOCTEIO». ATaku «Tpy0as cujia» W «IepernoiHeHne Oydepay.. ATaka
«OTKa3 B OOCIy)XMBaHMH». KiIacCH(UKALUs METOAOB, CIOCOOBI 3amuThl. ATaka
«CHSITHE OTIEYATKOB HajblieB»: MeTonabl U yTHIUTHL IloHstue LDAP- pemosutopus
(Lightweight Directory Access Protocol), metonpl atak Ha LDAP. Araka «uHbEKUNS
KOMaHI B MNPOTOKOJIbI SHCKTPOHHOFI MOYThI». ATaka «HaBUragus 1o 3anpeuiCHHbIM
myTsim». Atakn «SQL-uabeknus» u «XML-uHBEKIH»

5. KomnerentHOCTh:FIMeTh CHOCOGHOCTBIO HPUMEHATh IMPOTPAaMMHBIE CPEICTBA
CHCTEMHOTO, MPHKIAJHOTO M CIEHHANbHOrO Ha3HAYCHHUsS, WHCTPYMEHTAIbHbIC
CpeICTBa, S3BIKM M CHCTEMBI IPOTPAMMHUPOBAHMS [UIsl peLICHUs POQeCcCHOHATbHBIX
3a1a4.CrocoOHOCTBI0 0OPMIIATE PabOUyl0 TEXHHYECKYIO TOKYMEHTAlUIO C YYeTOM
Jlel\/'ICTBleL[Il/IX HOPMATHUBHBIX U METOANYECKUX NOKYMEHTOB

6. OxxupmaeMble pe3ynbTaThl:3HATh KJIACCU(HKAIIMIO OCHOBHBIX THIIOB aTak Ha web-
TMPUITOXKECHUSA. Vmers BBIABJIATL  YSA3BUMOCTH B web-npnnomeﬂnﬂx. BHaﬂeTb
OCHOBHBIMH METOJaMH YCTPAHCHHUS YSI3BUMOCTEH B webIpHiIokeHHsIX

Mpip3aMmyparoBa A.A.
M.T.H., CTapIIni
MpeTojaBaTeNnb




1. Prerequisites: Web programming, Administration of security of computer systems
2. Postrekvizites:Writing and defending a diploma project

3. Aim of the discipline: Formation of students ' knowledge about the main types of
attacks on web applications and methods of their prevention. The knowledge gained in
the course of studying this discipline will allow students to avoid standard errors in the
field of security when developing web applications.

4. Short content: Introduction: terminology, statistics of attacks on web resources,
publicity of web applications as one of the factors of increased attention of attackers to
web resources. The "abuse of functionality" attack. Brute force and buffer overflow
attacks.. Denial of service attack: classification of methods, methods of protection.
Fingerprint attack: methods and utilities. Concept of an LDAP repository (Lightweight
Directory Access Protocol), methods of attacks on LDAP. The "command injection
into email protocols” attack. The "navigation on forbidden paths" attack. SQL injection
and XML injection attacks»

5. Competence: The ability to use software for system, application and special
purposes, tools, languages and programming systems to solve professional tasks.
Ability to draw up working technical documentation taking into account current
regulatory and methodological documents

6. Expected results: Know: classification of the main types of attacks on web
applications; be able to: identify vulnerabilities in web applications; own: the main
methods of eliminating vulnerabilities in web applications

Myrzamuratova, A.
A., m. t.s., the senior
lecturer

¢)3usHAB
GarnapiamanapaaH
KOpFay JKoHe
WHUUIEHTTEP I aHbIKTay/
3amuTa ot BPeIOHOCHBIX
NpOrpamMMm u
oOHapyXeHue
MHUUIEHTOB/

Malware protection and
Incident Detection

Emtxa
H
Dk3ame
H
Exam

Tect
Tect
test

7. TlpepexBusutrep:Web Oarmapiamanay, KoMmproTepiik skyierep MeH JKeliiep
Kayilci3airine oKiMIIiIiK eTy

8. TloctpexBusurrep: [AMIUIOMIBIK )KO0AHBI XKa3y KaHE KOpray

9. Tlomnin maxcatel: CTyaeHTTepre web-KoChIMIIanapra madybll jKacayablH Herisri
TYpJEpi KOHE ONIAPIBIH ANIBIH alxy OmicTepi Typambl OimimMai KamemracTeipy. OcCbhl
MOHII OKYy OapbhIChIHIAa ajJbIHFaH OiliM CTyaeHTTepre web-KOoChIMImazapabl d3ipiey
Ke3iHIe Kayilci3OiK cajachlHIarbl CTaHAApTTHl KaTeJepre Koy OepMeyre MYMKiHIIK
oepei.

10. Kpickama wmasmysbl: Kipicre: Tepmunonorus, web - pecypcrapra maOysuiiap
CTaTHCTHKAChl, Web-KOCBIMIIAJIApbIH  JKapUsUIBUIBIFBI  3MSHKECTEpIiH web -
pecypcTapra aca Hazap ayaapyblHbIH Oip daktopsl petinme. "®YHKIMOHATIBUIBIKTHI
Tepic  madmamany'maOyputel.  "Opeckenm  kym"  koHe  "OydepmiH  TOJBII
keryi"malysumapel.. "Kpsmer kepceryneH Oac  TapTy"' ImaOybUIBL: OmicTepAiH
KiKTemyi, Kopray Tocinmepi. Llabybn "caycak i3aepiH amy": omicTep MEH YTHIIHTTED.
LDAP-penosutopus tycimiri( Lightweight Directory Access Protocol), LDAP-ka
malysiiaap apictepi. [abybin "2meKTpOHIBIK MoIITa XaTTaMajlapblHa KOMaHaaap bl
uHbekiysIay”. "ThIbIM canblHFaH Jkoimap OoibIHINA HaBHranus''madybuisl. SQL-
nHBeKIns "xoHe" XML-uHbeKIus»

11. Kyssiperriniri: Kacibu ecentepai menry yuris xyhernik, KoJIIaHOabl )KoHe apHaKbl
MakcaTTarbl Oar[apiaMaiblK Kypajagap/pl, aclanTblK Kypaljapisl, Tigep MeH
Oarnmapiamainay xyienepiH KoijiaHy KaOureriHiH O6omybl. KonmaHbicTaFbl HOPMaTHBTIK
KOHE OJiCTEMEINIK KY)KaTTapbl €CKepe OTBIPBII, KYMbBIC TEXHHKAIBIK KY’KaTTaMachlH
pecimaeii amy.

12. Kyrinetin Hatmxkenep: Web-kocbiMinanapsa malybsuigapaslH HETis3ri TypiepiHig

KikTenyiH Oinerin 6omaapl. Web -KochIMInIaiapaa OCalIbIKTap bl aHBIKTaH amajbl.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYIIIEI




7. Tlpepexsusutsi:Web nporpammupoBanne, AJIMHHHCTPUPOBAHHE OE30MACHOCTH
KOMITBIOTEPHBIX CHCTEM

8. TloctpexBusuthl:Hamucanue u 3aminTa JUIMUIOMHOTO MPOEKTa

9. Iens aucuuuinHabl: @OPMUPOBAHKE y CTYACHTOB 3HAHMIT 00 OCHOBHBIX THIIAX aTak
Ha Web-TIpHJIOKeHUsI M METOOB HMX INIPEOTBPAIleHNs. 3HaHUS, HOJydaeMble B XOHe
W3y4YeHHs TaHHON JHCHUIUIMHBI, IO3BOJST CTYJCHTaM HE IOIyCKaTh CTaHIAPTHBIX
omMOOK B 00J1acTH 0€3011aCHOCTH IIPU pa3padoTKe wWeb- MPHIToKESHHUH.

10. Kpatkoe conepkanne: BBemeHme: TepMHHONIOTHWS, CTaTHCTHKa aTak Ha web-
pecypcsl, MyONUYHOCT Web-IPUIIOKEHUH Kak OAWH U3 (PaKTOPOB IOBBIILICHHOTO
BHUMAaHHUS 3JIOYMBIIUIGHHHKOB K web- pecypcaM. ATaka «3J0ynotpebieHue
(YHKIMOHATBHOCTBIO». ATaku «rpybas cuia» U «mepenoiHeHue Oydepay.. Araka
«OTKa3 B OOCIYyKHBAaHUM»: KJIAacCU(UKAIMI METOJOB, CIIOCOOBI 3alIUTHL. ATaka
«CHATHE OTIICYaTKOB ITaJbIIEeB»: MeToxsl W yTHiHuTHL. [lonstne LDAP- penosuropus
(Lightweight Directory Access Protocol), meronsr atak Ha LDAP. ATtaka «uHBEKIUS
KOMaHJ| B IPOTOKOJIBI JJIEKTPOHHOHM ITOYTHI». ATaka «HaBHTaL¥s IO 3alpelieHHBIM
nytsim». Ataku «SQL-unbekuusa» u «XXML-unbekuuns»

11. KomnerentHocTh:iMeTh CHOCOOHOCTBIO TPUMEHSATH IPOrpaMMHBIE CpPEICTBa
CHCTEMHOTO, TPHUKIAQAHOTO U CHEHHANbHOTO HAa3HAUeHUs, HHCTPYMEHTalIbHbIC
CPEACTBA, S3BIKA U CHCTEMBI NIPOTPAMMHUPOBAHMS UL PELICHHs MPOQeccCHOHaTbHBIX
3a1a4.CIOCOOHOCTRIO 0QOPMIIATE PabOUyI0 TEXHHYECKYIO JOKYMEHTAIMIO C Y4E€TOM
JEHCTBYIOINX HOPMAaTHBHBIX U METOANYECKHX TOKYMEHTOB

12. Oxunmaemble pe3yabTaThl:3HATh KJIACCH(MKALMIO OCHOBHBIX THIIOB aTak Ha web-
MPWIOKEHUS. YMeTh  BBUIBISITH YS3BUMOCTH B Web-TpHiIokeHHsX. Bramers
OCHOBHBIMH METOJJAMH YCTPAHEHHUS YSI3BUMOCTEH B WebIIpHIIOKESHHIX

Mpip3amypartoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb




7. Prerequisites: Web programming, Administration of security of computer systems
8. Postrekvizites:Writing and defending a diploma project

9. Aim of the discipline: Formation of students ' knowledge about the main types of
attacks on web applications and methods of their prevention. The knowledge gained in
the course of studying this discipline will allow students to avoid standard errors in the
field of security when developing web applications.

10. Short content: Introduction: terminology, statistics of attacks on web resources,
publicity of web applications as one of the factors of increased attention of attackers to
web resources. The "abuse of functionality" attack. Brute force and buffer overflow
attacks.. Denial of service attack: classification of methods, methods of protection.
Fingerprint attack: methods and utilities. Concept of an LDAP repository (Lightweight
Directory Access Protocol), methods of attacks on LDAP. The "command injection
into email protocols” attack. The "navigation on forbidden paths" attack. SQL injection
and XML injection attacks»

11. Competence: The ability to use software for system, application and special
purposes, tools, languages and programming systems to solve professional tasks.
Ability to draw up working technical documentation taking into account current
regulatory and methodological documents

12. Expected results: Know: classification of the main types of attacks on web
applications; be able to: identify vulnerabilities in web applications; own: the main
methods of eliminating vulnerabilities in web applications

Myrzamuratova, A.
A., m. t.s., the senior
lecturer
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a)Kayinciz moOuibai
KOChIMIIIANIap azipney/
PaspaboTka Ge3omacHbIX
MOOMIIBHBIX
npuioxenuit/ Developing
secure mobile apps

Emtxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. TIlpepexBmsurrep: Python Timinge Oarmapnamanay, Java Oarmapriamanay
TEXHOJIOTUSICHI

2. ITocTpeKBU3NUTTEP: KACINTIK MOHAEP, MEMIIEKETTIK eMTHXaH, AUILIOMJIBIK K002

3. TlemHiH MakcaThl: MOOWIBAI KYpBUIFBUIAPFA apHAIFaH  KOCHIMILAJIAP.IbI
OarapiaManaylbslH 3aMaHayd TEXHOJOTHSUIApBl Typaybl TYCIHIK KaJbINITAacTHIPY.
3amaHayy MOOMIIBAI ecenTey KYpPhUIFbUIAPEIH HTepY JKOHE OJlap/IbIH Heri3iHae MOOHIbI
KOCBIMINIANIApAbI KYpy Ke3iHae OijliM MeH NMPaKTUKANbIK JaFIbuIap HEeTi3aepiH, MOOMITBII
OarmapiaMaliblk KaMTaMachl3 €TyAi, JKeprurikti MoOwipai KochIMmamapael, web-
cepBucTep MeH MOOWIBAI  web-KochIMIIamapasl — HalAamaHaTBIH — MOOWMIIBAI
KOCBIMIIIAJIApABI 93ipJICYAiH HETI3T1 MPUHIHIITEPIiH ary

4. Kpickama Ma3MyHbI: MOOHJIBII KOCHIMIIANAPABIH HHTepEHCTEpiHiH OpHAaNacybl.
MoOunbai GarmapramanslK IMIEMIiMASPal 3ipieyre apHajlfaH TEXHHKAIBIK TarchpMa.
Mobuibai KocekiMmianap uHTepbeicTepiHin au3aiiHpl. MoOunbai  GaraapiamMabIK
MICNIMICPIIH KOMaHJAIBbIK AaMybl. O3ipJieHreH OaraapiaMajblK OHIMIe MOTiHJIK
KykaTTaMa. O3iplieHreH OarIapiiaMalblK eHIMHIH Tycaykecepi. Tycaykecep Typiepi
JKOHE OJIap.IBIH epeKIIeTiKTepl

5. Ky3bIpeTTiniri: OKbUTFaH OacTamkbl KOATHIH, KY)KaTTaMaHBIH HETi3Ti UACSICHIH OKY,
TYCiHY XOHe OeJIeKTey JaFAbLIapbIH MEHIepy

6. Kyrinerin wHortmkenep: aypeic TT kpurepuiiiepine coifkec KeNeTiH MOOHIIbII
KOCBIMIIIAHBI 33ipJieyre TEXHUKANBIK TalChIpMaHbl ©3 OeTiHue a3ipiey. MoOwibai
KochIMIIanmap uHTepdeicTepiHiH JAW3aliHBIH  JKacayAblH HETI3r  KypanaapbIMeH
KYMBICTBI JiepOec yHBIMAACTBIPBIHBI3. ©O3IpJICHIeH OHIMIe MOTIHIIK Ky)KaTTaMaHbI
nepOec raibIHaay skoHe JaiblH MoOWIBAI MenTiMAl YCBIHY.

Hayt6aeBa A.O.-
T.F.K.,
KaybIMI.Ipodheccop
M.a.




1.IlpepexBusutel:  IlporpammupoBanne Ha  s3bike  Python,  Texnonorus
MIporpaMMHUpOBaHus Java

2.TloctpexBusutel: I[IpodeccnoHa bHble MUCHHUIUIMHBL, TOCYIAPCTBEHHBIN 3K3aMeH,
JUIUIOMHBII IPOEKT

3.lenp mucouminHe: (GopMHpOBAaHHE MPEICTABICHUI O COBPEMEHHBIX TEXHOJOTHIX
MIPOTrpaMMHPOBAHUS TPWIOKEHUH JUIT MOOWIBHBIX yCTpOWCTB. [lomyueHnme ocHOB
3HAHWH ¥ TPAKTUUECKUX HABBIKOB IIPH OCBOCHHH COBPEMEHHBIX MOOMIBHBIX
BBIYHCIIUTENIBHBIX YCTPOHCTB M MOCTPOCHHUIO Ha MX OCHOBE MOOWJIBHBIX IPHIIOKCHUH,
OCHOBHBIX IPHUHIUIIOB pPa3paboTKu MOOWJIBHOTO MPOTPaMMHOTO oOecIeueHHus,
JIOKAJIbHBIX MOOMIIBHBIX MPUIIOKEHHH, MOOUIBHBIX IPUIOKEHUH, HCTIONb3YIOINX Web-
CEPBUCHI U MOOUJIbHBIE WEb-TTPHUII0KEHHS

4. Kparkoe comepkanue: Makersl HuHTep(eiicOB MOOWIBHBIX  MPHIOKESHHIL.
TexHuueckoe 3amaHue Ha pa3pabOTKy MOOMIBHBIX NPOTPaMMHBIX penreHui. Jn3aiiH
uHTepelicoB MOOMIBHBIX npwioxkeHud. KomangHas paspaboTka MOOMIBHBIX
MIPOrpaMMHEIX pemeHuid. TekcToBast JOKyMEHTAIMsl Ha pa3pabOTaHHBIH TPOrpaMMHbIA
npoykT. [IpeseHranus pa3paboTaHHOTO IPOrPaMMHOTO IIPOyKTa. Buakl npeseHTarmit
1 UX OCOOEHHOCTH

5.KommeTeHTHOCTh: BlIaJieHHe HABBIKAMH YTCHUS, IOHUMAHHSA U BBIJCICHHS TIaBHOI
H7IeH IPOYUTAHHOTO UCXOJHOTO KO, JOKYMEHTAI[HH

6.0xumaempie pe3yabpTarel:CaMOCTOSTENBHO pa3pabaTeiBaTh TEXHUIECKOE 3aJaHKe Ha
pa3paboTKy MOOHMIBHOTO INPHIIOKEHHS, COOTBETCTBYIOLIETO KPUTEPUSIM KOPPEKTHOTO
T3. CamocTOsATEeNEHO OpraHW30BHIBATH pabOTy € OCHOBHBIMH HMHCTPYMEHTaMU
pa3paboTKH Iu3aiiHa MHTep(HEHCOB MOOHMIBHBIX IPUIOKECHHUH. CaMoCTOsITeTEHO
TOTOBHUTH TEKCTOBYIO TOKYMEHTAIIMIO K Pa3pa0OTaHHOMY HPOIYKTY M HPE3CHTOBATH
TOTOBOE MOOHMJIBHOE PELICHHUE.

Jayt6aeBa A.O.-
K..T.H., H.0. aCCOILL.
npodeccopa

1. Prerequisites: Programming in Python, Java programming technology

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: the formation of ideas about modern technologies of
programming applications for mobile devices. Obtaining the basics of knowledge and
practical skills in mastering modern mobile computing devices and building mobile
applications based on them, the basic principles of mobile software development, local
mobile applications, mobile applications using web services and mobile web
applications

4. Summary: Layouts of mobile application interfaces. Technical specification for the
development of mobile software solutions. Design of mobile application interfaces.
Team development of mobile software solutions. Text documentation for the developed
software product. Presentation of the developed software product. Types of presentations
and their features

5. Competence: possession of the skills of reading, understanding and highlighting the
main idea of the read source code, documentation

6. Expected results: Independently develop a technical task for the development of a
mobile application that meets the criteria of a correct TOR. Independently organize work
with the main tools for developing the design of mobile application interfaces.
Independently prepare text documentation for the developed product and present a
ready-made mobile solution.

Dautbaeva A.O.-
c.t.s., acting
professor




B) AR/VR
KoJimaHOa apbIiH
Kopray/

3amuTa
MPUI0KEHUH
AR/VR/

Protection of
AR/VR applications

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. ITpepexsusurtep: Web Kockiminanap kayimncizairi. Web texxomorusiiap-g
OcCalABIFBI MeH Kayirnci3airi/ Be6-koceMiianap Kayimnci3airin tecriiey/

2. [TocTpekBU3UTTEP: KOCIMTIK MOHAEP, MEMIIEKETTIK EMTHUXaH, JUIIJIOMJIBIK %002

3. IToHHIH MaKcaThl: TONBIKTHIPBUIFaH MBIHABIK (AR) soHe BupTYyanasl bHABIK (VR)
KoJITaHOaIapbIH 9pTYPIIl KayilCi3iK KayinTepiHeH a3ipiieyre xKaHe Koprayra,
onapsIH Knoepmalybriapra To3IMALIITH KAMTaMachl3 eTyre JKoHe MaiaanaHyIsl
JIEPEKTEPiH KOpFayFa KaOiIeTTi MaMaHIapbl JaHbIHAay OOJIBIT TaObUIaIbL.

4. Kpickamma Ma3myHbl: AR/VR naMybIHBIH HET13T1 TYCIHIKTEpi MEH TapHXBL.
ArpiMziars! maTopmaiap MeH Kypanaapasl mwody. [1labysut Typiepi Men
ocanzapiktapsl. AR/VR konganbanapsiina HaKThI [1a0ybuinap skaraaiapblH Tanaay.
Hepextepai mmbpiaHbl3 ®KoHe KYMHIBUIBIKTEI KAMTAMACHI3 €TiHI3.
IMaiinanaHylIbIHBIH ay TCHTU(QUKALMACH] )KOHE aBTOPU3ALMACHL. 3USHABI
Oargapiamanap MeH DoS ma0ybuiapsiHal Kopray.

5. Kyswiperriniri: 3amanaymn KayinTepi eckepe OThIpHII, Kayincis AR/VR
KoJITaHOamapbIH a3ipiiey MyMmkiHairi. AR/VR xkyienepinmeri ocalabIKTapabl Taaaay
JKOHE aHBIKTay JarIbpuIapsl. JlepekTepii Kopray jKoHe MaiJanaHyIIbIHBIH KYIHSITBUIBIK
omictepin O0imy. AR/VR konganOanapbIHBIH KayillCi3oiriH 0aKpuiay xKoHE TEKCepy
YIIiH Kypajaaapasl maifanany MyMKiHIIT1.

6. Kyrinetin HoTmkenep: 3aMaHayH KayilcCi3OiK cTaHIApTTapbIHA COUKEC KEIEeTiH
AR/VR xoceMImanapbIH o3ipiey koHe eHrizy. AR/VR xyiienepinin kayincizaik
ayIWTIH JXXYPri3y jKoHe BIKTHMAaI KayinTep/i anpikray. AR/VR kocsimmranapenaa
JepeKTepli KOpray jKoHe MaijaJaHyIIBIHBIH J)KEeKe OMIpi YIIiH MPaKTHKaJIBIK
JIaFabLIapabl KOJIIaHbIHG3. Kayirci3aik okuramapbslHa THIMI jkayan Oepy jkoHe
AR/VR sxy#enepiHzeri ocaaIbIKTap sl XKO¥0.

1. TlpepexBusutsl: bezomacHocts Web npuioxxeHuit/ Y s3BUMOCTh U 0€301IaCHOCTh
Web texnonoruii . TectupoBanue 6e3omacHocTH BeG-niprmoxenuit
2. TloctpexBusutsl: [IpodeccroHambHbIe TUCIUTUINHBI, TOCYAaPCTBEHHBIH YK3aMEH,
JIUTUIOMHBIN IPOEKT

3. Hens mucummummnst: Lens kypea "3ammra npuioxenuit AR/VR" 3axmouaercs B
MOATOTOBKE CIEIUAIMCTOB, CIIOCOOHBIX Pa3padaThIBaTh U 3aIUUIIATE IPHUI0KESHUS
nononHeHHo# (AR) u BupTyanbHol peansHocTH (VR) 0T pa3nuuHbIx yrpo3
6e3omacHOCTH, oOecrieynBas NX YCTOMYNBOCTD K KHOEpaTakaM U 3aIliuTe
MOJTb30BATENbCKUX JAHHBIX.
4. Kpatkoe comepxanne: OCHOBHbBIE KOHIETIUH U HCcTOpHs pa3Butia AR/VR.
0030p TeKymux mwiaTGopM 1 HHCTPYMEHTOB. THITBI aTak U YSA3BUMOCTEH. AHAIN3
KelicoB peanbHbIX atak Ha AR/VR nmpunoxenus. Lllndpopanue naHHBIX 1
obecrieyeHre KOHPUACHINATBHOCTH. AYTEHTU(HUKALMS U aBTOPHU3ALINSI
noJjib3oBareneit. 3aumra ot BpegoHocHoro 10 u DoS-arak.
5. KommnerentHocTh: YMeHue paspadareiBath Oe3onacHbie AR/VR npunoxenus ¢
Y4ETOM COBpPEMEHHBIX yrpo3. HaBbiku aHanmM3a v uACHTU(HUKALMN YSI3BUMOCTEH B
AR/VR cucremax. 3HaHHE METOIOB 3aIUTHI JaHHBIX U IIPUBATHOCTH II0JIH30BATEINCH.
CrocoOHOCTB HCIOJIB30BaTh HHCTPYMEHTHI U1 MOHUTOPHHTA U TECTUPOBAHHUS
6e3omacHocTr AR/VR mprioxeHuit.
6. Oskunaemsie pe3ynbTathl: PaspabarsiBars u BHEAPATH AR/VR npunokenus,
COOTBETCTBYIOIINE COBPEMEHHBIM cTaHAapTaM Oe3omacHocTH. [IpoBoanTs aymur
6e3zomacHoctt AR/VR cucteM 1 BBUIBISATE MOTEHIMANBHBIC YTPpo3bl. [IpuMeHsaTh
MPaKTHYCCKUE HABBIKK JJISI 3alIUThI JaHHBIX M MPUBATHOCTH MOJb30Batelnei B AR/VR
NpHIOKEHUIX. D(PEKTHBHO pearupoBaTh Ha MHIUJICHTHI 0€30IIaCHOCTH U yCTPAHSATh
ys3Bumoctd B AR/VR cucremax.




1. Prerequisites: Web Application Security / Vulnerability
and Security of Web. Technologies. Web Application
Security Testing

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: The goal of the AR/VR Application Security course is
to train professionals capable of developing and protecting augmented reality (AR) and
virtual reality (VR) applications from various security threats, ensuring their resistance
to cyber attacks and protecting user data.

4. Summary: Basic concepts and history of AR/VR development. Review of current
platforms and tools. Types of attacks and vulnerabilities. Analysis of cases of real
attacks on AR/VR applications. Encrypt data and ensure confidentiality. User
authentication and authorization. Protection against malware and DoS attacks.

5. Competence: Ability to develop secure AR/VR applications taking into account
modern threats. Skills in analyzing and identifying vulnerabilities in AR/VR systems.
Knowledge of data protection and user privacy methods. Ability to use tools to monitor
and test the security of AR/VR applications.

6. Expected results: Develop and implement AR/VR applications that meet modern
security standards. Conduct a security audit of AR/VR systems and identify potential
threats. Apply practical skills to protect data and user privacy in AR/VR applications.
Effectively respond to security incidents and eliminate vulnerabilities in AR/VR
systems.
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A)Kubepkayincizai
KTi Gackapy/
VYpasnenue
kubepOe3omac-
HOCTBIO/
Cybersecurity
Management

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. TpepexBusutrep: KommbloTepiik jKyderep MeH MeH JKeiinep Kayimci3mirine
OKIMIITIK €Ty

2. TocrpexBusurrep: KBaHTTBIK  KpumTorpadus, KBaHTTBIK  KpuOTorpadus
TEXHOJIOTHACHIHBIH KYPBUIBIMBI MEH IIPUHIMNTEP]

3. IlemHHIH MakcaThl: AKNApaTTel KOpFay OKYHeCIHIH Herisri OyBIHBI peTiHze
KOCIMOPBIHAAFEl  AKHapaTThl ~ KOpPFay  KBI3METIiHIH  KYPBUIBIMBIH,  JIOTHKAJIBIK
YUBIMAACTHIPBUTYBIH JKOHE OacKapy JKYHeciH KepceTy, akmapaTThl KOpFay KbI3SMETiH
yibIMAacTelpy ~ MeH  0acKapyAblH  HETisri  OarbITTapblH  KapacThpy — JKoHe
YHBIMIACTHIPYIIBUIBIK K00anay IPOIECiHiH epeKIIeTiKTEPiH amry.

4. Kpickama Ma3MyHbBI: KHOEpKayilCi3miK: HETi3rl YFeIMIAp MEH aHbIKTamaiap.
Keminik TexHONOTWsIap MEH XaTTamajap: HETi3ri YFbIMIap MEH aHbIKTaMaiap.
OyHKIMOHANIBIK KAyilCI3[IK: HErisri YFeIMZAp MeH aHbIKTamanap. MHTrepHer
3aTTapbIH/AFbI KnOepKayimci3ik. " AKBLIIABL Kaya'xyHenepine apHaJIFaH
kubepkayincizaik.  OHepkacinTeri  "MHTepHeT-3aTTapiarbl'  KHOEpKayilCi3IiK.
MaHpbI3bI aKHapaTThIK HHPPaKYphUIBIM: HETi3ri YFBIMAAp, aHbIKTaMaiap, Kayinci3Iik
XKyitenepiH xobanay.

5. Kysipertimik: THICTI (U3UKAIBIK JKOHE MATEMAaTHKAJBIK ONICTEPHi, SKCHEPHUMEHT
HOTIKETIEPIH OHACYIIH TEXHUKAIBIK KOHE OarmapiaMaiblk KypajJapblH KOJJaHa
OTBIPBIN, OOBEKTUICPAIH KayilCi3AiriHe JKCIEPUMEHTTIK 3epTTeylep I KYPrizy
MYMKIHZIT. OKCIIEPUMEHTTIK ~ 3€pTTEYNepAiH  HOTWKEIEpPiH  ©HHAeY,  FBUIBIMH-
TEXHHUKAIBIK  €CENTepAi, IIONyJapasl peciMiey, OpBIHIAIFaH  3epTIeyJepliH
HOTIKeNepi OOMbIHIIA FRUTBIMU OastHAaMa ap MeH Makajaiap JaiblHaay KaoineTi

6. KyTiieTiH HOTWXKE: akKmapaT Ke3JepiH aHbBIKTay TOpTiOiH, ojlapFa KOJ JKETKi3y
TopTiOiH Oineni. ANBIHFaH aKHapaTThl CHIATTAy jKoHE (opMalu3alysiay oicTepiH
Oineni. ANBIHFaH aKHapaTThl TEKCepy Tocinaepin Oineni. XKykeni Tocin mpuHIAOTEPIH
oineni. [IpoOneManblk karmaimapApl CHIHM Taugay NaFfbUlapblHa He. OHIEIreH
aKmaparTel KOJJIAHa OTBIPBIN, JKYHENIK TOCLT HeTi3iHAE iC-KHUMBUI CTPaTerusChiH
Kacayra KaOijerTi.

Jayt6aeBa A.O.
T.F.K., aFa OKBITYILBI




1. TlpepexBU3UTH: AIMHUHHCTPUPOBaHKE 0E30MIACHOCTH KOMIIBIOTEPHBIX CUCTEM

2. TlocrpexBusutsl: KBantoBas kpunrorpadus, CTpyKTypa U OCHOBHBIC IPUHHIIUIIBI
TEXHOJIOTHH KBaHTOBOW KpHnTorpapun

3. llenp AMCHMIUIMHBL: — IIOKa3aThb CTPYKTYPY, JIOTHYECKYIO OpraHH3alUIo |
CHCTEMY YIPaBICHUS CIy)k00i1 3ammuTel HMHGOpPMAIUMM Ha TPEANpPUSITHH, Kak
OCHOBHOTO 3BCHA CHCTEMBI 3allUTHl HH(OpMAIMM, pPaccMOTPETh OCHOBHEIE
HaIpaBJICHNS] OPTAaHNU3AINH ¥ YIIPABICHUS CITYKOBI 3aIIUTE MHPOPMALUH U PAaCKPHITh
0CcOOEHHOCTH IIpoLecca OPraHu3aOHHOTO IPOCKTHPOBAHS.

4. Kpartkoe coxpepxanue:Knbep6e30nacHOCTh: OCHOBHBIE HMOHSATHSA U ONIPENCIICHHS.
CereBble  TEXHOJOTMHM M TPOTOKOJBL: OCHOBHBIE IIOHATUS U ONPEACICHHS.
@DyHKUMOHANBHAS ~ O€30MaCHOCTh:  OCHOBHBIE  HOHATHS U OIPEACICHHMS.
Kubepbezonacuocts B «MHTepHET-Benei». KubepoesonacHocTh 1 cucTeM «Y MHOTO
ropoga». KwubGepbesomacHocts B «lHTepHeT-Bemeil» B  IPOMBIIUICHHOCTH.
Kpurnueckass napopManroHHas HHGPAaCTPYKTypa: OCHOBHBIC MOHSTHS, ONPEICIICHNS,
IPOEKTHPOBAHUE CUCTEM OE30MaCHOCTH.

5. KoMmnereHTHOCTh: CHOCOOHOCTBIO NPOBOAUTH IKCICPHMEHTAIBHBIE HCCIIEIOBAHUS
3aIUIICHHOCTH OOBEKTOB € TPUMCHEHHEM COOTBETCTBYIOIIMX (DU3MYECKUX U
MaTeMaTH4eCKUX METOJIOB, TEXHHYECKMX U IPOTPAMMHBIX CPEACTB 00paboTKU
pe3yabpTaToB skcrnepruMeHTa. CocoOHOCTBIO 00pabaTrIBaTh pe3yibTaThl
9KCHEPUMCHTANBHBIX HCCICAOBAaHUH, O(GOPMIATE HAYYHOPTEXHHYECKHE OTYCTHI,
0030pbI, TOTOBUTH MO Pe3yJIbTaTaM BBIIOIHEHHBIX HCCIIEJOBAaHNI HAayqHBIC JOKIAIbl 1
CTaTbU

OsxuaeMslil pe3ysabTar: 3HaeT HOPSAOK ONPEAeNICHNs] HCTOYHUKOB HHOpPMaILHH,
TIOPSIIOK MOJYYESHUsI TOCTyNa K HUM. 3HAaeT METObI OITMCAHUS U (popMan3anuu
MOy4eHHON HHPOPMAUH. 3HAET CIIOCOOBI BEpUPHUKALIUH OTyIaeMOl HH(POPMALIUH.
3HaeT NPUHIHITBI CHCTEMHOTr0 1Toxo0/a. O61a1aeT HaBBIKAMH KPUTHYECKOTO aHAIN3a
pobaeMHBIX cuTyaruii. CnocoOeH BEIpadaThIBaTh CTPATETHIO AEHCTBHIA HA OCHOBE
CHCTEMHOTO ITOJIX0]1a HCIOJIB3Ys 00pabOTaHHYIO NONYUYSHHYIO HH(POPMAIHIO.

[Hayt6aeBa A.O.
K.T.H., CTapLINH
Mperno/jiaBaTenb




1. Prerequisites: Administration of computer system security

2. Post-requirements: Quantum cryptography, Structure and basic principles of quantum
cryptography technology

3. The purpose of the discipline: to show the structure, logical organization and
management system of the information security service at the enterprise, as the main link
of the information security system, to consider the main directions of the organization
and management of the information security service and to reveal the features of the
organizational design process.

4. Summary: Cybersecurity: basic concepts and definitions. Network technologies and
protocols: basic concepts and definitions. Functional security: basic concepts and
definitions. Cybersecurity in the "Internet of Things". Cybersecurity for Smart City
systems. Cybersecurity in the "Internet of Things" in the industry. Critical information
infrastructure: basic concepts, definitions, design of security systems.

5. Competence: the ability to conduct experimental studies of the security of objects
using appropriate physical and mathematical methods, technical and software tools for
processing the results of the experiment.The ability to process the results of
experimental research, draw up scientific and technical reports, reviews, prepare
scientific reports and articles based on the results of completed research

6. Expected result: Knows the order of determining the sources of information, the
order of obtaining access to them. Knows the methods of describing and formalizing

the information received. Knows how to verify the information received. Knows the
principles of a systematic approach. Has the skills of critical analysis of problem
situations. It is able to develop a strategy of actions based on a systematic approach
using the processed information received.

Dautbayeva A. O.
candidate of technical
Sciences, senior
lecturer

KShA

4305
OSKA
4305
DMC

4305

c)Kubepkayinrep mexn
mabybUIAapAbl aHBIKTAY
JKOHE azaiiTy/
OO6HapyxeHne u
CMsATYEHHE KHOepyrpo3 u
atax/ Detecting and
Mitigating Cyber Threats
and Attacks

(Kypc Coursera)

Emtuxa
H
Dx3ame
H
Exam

Tect
Tect
test

1.IIpepexBu3nuTTep: AKNApaTTHIK KYHenep Kayilnci3AiriHiy ayJuTi MCH MEHEIKMEHTI
2.IToctpexBusutrep: KBaHTTHIK Kpunrorpadus

3.ITonHiH Makcatbl: Kypc KOMIBIOTEPIIIK KYHEHIH Kayilci3airia 0y3ybl MyMKiH
3HSIHABI OPEKETTEP/Ii aHBIKTAY YILIiH aKIapaTThIK XKyleae madybliaap/ibl aHbIKTaY
JKQHE aJIJIbIH aily JKyHenepiH naianany Typasl Oinim amyra MyMKiHAik 6epeni. Kypc
KOMITBIOTEPIIIK JKYHere Hemece XKeJire pyKcaTchl3 Kipy Hemece oJ1ap/ibl pYKCaTchi3
6ackapy, ocais KbI3METTepre Kapchl KTk I1adybuIaap, apTHIKIIBUIBIKTap/IbI
apTTBIpyFa OarbITTaFaH NIa0ybUILAap, MAaHBI3IB (aianapra pyKkcaTchi3 KO XKeTKi3y,
COHJIali-aK 3USHABI OaFIapiIaMalblK KAMTaMachl3 Ty opeKeTTepi (akTiepiH aHbIKTay
JaFAbUIapBIH alyFa MYMKIHIIK Oepei.
4.Kpickamra mMa3MyHBI: KpIcKama Ma3MyHBI: CaHABIK TpaHchopMmamus Ke3eHIHIeTi
3aMaHayH TEXHOJIOTHsUIApAarsl OapiblK dSJIEMEHTTepAl KuOepKayinTepaeH KOopray,
JKOHE Ma0ybULAApAbIH alAblH aly MakcaTblHAa KuOepKayinTepai TaHyIbIH
MHTEJJIEKTYyaJ bl KyHenepin KOJIAaHy MaHBI3IbUIBIFbI, MYMKIiHIIKTEPI,
HEePCIEKTUBACHL.

5. Ky3BIpeTTifiri: bIKTHMal KaTepiiep MeH COTTi MalybuUIAap Karaaiiapbl Typasl
aKIMapaTThl TYPBIC KOPBITHIH/IBI XKacayFa JKOHE alfIblH ajia )KYMbIC icTeyre KOJJaHaIbl.
Kubepmadyrsuinapra Kapchl qepoec eMec, KeIeH i mMeniMaep i3aeiai xone
KOJIJaHA/IbL.

6.Kytinerin HoTIXKENEp: KHOSPKAYINTEPAi TAHYIBIH HHTESIUICKTYAJIbI )KYHEIepiH
THIMII KoinaHa Oineni, kubepkayinrepre tanmay xacaipl, madybUl cangapbIMeH
YKYMBIC JKOHE aJIJIbIH ajly IIapajapblH JKacai anapl

WWwWWw.coursera.com



http://www.coursera.com/

1.ITpepexBU3UTHL: AYANUT U MEHEIKMEHT 0e30HacHOCTH HH(POPMALIMOHHBIX CUCTEM
2.IToctpexBusuThl: KBanToBas kpunrorpadus

3.Henp nucuumnuasl: Kypc mo3BosseT npuodpecTH 3HaHUS UCTIOJIB30BAHUS CUCTEM
0OHApYKEHHs U MPEOTBPALICHHS aTaKk B MHYOPMALIMOHHOMN CHCTeMe IS
0OHapyKEHNs BPEOHOCHOH aKTUBHOCTH, KOTOpasi MOKET HapyIIUTh 0€30I1acCHOCTh
KOMIIBIOTEpHOH cucTeMbl. Kypc 1Mo3BoIIseT OIydUTh HaBBIKH BBISIBICHUS (JaKTOB
HEaBTOPU30BAHHOTO JJOCTYIA B KOMITBIOTEPHYIO CUCTEMY HIIH CETh JINOO
HECAaHKIIMOHHPOBAHHOTO YIPABJICHHUS NMH, CETEBEIE aTaKH IIPOTHB YSI3BHMBIX
CEepBUCOB, aTaKH, HAIIPABJICHHBIC HA MOBBIILICHHE IPHBUIICTHi{, HEABTOPU30BaHHbII
JOCTYII K BaYKHBIM (aiiiiam, a Takoke AHCTBYUS BPEIOHOCHOTO POTPAaMMHOTO
obecredyeHus.

4 Kpatkoe copepkaHue: BaXHOCTb, BO3MOMHOCTH, IEPCHEKTHBBI HPHMEHEHHS
HHTEIUICKTYaJbHBIX CHCTEM paclO3HaBaHMS KHOEpPYrpo3 ¢ IIEeNbI0 3aluThl BCEX
9JIEMEHTOB COBPEMEHHBIX TEXHOJIOTMH Ha oJTarme HHU(QpOBOH TpaHCHOpPMAIMU OT
KHOEepOe30MacHOCTH 1 MPEAYTIPESIKACHUS aTaK.

5. KomnerentenTHOCTB: Vcronb3yeT nHGOPMAIHIO O BO3MOXKHBIX yrpo3ax U CIIydasx
yIa4HbIX aTak I MPaBUJIBHOTO 3aKIIOYCHHS M NPEIBAPUTENIbHOI paboTsl. Mier u
MPUMEHSET KOMIUICKCHBIEC PELICHUS IPOTUB KHOEpyrpo3.

6.0xugaemplii pe3yaprar: YMeeT 3()(EKTHBHO HCIOIB30BaTh HHTEIUICKTyalbHbIC
CHCTEMBl pACIIO3HABaHUS KHOEPYrpo3, aHAIH3UPYyeT KHOepOe30macHOCTh, yMEEeT
paboTaTh C MOCIEACTBUSIMHU aTaK U MPEAIPHHUMATD IIPEBEHTUBHBIC MEPHI

WWW.coursera.com

1.Prerequisites: Information systems security audit and management
2.Post-requirements: Quantum cryptography

3.The purpose of the discipline: The course allows you to acquire knowledge of the use
of systems for detecting and preventing attacks in an information system to detect
malicious activity that may violate the security of a computer system. The course
allows you to gain skills in detecting unauthorized access to a computer system or
network or unauthorized management of them, network attacks against vulnerable
services, privilege escalation attacks, unauthorized access to important files, as well as
malicious software.

4.Summary: The importance, opportunities, and prospects of using intelligent cyber
threat recognition systems to protect all elements of modern technologies at the stage
of digital transformation from cybersecurity and attack prevention.

5.Competence: : Uses information about possible threats and cases of successful
attacks for correct conclusion and preliminary work. Seeks and applies comprehensive
solutions against cyber threats.

6.Expected result: : Can effectively use intelligent systems for recognizing cyber
threats, analyze cybersecurity, work with the consequences of attacks and take
preventive measures

Www.coursera.com
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a)Kubepkayincizzik xkoHe
KYKBIK/
KubepbesonacHocTs u
npaso/ Cyber Security
and Law

B)AknapaTTbik
Kayinci3aikTig
3aHHAMAJIBIK XKOHE
HOPMAaTHBTIK-KYKBIKTBIK
6azacel

3akoHOaTeNIbHAS U
HOpPMaTHUBHO-IIpaBOBast
6a3a MH)OPMALOHHOI
6€301macHOCTH

Legislative and regulatory
framework for
information security

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

1.ITpepexBusutTep: AKIapaTThIK Kayincizaik Herizaepi
2. IoctpexBusurtep: Kocibu mpaktrka. MeMJeKeTTIK eMTHXHa, AMIUIOMIBIK 00a
3. IlomHiH MakcaThl: AKNApaTTHIK >KYHelepAeri akmaparThl KOpray >KyHenlepiH
KYKBIKTBIK PETTEY/iH TEOPHUSUIBIK HETi3/epi MEH MpaKTHKANbIK JaFAbLIapblH Urepy,
CTyIeHTTepre NepeKTepAi KOpFayAbl dXKy3ere achlpy YpIICTEepiH, oIiCTepiH >KoHE
KypaJiapbIH )KYHelli KopceTUTyiH OKBITY.

4. Kepickama Ma3MyHBI:AKIapaTTel Kopray omicrepi, DEM —meri jokaibipl skoHE
TII00AITBIBI JKETUIePIET] aKIapaTThIK KayilCi3iK, aKMapaTThIK MPOIECTep KOHE JKaHa
aKmapaTThl KOpFay oZicTepi JKaiblHOa TEOPHSUIBIK OiniM amy OoJbIn TaObUIAABL.
bBapiblK akmapaTThIK TEXHOJOTHSUIAp MaMaHAapbl MEH aIMHUHUCTPATOpIaphl YIIiH,
JKENiHl JKoOajaymisl ayIUTOpJIApMEH OKYHENiK AaHalIWTHKTEp JKoHe T.0. YILUiH
Kayilci3gik — cypakTapelH — KapacTeipanbl. Kayincismik — cTpaTerusuiapblH — TYPBIC
naigananyasl yipereni. [ToH opTypiti yKbIMaapaarsl KypAei xkyHenepii 6acKapyIsig
FBUIBIMA  JKOHE IIPAKTHKAIBIK ONICTEPIMEH  TaHBICTBHIPAJIBL. 00BEeKTITIePiHIH
epEeKIIETIKTePiH, ONapAbIH KIKTEITyiH

5. Kysblperriniri (OKBITY HOTWDKeNepi): aKmapaTThIK >KyHenmepai jxobamay MeH
SCIUTyaTalysiay YIIiH aKmapaTThl KOpFay MocenelepiHae KYKBIKTBIK peTTeyni Oimy
Kepek

6.Kyrinerin HoTIX)E: AKITApaTThl KOpFay Oily, akmapaTThIK YPAICTEpAl €HTi3y,
HIBIFapy, TaCBIMAAY, OHJEY KOHE CaKTay[Abl iCKe achIpy/a aKmapaTTel KOpFay
axicTepi MeH Kypajgaphl Typabl TYCIHITT OOyl Kepek;- AKIapaTThIK XKyHenepai
(YHKIMOHAJIIB! ONTHMMHU3AIMSIIAY YIIIH aKIapaTThl KOpFay KYpajJapbH KOJIJaHy
OOMBIHIIA HAKTHI ecenTepii KOsl XKaHe Ienie 01y Kepek;

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYLIbI

1. IIpepexBusutsl: OCHOBBI HH(OPMAIIMOHHOH 6€3011acHOCTH

2. TocrpexBusutsl: IlpodeccronanbHas NpakTHKa, TOCYIAPCTBEHHBIH 3K3aMEH,
JUTUIOMHBIHN TPOEKT

3. lenp IUCHMIUIMHBL OBIAJEHHE TEOPETHYECKHMH OCHOBAMU U MPAKTUYECKUMH
HaBBIKAMH  TIPaBOBOTO  PETyIMPOBAHHUSA  CHCTEM  3alUTHl  HHOOpPMAIMH B
HH(OPMAIIMOHHBIX CHCTEMaX, O0YUeHHE CTYICHTOB CHCTEMAaTHYECKOMY OTPAKEHHUIO
MIPOLIECCOB, METOJIOB U CPEACTB OCYILECTBIICHUS 3alUThl JaHHbIX.

4. KpaTkoe copepikaHue: TEOPETHUECKUE 3HAHWS O METOoJAaxX 3auuThl nH(opmarmy,
nHpopManOHHOI 0e30MacHOCTH B JIOKAIBHBIX M TIIIOOATBHBIX ceTsix Ha OBM,
nHQOPMAIMOHHBIX ~ TpoIeccax W METoAax 3allUThl  HOBOM  MH(OpMAaIUH.
PaccmarpuBaeT BOIpOCH 0€30MMACHOCTH JUIS BCEX CHEIHANINCTOB M aJMUHHCTPATOPOB
MH()OPMAIIMOHHBIX TEXHOJOTHH, ayIUTOPOB-TIPOCKTUPOBIIUKOB CETH, CHCTEMHBIX
AQHAINTUKOB W T.JA. YUYUT TIPAaBHIBHO WCHONB30BaTh CTPAaTeruul 0Oe30MacHOCTH.
JluciyniarHa 3HAaKOMUT € HAyYHbBIMH M TNPAKTHYECKUMH METOJAaMM YIPaBIECHHS
CIIO)KHBIMH CHUCTEMaMH B pa3JIHYHBIX KOJUIEKTHBaX. OCOOCHHOCTH OOBEKTOB, HX
KIacCH(UKAIUSI

5. KommnereHTHOCTh (pe3ynbTaTbl OOy4eHHs): 3HaTh IPABOBOE PETYIHPOBAHUE B
BONpOCaX  3afUTHl  MHGOPMAmMH I TIPOSKTHPOBAHMS W BHEJPCHUS
HH()OPMAIIMOHHBIX CHCTEM

6. OxpmaeMblil pe3ymnbTaT: yMeTh: 3allUIIaTh HHYOPMAIIHIO, IMETh NIPEACTABICHHE O
METOJaX W CpeACTBAaX 3al[UThl HMHGOPMAIMM TIpH BHEJPCHHH, BBHIITYCKE,
TPaHCIIOPTUPOBKE, 00pabOTKe M XpaHEHHHM HWH(POPMAIMOHHBIX IPOLIECCOB; - YMETh
CTaBUTh M pelaTh KOHKPETHBIC 3aJaud [0 TNPHUMEHEHUIO CPEACTB 3alUThI
uHpopmanuu 1t QYHKIHOHATIBHON ONTHMHU3ALNK HH(POPMAIIMOHHBIX CUCTEM;

MpIp3amyparoBa A.A.
M.T.H., CTapIIni
[peroiaBaTeslb




1. Prerequisites: Basics of information security

2. Post-requirements: professional practice

3. The purpose of the discipline: mastering the theoretical foundations and practical
skills of legal regulation of information protection systems in information systems,
teaching students to systematically reflect the processes, methods and means of
implementing data protection.

4. Summary: theoretical knowledge of information security methods, information
security in local and global computer networks, information processes and methods of
protecting new information. Considers security issues for all information technology
specialists and administrators, network design auditors, system analysts, etc. It teaches
you how to use security strategies correctly. The discipline introduces scientific and
practical methods of managing complex systems in various teams. features of objects,
their classification

5. competence (learning outcomes): know the legal regulation in matters of
information protection for the design and implementation of information systems

6. expected result: be able to: protect information, have an idea of methods and means
of information protection during the implementation, release, transportation,
processing and storage of information processes; - be able to set and solve specific
tasks for the use of information protection tools for the functional optimization of
information systems;

Myrzamuratova, A.
A., m. t.s., the senior
lecturer

B)Axmnapattbik
Kayinci3iKTiH
3aHHAMAJIBIK JKOHE
HOpMaTHBTiK-K¥KLIKTBIK
6azacel
3akoHOaTeNbHAS 1
HOPMaTHBHO-TIPaBOBas
6a3a MH)OPMALOHHOI
6e3omacHocTH
Legislative and regulatory
framework for
information security

Emtxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. IIpepexBusurTep: AKIapaTThIK KayillCi3IiK Heri3aepi

2. ITocTpeKBU3NUTTEP: KACINTIK MPAKTHKA, MEMJIEKETTIK eMTHXaH, AUIIOMIBIK K002

3. IToHHIH MaKcaThl: CTyJEHTTEpPAIH aKMapaTThIK KYKBIKTHIK KaTbIHACTAP.Ibl KYKBIKTHIK
perrey sxoHe KP axmapaTThIK KayilCi3miriH KaMTamachl3 €Ty JaFAblIapbl cajachlHaa
OlTiM amysl.

4. Kpickama Ma3MyHBI: AKIApaTTHIK KayillCi3[iK: aKmapaTThIK KayilCi3[iK YFBIMBL,
MOHi, TYpJepi, OHBl KamTamachl3 eTYHiH Heri3ri MiHgerrepi MeH omicrepi. KP
aKMapaTThIK ~CajJaJaFbl YITTBIK MYJZENiepi JKOHEe oJapbl KaMTaMachl3  eTy.
AKMapaTThIK ~ Kayilci3mik —Karepiepi. AKMDApaTThlK KayilCi3diK — CalaChIHIAFbI
MeMIIEKeTTiK casicat. Kasakcran PecrnyOnukachlHBIH aKIapaTThIK Kayilci3airine Karep
TOHMIPETIH Ko3lep "aKmapaTThIK KayilCi3/likke KaTep Ke3i" YFBIMBI JXOHE OHBIH
Typsepi. bBykapanblk axmapaT KypaqjapblH KYKBIKTBIK peTTey. AKIapaTThIK
Kayilci3gik CcyOBEKTIIEpiHIH YFBIMBI JKOHE TYpJiepi aKmaparThlK —Kayilci3mik
cyObekTiciHiH yFeIMBL. KP  akmaparTelk Kayimnci3mik CyOBeKTiNepiHiH Typiaepi
aKnaparThIK Kayircizmik cyobekrici perinme. KP cyObekrinepi skoHe MyHUIUITAIIBIK,
KYpbUTBIMIap. AKITapaTThIK Kayilci3aik CyObeKTiIepl peTiHae a3amarTap MeH Oacka 1a
JKeKe TyJIFajap. AKNapaTThlK Kayinci3mik —cyObekTiiepi peTiHge KOoFaMIbIK
OipyieCTiKTEp MEH KOMMEPIMSIBIK YHBIMIAPABIH KYKBIKTHIK MOpTeOeci. AKmapaTThiK
caJlaHbl PETTEUTIH MEMJICKETTIK OMITiK OpraHIapbIHbIH XKYHeci

5. Ky3bIpeTTijiri: HOpMaTHBTIK KYKBIKTBIK aKTiIepAi a3ipiey KaOijeTi )keKe aJaMHBIH,
KOFaM MEH MEMJICKETTiH KayillCi3/iriHe TOHETIH KaTepliep/li aHBIKTay KOHE aJIJIbIH Ay
Kabineri

6. KyTisneTiH HOTHKe:iCTel ally Kepek- KYKBIKTBIK YFBhIM/Iap MEH CaHATTaAPMEH JKYMBbIC
ictey. MeHrepyi THIC: - KYKBIKTBIK aKTUIEpMEH J>XYMBIC icTey HAarabichl.bimy: -
aKmapaTTBIK ~ CalaJarbl  KBbUIMBICIICH  KYpec  MIapanapbl, OHBIH  JaMYBIH
KPUMHHOJIOTHSIIBIK OOJDKay jKOHE OFaH Kapchl Kypec IMapaapblH yKocmapiay aaicTepi.
[cTeit anmy kepek: - KbUIMBIC XKacayFa bIKIal eTeTiH JKaFaaiinap/pl anelkTay. MeHrepyi
THIC: - aKMapaTThIK CaJaJaFbl KbUIMBICTBIH QIABIH Iy JKOHE JKOJBIH Kecy
JIaFIbUIapBIH.

MsIp3amyparoBa A.O.
T.F.M., aFa OKBITYIIIEI




1. ITpepexBusutbl: OCHOBBI HHHOPMALMOHHON 0€301IaCHOCTH

2. TloctpexBusutsl: llpodeccronanbHas NpakTHKa, TOCYIApCTBEHHBIH 3K3aMEH,
JUIUIOMHBII IPOEKT

3. Hens guctumuuesl: llens IUCHMIUIMHBI — TONydeHHE CTYAEHTAMU 3HAHMUH B
obmacti
IIPaBOBOTOPETYINPOBAHUNH(OPMAMOHHBIXITPAaBOOTHOIICHUHNHABBIKOBOOSCIIEYCHHS
nHpopmaronHoi 6e3omacHoctr PK.

4. Kparkoe conepkanue: HHpopmannoHHass 0€3011aCHOCTB: ITOHSATHE, CYIIHOCTB,
Buabl. IloHATHEe MH(MOPMAIMOHHON OGE30MacCHOCTH, OCHOBHBIE 3aJaud M METOABI ee
obecnieuenus. Hamonansueie uHTepecsl PK B umHpOpMammonHol cdepe u ux
obecrieuenue. YTpo3bMHPOPMAMOHHOH Oe3omacHOCTH. ['ocynapcTBeHHas MONIUTHKA
B chepe
nHpopmarnonHoiibe3onacHocTH. M cTouHnKnyrpo3nHpopMannoHHoiioe3onacHocTHP e
ciyommku Kaszaxcran [ToHsATHE «MCTOYHUK Yrpo3sl HHPOPMAIIMOHHOI 06€3011acHOCTI
u ero BuAbL. I[IpaBoBoeperynupoBaHUe CpelcTB MaccoBoil nHdopmarmu. [Tonstie u
BUJBI cyOpekToB  MH(pOpManmoHHOW  Oe3omacHoctulloHsTHE — cyOBEKTa
“HPOPMAIIOHHOH Oe3omacHOCTH. Bumapl cyOBEKTOB WHPOPMAIIMOHHOMOE30aCHOCTH
PK xax cyOowpext uHdpopmanmonHoin 6ezonacHocTu.CyorekTsl PK 1 MyHUImMmansHsie
obpazoBanus. ['paxnane u apyrue Guznveckue Juna KakcyobeKThl HHPOPMATUOHHOH
6esonacHocTH. [IpaBOBOil craryc OOIIECTBEHHBIX OOBEIMHEHHIN KOMMEPYECKUX

opraiu3anui KaK CyOBEKTOB HH(pOPMAIIMOHHON
6e3omnacHocTH. CHCTEMaopraHOBrOCY 1apCTBCHHOWBIACTUPETYIHPYIOLINXHH()OPMAIIHO
HHYIO chepy

5. KommnerentHOCTH:CIOCOOHOCTRIO pa3padaThIBATPHOPMATHBHEIC IIPABOBBIC AaKTHI.
CriocoOHOCTRIOBBISIBIATEUNIPEAYIPEIKAATHYTPO3BI0E30IaCHOCTUIINYHOCTH,00IIECTBA U
rocyaapcTBa

6. OxumaeMblil pe3yibTaT:YMeTh:- OIEPHPOBATh OPHIMYCCKUMH TMOHSATHAMA
UKaTeropusMu. BraneTb:- HaBbIKaMH pPabOThl C IIPAaBOBBIMH  aKTaMH.3HaTb:-
MepBIOOPBOBICIIPECTYTHOCTHIOBUH(OPMAILIHOHHOHCHEepe,METOJHIKPUMUHOIOT NIECKOT
ONPOTHO3UPOBAHUSCEPA3BUTH W IUIAHHUPOBaHUS Mep OOpsOBl C  Heil.YMeTb:-
BBISIBIIITHOOCTOATEIIHCTBA,CIIOCOOCTBYIOIIMECOBEPIICHUIONPECTYILICHHIA. BrianeTs: -
HaBBIKAMHITOIIPETYTPEKACHUIONTTPECEYSHHIONPECTYITHOCTHBUH( OPMAIIIOHHOM

chepe.

Mpip3amypartoBa A.A.
M.T.H., CTapIInui
MpernogaBaTenb




1. Prerequisites:basics of information security

2. Post-requirements: Professional practice, State exam, diploma project

3. The purpose of the discipline: The purpose of the discipline is to provide students
with knowledge in the field of legal regulation of information legal relations and skills
to ensure information security of the Republic of Kazakhstan.

4. Summary: Information security: the concept, essence, types of the concept of
information security, the main tasks and methods of its provision. The national
interests of the Republic of Kazakhstan in the information sphere and their support.
Threats to information security. State policy in the field of information security.
Sources of threats to information security of the Republic of Kazakhstan The concept
of "source of threat to information security”" and its types. Legal regulation of mass
media. The concept and types of subjects of information security The concept of an
information security subject. Types of subjects of information security of the Republic
of Kazakhstan as a subject of information security. Subjects of the Republic of
Kazakhstan and municipalities. Citizens and other individuals as subjects of
information security. The legal status of public associations and commercial
organizations as subjects of information security. The system of state authorities
regulating the information sphere

5. Competence: The ability to develop regulatory legal acts, the ability to identify and
prevent threats to the security of the individual, society and the state

6. Expected result:Be able to: - operate with legal concepts and categories. Possess: -
skills of working with legal acts.To know:- measures to combat crime in the
information sphere, methods of criminological forecasting of its development and
planning of measures to combat it. Be able to: - identify the circumstances that
contribute to the commission of crimes. Possess: - skills for the prevention and
suppression of crime in the information sphere.

Myrzamuratova, A.
A., m. t.s., the senior
lecturer

TpaexkTopus 1
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A) Buptyanast
HHPAKYPHUIBIM
Kayincisairi/be3omacHoct
b BUPTYallbHOI
UHPACTPYKTYPbI/
Virtual infrastructure
security

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

IMpepexsusuttep: Web kochiMinanap Kayincizairi. Web TexHomorusiap-g
OCaJIIBIFBI MEH Kayinci3airi/ Beb-kochIMIianap Kayinci3airia recriiey/
[ocTpexkBU3UTTEP: KOCINTIK MOHAEP, MEMJIEKETTIK EMTHXaH, TUINIOMABIK XK00a
IToHHIH MakcaThl: THIHAAyIIbUIApa OYJITTHI €CEeNTEy TEXHOJOTUIACH TYpaibl
TEOPHSUTBIK JKOHE TPAKTHKAJBIK OLTIMHIH KaXETTI KOJIEMiH, 3aMaHayd OM3HECTe
OYITTBI TEXHOJOTHSUIAPIBIH apTHIKIIBUIBIKTAPBIH IMIPAKTHKANBIK, ICKE achIpy
JaFAbUIapel MEH JaFIblIapblH KaJbINTACTHIPY, OCHl TEXHOJOTHSHBIH AacCIIalThIK
KypainapsIH 3epTrey. KypcTsl eTy GapBIChIHAA CTYIEHTTep OYITTHI CEPBHUCTI KYPY
TEXHOJIOTHUSACHIH UTepeli, KOJJaHBICTaFbl OYITTHI CEPBUCTEPMEH >KYMBIC icTeii,
CTYAEHTTEp OYITTHI ecenteyiepli KoigaHynasl yipeneni xoHe AT-mpouecrepai
OHTAMIAHIBIPY MOCENENEpiH IIemy Ke3iHAe OYITTHl ecenTey TEXHOJIOTHICHIH
KOJIIaHyFa JaibIH 001a/Bbl.

Kepickama Ma3MyHBI: KOFapbl OHIMII ecenTeyIepaiH HeTi3Ti TYpJepiHiH TapHxEbl,
Ka3ipri UHPPAKYPBUTBIMIBIK HIeIIMICPIiH namy TEeHJCHLUSIAPHI.
Bupryanmuzamms. Cepsucrep. JlamynblH Herisri OarbITTapbl. BynTTel ecenrtey
YFBIMIIapBIHa Kipicrie. BynTThl ecenTey SKOHOMHKAcHl. BYITTHI ecenTeyiepiin
ApTHIKIIBUIBIKTApBl MeH KeMiuinikrepi. KosmaHblcTarbl KbI3METTEpre MIONY.
KosnanpicTarsl iatgopmanapra LIOdy. BYITTBI ecentey TEXHOJOTHsIIapHI.
CTaHIapTThl OpTafaH OYJITTHl KOCBIMIIAIAPFA KOy

Kyspiperrimiri: 0imy: OYATTHI TEXHOJOTHSUIAPIBIH HETI3rl YFBIMAApPHl MEH
TEPMHUHOJIOTHACHIH; OYJITTHl TEXHOJIOTHSUIApABI KOJIaHy caianapblH; Ou3Hec-
KBI3METKE KATBICTBI OYJITTHI €CeNTey TY)KbIPBIMAAMAachIH; OYJITTHl €CEeNTeyIiH
HETi3ri KaFuaaTTapblH, opTYp:i IulaTdhopMaapibl MaiaanaHa OTBHIPHIN, OYITTHI
JKylenepre apHaJFaH KOCBIMINANApbl 33ipieyliH KaruIaTTapbl MEH oJicTepiH
Oimy; OYITTHI ecentey HHPPAKYPHUIBIMBIH; OYITTH HHPPAKYPBUIBIM KOHTEKCTIHAC
KayiInci3zik, MacmradTay, OpHAJIACTHIPY, PE3EPBTIK KOLIipy MoceneIepin Oy

6. Kyrinerin HoTHXenep: MEHrepyl Kepek: OYITTHI Oarmapiiamanay TOCUIAEpiH
KOJIZIaHy, KOJIaHy THIMIUTITIH Oarajay, y3aK Mep3iMIi mepcreKTuBanap, OYIITThI
ecenTey S5KOHOMHUKACHIH 3€PTTeY;

Tynerenosa 2.H.
3.F.K., aFa OKbITYILIbI




IpepexBusutsl: beonacHocts Web npuiokeHuid/Ys3BUMOCTb U 0€30I1aCHOCTh
Web texunonoruii . TectupoBanue Oe3omacHocTd Beb-npriioxeHunit
IMoctpekBusutsl:  IIpodeccroHanbHble  AUCHUILIMHBL,  TOCYAapCTBEHHBIN
3K3aMeH, AUMIIOMHBII IPOEKT

Lenp nmucnmIumHEL chOpMHpOBaTE y ciymiatened HEoOXOIUMEBIH 00beM
TEOPETHYECKHX W TPAKTHYECKUX 3HAHMH O TEXHOJIOTMH  OOJAaYHBIX
BBIYHCIICHUSIX, YMCHUI U HaBBIKOB IIPAKTHUECKOH pean3aliiil BBITOJ 00JIagHbIX
TEXHOJIOTHI B COBPEMEHHOM OM3Hece, N3ydeHHe MHCTPYMEHTAJIbHBIX CPE/CTB
JaHHOH TexHonormu. B mpomecce NMpoXokAeHHs Kypca CTyIEeHTaMH OymyT
OCBOEHBI TEXHOJIOTHUS CO3JIaHuUsI 00JIAYHOTO CepBUCA, paboTa C CYIIECTBYIOIMMU
o0IauHbIMH  CEpPBUCAMH, CTYAEHTbl HAaydaTCsi WCIIONb30BaTh OOJIAadHBIE
BBIYMCICHUSI U OyAyT TOTOBBl K NPHMEHEHHMIO TEXHOJNOTMH OONauHBIX
BBIYHCIICHUH TIPH peIleHnH 3a/1a4d ontuMu3anuu U T-pomeccos.

Kpatkoe conepskanue: Mcropusi OCHOBHBIX THIIOB BBICOKOIPOM3BOAUTEIBHBIX
BBIYMCIICHUH, TEHICHIMM pa3BUTHS COBPEMEHHBIX  HH(PaCTPYKTYpHBIX
pewenuii. Bupryanuzaums. CepBucbl. OCHOBHbIE HaIlpaBJICHUS Pa3BUTHUS.
BBenenue B mOHATHS OOJIAYHBIX BBIYMCIEHHUI. DKOHOMHKA OOJAYHBIX
BbIUHMCICHUH. JlocTOMHCTBA W HemocTaTku OOJaYHBIX BbaUciIeHud. O030p
CYHIECTBYIOIIUX cepBUCOB. O030p cymecTByromux Mmiatgopm. TexHOIOTHH
00NaYHBIX BBIYMCICHUHA. Murpanuss W3 CTaHIAPTHOH cpeasl B OOJIauHBIC
MPUIIOKEHHS

KoMnereHTHOCTh:3HATh: OCHOBHBIE IIOHSATHS W TEPMHHOJIOTHIO OOJa4HBIX
TEXHOJIOTHH; 00]acTH INPHMEHEHHs] OOJAaYHBIX TEXHOJOIWH;  KOHLEIIHIO
o0JIauHBIX BBIYHMCICHUI NPUMEHHTEIBHO K OHM3HEC-IesATeNbHOCTH; 3HATh
OCHOBHBIC MPHUHIWIB OONAYHBIX BBIYUCICHUH, MPUHIMUIB U  METOMBI
Ppa3pabOTKH NPHUIOKEHHH ISl 0OTaYHBIX CHCTEM C HCHOJIB30BaHUEM PA3THIHBIX
wiaThopm; UHPPaACTPYKTypy OOIAYHBIX BBIYHCICHHIA;BOTIPOCH OE30MaCHOCTH,
MacIITaONPOBAHUSA, Pa3BEPTHIBAHUS, PE3EPBHOTO KONMPOBAHHS B KOHTEKCTE
o6auHO# UHPACTPYKTYPHI

OxunmaeMble  pe3yibTaThl: YMETh:  MOJNB30BaThCsl  NpHEMaMH  OOJIAYHOrO
NpOrpaMMHpPOBAHMs,  JleflaTh  OLEHKY  3(Q(EKTHBHOCTH  NpUMEHEHWUs,
JIOJITOCPOYHBIX MEPCIEKTHB, H3yYeHHE SKOHOMHUKH 00JaYHBIX BBIYUCICHHH;

Tynerenosa 5.H.
K.3.H., CTpalui
Mperno/jiaBaTenb




1. Prerequisites: Web Application Security / Vulnerability and Security of Web.
Technologies. Web Application Security Testing

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: to form the necessary amount of theoretical and
practical knowledge about cloud computing technology, skills and practical
implementation of the benefits of cloud technologies in modern business, the study of
the tools of this technology. During the course, students will master the technology of
creating a cloud service, working with existing cloud services, students will learn how
to use cloud computing and will be ready to use cloud computing technology to solve
problems of optimizing IT processes.

4. Summary: The history of the main types of high-performance computing, trends in
the development of modern infrastructure solutions. Virtualization. Services. The main
directions of development. Introduction to the concepts of cloud computing. The
economics of cloud computing. Advantages and disadvantages of cloud computing. An
overview of existing services. Overview of existing platforms. Cloud computing
technologies. Migration from a standard environment to cloud applications

5. Competence: To know: the basic concepts and terminology of cloud technologies;
areas of application of cloud technologies; the concept of cloud computing in relation to
business activities; to know the basic principles of cloud computing, principles and
methods of developing applications for cloud systems using various platforms; cloud
computing infrastructure; security issues, scaling, deployment, backup in the context of
cloud infrastructure

6. Expected results: Be able to: use cloud programming techniques, make an
assessment of the effectiveness of the application, long-term prospects, study the
economics of cloud computing;

Tulegenova E. N.
candidate of economic
Sciences, senior
lecturer




B)BYITTBI TeXHOIOTHSITAD
Kayincisiri
BesonacHocTh 061a4HBIX
TEXHOJIOTHH

Cloud technology security

Emtuxa
H
Dk3ame
H
Exam

Tect
Tect
test

7.

10.

11.

12.

IMpepexsusuttep: Web kochiMinanap Kayincizairi. Web texHomorusiap-g
OCaJIBIFbI MEH Kayincizairi/ BeG-kocsiMianap Kayinci3airia tecriney/
[ocTpexkBU3UTTEP: KOCINTIK MOHAEP, MEMJIEKETTIK EMTHXaH, TUINIOMABIK XK00a
IToHHIH MakcaThl: THIHAAyIIbUIApa OYJITTHI €CEeNTEy TEXHOJOTUIACH TYpaibl
TEOPHSUTBIK JKOHE TPAKTHKAJBIK OLTIMHIH KaXXETTI KeJIeMiH, 3aMaHaydn Ou3HecTe
OYITTBI TEXHOJOTHSUIAPIBIH apTHIKIIBUIBIKTAPBIH IPAKTHKAIBIK ICKE achIpy
JaFAbUIapel MEH JaFIblIapblH KaJbINTACTHIPY, OCHl TEXHOJOTHSHBIH AacCIIalThIK
KypainapsIH 3epTrey. KypcTsl eTy GapBIChIHAA CTYIEHTTep OYITTHI CEPBHUCTI KYPY
TEXHOJIOTHUSACHIH UTepeli, KOJJaHBICTaFbl OYJITTHl CEPBUCTEPMEH JKYMBIC icTeiini,
CTYAEHTTEp OYITTHI ecenteyiepAi KoumaHynsl yipeHeni skoHe AT-mpouecrepai
OHTAMIAHIBIPY MOCENENEpiH IIemy Ke3iHAe OYITTHl ecenTey TEXHOJIOTHICHIH
KOJIIaHyFa JaibIH 001a/Bbl.

Kpickama Ma3MyHBI: KOFapbl OHIMII ecenTeyIepIiH HeTi3ri TYpJepiHiH Tapuxsl,
Ka3ipri UHPPAKYPBUTBIMIBIK HIeIIMICPIiH namy TEeHJCHLUSIAPHI.
Bupryanmuzamms. Cepsucrep. JlamynblH Herisri OarbITTapbl. BynTTel ecenrtey
YFBIMIIapBIHa Kipicrie. BynTThl ecenTey SKOHOMHKAcHl. BYITTHI ecenTeyiepiin
ApTHIKIIBUIBIKTApBl MeH KeMininikrepi. KosaHblcTarbl KbI3METTEpre ILIOIY.
KomnnanpicTarsl Iuiaropmanapra LIOMy. BYITTHI ecentey TEXHOJOTHSIIapHl.
CTaHIapTThl OpTafaH OYJITTHl KOCBIMIIAIAPFA KOy

Kyspiperrimiri: 0imy: OYATTHI TEXHOJOTHSUIAPIBIH HETI3rl YFBIMAApPHl MEH
TEPMHUHOJIOTHACHIH; OYJITTHl TEXHOJIOTHSUIApABI KOJIAHy caianapblH; Ou3Hec-
KBI3METKE KATBICTBl OYJITTHI €CeNnTey TY)KBIPHIMAAMAChIH; OYJITTBHI €CEeNTeyHiH
HETi3ri KaFuaaTTapblH, opTYp:i IulaTdhopMaapibl MaiaanaHa OTBHIPHIN, OYITTHI
JKylenepre apHaJFaH KOCBIMINANApbl 33ipieyliH KaruIaTTapbl MEH oJicTepiH
Oimy; OYITTHI ecentey HHPPAKYPHUIBIMBIH; OYITTH HHPPAKYPBUTHIM KOHTEKCTIHIC
Kayirnci3zik, MacmradTay, OpHAJIACTHIPY, PE3EPBTIK KOIIipy MIcenenepin Oimy

6. Kyrinerin HoTHXenep: MEHrepyl Kepek: OYITTHI Oarmapiiamanay TOCUIAEpiH
KOJIZIaHy, KOJIaHy THIMIUTITIH Oarajay, y3aK Mep3iMIi mepcreKTuBanap, OYIITThI
ecenTey S5KOHOMHUKACBIH 3epTTey;

Tynerenosa 2.H.
3.F.K., aFa OKbITYILIbI




10.

11.

12.

[IpepexBusntsl: besonacnocts Web mpusosxeHuii/ Y 13BUMOCTB 1 0€3011aCHOCTD
Web texunonoruii . TectupoBanue Oe3omacHocTd Beb-npriioxeHunit
IMoctpekBusutsl:  IIpodeccroHanbHble  AUCHUILIMHBL,  TOCYAapCTBEHHBIN
3K3aMeH, AUMJIOMHBIN IPOEKT

Lenp mucnmIumHEL chOpMHUpOBaTh y ciymiatenell HeoOXOTUMBIH 00BbeM
TEOPETHYECKHX W TPAKTHYECKUX 3HAHMH O TEXHOJIOTMH  OOJAaYHBIX
BBIYHCIICHUSIX, YMCHUI U HaBBIKOB IIPAKTHUECKOH pean3aliiil BBITOJ 00JIagHbIX
TEXHOJIOTHI B COBPEMEHHOM OM3Hece, N3ydeHHe MHCTPYMEHTAIBHBIX CPEACTB
JaHHOH TexHonormu. B mpomecce mpoxoskaeHHs Kypca CTyAeHTaMu OyayT
OCBOEHBI TEXHOJIOTHUS CO3JIaHuUsI 00JIAYHOTO CepBUCA, paboTa C CYIIECTBYIOIMMU
o0IauHbIMH  CEpPBUCAMH, CTYAEHTbl HAaydaTCsi WCIIONb30BaTh OOJIAadHBIE
BBIYMCICHUSI U OyAyT TOTOBBl K NPHUMEHEHHMIO TEXHOJOTHHM OOJa4HBIX
BBIYHCIICHUH TIPH peIleHnH 3a1a4d ontuMu3anuu U T-poneccos.

Kpatkoe conepskanue: Mcropusi OCHOBHBIX THIIOB BBICOKOIPOM3BOAUTEIBHBIX
BBIYMCIICHUH, TEHICHIMM pa3BUTHS COBPEMEHHBIX  HH(PaCTPYKTYpHBIX
pemenuii. Bupryanuzauus. CepBucbl. OCHOBHbIE HAaIlpaBJICHUS! Pa3BUTHSL.
BBenenue B mOHATHS OOJIAYHBIX BBIYMCIEHHUI. DKOHOMHKA OOJAYHBIX
BbIUHMCICHUH. JlocTOMHCTBA W HemocTaTku OOJaYHBIX BbaUciIeHud. O030p
CYHIECTBYIOIIUX cepBUCOB. O030p cymecTByromux Mmiatgopm. TexHOIOTHH
00NaYHBIX BBIYMCICHUHA. Murpanuss W3 CTaHIAPTHOH cpeasl B OOJIauHBIC
MPUIIOKEHHS

KoMnereHTHOCT:3HATh: OCHOBHBIE IIOHSATHS W TEPMHHOJIOTHIO OOJNAYHBIX
TEXHOJIOTHH; 00]acTH INPHMEHEHHs] OOJAaYHBIX TEXHOJOIWH;  KOHLEIIHIO
o0JIauHBIX BBIYHMCICHUI NPUMEHHTEIBHO K OHM3HEC-IesATeNbHOCTH; 3HATh
OCHOBHBIC MPHUHIWIB OONAYHBIX BBIYUCICHUH, MPUHIMUIB U  METOMBI
Ppa3pabOTKH NPHIIOKEHHH ISl 0OTaYHBIX CHCTEM C HCHOJIB30BaHUEM PA3THIHBIX
wiaThopm; UHPPaACTPYKTypy OOIAYHBIX BBIYHCICHHIA;BOTIPOCH OE30MaCHOCTH,
MacIITaONPOBAHUSA, Pa3BEPTHIBAHUS, PE3EPBHOTO KONMPOBAHHS B KOHTEKCTE
o6auHO# UHPACTPYKTYPHI

OxunmaeMble  pe3yibTaThl: YMETh:  MOJB30BAaThCs  NpUEMaMH  OOJIAYHOTO
NpOrpaMMHpPOBAHMs,  JleflaTh  OLEHKY  3(QEeKTHBHOCTH  IpUMEHEHHUs,
JIOJITOCPOYHBIX MEPCIEKTHB, H3yYeHHE SKOHOMHUKH 00JaYHBIX BBIYUCICHHH;

Tynerenosa 5.H.
K.3.H., CTpalui
Mperno/jiaBaTenb




1. Prerequisites: Web Application Security / Vulnerability and Security of Web.
Technologies. Web Application Security Testing

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: to form the necessary amount of theoretical and
practical knowledge about cloud computing technology, skills and practical
implementation of the benefits of cloud technologies in modern business, the study of
the tools of this technology. During the course, students will master the technology of
creating a cloud service, working with existing cloud services, students will learn how
to use cloud computing and will be ready to use cloud computing technology to solve
problems of optimizing IT processes.

4. Summary: The history of the main types of high-performance computing, trends in
the development of modern infrastructure solutions. Virtualization. Services. The main
directions of development. Introduction to the concepts of cloud computing. The
economics of cloud computing. Advantages and disadvantages of cloud computing. An
overview of existing services. Overview of existing platforms. Cloud computing
technologies. Migration from a standard environment to cloud applications

5. Competence: To know: the basic concepts and terminology of cloud technologies;
areas of application of cloud technologies; the concept of cloud computing in relation to
business activities; to know the basic principles of cloud computing, principles and
methods of developing applications for cloud systems using various platforms; cloud
computing infrastructure; security issues, scaling, deployment, backup in the context of
cloud infrastructure

6. Expected results: Be able to: use cloud programming techniques, make an
assessment of the effectiveness of the application, long-term prospects, study the
economics of cloud computing;

Tulegenova E. N.
candidate of economic
Sciences, senior
lecturer
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H
Dk3ame
H
Exam
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test

1. ITpepexsusurtep: Web Kockiminanap kayimncizairi. Web texxomorusiiap-g

OcCalABIFBI MeH Kayirnci3airi/ Be6-koceMiianap Kayimnci3airin tecriiey/

2. [TocTpekBU3UTTEP: KOCINTIK MOHAEP, MEMIEKETTIK eMTHXaH, TUINIOMABIK XK00a

3. IloHHIH MaKcaThl: CTYAEHTTEPIl 9PTYPi MPOLECTEepHi MOAENbICYIEri HEUPOHIBIK
XKeJi TocUIIepiMeH, ONapAbIH JKYMBIC iCTey NPHHIMITEPIMEH, OKBITY SmiCTEepiMeH,
Kinrrepni mmopnay MeH Oenyme, COHIal-ak axmapaTThl KOpFayIblH —Oacka
caJajapblHaa TaHBICTHIPY.

4. KpIckama Ma3MyHBI: jKacaHIbl HEHpOHIBIK >kemiep. OmapnslH okikremyi. Kem
KabaTThl HeHpoHIBIK xkeminep. Kypouisimel. Konpany Mmymkinairinig Herizgemeci. Ken
Ka0aTThl HEHPOHIBIK JKEIJIepAl OKBITY alropuTMmaepi. OTKi3rimrep HEHpOHIBIK
xKeninep. HelpoHOBIK JKeminepli KoJdTaHa OTBIPHIN IIUQpiay. AKIapaTThIK Xyhere
ma0ybIIIapbl AaHBIKTAyFa HEUPOH/BIK TOCLII.

5. Ky3ssIpeTTiniri: akmaparThIK KayilCi3mikTi Oy3y KaTepiepiH 3epTTey jKOHe JKHHAY,
caKTay JKOHE OHJEY IPOLCCIHIC aKMapaTThl KOpPFAay OIICTEPiH, TOCUIIEpPIH KOHE
KYpalgapblH KETUIAIPY KaOlJIeTi; aKmapaTThIK MPOIECTepIiH Mali adaHynibuiapbl MCH
CyOBEKTUIEpiH, KODKETIMAUTIKTI  [IEKTey O KYHelnepiH  CcolikecTeHIipy  JKoHE
ayTeHTU(QHUKAIUIIAYIBIH KaHA TEXHOJOTHSIAPBIH J3ipIiey JKOHE KoJima Oap KeTumipy
Kabineri

6. KyTinetin HoTHXenep: 3epTTey XYPrizy OargapiaMachblH aHBIKTAY, OJApAbl Kas3ipri
3aMaHFBl  aKMapaTTHIK-KOMMYHHUKAIMSIBIK —~ TEXHOJOTWsUIapfa TaiijamaHy JKoHE
KOJIIaHy, TEOPHUSUIBIK MaTepuaIbl TNeJaroruKaJIbIK, FBUIBIMU-3€PTTEY,
IIBIFAPMAIIBUIBIK, 0acKapy KbI3METTepiH e MaijataHy KOJIBIHAH Kelyi Kepek

Typembaes
Aoauibaa
TypembaeBuy ¢-
M.F.K.,
KaybIMAACThIPUIFaH
npodeccop Mm.a.

1. TIpepexBusntsr: bezonacHocts Web npuiosxeHunit/ Y 13BUMOCTE 1 6€3011aCHOCTh
Web texHonoruii . TectupoBanue 6e3omacHocTn Beb-npunosxeHnit

2. TlocrpexBusutsl: [IpodeccroHanbHbIe TUCHUILTUHEL, TOCYAaPCTBEHHBIN
9K3aMeH, JUMIIOMHBII IPOEKT

3. llens MUCIUIIIMHBL: O3HAKOMIICHHE CTYACHTOB C HEHPOCETEBBIM MOIXOAOM B
MOJIETMPOBAHUH PA3TWYHBIX IIPOIECCOB, NPHHIWIAMH HX (YHKIMOHHPOBAHUS,
MeToJaMH 00y4eHHs, UCII0JIb30BAaHHEM B IIU(POBAHUM U paclpe/leNieHuH KIo4el, a
TaKOKe B IPYTUX 00JACTX M0 3aIuTe nHGOpMaIHH.

4. Kpatkoe comepxanue: VIckyccTBeHHbIe HelipoHHbBIe ceTH. X knmaccudukanus.
MHorocnolinble  He#iponHbie cetH. CTpykrypa. OOOCHOBaHHE BO3MOXKHOCTH
MpUMEHEHHUs. AJTOpPUTMBI  OOy4YeHHS  MHOTOCIOMHBIX HEHPOHHBIX  CETeH.
Camoopranmsyromuecss HelpoHHsle cetd. lllnppoBanme ¢ HCMOIB30BAaHHEM
HeHpoHHBIX ceTeit. HelipoceTeBoil moaxo K BEISIBICHUIO aTak Ha HHPOPMAITHOHHYIO
CHCTEMY.

5. KommeTreHTHOCTh: CIIOCOOHOCTHIO HCCIIe0BaTh yrpo3 HapylleHHus
MH(OPMAIMOHHOM 0€30MTaCHOCTH M COBEPILICHCTBOBATh METO/IbI, CIOCOOBIN CPEICTBA
3anMThl HHPOPMAIMK B MpoIecce cOOpa, XpaHEeHHs | 0OpPabOTKH; CIIOCOOHOCTHIO
paSpa6aTbIBaTb HOBBIC 154 COBCPILICHCTBOBATh HMCIOIIIHUECCA TEXHOJIOTNMH
HASHTUQHUKAIUN U ayTeHTH(QUKAMNA  II0JIb30BaTeNIeH u  cyOBeKToB
HMH()OPMAIMOHHBIX MPOIECCOB, CUCTEM Pa3TpaHUIECHHS TOCTYIIA

6. OxwumaeMble  pe3yNbTaTBLyMEeTh:  ONPENENATH  NPOTPaMMy  NPOBEICHHS

UCCNIEOBAaHMIl,  WCIIONB30BaTh M TPUMEHATH  HMX B COBPEMEHHBIX
I/IHCbOpMaL[I/IOHHOKOMMyHl/IKaLIl/IOHHbIX TCXHOJIOTUAX, HWCIIOJb30BATh TeOpeTI/IquKI/If/i
MaTepuaJl B MEJaroruuyeckod,  HAy4YHOUCCIEIOBATEIBCKOW,  TBOPUYECKOH,

praBJ’leH‘leCKOﬁ JCATCIIBHOCTAX

TypembaeB A6munbaa
Typembaesnu K.¢-
M.H.,
1.0.2CCOLIUPOBAHHOTO
mpodeccopa




1. Prerequisites: Web Application Security / Vulnerability and Security of Web.
Technologies. Web Application Security Testing

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: to familiarize students with the neural network
approach in modeling various processes, the principles of their functioning, teaching
methods, use in encryption and key distribution, as well as in other areas of information
security.

4. Summary: Artificial neural networks. Their classification. Multilayer neural
networks. Structure. Justification of the possibility of application. Algorithms for
training multilayer neural networks. Self-organizing neural networks. Encryption using
neural networks. A neural network approach to detecting attacks on an information
system.

the ability to investigate threats to information security violations and improve methods,
methods and means of protecting information in the process of collecting, storing and
processing; the ability to develop new and improve existing technologies for identifying
and authenticating users and subjects of information processes, access control systems
be able to: determine the research program, use and apply them in modern information
and communication technologies, use theoretical material in pedagogical, research,
creative, managerial activities

Tureshbayev Abdilda
Tureshbayev Ph. D.,
Acting Associate
Professor

b)Kayincizaik
HeifponakeTTepi
HeiiponakeTst
6€30MacHOCTH
Neuropackages of
security

(mMuHOp, Minor)

Emtxa
H
Dk3ame
H
Exam

Tect
Tect
test

1. IlpepexBmsurrep:  Python  Ttiminne Oarnmapimamanay, Java — Oarmaprnamanay
TEXHOJIOTHSICBI

2. IMocTpekBU3UTTEP: KICIMTIK MOHIEDP, MEMIICKETTIK EMTHXaH, AUIUIOM/IBIK K00a

3. IToHHIH MaKcaThl: TMOHII WrepyAiH MAaKCaThI-HEHPOHIBIK JKEJIepai CHHTE3IeY
QMICTEPiH 3epTTeY XKOHE OJIap bl IPAKTHKAIBIK KOJIIaHy.

4. Kpickaiia Ma3MyHbI: HEHPOHIBIK >Kkenmiepre kipicme. IleprentpoHAbIK kemiiep.
ChI3BIKTBIK HEHPOHIBIK >keninep. Pamuangsl Oaszucrtik xeninep. KalTamaHaTelH HEHpPOHABIK
Keiep.

5. Kysblperriniri:  AKnaparThlK —TEXHOJOTHSUIAp — camachlH  Oackapy — OoWbIHIIA

KykaTtrapapl pgaiibigayra Jlaiibiapik. JKoGamay OOBEKTICIHIH camacklH KaMTaMachl3 €Tyre
apHaJIFaH OHJIPICTIK KoHE OH/IPICTIK eMec MIBIFBIHAP B! OaFanay MYMKIHIITI

6. Kyrtinerin HoTWXKenep: MeEHrepyl THIC: HEHPOHABIK JKENMUIEpAi  KypacThIpy;
HEHPOHJIBIK JKEJIep/li OKBITY; KOJNIaHOanbl ecenTtepii LIemy YIIiH HEeHpOHABIK >Keniiepai
KommaHy; MeHrepyi Tnic: MATLAB sxyiiecinne HeHpOHIBIK KeIlinepai MoJenbey TaFAbLIapEbI.
KaOisieTi MeH JalbIHJIBIFbIH KOPCETYi KePeK: HEHPOH/IBIK JKEeJliHI MPAKTHKa1a KOJIIAHY

Jlayr6aeBa A.O.-T.F.K.,
KaybIM.IIpodeccop
Mm.a.

1. IIpepexsusutsl: IIporpammupoBanue Ha s3bike Python, TexHomorus nporpaMmupoBanust Java

2. ToctpexBusutsl: IIpodeccroHanbHble MUCIUIUINHEL, TOCYAAPCTBEHHBIN 3K3aMeH, JUIUIOMHBII
MPOEKT

3.Henp mucummmHel:  L{enbio OCBOSHMS IUCHUIUIMHEI SIBISIETCS W3YYCHHE METOJOB CHHTE3a
HEMPOHHBIX CETeH U UX MPAKTUUECKOTO MPUMEHEHHS.

4. Kpatkoe conepxkanue: Bmenenue B HelipoHHble cetd. IlepcentponHsle cer. JIuHelHbIe
HellpoHHEIe ceTH. PajnanbHble 6a3ucHble ceTn. PekyppeHTHBIe HeHipOHHBIE CETH.

5. KomrieTeHTHOCTH: [ 'OTOBHOCTS  TIPOBOJMTH IMOATOTOBKY JOKYMEHTAI[MA II0 MEHEKMEHTY
KayecTBa MH(POPMAIMOHHBIX TeXHONOrHH. CIIOCOOHOCTh TMPOBOAUTDH OLICHKY MPOU3BOJCTBEHHBIX
1 HeNIPOM3BOJICTBEHHBIX 3aTpaT Ha 00ecIeueH e Ka4ecTBa 00 BEKTa IPOSKTHPOBAHNUS

6. Oxumaemble  pe3yNbTATBIAODKEH — YMETh:KOHCTPYHPOBAaTh HEHpPOHHBIE CeTH; 00ydarh
HEHPOHHBIC CETH; NPHMEHATh HEWPOHHBIC CETH JUIS PEUICHHs NPUKIAIHBIX 3a]ad; JOJDKEH
BJIAJIETh. HABBIKAMM MOJEIUPOBAaHMsS HEHpoHHBIX ceTell B cucreme MATLAB. JIOJKEH
JIEMOHCTPHPOBATh CHOCOOHOCTh U FOTOBHOCTB: IIpUMEHSATh HEHPOHHBIN CEeTH Ha NPAKTHKE

Jlayr6aeBa A.O.-K..T.H.,
1.0. accoll. mpodeccopa




1. Prerequisites: Programming in Python, Java programming technology

2. Post-requirements: Professional disciplines, state exam, diploma project

3. The purpose of the discipline: The purpose of mastering the discipline is to study the methods
of synthesis of neural networks and their practical application.

4. Summary: Introduction to neural networks. Perceptron networks. Linear neural networks.
Radial basis networks. Recurrent neural networks.

5. Competence: Readiness to prepare documentation on information technology quality
management. The ability to assess production and non-production costs for ensuring the quality
of the design object

6. Expected results: must be able to: design neural networks; train neural networks; apply neural
networks to solve applied problems; must possess: skills of modeling neural networks in the
MATLAB system. Must demonstrate the ability and willingness to: Apply neural networks in
practice

Dautbaeva A.O.-C.t.s.,
acting professor
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a) YJIKeH aepeKTep
Kayincizairi/
BesonacHoctb 00mbIIMX
naHHbIX/

Big data security

Emtuxa

Dk3ame

Exam

Tect
Tect
test

1. TlpepexBusurtepi: Web koceimmianmap Kayimcizairi/ Web TexHOIOTHsIIapAbIH
OCAaJIJIBIFBI MCH KayiINci3/ir

2. TocrpexBusurrep: KocinTik mpakTika, MEMJIEKETTIK eMTHXaH, TUITIOMIBIK K002

3. Ilemmin Maxcatbl: VIHTepHeT KeHICTIriHOE YIKEH JepekTep, OYITTHIK
TEXHOJIOTHSUIAp, WHTEPHET 3aTTapblH KOpFay JKOHE KayilCi3[iriH KaMTaMachkl3 eTy
MaceJeNnepiMeH TaHBICTBIPY

4. Kpickama Ma3myHbl:VIHTEpHETTE YJIKEH AepeKTepai THIMII e Kayirci3 KojaaHy,
Tajay KYMBICTApbIH JKYPri3y, KeNTereH naiianaHybuIapablH KONAaHybl OapbIChIHIA
OJIAPJIBIH KAYITCI3AIriH KaMTaMachl3 €Ty 9iCTepi MEH TEXHOJOTHAIAPHI; Kayill TypJiepi
MEH oJIapiaH KOPFaHbIC MIapajapblH MEHIePei.

5. Kyseiperriniri: YJKeH IepeKTepHiH KayilCi3diriH KaMTaMachl3 €Ty, KOPFaHBIC
mapajapsl MCH HapaMeTpiiepiH KoJJaHy, madybuiaap MEH KHOepKayinTepre Taijam
Kacay.

6. Kyrinerin HoTmwxke: YIKEH NepeKTepre TOHETIH KayinTep MeH Madybuiaapra,
JKyHenepre MOHUTOPHHT JKYPTi3eai, Tanaay HOTHKENIEpiHe opail KOpFaHbIC IapalapbiH
KOJIJaHa aJa/ibl.

Tynerenosa 2.H.
9.F.K., aFa OKBITYLIBI

1. TIlpepexBusutsl: besonacHocts Web npuioxenuit/ Ys3BUMOCTh U 0€301IaCHOCTD
Web texHonornit

2. TocrpexBusutsl: IlpodeccroHanbHas NpakTHKA, TOCYAAPCTBEHHBIM 3K3aMeH,
JTUTUTOMHBIH TIPOEKT

3. Uenp mucummumasl: O3HAKOMHUTH CTYOEHTOB C TIpoOIieMaMu OOecTIiedeHust
0e30MacHOCTH U 3alIUTHl HHTEPHET-PECYPCOB, OOJIAUHBIX TEXHOJIOTHIL, OOIBIINX
JTAHHBIX B HHTEPHET-IPOCTPAHCTBE.

4. Kparkoe conepxanue: DPpQekTuBHOE M 0€30MacHOE HCIOIb30BAaHHE OONBIINX
JNaHHBIX B HHTEPHETE, NPOBEJCHHE aHAJIUTUYECKOH paboThl, METOIbl |
TEXHOJIOTHU obOecreueHnsi 0€30MacHOCTH MHOTOUYHMCIICHHBIX IOJIb30BaTeNeH MpH
UX UCIIOJB30BAHUU; BUIBI YI'PO3 U MEPLI 3allIUTBI OT HUX.

5. KowmmnerentHocth: ObecnieueHne 6e30MaCHOCTH OONBIINX JAHHBIX, TPHMEHEHHE
3aIIUTHBIX MEp U IapaMeTPOB, aHAJIM3 aTak U KHOepOe30macHOCTH.

6. Oxunmaemblii pesynbrar: IIpOBOJMT MOHHTOPHUHI Yrpo3 W aTak, CHCTEM,
YIPOXKAMOIMIUX OOJBIIMM JaHHBIM, MOXKET NPHMEHATh 3alIUTHBIE MEphl IO
pe3ysbTaTaM aHaIn3a.

Tynerenosa O.H.
K.3.H., cTpamuit
Ipero/iaBaTenb




1. Prerequisites: Web application security/ vulnerability and security of Web
technologies

2. Post-requisites: Professional practice, state examination, diploma project

3. Aim of the course: To familiarize students with the problems of ensuring security
and protection of Internet resources, cloud technologies, and big data in the
Internet space.

4. Short content: Effective and secure use of big data on the Internet, conducting
analytical work, methods and technologies to ensure the security of numerous
users when using them; types of threats and measures to protect against them.

5. Competencies: Securing big data, applying security measures and parameters,
analyzing attacks and cybersecurity.

6. Expected result: Monitors threats and attacks, systems that threaten a large fact,
can apply protective measures based on the results of the analysis.

Tulegenova E. N.
candidate of economic
Sciences, senior
lecturer
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B)Taparburran xyiienep
JKoHE OIIOKYEiH
TEXHOJIOTHACHI/
Pacnpenenennsie
CHUCTCMBbI U TEXHOJIOTHA
6nokueiin / Distributed
systems and blockchain
technology

Emtxa
H
Dx3ame
H
Exam

Tect
Tect
test

1.IlpepexBusutrrep: [epexTep KOPBIH YHBIMIACTEIPY, OacKapy jKoHe Kopray

2. IloctpexBu3ntrep: KBaHTTBHIK KpHnTorpadus

3.I1oHHIH MaKcaThl: OJIOKYSHHHIH TeXHUKAJIBIK HeTi3aepin, Bitcoin.
OpranslKTaHaAbIpeUIMarad Bitcoin jkelniciH, TUPUHTTIK apXUTEKTYPaHbI,
TpaH3aKIIUIApABIH OMIpIIiK HUKIIIH )KOHE Kayilci3aiK npuHIUnTepiH Tangay. CoHnaii-
aK, TapaTbUIFaH Ti3UTIMIEp, COyJIeT )KOHE KYMBIC IPUHIHUITEP], aKbUIIBI
KeJticiMIIapTTap, IPakTUKAJIbIK MOceleepi eIy YIIiH TapaThUIFaH Ti3UIiM
TEXHOJIOTHSCHIH KOJIJaHy, NICMIIMEreH Macelenep MeH JaMy IepCIeKTHBANAphI
KapacThIPbLIa L.

4.Kpickanra Ma3MyHbI: BIoKueiH TeXHOIOTHSACHIHBIH HETI3Ti YFhIMAapbIMEH, OJIOKYeiH
apXUTEKTypachbIMeH, OJIOKYEHH TpaH3aKIMICHI KaJlai )KYMBIC ICTeH i, TapaThuIFaH
JePEKKOpJIap bl YHBIMIACTHIPY YIIiH OJOKYEHH TEXHOJIOTUSACHIH Maijanany,
KPHUIITOBATIOTANAD, OJOKYEHH TEXHOJOTHACHIHBIH KPUNTOTPadMsIIBIK HEeTi3aepiMeH
TaHBICTHIPY. Net miaTdopma, XIIHHT, OJOKYeHH OIOK Ti30eTiHiH nepeKTep
KYPBUIBIMBI - TexHosorws, .Net mraTdopmacsiHga OI0KIeHH TeXHOIOTHACHIH SHT13Y.
5.Kyzeiperriniri: by kypcra cTyieHTTep 0I0KYelH TEXHOJIOTUSCHIHBIH (HeMece
JKaJIIBI TApaThIIFAaH PEECTP/IbIH) HETi3 TEXHUKAJIBIK MIEMEHTTEPiH, COHAa-aK cMapT
KOHTPAKT TEXHOJIOTHSIIAP CHAKTHI KeHOIp KOChIMIIIA MYMKIHAIKTEpIi YHpEHEe .
6.Kyrinerin Hotmkenep: by kypc cryaeHTTepre ockl matdopmManapia THiMA
KOCBIMIIIAJIApBI 93ipIieyre jkoHe OJIOKYEHH TEXHOIOTHACHIHA KaThICTHI 9pi Kapai
3epTTeyep KYPri3yre KOMEKTECETiH CTYACHTTEPre OChl TEXHOJIOTHUAHBI )KAaKCHI TYCIHY1
YIIiH CTyJeHTTepre OapibIK KaXXeTTi OLTiMIl (COHBIH iNIH/E THNTIK OJOKYEHH
JKYHECiHIH 1IIKi )KYMBICBIH) Oepe anazapl. . ExiHIIi )kaFbIHaH, Kype CTYACHTTEpICH
Oarqapiamanay ToKipuOeciH Tajamn eTe/i, oUTKeHi 013 CTyaeHTTepre cMapT
KelTliciMIIapTTapapl Kajaid OaraapiamMaiay KepeKTiriH yiperemis.

AnpaHoBa OcenxaH
BarnartkpI3bl, ara
OKBITYIIBI PhD/
AnpaHoBa AcenpxaH
bargaroBHa,
cTapuInii
npenoaasarens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




1.IIpepexBusutsl: OpraHuzaiys, yIpaBieHHe U 3a1uTa 0a3 TaHHBIX
2.IToctpexBusuThl: KBanToBas kpunrorpadus

3.1enp MUCHUIIMHBL: H3y4CHNE TEXHUUECKHX OCHOB OoK4eiiHa, Bitcoin. Ananus
JeLIEHTPAIM30BaHHOM ceTu Bitcoin, MUPUHTOBOI apXUTEKTYpHI, )KU3HEHHOTO ITHKJIa
TpaH3aKIUH ¥ IPUHIUIIOB 00ecrieueHns 6e30IacHoCTH. M3ydenne MeToank
pa3paboTku O10KueHH-TIprtoxkeHni. Takxke paccmaTpuBaioTest Pacnipenenennsre
PEecTphl, apXUTEKTypa U MPUHIUITEI pabOTHI, CMapT-KOHTPAKTHI, IPIMEHEHUE
TEXHOJIOTHHU paclpee]IeHHbIX PeeCTPOB Il PEIICHUS IPAKTHIECKHX 3a/1ad,
HepelIeHHbIe TPOOIEeMbI ¥ MEPCIIEKTUBBI PA3BUTHSI.

4.Kpatkoe cozmepkaHue: BBeneHre OCHOBHBIMH MOHATHSMH TEXHOJOTMH OJOKYElH,
APXUTEKTYpOil OJOKYEHH, MOPSIKOM paboThl OMOKYEHH-TpaH3aKUUHM, Ha3HAYeHUE
OJI0K4YeiH, OrpaHWYEHUSIMU TEXHOJIOTHH ONOKYEHH, HCHONB30BaHHEM TEXHOJIOTUH
OJOKYEHH JUIi OpraHM3allMd pAaclpeleleHHbIX 0a3 JaHHBIX, KPHUIITOBAIIOTOH,
KpunTorpadM4ecKiMi OCHOBaMH TEXHOJNOTMH OnokueiiH Ha 1uiatrdpopme .Net,
XEIIMPOBAaHNUEM, CTPYKTYpOH MJaHHBIX IIEHOYKH OJOKOB OJIOKYEHH-TEeXHOJIOTHH,
peanu3anuei TeXHOIOTHH OJIoKUeiH Ha ratdopme Net.

5. KomnereHTeHTHOCTh: B 3TOM Kypce CTyAeHThl H3ydyaT KIIOYEBbIE TEXHUYECKHE
JJIEMEHTHI, JIeKallieé B OCHOBE TEXHONOTHMM OJOKYeHHa (MJIH B IEIOM
pacmpesienneHHOTO peecTpa), a TakKe HEKOTOPHIE JONOIHUTENbHbIE (DYHKIHH, TaKHe
KaK CMapT-KOHTPAKTHI, TEXHOJIOTUH.

6.0xxuaeMbplii  pe3ynbTaT: ITOT KypC MOXET MpPeNoCTaBUTh CTYIEHTaM Bce
HEOOXOIVMBIC 3HaHMS (BKIIOYAs BHYTPEHHEE YCTPOWCTBO THIIMYHOH CHCTEMBI
OJI0K4eifHa), YTOOBI CTYICHTHI XOpPOLIO MOHHMAIHM 3Ty TEXHOJIOTHIO, YTO MOXKET
TIOMOYb CTYZAEHTaM pa3padaTeiBaTh 3((GEeKTUBHBIC MPUIOKEHHS HA ITHX IUIaTGopMax
¥ TIPOBOJIUTH JalbHEHIINE HCCIEIOBAaHMS, CBS3aHHBIC C TEXHONOrHer Onokueiina. C
JpYTro# CTOPOHBI, Kypc TpeOyeT OT CTyICHTOB HAIWYHS OIBITa IPOTPaMMHPOBAHNS,
MTOCKOJIBKY MBI HAYYHM CTYJECHTOB MPOTPaMMHUPOBATh CMAPT-KOHTPAKTHIL.

AnpaHoBa OcenxaH
barnaTkpi3bl, ara
okpITyIIel PhD/
AnpaHoBa AcenbXxaH
BarnmarosHa,
CTapIIui
npenoxasarens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD




1. Prerequisites: Organization, management and protection of databases
2.Post-requirements: Quantum Cryptography

3.The purpose of the discipline: the study of the technical foundations of blockchain,
Bitcoin. Analysis of the decentralized Bitcoin network, peer-to-peer architecture,
transaction lifecycle and security principles. Study of blockchain application
development techniques. Distributed registries, architecture and principles of
operation, smart contracts, the use of distributed registry technology to solve practical
problems, unresolved problems and development prospects are also considered.
4.Summary:Introduction to the basic concepts of blockchain technology, blockchain
architecture, how a blockchain transaction works, the purpose of a blockchain, the
limitations of blockchain technology, the use of blockchain technology to organize
distributed databases, cryptocurrencies, cryptographic fundamentals of blockchain
technology on the .Net platform, hashing, the data structure of the blockchain block
chain - technology, the implementation of blockchain technology on the .Net platform.
5.Competence: In this course, students will learn the key technical elements behind
blockchain technology (or the distributed ledger in general) as well as some additional
features such as smart contracts, technologies.

6.Expected result:This course can provide students with all the necessary knowledge
(including the inner workings of a typical blockchain system) so that students have a
good understanding of this technology, which can help students develop effective
applications on these platforms and conduct further research related to blockchain
technology. On the other hand, the course requires students to have programming
experience as we will teach students how to program smart contracts.

AnpaHoBa OcenxaH
barnaTkpI3bl, ara
oKkpITyLIbl PhD/
AnpaHoBa AcenbxaH
barnaroBna, crapmuii
npenorasatens PhD/
Adrianova Aselkhan
Bagdatovna, Senior
Lecturer PhD
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A)DKOHOMHKA KOHE
OHIIpicTi
yiteIMaacTeIpy/
DKOHOMHKA U
OpraHu3aIus
MpOU3BOJCTBA/
Economics and
organization of
production

Emtxa
H
Dx3ame
H
Exam

Tect
Tect
test

1.IIpepexBusnurTep: DKOHOMHKA XoHEe OM3HEC Heri3aepi (MEeKTen KypcChl)

2. TToctpexBusurrep: KacinTik monmep

3.IlonniH Makcarel: CTyIOeHTTEpAiH OSKOHOMHKA JKOHE OWM3HEC HeTi3JepiHiH
MPUHIMAINTEPIH MEHTepy; SKOHOMHUKAIBIK OHIMAEPAl iCKe acelpy YIOiH Kasipri
HHTerpalMsUIaHFaH OaFapiiamaiay KyHenepiHae )KyMbIC icTey AaFabUIapbiH MEHrepy;
CTYISHTTEp/iH ajFaH OlTiMIepiH MeHrepy.

4.Kpickania Ma3MyHBI: DKOHOMUKA jKOHE OM3HEC HeTi3zepi: Herisri TYCIHIKTep JKoHe
OoNapiAblH  aHBIKTaMalapel; OKOHOMHMKa JKOHe OHW3HEC  Heri3fepi  JKaimbl
kypsutbiMbIHIarel JKBK opHanmacybl, DKOHOMHKA jkoHE OW3HEC Herizzepi jKikTemimi
JKOHE KYPBUTBIMBL. DKOHOMHKA JKOHE OM3HEC Heri3/epi KiIacCupHUKaIusIChl. DKOHOMHKA
JKoHE OW3HEC HETI3JepiHiH epeKmIeNikTepi. DKOHOMHKa >KoHe OW3Hec Heriaepi
o0BekTiziepi. DKOHOMHKaA KOHE OHM3HEC Heri3lepi MPUHLIUNTEpPi. EHTi3y-mIbIFapyabt
OarmapiIaMaiblK KAMTaMachI3 €Ty MPUHIMITEPl. DKOHOMHUKAHBIH 11IKi XKyifeci
5.Ky3bIperTiiri: DkoHOMHKa XaHe OM3HEC HeTi3/iepiHiH HaKThl KOH(HUIYypalusiapbH
GanrTay; TarlChIpMaHbl KOIO JKOHE OHBI LICIIy AJTOPHTMIH jkacay, DKOHOMHKA KOHE
OusHec Heri3zmepi KyilenepiH maiimanaHy, Herisri KykaTrapael —a3ipIiey,
nporpaMmanayzblH Ka3ipri 3aMaHFbl XKyienepiMeH )KyMbIC jkacayFa KabinerTTi.

6. Kyrtinerin HoTmke: OKOHOMHKAa JKOHE OW3HEC HETI3Zepl KOHE OJapAbl
OKIMIIUTEHAIPY JaFIbUTaPhIH; MPOLIeaypatblK koHe OBb TinaepiH, skoFapsl AeHT e Ier
SKOHOMHKA >KOHEe OW3HeC Heri3epi MiHAETTEpAl IIelmly YIIH OaFaapiaMalibiK
Kypangapipl TaijanaHy ojicreMeciH; OargapiaMalblK KeLICHAep MEH JepeKTep
KOPBIHBIH KOMIIOHEHTTEpiH o3ipieyai, Ka3ipri 3aMaHfbl acHanThK Kypajajap MeH
OarJapiaManay TeXHOJOTHsUIApbIH MaliJalaHy /1bl MEHI'epPIeH.

EpHuszoa XK.- 5.7 K,
ara OKBITYLIBI




1.IlpepexBusutbl:  OCHOBBI ~ SKOHOMMKM W  OusHeca  (IIKOJBHBIA  Kypc)
2.ITocTpeKBU3UTHI: [IpodeccuonansHbie JIUCLUIINHBI
3. Lens mucuumuinebl: OBnajieHUe CTyJEHTaMH OCHOBaMH 3KOHOMHUKHM M OH3Heca;
OBJIAJICHHE HABbIKAMM pPAOOTHI B COBPEMEHHBIX HHTETPHPOBAHHBIX CHCTEMAax
MIPOTPaMMHPOBAHUS UL pean3allii SKOHOMHYECKHUX MPOIYKTOB;, OBJAJCHHE
3HAHMSIMU, MIPUOOPETEHHBIMI CTyICHTaMHU.
4 Kparkoe conepskanue: OCHOBBI PKOHOMUKH M OW3HEca: OCHOBHBIC MOHSTHS M UX
omnpenenenns; Paconoxenne GMP B o6mieit cTpykType OCHOB S5KOHOMUKH 1 OHM3HEca,
KiIaccuUKalusg U CTPYKTypa OCHOB DKOHOMHKH M Ou3Heca. Knmaccudukauus ocHOB
9KOHOMMKHU U OusHeca. OCOOEHHOCTH OCHOB 3KOHOMHKH U OHM3Heca. OOBEKTHI OCHOB
SKOHOMHUKU M Om3Heca. OCHOBBI 3KOHOMHKH U OusHeca. [IpHHIUIBI TpOTrpaMMHOTO
obecniedeHus BBOJIA / BBIBOJIA. IMoncucrema SKOHOMHKHU
5.KomnerenTHOCTE: KOppeKTHpOBKa KOHKPETHBIX KOH(UTYpAIii OCHOB SKOHOMHKH H
OusHeca; YMeeT yCTaHABIMBAaTh aJTOPHTMBI JUI ITOCTAHOBKU 3alad M MX PEIICHH,
HCTIONIb30BaTh OCHOBBI SKOHOMHKHM M OM3Heca, pa3pabaTeiBaTh 0a30BBIE JTOKYMEHTH,
paboTath c COBPEMEHHBIMH cHCTeMaMHu NIPOrpaMMHUPOBAHUSL.
6. Oxumaembiit pesynprar: OCHOBBI JKOHOMHKM U OW3HEca M HAaBBIKA HX
aJIMUHHCTPHPOBaHUs; mpouexypusie u OBB  s3bIkH, MeTOABI HCIOIB30BAHHA
MIPOTrpaMMHOTO OOECIeUeHHsI AT PEIICHHs 3aJad OCHOB SKOHOMHUKH M OW3Heca Ha
BBICOKOM YPOBHE; OCBOMJI pa3pabOTKy NPOTPaMMHBIX IAKETOB M KOMIIOHEHTOB 0a3
JNaHHBIX,  WCIIONH30BAaHUE  COBPEMEHHBIX  HHCTPYMEHTOB M TEXHOJIOTHI
IIPOrpaMMHPOBAHMYSL.

Epnuszosa XK.-k. 3. H.,
CT. TIPETIOIaBaTellb

1. Prerequisites: Fundamentals of Economics and Business (school course)

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: Mastering the basics of economics and business by
students; mastering the skills of working in modern integrated programming systems
for the implementation of economic products; mastering the knowledge acquired by
students.

4. Summary: Fundamentals of economics and business: basic concepts and their
definitions; The location of GMP in the general structure of the fundamentals of
economics and business, classification and structure of the fundamentals of economics
and business. Classification of the fundamentals of economics and business. Features
of the basics of economics and business. Objects of the basics of economics and
business. Fundamentals of economics and business. Principles of 1 / O software.
Subsystem of the economy

5. Competence: Adjustment of specific configurations of the basics of economics and
business; Can set algorithms for setting tasks and solving them, use the basics of
economics and business, develop basic documents, work with modern programming
systems.

6. Expected result: Fundamentals of economics and business and their administration
skills; procedural and OBB languages, methods of using software to solve problems of
the basics of economics and business at a high level; mastered the development of
software packages and database components, the use of modern programming tools
and technologies.

Erniyazova Zh. -
Candidate of
Economics, senior
lecturer
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1.IIpepexBusnurrep: DKOHOMHKA XoHe OU3HEC Heri3aepi (MeKTen Kypehl)

2. TToctpexBusutrep: Kacintik monaep

3.ITonnin wMakcarel: CTyOeHTTEpAiH OKOHOMUKA JKOHE OH3HEC Heri3IepiHiH
MPUHIMITEPIH MEHrepy; SKOHOMHKAJBIK OHIMAEpHi iCKe achlpy YIUiH Kasipri
HHTeTpalisUIaHFaH Oarmapiamanay xylienepinue )KYMbIC iCTey TaFIbuIapblH MEHIepY;
CTYISHTTEp/IH ajFaH OlTiMIepiH MeHrepy.

4.KpIckanra Ma3MyHBI: DKOHOMUKA JKOHE OM3HeC HeTi3iepi: Herisri TYCIHIKTep JKoHe
oNmapABlH  aHBIKTAaMalapel; OKOHOMHKAa JKoHe OHW3HeC  Herizjepi  IKajIsl
kypoutsiMbiHAaFEl JKBK opHanacysl, DkoHOMHKaA XoHE OW3HEC Heri3aepi KikTemimi
JKOHE KYPBUIBIMBL. DKOHOMHUKA JkKoHE OM3HEC Heri3zepi KiIacCUpUKaIUIChl. DKOHOMHKA
JKoHE OW3HEeC HeTI3AepiHiH epeKIIeNiKTepl. ODKOHOMHMKAa >KoHe Ou3Hec Heriaepi
o0bexTiziepi. DKOHOMHKA JkKOHE OHM3HEC Heriznepi HNpuUHUUOTEpi. EHrisy-msirapyasl
OarapiaMalIbIK KAMTaMachl3 €Ty IPHHIMNTEpi. DKOHOMHUKAHBIH 1IIKi JKyHeci
5.Ky3eIperTiniri: DkoHOMHKa oHe OWU3HEC HeTi3/iepiHiH HaKThl KOH(QHUTypanusuiapbH
Oanray; TalCBIpMaHbl KOO JKOHE OHBI IICIly aJTOPUTMIH jkacay, DKOHOMHKA JXOHE
OusHec Herizaepi JKYHenepiH —maianaHy, HETi3Ti KyKaTTapael —d3ipliey,
MporpaMManayablH Ka3ipri 3aMaHFbI XKyieTaepiMeH KYMBIC jkacayFa KaOineTTi.

6. Kyrinerin HoTmKe: OKOHOMHKAa JKOHE OH3HEC Heri3gepi JKoHE OJaplbl
OKIMIIUTIEHAIPY JaFIbUIaPIH; MPOLIenypaiblK skoHe OBb TinaepiH, skoFapbl JeHrelaeri
9KOHOMHKA >KOHEe OW3Hec Herizaepi MiHAETTEpAl INemy YLIH OaFaapiaMaiiblK
Kypajjapael TaiiianaHy oficTeMeciH; OarjapiamanblK KemIeHAep MeH IepeKTep
KOPBIHBIH KOMITOHEHTTEpiH a3ipieyxi, Ka3ipri 3aMaHFbl acHanThIK Kypanjap MeH
OarJapiaMalay TEeXHOJOTHsUIApBIH NalJaJIaHy bl MCHI'€preH.

Epnusizosa XK.- 3.7 K,
ara OKBITYLIBI

1.I0pepexBusutbl: OCHOBBHI ~ 3KOHOMHKM W  Ou3Heca  (IIKOJBHBIH  Kypc)
2.IToCTpeKBH3UTHI: [podeccnonansHbie JIACLUIIUHBI
3. Uenp mauctmmummasl: OBlajieHHe CTyISHTAMH OCHOBAaMH SKOHOMHKH W OW3Heca;
OBIIQJICHHNE HAaBBIKAMH pPAa0OTBI B COBPEMEHHBIX HMHTETPHUPOBAHHBIX CHCTEMax
MPOTPaMMHPOBAHUS Uil peajn3alldiil dKOHOMHYECKUX TPOAYKTOB; OBJaJCHUE
3HAHHSIMH, MPHOOPETCHHBIMHU CTYZICHTaMHU.
4 Kpatkoe conepxanue: OCHOBBI SKOHOMUKH M OW3HEca: OCHOBHBIC MOHITHS M UX
onpeneneHus; Pacnonosxxerne GMP B 00111e#i CTPYKTYype OCHOB SKOHOMHKHU U OH3HEca,
KJIaccuUKaIKs U CTPYKTypa OCHOB SKOHOMHKH M OusHeca. Kiaccuduxanus ocHOB
9KOHOMHUKHU 1 Ou3Heca. OCOOCHHOCTH OCHOB SKOHOMHKH U Om3Heca. OOBEKTHI OCHOB
9KOHOMHUKH H Om3Heca. OCHOBBI SKOHOMHKH W Ou3Heca. [IpHHIUIEI MPOTpaMMHOTO
obecmedeHus BBOJIA / BBIBOJIA. [Noncucrema 9KOHOMUKHU
5.KommerenTHOCTE: KOppeKkTHpOBKa KOHKPETHBIX KOH(GUTYpanii OCHOB SKOHOMHUKH H
OusHeca; YMeeT yCTaHaBIMBaTh aJTOPUTMBI JUIs MOCTAHOBKU 33734 M MX PEIICHH,
UCIIOJIb30BaTh OCHOBBI YKOHOMHUKHM M Ou3Heca, pa3pabareiBaTh 0a30BbIe TOKYMCHTHI,
pabortath ¢ COBPEMEHHBIMU CHCTEMaMHU IIPOrpaMMHUPOBAHHS.
6. Oxupmaemsblit pesynbrar: OCHOBBI JKOHOMHMKM UM OW3Heca UM HaBBIKH HX
aJIMUHHACTpUpOBaHuUs; mnpouenypHele u OBB  s3bIKH, METOABI HCHOIB30BAHHS
MPOTPaMMHOTO O0ECIeUeHus ISl pelleHHs 3aad OCHOB SKOHOMHUKH W OW3Heca Ha
BBICOKOM YPOBHE; OCBOWJI pa3paboTKy MPOTPaMMHBIX IaKETOB M KOMIIOHEHTOB 0a3
JNAHHBIX,  WCIOJb30BaHWE  COBPEMEHHBIX  WHCTPYMEHTOB M TEXHOJOTHI
IIPOrPAMMUPOBAHUS.

EpHuszosa XK.-k. 3. H.,
CT. IIPENOaBaTEeNb




1. Prerequisites: Fundamentals of Economics and Business (school course)

2. Post-requirements: Professional disciplines

3. The purpose of the discipline: Mastering the basics of economics and business by
students: mastering the skills of working in modern integrated progmmming systems
for the implementation of economic products; mastering the knowledge acquired by
students,

4. Summary: Fundamentals of economics and business: basic concepts and their
definitions: The location of GMP in the general structure of the fundamentals of
cconomics and business, classification and structure of the fundamentals of economics
and business, Classification of the fundamentals of economics and business. Features
of the basics of cconomics and business. Objects of the basics of economics and
business. Fundamentals of economics and business. Principles of 1 / O software.
Subsystem of the economy

5. Competence: Adjustment of specific configurations of the basics of economics and
business; Can set algorithms for setting tasks and solving them, use the basics of
cconomics and business, develop basic documents. work with modern programming
systems.

6. Expected result: Fundamentals of economics and business and their administration
skills: procedural and OBB languages, methods of using software 10 solve problems of
the basics of economics and business at a high level: mastered the development of
software packages and database components. the use of modern programming tools
and technologies.

Emiyazova Zh, -
Candidate of
Economies. senior
lecturer
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