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M3 | BII/ Matl | Marematuka 5 1 1 EmTxan Tect . IpepexBusuri:MaremaTtrika (MekTen Kypchl). XKan6erposa XK.T. -
KK 201 MaremaTuka Ok3aMeH TecT . INocrpexBuzuti: bIkTMManabIKTap TEOPHACHI KOHE MAaTEMAaTHKAJIBIK CTaTUCTHKA, J{ickperti | "MaTtemaruka sxoHe
B/B | Matl | Mathematics Exam test MaremMaTthka, MaTeMaTHKalIbIK Kpunrorpadus KOJITaHOaIIbI
K 201 . ITonnin makcatbl: [ToHAI OKBITYIBIH MaKcaTbl- MOHHIH TEOPHSJIBIK MaTepUalbiHA KipeTiH | MexaHuka'
BD/ Matl JKOFapbl MaTeMaTrka OeJiMIepiHiH Heri3ri YFhIMIapbIH, 3aHAapbl MCH TCOPHUSLIAPBIH HUIepy, | CEKIMSICHIHBIH
uc 201 HAKTBl MOCeNeNiep/i WISy YVIIiH 3epTTEelreH oJicTep MEH OmicTepiai KosjaHa Oity. | »KeTekmrici, 3.F.K.

. Kyseiperriniri:

MareMaTHKablK WHTYHLHUSHBI JKOHE CTYAEHTTIH OoJallaKk MaMaH/bIFbIHA OaiIaHbICThI
KOJIZIaHOAITBl CHIIATTAFBI €CENTEP/Il LICIIy e 3ePTTE/INeH MATEMAaTHKAIIBIK dICTEep/Ii KOAaHa
Oinyni gameity. CTyIeHTTEpAiH MaTeMaTHKAJbIK €CeNTep/l eIy HaKThl AafIblIapblH
KaJIBIITACTHIPY, MMM iC )KY3iHAe KOJalbl HOTHXEre KeTKi3y

. Kpickama masmynsl: JKublHAarbl HeTi3ri omepanusiap. apaiblK JKOHE MaHail YFBIMBI.

Teopema typinepi. DyHKIUsS KOHE OHBIH Kacuertepi. Jiemenrtap ¢(ynkiusuiap. Cax
Ti30eriniy meri. OyHKIUSHBIH HYKTEET1 Ieri koHe oHbIH KacuerTepi. Lllekci3 kimri sxoHe
LIEKCi3 YJIKEH maMaap, oJapblH apachlHaars! Oaiinanbic. Tamala mexrep.
MaremMaTHKaHBIH HETi3IepiH YHpeHyIiH [AeHreiliH KOFapbLIATHIIN,
HMH)XEHEPIIIK MoceleNepi Melryie MaTeMaTHKaHbIH 9/[iCTepiH MaliaataHyAblH OarbITTapbIH
KOJIIaHyIbI Oinesi.

. Kyrinerin Hotnxkesnep: AKmapaTThIK KayillCI3IiK calachlHIaFbl KOCIOU ecenTep/Ii ey xKoHe

MPOLECTEPII MOIETIbEY YIIH KapaThIBICTAHY FBUIBIMAAPHI MEH MATEMATHKA CaJIaChIHIAFBI
TEOPUSUTBIK JKOHE TMPAKTUKAIBIK OLTIMAI KOJMmaHaibl. ODIEKTp Ti30eri TEeOopHsICHIHBIH
MPUHIMIITEPIH JKOHE CHUTHAIIAPIBI CaHABIK eHaeyai Oimemi. Jepekrepai tammay kesinme
MallrHAIBIK OKBITY TYPJIEPiH KOJIIAHAIb.




IpepexBusuts: Maremaruka (LLIkonbHBIH Kype).

IocrpexBusutel: Teopust BeposTHOCTEH M MaTeMaTHYecKas CTaTHCTHKA, JUCKpeTHas
MaTeMaTuka, MaremMaTuueckast Kpunrorpadus

Hens aucunmimuel: Llenpro M3ydeHHs AMCLUILIMHBL SBISETCS OBJIAJICHHE OCHOBHBIMHU
HOHATUSAMHU, 3aKOHAMH U TEOPUSMH pPa3[eloB BbICIIEH MaTeMAaTHKH, BKIIOYECHHBIX B
TEOPETHUECKUH MaTepuall JaHHOM [MCUMIUIMHBI, YMEHHE HCIIOIb30BaTh H3y4YEHHBIE
IpUEeMbl M METOABl U PEIIeHHS KOHKPeTHBIX 3anay. PasBuBaTh MaTeMaTHUECKYIO
UHTYMIMIO M YMEHHE HCIOJIb30BaTh M3y4YCHHbIE MAaTEMaTHYECKHE METOIbl B PELICHUH
3a7a4 MPHUKIAJHOTO XapakTepa, CBA3aHHBIX C OyAylleHd CIelHaIbHOCTBIO CTYAEHTA.
@dopMHpoBaHUE y CTYJCHTOB TBEPJABIX HABLIKOB PEIICHHS MaTEMaTH4ECKUX 3aj1ad C
JIOBEACHUEM PELICHHs 1O PAKTUYECKU IPUEMIIEMOT0 pe3yIbTara.

Kpatkoe copepxkanne: OCHOBHbIE ONEpAlMU HajJ MHOXECTBAMU.MHTEPBAJbl U MOHATHE
OKpecTHOCTeH. BUbI TeopeM. DyHKIMS U ee cBoiicTBa. DneMenTapubie pynkuuu. [Ipenen
nocienoBaTenbHocTH 4uceld. Ilpenen ¢yHKumM B TOUKe M €ro coiictBa. beckoneuHo
MaJible 1 OECKOHEYHO OOJIBIINME BEINYUHBI, CBA3b MEX/Y HUMU.3aMeuyaTeIbHbIC NPE/ebl.
5. Kowmmnereniuu: 3HaeT, Kak HCIOIB30BaTh MaTeMaTHYECKHE METOAbl B PEIICHUH
WHXXEHEPHBIX 33/1a4, COBEPIICHCTBOBATh OCHOBBI MATEMATHKH.

OsxupaeMble pe3yibTaThl: [IpuMeHseT TeopeTnueckue U NpakKTHIECKHe 3HaHUs B 001acTH
€CTECTBEHHBIX HAayK M MATeMaTHKH I pemeHus npodeccHOHANbHbIX 3amady |
MOJICIIMPOBAHUS ITPOLIECCOB 001acTH MH(POPMAIIMOHHON 0€30MacHOCTH.

Kanbsiposa XK.T.-
PYKOBOAUTEIH
CEKITH
"MareMaTHuKH U
MIPUKIIaIHON
MeXaHHKH'",K.3.H.

Prerequisites: Mathematics (School course).

Post requisites: Probability theory and Mathematical Statistics, Discrete Mathematics,
Mathematical cryptography

The purpose of the discipline: The purpose of studying the discipline is to master the basic
concepts, laws and theories of the sections of higher mathematics included in the theoretical
material of this discipline, the ability to use the studied techniques and methods to solve
specific problems. To develop mathematical intuition and the ability to use the studied
mathematical methods in solving applied problems related to the student's future specialty.
Formation of students' solid skills in solving mathematical problems with bringing the
solution to a practically acceptable result.

Summary: Basic operations on sets. intervals and the concept of neighborhoods. kinds of
theorems. Function and its properties. Elementary functions. Number sequence limit. The
limit of a function at a point and its properties. Infinitesimal and infinitely large quantities,
the relationship between them. Remarkable limits.

Competencies: Knows how to use mathematical methods in solving engineering problems,
improve the basics of mathematics.

Expected results: He applies theoretical and practical knowledge in the field of natural
sciences and mathematics to solve professional problems and model information security
processes. Knows the principles of electrical circuit theory and digital signal processing.
Applies types of machine learning in data analysis.

Zhalbyrova Zh -
head of the section
"Mathematics and
Applied
Mechanics",
Candidate of
Economic Sciences
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Physics 1

Emtuxan
DK3aMeH

Exam

Tect
TecT
test

IIpepexBusuti: ®usuka (MekTen Kypcel).

TloctpexBusuri: dusnka II.

Ilonniy wMmakcatbl: ®usuka | mHOHIH OKBITyZa CTYISHTTEpAiH (U3HKAHBIH ipreni
NPUHIMOTEPIH MEHTepy, COHbIMEH KaTap oJIap[bl HaKThl €cenTepii Iemyre, ocipece
onapablH Oonamak KociOM ic-opekeri jkarmaiblHAa KojgaHa OLTy HaFibuUIapbIH JaMBITY
6acThl MaKcat GOJIBIT TaObLIa bl

Keickama ma3mynsl: Kypc GapbIChlHIa CTYIEHTTEpP MEXaHHKA, TePMOJUHAMUKA, JIIEKTP
JKOHE MarHeTH3M, ONTHKA >KOHE TOJKBIHJIBIK OINITUKAHBIH HETi3l YFBIMAAPhl MEH 3aHAapbIH
MEHTeperi.

Kysbiperriniri: Binim anymms! (pU3MKalIbIK TEOPUSIHbI, 3aHIbUIBIKTAPAbI, YFBIMAAPIbI, €cell
IIBIFAPY OJICTEPIH MEHrepe OTBIPhIN, TaOMFATTarbl KYOBUIBICTAD MEH MpOLECTEePIiH
(hU3MKACBIH TYCiHE] JKOHE ajFaH OUTIMIEpPIH MaMaH/IbIFbl OOMBIHIIA KOJIIAHAIBI.
Kyrinerin Hotmxenep: AKnapaTThIK KayilCi3fik canachlHAarbl KociOW ecemrepii miemry
JKOHE IpOoLeCcTeplli MOAENbJACY YILIIH JKapaTbUIBICTAHY FBUIBIMIAPEI MEH MaTeMaTHKa
CaJIaChIHAAFbl TEOPHUSIIBIK XKOHE MPAKTUKAIIBIK OUTIMAI KOIIaHa bl

Typceimarosa O. -
"MareMaTHKa KoHE
KOJITaHOa bl
MexaHuka'"
CEKIUSICHIHBIH aFa
OKBITYIIBICHL, PhD

N

IpepexBusutsl: Pusmka (MKOIBHBIH KYpC).

IToctpexBuzutsl: Guzuka I

Iens mucuunmuuel: B npenonaBanun ®usuku I ocHOBHOMH 1enbio SBISIETCS OBJAZCHHE
CTyACHTaMU CI)yH}IaMeHTaIIbeIMI/I NpUHOUIIAMUA (i)Hf}I/IKI/I, a TAK)K€ Pa3BUTHC HABBIKOB HUX
NPUMEHEHHs 1JI PEIICHUs KOHKPETHBIX 3alad, OCOOSHHO B YCIOBHSX HUX Oymymiei
npodecCUOHANBHON eI TeNIbHOCTH.

Kpatkoe conepxanune: Bo Bpemst kypca CTyIEHTBI H3y4alOT OCHOBHbIE TIOHSTHS U 3aKOHBI
MEXaHUKH, TEPMOJUHAMUKH, dJIEKTPUUECTBA U MAaTHETHU3Ma, ONITUKHU U BOJIHOBOW ONTUKH.
Kommnerennun: CTyaeHt Bnaaeer pu3ndec-Koi Teopuei, 3aKOHOMEPHOCTIMH, TOHATHSIMH,
METOJlaMH pelIeHMs 3a]ad, MOHUMaeT (HU3MKy SBICHHMH M HPOLECCOB B NPHUPOAE H
UCIIOJIb3YeT MOTyYCHHBIE 3HAHUS MO CNEIHaTbHOCTH

OsxupaeMble pe3yabTathl: [IppMeHsieT TeopeTHyeckue U MPakTUUeCKHe 3HaHNUs B 00J1acTH
€CTECTBEHHBIX HAayK M MATeMaTHKH Uil DPEIIeHUs NpOQeCcCHOHATBHBIX 3anady H
MOJISJTHPOBAHHMS MPOLIECCOB 001acTH HH(OPMAIIMOHHOM OE30MaCHOCTH.

Typceimarosa O.-
CT.IPEIMOJ. CeKIHN
"MareMaTuKH U
MIPUKITAaTHON
Mexanuku", PhD

N

. Prerequisites: Physics (school course).
. Post-requisites: Physics 1.
. The purpose of the discipline: The purpose of teaching the discipline: In teaching physics I,

the main goal is to teach students the fundamental principles of physics, as well as to develop
the skills to apply them to solve specific problems, especially in their future professional
activities.

. Abstract: During the course, students study the basic concepts and laws of mechanics,

thermodynamics, electricity and magnetism, optics and wave optics.

. Competence: The student creates a condition to own a physical theory, laws, concepts,

methods of solving problems, allows him to understand the physics of phenomena and
processes in nature and use the knowledge gained in the specialty.

. Expected results: He applies theoretical and practical knowledge in the field of natural

sciences and mathematics to solve professional problems and model information security
processes.

Tursimatova O. -
senior lecturer
section
"Mathematics and
Applied
Mechanics" PhD
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. Kyssiperriniri:

. IIpepexBusurrep: MHpopmaTika (MeKTeIN Kypehl)
. HoctpexBusurrep: C# Tininae 6araapiamanay TEXHOIOTUSCHI
. ITonnin makcartsl: IIoH crygenTrepre Oarnapiamanapibl Kypy YIIIH KOJJaHBUIATBIH

TEXHHKAJIBIK JKoHe OarapiaMalblK Kypaiapas! YHpeTy i KaMTHIBI.

. Kpickama mazmynsl: [Tonai urepyne C++ TiniHiH epekuienikrepi MEH MYMKIHAIKTepi, Tin

komnuisTopyapsl, C++ TimiMeH kyMmbic icteyre apnanran IDE, OarnapnamaHbIH
KYPBUIBIMBI, HETi3ri (yHKLUSANAp, IEpPEeKTepli CHTi3y-IIbIFapy, KapamaibiM JepekTep
TYpaepi, apupMeTUKaIbIK aMaliap, MacCUBTEp, KaTapiap, (yHKIMsIAp KiTalXaHalapsl,
JMHAMHKAJIBIK JepeKTep KYpbUIBIMBI: Ke3eKTep, TiziMaep, aramtap, Murepdeiictep xoHe
icKe acbIpy MYMKIHIIKTEpi KapacThIPbLIA/IbI.

OObeKTiNi-0arbITTalIFAH  XKOHE  HKAJITbLIAHFAH
TEXHOJOTHACHI HETi31HAe NporpaMMaray TiIIepiH TepeH MeHrepei

Oarnmapiamanay

. Kyrinerin Hotmxenep: Op0Oip OaraapiamanblK MOYJIb YIIiH OaFaapiiaManay KYpbUIBIMbIH,

npolenypanapbiH, Oarjapnamainay TUIl KiTalnXaHacblH aHbBIKTaiabel. bBarmapiamanbik
JKacaKTaMaHbI a3ipuey i aBTOMATTaHIbIPBLIFaH KypajiJapbiH KOJIlaHa/Ibl.
bBarnapnamainsik Ko/ TUTIHEH alibIpMalIbUIBIFBI OacKa OaFmapiamanay TUIAepiH/e KacalFaH
KOMIOHeHTTepAl Oipikripeni. Koxarel jka3y mnpouecinae napaiiens, (YHKIHOHAIIBI,
JIOTHKAJIBIK, OOBEKTire OarblTTaNFaH Oarnapiiamaniay oficTepiH, COHIai-ak MoliMeTTep
0a3achlH 93ipJiey MeH BeO-KochIMIIanap s, MoOMIbI KOCKIMIIAIAP/bI d3ipJiey oicTepin
KOJIJIaHa/Tbl JKOHE OJIApIbIH KAYIlCi3/1iri MoceseNepiH nenesi.

Meip3aes P.C. — ara
OKBITYIIIBI,
MareMaTHka
MarucTpi

N

. IIpepexBusuTsl : MudopmaTuka (ILKOIBHBIH KypC)
. IoctpexBusnTel: TexHOMOrHs MporpaMMpOBaHus Ha s3bike C#
. Henp aucrmnuasl: Jucnunianaa BKIOYaeT B cebs oOydeHHe CTY/ICHTOB TEXHUYECKHM U

IPOrpaMMHBIM HMHCTPYMEHTaM, HCIOJb3YEMbIM MJIsl CO3JaHHMA MpPOrpamMM, a TakKxke
HMHCTPYMEHTaM, HCIOJIb3YEMBIM B IPOrPaMMHUPOBAHUH.

. Kpatkoe comepkanme: B mporecce OCBOGHHS AMCLMIUIMHBI — PAacCMAaTPHBAOTCS

0COOEHHOCTH U BO3MOXKHOCTH s13b1ka C++, KoMIuIsiTopsl si3bika, IDE mist paboThl ¢ si3pikoM
C++, CTpyKTypa mporpamMmbl, OCHOBHbIE ()YHKLIMH, BBOJ-BBIBOJI JAHHBIX, IIPOCTHIC THIIBI
MAHHBIX, apu(METHYECKHE OMepalld, MAacCHBbI, psAbl, OHONMHOTEKH (YHKIHH,
JMHAMHUYECKash CTPYKTypa JaHHBIX: OuYepelM, CIHMCKH, JepeBbs, uHTepdericsl u
BO3MO)KHOCTH Peajn3aLiH.

. Komnereniun: YrnyOneHHo M3ydyaeT M OCBaMBaeT S3BIKOB IPOrPaMMHUpOBaHUsS Ha Oase

TEXHOJIOTHU 00hEKTHO-OPHEHTH-POBAHHOTO U 0000IEHHOIO MPOTPa-MMHPOBAHHS

. Oxkumaemele pesynbTaTel: OmnpenenseT CTPYKTypy HpOTpaMMHPOBAHUS, HPOLETYPHI,

OMOMMOTEeKN s3bIKa TMPOrpaMMHPOBaHHs Uil Kaxgoro moxymns [10. Hcmomesyer
ABTOMATH3UPOBAaHHYIO CPE/ICTB pa3pabOTKU MporpaMMHOrO obecredeHus. MHrerpupyer
KOMITOHEHTBI, CO3/JaHHbIC Ha APYTHX SI3bIKAX MPOrPaMMHUPOBAHHS B OTIIMYHUE OT S3bIKA KOAA
T1O. [IpuMensieT B mpoliecce HAMUCAHKsT KO METOIbI MTapauIeNIbHOTO, (QyHKIIMOHATIBHOTO,
JIOTHYECKOT0, 00BEKTHO-OpHEHTUPOBAHHOT'O IIPOrPAMMHUPOBAHUS, a TakKe pa3paboTku 6a3
JaHHBIX U pa3pabOTKU BeO MPHUIOKEHUT, MOOMIBHBIX IPHIIOKESHHI U PEIIaeT BOPOCH HX
0e30IacHOCTH.

Msip3zaes P.C.-
cTapumi
HpernoaBaress,
MarucTp
MaTeMaTHKU




Prerequisites: Computer Science (school course)

Post-requirements: Programming technology C #

The purpose of the discipline: The discipline includes teaching students technical and
software tools used to create programs, as well as tools used in programming.

Summary: In the process of mastering the discipline, the features and capabilities of the C++
language, language compilers, IDE for working with the C++ language, program structure,
basic functions, data input and output, simple data types, arithmetic operations, arrays,
series, function libraries, dynamic data structure: queues, lists, trees, interfaces and
implementation possibilities.

Competencies: In-depth studies and masters programming languages on the basis of
technology of object-oriented and generalized programming

Expected results: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented programming
methods, as well as database development and web application development, mobile
applications, and resolves their security issues in the process of writing code.

Myrzaev R. — senior
lecturer,

master of
mathematics
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N

IIpepexBusurrep: Pusuka 1

IMoctpexBusntrep: Lindpisik cxeMoTexHHKa

Tlonnin makcatbl: ®usnka Il KypcelHBIH Heri3ri Makcatel — (H3MKa 3aHIApPBIH KOHE
ONApABIH OPTYPJIi cajajapia Kajiai KOJNJAHBLIATBIHBIH OKBINT YHPEHY, COHBIMEH KaTap
CTYIEHTTEP/IH KociOu MoceenepiH Ielyre Heri3 KalblITacThIpy.

IMonniy ma3myHbl: OuU3nKagaFbl EKTP KOHE MArHETH3M, SJIEKTPOMArHETH3M, ONTHKA
JKOHE TOJKBIHABIK ONTHKA, ATOMIBIK JKOHE SAPONBIK (U3HKA CHAKTBl KOCHIMILA
TaKpIpbITAp MeH TYCiHiKTepAi 3eprreiiai. CTyaeHTTep Kasipri 3aMaHfbl eJjIey
KypalfapblH MNaianaHa OTBIPHIN JXOHE KOMITBIOTEPIiH KeMeriMeH (HU3HMKajlblK Ky#ai
MOJIeJIbICY apKbUIBI TEOPHSIBIK KOHE DKCHEPUMEHTTIK JKaNbLIAHFAH TUNTIK (H3MKa
€CeMNTEepiH Myl MeHIepei.

Kyssiperriniri: Herisri ¢usnkansik KyOblIbICTap/IbI, KIACCHKANBIK XKOHE Ka3ipri (u3uka
3aHiap/ibl, NPUHIMOTEPAl, TEXHUKaHbI MaMaHAAHbIPBUIATHIH cajlalapblHia Maiaanana
Gineni

Kyrinerin HoTHKe: AKIapaTThIK KayilCi3aik canachblHIaFbl KOCION ecenTepi ey KoHe
MPOLECTepAl  MOJENbJey YILIIH JKapaThUIBICTAaHY FBUIBIMIApPhI MEH MaTeMaTHKa
CalachlHAAFbl TEOPHMSUIBIK JKOHE MPAKTHKAJBIK OUTIMAI KOIaHagsl. DIeKTp Tiz0eri
TEOPHUSICHIHBIH IPUHIUITEPIH )KOHE CUTHAIIAPABI CaH IbIK OHIeY i Oiesi.

Typceimarosa O. -
"MaTemMaTHKa XKoHe
KOJIIaHOa b
MexaHuka"
CCKIHMACBIHBIH ara
OKBITYHIBICHI, PhD




N

. Ipepexu3utsl: Pusnka 1
. HoctpexBusutsl: LluppoBass cxemoTexHHKa
. Henp aucuuniuuel: M3yuenue 3akoHOB (PU3UKM M UX HIPUMEHEHHS B PA3IMYHBIX 00JIACTAX,

a TaKoke popMUpOBaHUE Y CTYAEHTOB OCHOB pelIeHUs PO eCcCHOHAIBHBIX 3a/1au.

. Couepncax-n/le JUCIUIIIINHBI . I/IsyqaeT JOIOJIHUTCIIbHBIC TEMbI U KOHIL[CITIIUHA (1)I/ISI/IKI/I, TaKHue

KakK dJICKTPUUICCTBO U MAarH€TUus3M, dJICKTpPOMArHeTu3M, OIITHKA U BOJIHOBas ONTHKA, a TAKXKE
aTOMHas U sAepHas (1)1/131/11(21. CTyI[eHTI:I penaroT TUIIUYHBIC 0606H_ICHHI>IC 3aJa4v 110
(I)I/I3l/IKe, KaK TCOPETUYECCKUE, TaK W OKCICPUMCHTAJIBHBIC, UCIHOJIb3YsI COBPEMCHHBLIC
U3MEPUTECIIbHBIC HpI/I60pI>I 1 KOMIIBIOTEPHOC MOJACIIUPOBAHUC (1)I/I3I/I‘ICCKI/IX COCTOSTHUM.

. KoMIieTeHTHOCTB: yYMEET HCNOJIb30BaTh (1)1/1314‘{6(:](1/[6 3aKOHBI, NPUHLUIIBI, TEXHUKY B

CIeLMaIM3UPOBAHHBIX 00JIACTSIX.

. Oxunpaemslit pesynbrar: [IpuMeHseT TeopeTHyecKre U MPaKTUUECKUe 3HAHUS B 00JacTH

CCTECTBEHHBIX HAayK § MATEMAaTHKH U1 peIleHHs NpOQECCHOHANBHBIX 3aJad U
MOJIEJIMPOBAHHS MPOLIECCOB 00JacTH HH(POPMALMOHHO#H Oe30macHOCTH. 3HAET IPHHIUIIOB
TEOPHHU NIEKTPUUECKUX Lienei 1 nudpoBoii 00pabOTKH CUTHAIIOB.

Typceimarosa O.-
CT.IIPEMOJ. CEeKIHH
"MareMaTHKH U
MIPUKIIaIHON
Mexanuku", PhD

N

. Prerequisites: Physics
. Post-requirements: Digital circuitry
. The purpose of the discipline: The purpose of studying the discipline is to study the laws of

physics and their application in various fields, as well as to form the foundations of solving
professional problems for students.

. Content of the discipline: Studies additional physics topics and concepts such as electricity

and magnetism, electromagnetism, optics and wave optics, as well as atomic and nuclear
physics. Students solve typical generalized physics problems, both theoretical and
experimental, using modern measuring instruments and computer simulation of physical
states.

. Competence: Able to use physical laws, principles, techniques in specialized fields.
. Expected result: He applies theoretical and practical knowledge in the field of natural

sciences and mathematics to solve professional problems and model information security
processes. Knows the principles of electrical circuit theory and digital signal processing.

Tursimatova O. -
senior lecturer
section
"Mathematics and
Applied
Mechanics" PhD
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. IIpepexBusurrep: C++ opTaceinna 6arnapiamanay
. IoctpexBusurrep: Python tininne 6argapiaamanay
. Ilonnin wmakcatel: I[lonHIH Makcatel-C# TuliHne OarmapiaManayablH HeETi3gepi MeH

NPUHIMOTEPIH MeHrepy, cryaeHtrepaiy C# Kypanmapbl MeEH TEXHOJOTHSJIApbIH
Naiananell, THIMII XOHE CeHIMAl OariapiaMalblK LIeMiMIepal o3ipiey AarabliapblH
KaJIBIITACTHIPY.

. Kpickama masmynsl: Kype tingin cunTakcuci MeH epekuenikrepid, OBb npunnunrepin,

KocbiMinanapasl a3ipyeyai xoHe .NET Framework kiTanmxanamapbIMeH »yMbIC icTeyni
3eprreyre OarbiTTanyaH. [ToH Be6-a3ipiiey, MOOWMIBII KOCBIMIIATAPBI d3IpJIey CHUSKTHI
cajanapza KOChIMIIanap jkacay YILIiH KeHIHeH KOJIIaHBIIAThIH C# TUIIH KOJIAAHA OTBIPBII
Oarmapriama’blK JKacaKTaMaHbl 931pJIeyAiH HEri3Ti acleKTiIepiH KaMTHIbI.

. Kyssiperriniri: Op Typai ecentepni mwenry yurin C# GarnapiaMainay TilliH KOJIIaHa ajafpl;

C# rTimiHAE KOHCOJBJBIK  KOCBHIMIIAJNAPABI  d3ipyiey,  TanchlpMaMeH
YHBIMIACTBIPYABIH 9P TYpJi hOpMa-IapblH KOJIaHY TaFAblIapbHA He.

JKYMBICTBI

. Kyrinerin Hotmxenep: Oityre tuic: Op6ip GarmapiaMaislk MOLY/Ib YIIIH OaFnapiamanay

KYPBUIBIMBIH, ~HpOLEAypajapblH, OargapiamManay Tili KiTanXaHAacblH —aHBIKTaHBbI.
barmapnamanelk ~ jkacakTaMaHbl  O3ipiey/AiH ~ aBTOMATTaHABIPBUIFAH  KypaigapbliH
KoJlaHaqpl. barmapiamanblk KOA TUTIHEH adbIpMallbUIBIFBI Oacka OarmapiaManay
TiNAEpiHAe KacalFaH KOMIOHEHTTepAl OipikTipeni. Koarsl ska3y mpoiecinje mapaiiens,
(yHKIMOHAJIBI, JIOTUKAIIBIK, 00BEKTIre OarpITTasIFaH OarmapiaManay oficTepiH, COHpaii-
aK MomiMeTTep 0a3achlH 93ipiey MeH BeO-KochIMInamapabl, MoOWIbIi KOChIMIIAIap bl
93ipJey oiCTepiH KOJIaHa bl KOHE OJIapAbIH KAYIICi3/Airi Moceaenepid memei.

Meip3aes P.C. — ara
OKBITYIIIBI,
MareMaTHka
MarucTpi

N -

. [IpepexsusuTtsl: [IporpammupoBanue B cpene C++
. IMocrpexBusuTsr: [IporpammupoBanune Ha s3bike Python
. Hens aucuunimusl:  llenp  AMCUMIIMHBI-OBIAAEGHHE OCHOBaMHM M NPUHLHUNAMU

nporpamMupoBaHus Ha si3bike C#, QopmupoBaHHE y CTYJEHTOB HABBIKOB Pa3pabOTKH
3¢ GEKTHBHBIX M HAACKHBIX MPOrPAMMHBIX PEIICHHH C UCIOJIb30BAHUEM HHCTPYMEHTOB U
TexHonorui C#.

. Kpatkoe comepxanue: Kypc HanpaBien Ha H3y4eHHE CHHTAKCHCa U OCOOCHHOCTEH sI3bIKa,

npunimnos OOIL, pa3paboTku npunoxennit u padots! ¢ budbmmorekamu .NET Framework.
JIuCHMIUTIHHA OXBATHIBACT KITFOUEBBIC ACIIEKTHI Pa3paboTKH MIPOrPaMMHOr0 00ECIIeUeHHUS C
HCIIOJIb30BAHUEM SI3bIKA CH#, KOTOPBIN MIHPOKO MCIIOIB3YETCs IS Pa3paboTKH MPHIIOKCHHU
B TaKUX 00J1acTsX, Kak BeO-pa3paboTKa, pa3paboTka MOOHIIBHBIX TPHIOKEHUI

. Kommerenmum: VYmeer wucmoms30BaTh S3BIK IporpaMMupoBaHust C# aias  pemeHus

pa3IMYHBIX 3a/1a4; BJIaeeT HaBBIKaMU Pa3pabOTKH KOHCOJIBHBIX IPUIIOXKEHNUH Ha si3bike CH#,
MIPUMEHEHNUS Pa3INIHBIX ()OPM OpTaHU3AIMU PabOTHI C 3aJaHUEM.

. Oxumaemsle pe3ynbTaTel: OmnpenenseT CTPYKTypy NPOTPaMMHPOBAHUS, IPOLEIYPHI,

OnONMMOTEeKH S3BIKa MPOTpaMMHUpOBaHUS i Kaxngoro wmoxyns [10. HWcmoms3yer
ABTOMATH3UPOBAaHHYIO CPE/ICTB pa3pabOTKU MporpaMMHOTO obecredeHus. MHrerpupyer
KOMITOHEHTBI, CO3/JaHHbIC Ha APYTHX SI3bIKAaX MPOrPaMMHUPOBAHHS B OTIIMYHUE OT S3bIKA KOAA
I1O. [IpuMensieT B mpoliecce HaMCaHUsI KOJIa METOIbI TIapaJlIebHOTO, (YHKIIMOHAIBHOTO,
JIOTHYECKOT0, 00bEKTHO-OpUEHTUPOBAHHOT'O IIPOrPaMMHPOBAHUS, a TakKe pa3paboTku 6a3
JaHHBIX U pa3pabOTKU BeO MPHUIOKEHUIT, MOOMIBHBIX IPHIIOKEHHH U PEIIaeT BOIPOCH HX
0e30MmacHOCTH.

Mgip3aes P.C.-
cTapmui
HpernoaaBatelib,
MarucTp
MaTeMaTHKH




Prerequisites: Programming in the C++ environment

Post-requirements: Python programming

The purpose of the discipline: The purpose of the discipline is to master the basics and
principles of programming in the C# language, to form students ' skills in developing
effective and reliable software solutions using C# tools and technologies.

Summary: The course is aimed at studying the syntax and features of the language, the
principles of the OOP, application development and working with .NET Framework
libraries . The discipline covers the main aspects of software development using the C#
language, which is widely used to create applications in areas such as web development,
mobile application development

Competencies: Can use the C# programming language to solve various problems; has skills
in developing console applications in C#, using various forms of organizing work with a
task.

Expected results: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented programming
methods, as well as database development and web application development, mobile
applications, and resolves their security issues in the process of writing code.

Myrzaev R. — senior
lecturer,

master of
mathematics
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IIpepexBusurrep: MaTemaTtnka

IMoctpexBusntTep: JJUCKpeTTi MaTeMaTHKa, KOciOU MoHAep

Tlonnin Mmakcatel: Kypc Ke3[elCOK »oHEe JETepPMHHHUCTIK OailaHBICTApIbl aHBIKTAY
apKbUIbl BIKTUMAIIBIK TEOPHSICHIH AQNEIACYAIH HEri3ri omicTepi MeH ajIropuTMmiaepiH
KapacTblpajpl;

Kpickama Ma3MyHbl: Op TypJli MOAENbIEp/i 3epTTeY KOHE Taliay YIIiH BIKTHUMAaJIbIK
TEOPHSCHI ANIAPAThIH KOJIJAaHY; TeOpeManapabl JajIeney xKoHe OaraapaaMabiK ecenTepi
LICMy YUIH BIKTUMAJIBIK TEOPUSICHIH KOJIAHY/BIH OPTYPIIi TOCUIAEpiH MEHIepYy.
Kyssiperrimiri: bIKTUMaIIplKTap TEOPHSCHIHBIH KOHLENTYaJlAbl HEri3iH JKOHE OHBIH
MaTeMaTHKa FHUIBIMBIHAAFBI OPHBIH, TeOpeMalap/bl AAJeNAey 9iCTepiH, COHBIMEH KaTap
BIKTHMAJBIYTap TEOPHUSCHIHBIH ©3r¢ 1€ XKapaTbUIbICTAHY FhUIBIMAAPBIMEH OailaHbICBIH
Gineni.

Kyrinerin HoTmke: AKIapaTThIK Kayilci3aiK caiachIHIAFbl KOCIOM ecenTepai ISy KoHe
MpOLECTEepAl  MOZAENbIACY YIIH JKapaThUIBICTAHY FbUIBIMAAPBl MEH MaTeMaTHKa
CaJIaChIHAAFbl TEOPHSIIBIK XKOHE MPAKTUKAJIBIK O1TIMII KOTIaHa bl

AGxanoB E.A. -
"MaTemMaTHKa XKoHe
KOJIIaHOa b
MexaHHuKa"
CEKIMSICBIHBIH aFa
OKBITYIIBICHI,
h-M.F.K.

. IIpepexBu3utsl: MaTemaTnka
. TloctpexBusuthl: JJUCKpeTTi MaTeMaTHKa, TPOGUIHPYIONIHE TUCIUILIHHBI
. Henp muctmrmummsel:  Kypc paccmaTpuBaeT OCHOBHBIE METOABI M aJTOPUTMBI

JOKa3aTelIbCTBa TEOPUHU BCpO}ITHOCTeﬁ, BBIABILAA CHy‘IaﬁHLIe U JACTCPMUHHUPOBAHHBIC
CBA3H.

. KpaTKOC COACPIKAHUEC: HpI/IMCHCHI/Ie anmaparta TCOpuu BepO}ITHOCTefI I UCCIIEAOBAHUSA 1

aHalin3a pas3InYHbIX Moneneﬁ; BJIaICHUE PaA3IAIHBIX croco6oB NOPUMEHEHUSA TEOPpUU
BepO}ITHOCTeﬁ JJIA JOKa3aTeJbCTBa TCOPEM U PEIICHU A IPOrpaMMHBIX 3a1a4.

. Kommerenuuu: 3Haer KOHHCHTyaHBHBIe OCHOBBI TE€OPHUHU BepOS{THOCTCﬁ n €€ MECTO B

obmel cTpyKType MaTeMaTHKH. MeEToIbl OKa3aTeNbCTB TEOPEM TEOPUH BEPOSTHOCTEH.
CBsI31 TEOPUH BEPOSITHOCTEN C €CTECTBEHHO-HAYYHBIMH U CIUIIIINHAMH.

OskumaeMslit pe3ynbratr: [IpuMeHsieT TeopeTHdecKne U MPaKTHIeCKUe 3HaHUSA B 00JIacTH
€CTECTBEHHBIX HAayK W MAaTeMaTHKH U1 peIIeHHs NPOoPEecCHOHAIBHBIX 3a1ad U
MOJISJIMPOBAHHMS IPOIECCOB 00IacTH MH(OPMAMOHHOH 6€30MacHOCTH.

AbxanoB E. A.-
cTapmmi
MpernoiaBaTeib
CEKITHH
"MareMaTHKa 1
MIPUKIIaTHAS
MexaHuKa" ,

K. G-M. H.




Prerequisites: Mathematics

Abzhanov E. -

2. Post-requirements: Discrete mathematics, Profile disciplines Senior Lecturer of
3. The purpose of the discipline: The course examines the main methods and algorithms for | the section
proving probability theory, identifying random and deterministic relationships; "Mathematics and
4. Summary: The use of the apparatus of probability theory for the study and analysis of | Applied
various models; knowledge of various ways of applying probability theory to prove | Mechanics",
theorems and solve software problems. candidate of
5. Competencies: Knows conceptual basic theory probabilities and her place in common | physical and
structure mathematics,proof methods of theorems probability theory, connections of theory | Mathematical
probabilities with other natural sciences disciplines. Sciences
6. Expected results: He applies theoretical and practical knowledge in the field of natural
sciences and mathematics to solve professional problems and model information security
processes.
BIl/ MK MaTteMaTHKaIbIK eMTHUXaH kasbama- | 1. IlpepexkBu3utrep: AKIapartThIK Kayilci3aik Herizaepi, Jxanmynnaes b.J1.
M3 | KK 2203 | xpunrorpadus 9K3aMEH aypI3IIa 2. Nocrpexsusurrep: Kpunrorpapus sxkoHe KkpunTorangay, Aknapar KoprayasH | - "MaremaTuka
BJ/B | MK MaremaTnueckas exam MUCEMEHHO KpHUIITOrpadusuIbIK 9icTepi JKOHE KOJIIaHOaIIbl
K 2203 KpunrTorpadus , YCTHO 3. Tlonnuiy makcatbl: JlepekTep/iH KYMHSUIBLIBIFBIH KaMTaMachl3 €Ty YILIH mupiIayablH | MexaHHKa'
BD/ MK Mathematical written MaTeMaTHKaJbIK Heri3epi MeH dicTepiH YipeHei. CEKIMACHIHBIH aFra
uc 2203 | cryptography form, 4. Kpickama Ma3MyHbI: AKNapaTThl PyKCaT €TUIMEreH KOJ XKeTIMALTIK MeH madybuinapaaH | OKbITYIIBICHL,
orally CaHJABIK TYple KOpFay YVINIH KOJAQHBUIATBIH KpUNTOrpadusubIK aiaropurMmaepai, | T.r.a.
XaTTaMaJap/ibl )KOHE aKNapaTThIK KAyilci3lik IPUHIUNTEPIH KypcTa YHpeHe .
5. Kyseperriniri:  Kociou  ecentepai  memyne — Kpunto-rpadusuiblk  omicTepAiH
MaTeMaTHKAaJbIK Heri3aepin Oineni. AKnapatTsl KOpFay oiCTepi MEeH aKmapaTTsl mudpiey
JKy#enepi xailisl MaFymMat Gepe OTBIPBII, KpUNTOrpadusHBIH MaTeMaTHKA-JIBIK HeTi3aepi
OONbIN  TAOBUIATBIH CHMMETPHSUIBIK JKOHE AaIlbIK KUITTI KPUOTOXYHeNep Typajbl
Oinesi. ALIBIK KITTTI KPUIITOXKYHEE KiT OacKapy Kajiail )Ky3ere acaTbIHbIH KOPCETe aapbl.
6. Kyrinerin HoTHXKe: AKIAapaTThIK KAyICIi3AiK cajachlHAAFbl KOCIOM ecenTep/Ii MIeTy KoHe
NpOLECTepAi  MOJENbAey YILIIH JKapaTbUIBICTAHY FbUIBIMIApBl MEH MaTeMaTHKa
CcaJIaChIHAAFbI TEOPHUSUIBIK )KOHE MPAKTHKAJIBIK OLTIM/II KOJIIaHA L.
1. TlpepexBusutsi: OCHOBBI HH(POPMALMOHHOH O€30MacHOCTH, Jxanmynnaes b.
2. TlocrpexBusuter: Kpunrorpadus u kpunroananus, Kpunrorpadudeckue Metosl 3aumtsl | J.-crapurmii
nHdopmanuu npernoaaBaTtelib
3. Uenp mucummumbbl: M3ydaroT MaTeMaTH4ecKHe OCHOBBI M METOAbI MIM(POBAHUS JUIS | CEKIHU
obecrieuenus: KoH¢umeHuuanbHOcTH aAaHHbIX. 4.KpaTtkoe coxmepxkanue: Ha kypce| "Maremarika u
H3Y4alOTCsl KpUNTOrpahMIecKrue alNropuTMbl, TPOTOKOJIBI M IPHHIMIIB HMHOOPMALMOHHO | MpHUKIaaHas
0e30macHOCTH,  UCHONB3yeMble Uil [UGPOBOW  3amUTBl  MHpOPMAUUMH  OT | MeXaHuka',
HECaHKIIMOHUPOBAHHOTO JOCTYIIA U aTaK. J. 1. 1.
4. KomnereHnuu: 3HaeT MaTeMaTHYECKHE OCHOBBI KPHUNTOrPaMUECKHX METOJOB IIpU
pelieHun 3aaad. 3HAaeT O KPUNTOCHCTEMaX C CHUMMETPUYHBIM M OTKPBITBIM KIIIOUOM,
SBIIIIONIMXCS MaTEMaTH4YeCKUMH OCHOBaMM Kpunrorpaduu. MoxkeT mnokasath, Kak
OCYILIECTBIISIETCS YIIPABJICHUE KITIOUOM B KPUIITOCUCTEME C OTKPBITHIM KJIIOUOM
5. Oxwugaemslil pe3yabrar: [IpuMeHseT TeopeTHueckue U NPaKTHIECKHE 3HAaHUS B 00JNACTH

€CTCCTBECHHBIX HAYK W MaTEMaTUKWU JOJI1 PCEIICHUA HpO(l)ECCI/IOHaHLHLIX 3agady "
MOJACJIMPOBAHUS ITPOLECCOB 00acTi I/IH(i]OpMaHPIOHHOI;'I 0€30IaCHOCTH.




Prerequisites: Basics of information security

Post-requirements: Cryptography and cryptanalysis, Cryptographic methods of information
protection

The purpose of the discipline: Learns the mathematical foundations and methods of
encryption to ensure data privacy.

Summary: The cryptographic algorithms, protocols and information security principles used
to digitally protect information from unauthorized access and attacks are learned in the
course.

Competencies: Knows the mathematical foundations of cryptographic methods in solving
problems related. By providing information about information protection methods and
information encryption systems, the basis of know-ledge about symmetric and public-key
cryptosystems is formed, which are the mathematical foundations of crypto-graphy. A
public key can show how key management is performed in a cryptosystem.

Expected result: must know He applies theoretical and practical knowledge in the field of
natural sciences and mathematics to solve professional problems and model information
security processes.

Dzhanmuldaev B.
D.-Senior Lecturer
of the section
"Mathematics and
Applied
Mechanics",
Doctor of technical
sciences

M | BIV/ AKT | Akmapar sxoHe eMTHXaH azbarua- . IlpepexBusurrep:MaremaTnka Joxanmynnaes B.J1.
4 KK 3209 KOJTay TEOPHUsIChI/ 9K3aMeH aybI3IIa . ToctpexBusurrep: Kpunrorpaduss sxoHe KpumToTasmay, AKmapar KoprayabiH | - "Maremartuka
BI/B | TIK Teopus exam MUCEMEHHO KpHUIITOrpadusuIbIK 9icTepi JKOHE KOJIZIaHOaIIbl
K 3209 uHpopmauu u , YCTHO . IlonHiH MakcaTbl: AKHapaTTbl CaHABIK OJIIeyre >KOHE OHBIH KAacHETTepiH 3epTTeyre | MexaHuka'
BD/ TIC KOJMPOBaHMUs/ written apHaIFaH MaTeMaTHUKaHbIH OeJiMi OONbIN TaObUIagbl JKOHE aKMapaTThl TachIManay | CEKLMsCBHIHBIH ara
uc 3209 | Theory of form, JKyHenepiHiH TeOpUSUIBIK HeTi3iH Oepeni. OKBITYILBICHI,
information and orally . Kpickama masmynsl: Kypc mieHOepinae karemepiai TysereriH Tuimai koarapael kypy | T.r.no.

coding

Mocernenepi, COHbIH iMIHAEe TEKCepY THIFBI3ABIFbI 0ap €KUTIK KOATAPbl KOHE MOJIIPIBIK
KOATAp CHSKTBI 3aMaHayd KiacTtap 3epTTeneai. OpinTi KOATAYAbIH HEri3ri omicrepi
(Xadbdman, Llennon, llennon-®ano, ['mnbepr-Myp koarapsr).

. Kysweiperriniri:  AkmapaTTel — TYpieHAIpY  Ke3iHAe OHBIH  MOJIICPIHIH  e3repy

3aH/IBUIBIKTAPbIH, KEIeprire Kapchl KYpec KypajaapblH, aKmapatThl —ChIFBIMIAY
aNropuTMIepiH Oijniesi; TaHJaaFaH KOATAY OMICIHIH THIMILTIrT MocesenepiH Oarmapnait
aNasibl, SHTPOMUSHBIH KACHETTEpl Typajbl TEOPHSUIBIK O1MTIMII MEHIepei, SproAnKaIbIK
KO3/iH, apHaHbIH aHBIKTaMalapblH Olleai, AWCKPETTI Ke3[ep MEH apHamap YIIiH
KOJATAY/BIH HETi3ri TeopeMalapblH AQNENACH anajbl, IIyFa TO3iMAi Heri3ri KOATapIblH
KYpBUIBIMBIH Oineni, Oaramayapl Oineii akmapaTThl IIEKTI KBICY 9pTYpJi Moceseiepii
LIeny/ie aknaparThl THIMI1 KOATAY JaFIblIapblH UTepreH

. Kyrinetin moTmxenep: AKmapaTThIK KayillCi3miK calachlHAAFbl KOCIOM ecenTep/i Ienry

JKOHE TPOIECTEPAl MOJENbACY YIIiH KapaThUIBICTAHY FHUIBIMIAAPHI MEH MaTeMaTHKa
CaJIaChIHAAFbl TCOPHUSUIBIK YKOHE TMPAKTUKAJIBIK OLTIM/II KOJJaHAIbI.




IIpepexBusutel: MaTemaTnka

Iocrpexsusutel: Kpunrorpadus u kpunroanamms, Kpunrorpadpuueckue MeToabl 3aUThI
nHdopmanuu

Hens mpucnummnsl: Teopust uHbopManuy U KOAUPOBAaHMS IpeCTaBisieT co0oit pasnmen
MaTeMaTHK{, IOCBSIIEHHBI  KOJNMYECTBEHHOMY  H3MEpeHUI0  HMHpOpMaluu U
UCCIICIOBAHHIO €€ CBOICTB, M JAIOIIMH TEOpeTHYecKylo 0a3y Ul CHCTeM Iepenadyu
uH(pOpMaIHH.

Kpatkoe comepxanue: B paMkax Kypca M3y4aroTcs BOIPOCHI IMTOCTPOCHUS 3(PPEKTHBHBIX
MOMEXOYCTOHYUBBIX KOZOB, B TOM YHCIIE TAKMX COBPEMEHHBIX KiaccoB kak MIIII-koasl 1
nossipHbie. OCHOBHBIE METO/IBI TTOOYKBEHHOr0 KoaupoBaHus (koabl Xad¢mana, lllennona,
lennona-®ano, 'mnbepra-Mypa).

KomnereHTHOCTh: 3HaeT 3aKkOHbI M3MEHEHHMs KonuuecTBa uH(OpMaLUM NpH  ee
npeoOdpa3oBaHuu, CPEACTB OOPBHOBI C TOMEXaMH, aITOPUTMBI CKATUS HHPOPMALIUH; yMEET
OpPHEHTHpPOBaThCI B Bompocax 3(dexTHBHOCTH BBHIOPaHHOTrO crocoba KOJUPOBAHMS;
BJIaACCT TEOPETUYCCKUMU 3HAHUSIMH O CBOMCTBAX OHTPONHUH, 3HACT OIPECACICHUA
OProaAnvYeCKOro CTOY-HUKa, KaHajla, yMECT NOKa3bIBaTb OCHOBHBIC TECOPEMBI KOAUPOBAHUS
JUIA JUCKPETHBIX UCTOYHUKOB U KaHAJIOB, 3HACT CTPOCHUE OCHOBHBIX HOMeXO-yCTOﬁ‘{HBLIX
KOZI0B, 3HAET OLIEHKHU IPEJEJIbHOr0 CKATHS MH(POPMALMU CIOCOOSH MPUOOPECTH HABBIKN
3¢ dexTHBHOr0 KOIUPOBaHHS HHPOPMALIMY NPH PEILICHUH Pa3IMIHBIX 3a4a4.

Oxxupaemble pe3ynbTaThl: [IppMeHsieT TeopeTHyeckue U NPaKTHYeCKue 3HaHUs B 00J1acTn
C€CTCCTBCHHBIX HAYK MW MAaTEMaTUKH JJid PCUICHUS Hqu)eCCPIOHaHbeIX 3aJay H
MOJICIIMPOBAHUS TPOLIECCOB 00IaCTH MH(OPMAIIOHHOW 0€30MacHOCTH.

Jxanmynnaes b.
J.-crapmmit
IIpernoiaBaTeib
CeKLUU
"MaremaTuka u
MIpUKJIaJAHAs
MexaHuka'" ,

J. T. H.

=

Prerequisites: Mathematics

Postrekvizites: Cryptography and cryptanalysis, Cryptographic methods of information
protection

Aim of the discipline: The theory of information and coding is a branch of mathematics
devoted to the quantitative measurement of information and the study of its properties, and
provides a theoretical basis for information transmission systems.

Short content: In addition, within the framework of the course, the issues of constructing
effective error-correcting codes, including such modern classes as LDPC codes and polar
ones, are studied. Basic methods of letter-by-letter coding (Huffman, Shannon, Shannon-
Fano, Gilbert-Moore codes).

Competence: Knows the laws of changing the amount of information during its
transformation, anti-interference tools, information compression algorithms; knows how to
navigate the effectiveness of the chosen encoding method; has theoretical knowledge about
the properties of entropy, knows the definitions of an ergodic source, channel, knows how
to prove the basic coding theorems for discrete sources and channels, knows the structure
of the main noise-resistant codes, knows estimates the maximum compression of
information is able to acquire the skills of effective encoding of information in solving
various tasks.

Expected results: He applies theoretical and practical knowledge in the field of natural
sciences and mathematics to solve professional problems and model information security
processes.

Dzhanmuldaev B.
D.-Senior Lecturer
of the section
"Mathematics and
Applied
Mechanics",
Doctor of technical
sciences
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IpepexBusurrep: KoMnbrorepik xyiienep MeH xeliaep Kayincisairine oKiMIIinik ety
ToctpexBusurrep: Kacibu monnep

ITonniy Mmakcatbl: IIoH sxylernepaiH Kayinci3nirin tanmay »oHe Oarayiay, aKIapaTThl
KOpFayZIblH OargapiiaMalblK JKOHE AalMapaTThIK KypajIapbIHBIH Kayilci3airin Oaramay
anictepin 3eprrey, AXK MeH jxeniepAiH KayilCi3aiK JeHrelIepiH aHbIKTay, CEHIMILTIK
UHIMKATOPbl HETi3iHAe Tanjay, Kayilci3mikTi Oaranmay MocenelepiH ILemy ofmicTepiH
3epTTey MaceleNnepiH KapacThpaibl.

Kpickama MazmyHbl: AYK-naFsl ocaiIsIKTap/ibl aHBIKTAY YKOHE JKOI0 TCUIIEpiH 3epraeley
Kyssiperriniri: JKylie kayinci3girine tanpay »xacaid ana-apl. AKIapaTTHIK KayilCi3MiKTi
Oarajay cajachlHAAFbl YITTBIK JKOHE XasbIKapalblK craHmaprrapael Oimemi. A
aKMapaTThIK Kayilci3gik ayquTiHIH Ke3eHaepi MeH pociMaepiH Oineni. AKIaparTsl KOpray
JKOHIHJErl HOPMATUBTIK TajlanTapra OacKapyAblH KOPFalIFaH JKyHeNlepiHiH aKmapaTThiK
Kayinci3ik ayanTi KyonikTepiHiH COMKeCTIriH xuHay jkoHe Oarajay oficTepiH MeHrepeni
Kyrinerin HoTmkenep: AKIApaTThIK KayilCi3iK ayIUTOPbIHBIH )KYMbBICBIH JKOCTIapIaibl.
Aynut Kyprisy omicreMesepiHiH KOJJAHBUIYbIH Oaranmaiipl. AyAHT OOBEKTICIHIH
CEepBEpIIIK JKOHE JKENUIK KaOIBIKTAPBIHBIH KIPIKTIpIAreH akKmapaTThlK Kayinci3aik
MEXaHU3MIEPiHIH KOH(UTrypaluschiHa OaiyIaHBICTBI  KayilCi3MiK cHOaTTaManiapbiH
Tekcepeni. Ayaut oObekTiciHiH imki AT-MHOPaKYpbUIBIMBIHBIH KOPFaIybIH Tajaay
onictepin, BK Tecrineyai eTkizy omicTepi MeH TOpTiOiH, KayilCi3mik MEH OCalIbIKTapabl
TaJIIay IbIH ACTIANTHIK KypaJIapblH OieTi.

AnpanoBa A.b. —
Ph. D, ara oKpITYyLIBI

IpepexkBu3uTHI: AIMUHHCTPUPOBAHHE 0E30MTACHOCTH KOMIIBIOTEPHBIX CHCTEM U CeTeH
ToctpexBusutsl: [Ipodunupyromue IuCHUmInHbL

Lenp aucumnnumasl: JIMCHMIUIMHA paccMaTpUBAeT BOMPOCH aHalM3a M OLCHKH
3aMIIEHHOCTH CHCTEM, M3YyY€HHMs METOIUK OLEHKHM 3alMIIEHHOCTH TPOrpaMMHO-
anmapatHbeix cpeacts 3, onpenenenust yposHeit 6ezomacuoct UC u cereid, aHanmn3a Ha
OCHOBE TIOKa3aTeNlsl HAJCKHOCTH, MW3y4YeHHE METOAOB pEIIeHHs 3alad  OICHKH
0€30MacHOCTH.

Kpatkoe conepxanue: M3yueHne crioco0oB BbISBICHUS U ycTpaHeHus ys3sumocteii B VC.
KommeTenTHOCTE: YMeeT aHamu3upoBaTh 0€30MAaCHOCTh CHCTEM. 3HAeT HAallMOHAJbHBIE U
MEeXIyHapOAHbIEe CTaHAapThl oneHku WMb. 3Haer oJTamel W Opomeaypsl ayauTa
uHpopmannonHoit 6ezomacuoctu MC. Brageer Metonamu cO0pa v OLIEHKH COOTBETCTBHS
3aIIUIICHHBIX CHCTEM yNPaBJICHHsS HOPMATHBHBIM TPEeOOBAaHMSM IO 3aIUTe UHOOPMALIMH
CBH/IETENICTBAM ayuTa HHPOPMAIIMOHHOH 6€30MaCHOCTH.

Osxkumaemele pe3ynbratel: [Imanupyer pabotsr aynutopa Ub. OneHnBaer mpuMEeHHMOCTD
METOAMK HpoBelneHus ayauta. [IpoBepsieT XapakTepUCTHKH O€30MacHOCTH, CBS3aHHBIE C
KoH(urypanueil BCTpoeHHBIX MexaHM3MOB VB cepBepHOro m cereBoro o0OpyIOBaHHS
o0beKkTa ayauTa. 3HAeT METOABl aHalm3a 3alldIIeHHOCTH BHyTpeHHed UT-
HH(PACTPyKTYphl 00BEKTa ayAnuTa, METOABI U MOPSAOK IMpoBeneHus TectupoBanus 110,
HMHCTPYMEHTAJIbHBIE CPEACTBA aHAJM3A 3AIIUIICHHOCTH U YA3BUMOCTEH.

Anpanosa Ab. -
Ph. D, crapumii
npenoaaBaresb




Prerequisites: Administration of security of computer systems and networks

Postrekvizites: Profile disciplines

Aim of the discipline: The discipline deals with the analysis and evaluation of the security
of systems, the study of methods for assessing the security of software and hardware
information security, determining the security levels of IP and networks, analysis based on
the reliability index, the study of methods for solving security assessment problems.

Short content: Study of ways to identify and eliminate vulnerabilities in IP

Competence: Is able to analyze the security of systems. Knows national and international
standards for the assessment of information security. Knows the stages and procedures of
the audit of information security of IP. He is proficient in methods of collecting and
evaluating compliance of protected management systems with regulatory requirements for
information protection and information security audit evidence.

Expected results: Plans the work of the information security auditor. Assesses the
applicability of audit methods. Checks the security characteristics associated with the
configuration of the built-in information security mechanisms of the server and network
equipment of the audit object. Knows the methods of analyzing the security of the internal
IT infrastructure of the audit object, methods and procedure for testing software, security
and vulnerability analysis tools.

Adranova A. —
senior lecturer,
PhD
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. IlpepexBu3uTrep: AKNAaparThlK >KyiHenaep KayilNCi3iriHiH ayauTi MeH MEHEIPKMEHTI,

Kubepxayincizaixkti 6ackapy

. [MocTpexkBHU3nTTEP: KACINTIK MOHIEP, MEMIICKETTIK EMTHXaH, TUIUIOMABIK K002
. ITonnin Mmakcatbl: By Kypc KOMIBIOTEpIIK )KYHenep MeH jKeliepieri ocanablKTapiibl

QHBIKTAY YIIIH 3THKAJBIK XaKepJIiK oiCTepi yipereni.

. Keickama masmynbr: Kypc enyzai Tecriney j»koHe Kayinci3mik AeHreitin Oaramay yImiH

mabybUTIapABl MOAEIBACY CHSAKTBI Tocimmepai kamtuabl. CoHIA-aK, STHKAJbIK JKOHE
KYKBIKTBIK aCIIEKTIJIepre epeKiIe Ha3ap ayAapbUIbII, OCAIIBIKTAPIbl KOK 9micTepi TepeH
KapacTelpbutaabl. by OinmiM Oepy apKbuibl JKyHenepAi Koprayaarbl THIMAI dmictepai
MEHTIepiIl, oapbIH Kayilci3airid apTThIpyFa yliec Koca aiapl.

. Kyseiperrinik: KXX Men xeninepzeri akmapartThlK Kayinci3mik karepiepi kesnepin; IP-

JKeJTiiep XxaTTaManapsl MeH KbI3MET-TepiHiH ocanbIFsiH; KonaanOansl BKE-H ocanapireia
AHBIKTAY/Ibl; KOPFAY TETIKTEpi MEH KEJIIIK Kayilnci3QikTi KaMTaMachI3 eTy Kypaimapsit; BK
OCaNABIKTAPbIH TaJJay/AbIH HETI3Ti Kypajaaapbl MEH dAiCTepiH; Oacklin Kipyai Oomasipmay
JKOHE aHBIKTay Kypalilapbl MEH OfiCTepiH; €Hy TecTileyiH OTKi3y oficTeMeciH; eHy
TECTINepiH XKyprizy omicremecin Oinmemi. Kopfaymsl »xocmapiail amaapl; aKmapaTTBIK
TeKcepyJiep MeH JXyHelep/aiH ToyeKenaepine Tanaay Kyprizei.

. Kyrinerin Hotmxenep: AknaparThlK Kayilnci3aik ayauTOPBIHBIH KYMBICBIH JKOCHAPIIaiIbl.

Ayaut Kyprisy omicreMesepiHiH KOJIAHBUIYBIH Oaramaipl. AyauT OOBEKTICIHIH
CepBEpIIIK IKOHE JKENUTK IKaOABIKTAPBIHBIH KIPIKTIPIATEH aKIapaTThIK Kayilmci3mik
MeXaHU3MACPiHIH KOH(QUTypauuschiHa OaiJaHBICTBI KAYINCI3AIK  CHIIaTTaMalapbiH
Tekcepemi. AyauT oObekriciHiH imKi AT-uH(OPaKYpHUIBIMBIHBIH KOPFAaIyblH Tajaay
omictepin, BK Tecrineyai eTkizy omictepi MeH TOpTiOiH, KayilCi3mik MEH OCaIBIKTap/Ibl
TaJIAy/IbIH aClanThIK Kypaiiapsia Ginei.

AmmmoBa MLE. —
TEXHUKaA
FBIHBIM}lapLIHLIH
Marmcrpi, ara
OKBITYIIIBI




.HpepeKBI/ISI/ITHZ AyZ[I/IT n  MCHCIKMCHT 06€e30IacHOCTH I/IHq)OpMaHI/IOHHLIX CUCTECM,

Vipasienue ku6ep6e30IacHOCTbI0

. HOCTpeKBI/ISI/ITHZ HpO(beCCI/IOHaIILHLIC JAHUCHUIIIINHBI, FOCyI[apCTBeHHLIﬁ OK3aMCH,

JIUTUIOMHBIT IIPOCKT

. I_[em, JUCIHUITIIIAHBI DToT KypcC 06yqaeT OTHYCCKHUM METOJAaM B3JIOMa IJid BBIABJICHHUA

yH3BI/IMOCTel>'I B KOMIIBIOTCPHBIX CUCTEMAX U CETAX.

. KpaTKoe COZCpIKaHUE: TEOPETUUCCKNE OCHOBBI TECTUPOBAHHUS Ha IPOHUKHOBECHUS. Kpr

BKJIIOYAET B 05 TAKUE ITOJXO/IbI, KAK TECTHPOBAHHE HAa IPOHHUKHOBEHNE U MOZIEIUPOBaHUE
aTakK Iy OLIeHKH YpoBHs Oe3omnacHocTd. Takxke 0co00e BHUMAHUE YAENASTCS STHISCKUM U
MPaBOBLIM aCHEKTaM U YIIIyOJICHHO pacCMaTpUBAIOTCS METOJbI YCTPAHEHHUS YSI3BUMOCTEH.
OT0 MOXET CIOCOOCTBOBATH MOBBIMICHUIO HX 0€30MacHOCTH, OBiajeBas >(PPEKTHBHBIMU
METOJIaMH 3Tl CUCTEM ITOCPEICTBOM 00pa30BaHHs

. Komnerentnocts:  3Haer MCTOYHUKM yrpo3 HMH(OpPMaLMOHHON Oe30macHOCTH B

KOMIIBIOTEPHBIX CHCTEMaX M CeTAX; YA3BUMOCTH IIPOTOKOJOB H ciyx0 IP-cereii;
YA3BUMOCTH IPUKJIAJHOTO IPOrPAMMHOIO OOECIeYeHHs; 3alUUTHbIE MEXaHU3Mbl H
Cpe/ICTBa 0OECIeYeHNsI CeTeBOH 0e30MacHOCTH; OCHOBHBIE CPEJICTBA M METOIbl aHAIN3a
YA3BUMOCTEH IPOrPAMMHBIX CPEJCTB; CPEACTBA M METOAbl IPEJOTBPALUCHUS U
OOHapY)XeHUsI BTOP)KEHUI; METOIMKH HPOBEIACHHS TECTUPOBAHHMS Ha IMPOHUKHOBEHHE;
METOJIOJIOTHIO TIPOBEICHHUS TECTOB HAa NMPOHMKHOBEHHE. YMEeT IUIAHUPOBATh 3allUTY;
HPOBOAUTH HH(OPMALIMOHHBIE 00CIEAOBAHNS U aHAIIM3 PUCKOB CUCTEM.

. Oxunmaemeie pesynbraThl: [Inanupyer pabotsr ayautopa Ub. OueHuBaer npuMEeHUMOCTD

METOJMK TpOBeAcHHs aynuta. [IpoBepseT XxapakTepHCTHKH Oe30MacHOCTH, CBS3aHHBIC C
KOH(Urypanued BCTpoeHHbIX MexaHn3moB Wb cepepHOro m cereBoro o6opynoBaHus
o0beKTa ayauTa. 3HAeT METOAbl aHauM3a 3allUIIeHHOCTH BHyTpeHHed WT-
MHQPACTPYKTYpBl 00BEKTA ayuTa, METOIbI M HOPSIOK mpoBeneHus tectuposanus 10,
MHCTPYMEHTAJIbHbBIE CPEACTBA aHAIM3A 3ALIMIICHHOCTH H YSI3BUMOCTEH.

|AtrnmoBa M. E.-
MarucTp TEXHU4ECKHUX
HaYK, CTapIIHi
MpernojaBaTeb

N

Prerequisites: Information systems security audit and management, Cybersecurity
Management

Post-requirements: Professional disciplines, state exam, diploma project

The purpose of the discipline: This course teaches ethical hacking techniques to identify
vulnerabilities in computer systems and networks.

Summary: The course includes approaches such as penetration testing and simulation of
attacks to assess the level of security. Also, special attention is paid to ethical and legal
aspects, and methods for eliminating vulnerabilities are considered in depth. Through this
education, one can master effective methods in protecting systems and contribute to
improving their security.

Competence: Knows the sources of threats to information security in computer systems and
networks; wvulnerabilities of protocols and services of IP networks wulnerabilities of
application software; protective mechanisms and means of ensuring network security; basic
tools and methods of vulnerability analysis of software; tools and methods of intrusion
prevention and detection methods of penetration testing; methodology of penetration tests.
Knows how to plan protection; conduct information surveys and risk analysis of systems.
6. Expected results: Plans the work of the information security auditor. Assesses the
applicability of audit methods. Checks the security characteristics associated with the
configuration of the built-in information security mechanisms of the server and network
equipment of the audit object. Knows the methods of analyzing the security of the internal
IT infrastructure of the audit object, methods and procedure for testing software, security
and vulnerability analysis tools.

Ashimova M. E.-
Master of technical
sciences, senior
lecturer
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M | BI/T | AKN | a)AknaparTbik 4 2 1 eMTHXaH | »kaz0arua- 1. Tlpepexsusurrep: MudopmaTuka (MeKTen Kypchl) bekceiitoBa A.b. -ara
2 K 2201 | xayincizgix 9K3aMEH | aybI3Ia IMocrpexsusntrep: Kocibu nonnep OKBITYIIIbI, TEXHUKA
BJ/K | OIB Heri3aepi/ exam nuceMeHHo, |2. Maxkcatbl: CTyIeHTTep/i aKmapaTThIK Kayilnci3/liKke TOHETIH Heri3ri KayinTepMeH koHe | FhUIBIMIAPBIHBIH
B 2201 | OcHOBBI YCTHO aKmapaTThl pPYKCATChI3 KIPYJOEH, aFblll KETy[EH JKOHE 3aKbIMIAaHyJaH KOpFay |Marucrtpi
BD/E | BIS “HPOPMALIHOHHO# written form, NPUHIMOTEPIMEH TaHBICTBIPY. Byl Kypc akmaparThlK KayilcCi3gikke TOHETIH Herisri
C 2201 | 6e3omacHocTH/ orally KayinTep.i, akinapaTTel KOpFay d/1icTepi MeH MPUHIKNTEPIH 3epTTeyre apHaIFaH.

Fundamentals of

information security

3. Keickamma ma3myHsl: [1oH asicblHIa CTYJEHTTEP aKNAPATTBIK JKYHeIepAiH ocall TYCTapblH
Oaranay/pl, epeKTep/li KOpFay CTpATErHsIapblH JKOHE aKIapaTThIH KYMHUSIIBUIBIFEI MEH
TYTaCTBIFBIH KAMTaMaChI3 €Ty YIIiH KPUIITOrpadusuIbIK 9AICTep/i KOIIaHYAbl MEHI€Pe/i.
AKnapatThIK pecypcrapra KO jKeTKi3yai OaKpliay jKOHE ayJuT Heri3aepi e OKbIThIIaIbI.
Kypcrbl askraraHHaH KeifiH CTYIEHTTEp aKmaparThl opTYpPJi KayilTepAeH KOpFayablH
HETi3ri MPUHIUIITEPI MEH dICTEpPi Typasibl TYCIHIK anaapl. Onap aKmapaTThIK KYHerepain
0call TYCTapblH TaJjlayFa, IepeKTepAi KOpFay CTpaTeTHsJIapblH o3ipieyre, akiapaTThiH
KYIHUSIIBLUIBIFEI MEH TYTACTBIFBIH KAMTaMachl3 €Ty YUIIH KPUITOrpadusIIbIK dmicTepi
KOJIaHyFa, COHMAii-aK KOJDKETIMIUTIKTI Oakpulay MeH aKMapaTThK pPecypcTapibl
TEKCepy/i )Ky3ere acblpyra KabijaerTi

4. Kyssiperriniri: Toyekenaep/i, akTUBTep/Ai, HHIUACHTTEP 1, TEXHHUKAIBIK OCAIABIKTAP/IBI,
KaTepiiepAi, KayinTepre TEXHHKAJbIK KapChl iC-KUMBLULIAP/BI, OW3HECTIH Y3OiKCi3Mirin
6ackapy mporecrepin kamtuThiH AK 0ackapy mpoiectepin Oaranay KoHE iCKe achIpy
omicTeMernepi MeH O[iCTepiH TaHmayabl Tajmaiapl. AK KamMTamacel3 €Ty KypaijapbiH,
OCaJIBIKTApABl MOHHUTOPUHITEY OkyHenepiH, AK MOHHMTOpHHII KylenepiH oHe
aKIapaTThIH aFblll KeTyiH OOJIbIpMay JKYHeNepiH, Kyieaep/IiH Kopray TeTiKTepiH Oinei.

5. Kyrinetrin wotmxkenep: Toyekemmepai, akKTHBTEpAi, HWHIUACHTTEP/l, TEXHHKAIBIK
OCaJIBIKTAPABI, KaTepJIepai, KayinTepre TeXHUKAIBIK KapChl iC-KUMBLIAAPABI, OM3HECTIH
y3mikci3airin 6ackapy mpouectepin kamtuThiH AK Gackapy mporecrepin Oaranay xoHe
icKe achlpy oficTeMernepi MeH omicTepiH Tammayabl Tanmaiinsl. AK kamramacel3 ery
KypaJIapblH, OCAIBIKTapIbl MOHUTOPUHITEY Kyiienepin, AK MOHUTOpPHHTI XKyienepin
JKOHE aKIapaTThIH arblll KeTYiH OOJAbIpMay JKyifenepiH, xyienep/is Kopray TeTiKTepiH

Oineni.
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IpepexBusutsl: MudopmaTuka (LIKOIBHBIH Kype)

IocrpexusnTtel:IIpodunupyromue AuCHUIITHEL

Hens aucturmunel: O3HAKOMUTB CTYAEGHTOB C OCHOBHBIMH yrp0o3aMU MH(OPMAIUOHH O
0e30macHOCTH M INPUHLUNAMHU 3alIUThl MHGOPMALMH OT HECAaHKIHMOHUPOBAHHOIO
JIOCTYIIa, yTeYeK U MoBpexaeHu. JlaHHbIi Kypc MpefHa3HaueH 1JIs U3Y4eHUsI OCHOBHBIX
yrpo3 HH(GOPMAIMOHHON 6€3011aCHOCTH, METO0B ¥ MPHHIIMIIOB 3aIlUThl HH(POPMAIIUH.
Kpatkoe conepikanue: B pamkaXx JUCHMIUIMHBI CTYJEHTHl OCBAUWBAIOT —OLEHKY
yA3BUMOCTEH HMH(OPMALMOHHBIX CHCTEM, CTPATeTHMM 3alllUThl JAHHBIX, NPUMEHEHHE
METOJ0B Kpunrorpadguu aias obecredeHHs KOHOHICHLMAIBHOCTH M IIEIOCTHOCTH
unpopmaru. Taioke U3yyalOTCS OCHOBBI  YNpPaBJICHHsS JOCTYIIOM M ayauTa
UHOOPMALMOHHBIX pecypcoB. [lo 3aBepuieHMHM Kypca CTYIEHTBI NPHOOPETAIOT
MNOHUMAHHUE OCHOBHBIX IPHHIMUIIOB M METOAOB 3aIUUThl MHOOPMALMH OT Pa3IUYHBIX
yrpo3. OHHM yMEIOT aHAJM3HPOBAaTh YA3BUMOCTH HH(MOPMAIMOHHBIX CHCTEM,
pa3pabarbIBaTh CTPATEIUH 3ALIMTHI AAHHBIX, HPUMEHATh KPUOTOrpa)uuecKHe METOIbI
st obecriedeHnst KOHQHICHLMAIBHOCTH M LEIOCTHOCTH HHGPOPMALMM, a TaKkKe
OCYILECTBIISITh YIPABJICHUE JOCTYIIOM U IPOBOAUTH ayIUT HH(OPMALIMOHHBIX PECYPCOB.
Kommerenuuii: 3Haer OCHOBBI HH(OpPMALMOHHON 0€30-MACHOCTH W 3alIUTHI
UHGOpMALMK,  NPHHOUNBL  KpUNTOrpadUueckux  Npeod-pa3oBaHMil;  OCHOBBI
3akoHomarenbctBa PK B oOmactu 3amuThl MH(OPMAIMH; THIIOBBIC MPOrPAMMHO-
anmnaparHble CPeICTBA M CHUCTEMBI 3aIUThl MH-()OPMAaLUKM OT HECAHKIMOHHPOBAHHOTO
JIOCTYIa B KOMITBIOTEPHYIO CpemLy

OsxupaeMble pe3ysbTaThl: AHAIM3UPYET BHIOOP METOAMK M METOIOB OLIEHKH U
peanusanuu mpoueccoB ymnpasieHus b, oxBaTeiBarompe INpoIECCH YIpaBlIeHUS
pHCKaMM, AaKTHBaMM, HWHLUAEHTAMM, TEXHHYECKHMU YSI3BHUMOCTSAMHU, YTrpPO3aMH,
TEeXHUYECKUMH TPOTUBOACHCTBUSIMU Yrpo3aM, HEMPepbIBHOCThIO Ou3Heca. 3HaeT
cpenctBa obecredenust b, cucreM MOHUTOPHHTA YSI3BUMOCTEH, CHCTEM
monutopuHra Wb wu cuctem mnpenorBpamieHuss yTedek HHGOPMALWH, 3aIIUTHBIX
MEXaHU3MOB CHCTEM.

BekceiiToBa A.B.-
Crapmnit
IIpernoiaBaTes,
MarucTp TEXHUYECKUX
HayK

1.Prerequisites: Informatics (school course)

2.Post requisites: Profile disciplines

3.Aim of the discipline: To familiarize students with the main threats to information security
and the principles of protecting information from unauthorized access, leaks and damage.
This course is designed to study the main threats to information security, methods and
principles of information security.

4.Shortcontent: As part of the discipline, students master assessing the vulnerabilities of
information systems, data protection strategies, and the use of cryptography methods to
ensure the confidentiality and integrity of information. The basics of access control and
auditing of information resources are also studied. Upon completion of the course, students
acquire an understanding of the basic principles and methods of protecting information
from various threats. They are able to analyze the vulnerabilities of information systems,
develop data protection strategies, apply cryptographic methods to ensure confidentiality
and integrity of information, as well as implement access control and audit information
resources.

Bekseytova A. -Senior
Lecturer, Master of
Technical Sciences




5.Competence: He knows the basics of information security and information protection, the
principles of cryptographic transformations; the basics of the legislation of the Republic
of Kazakhstan in the field of information protection; standard hardware and software and
information protection systems against unauthorized access to the computer environment.

6.Expected Results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.
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IpepexBusurrep: MHdpopmaTuka (MeKTen Kypcbl)

ToctpexBusurtep: Kaciou nonnep

Makcartbl: [ToHai MeHrepy axmapaTTbl KOpPFay[blH HEri3ri NpHHIMOTEPIH 3epreneyni;
aKmnapaT Kayilnci3firiHiH Heri3ri Kayin-KaTepiiepiH KiKTeyli, KYMUSUIBIK Typiepi MeH
Jopexenepl OoMbIHIIA KOpFaJaTbIH aKmapar TYpJepiHiH apaxirin axsiparyasi, KP
aKMapaTThIK Kayincizairi OolbiHIIa cepTuduKaTTay JKYHECiHiH Herisri epexenepi MeH
CTaHJAPTTapbIH Oyl Ke3aeH .

Kpickama masmyHbl: AKnapar KayilCi3[iriHiH Herisri Kayinm-KaTepiepiH >KIKTeyni,
KYITUSUIBIK TYPJIepi MeH Jopexesiepi OOibIHIIA KOPFaIaThIH aKnapaT TYpJepiHiH apaxirin
axeipatynbl, KP akmapaTTeIk Kayirnci3airi OoibiHIIa cepTuduKaTTay XYHECIHIH HEri3ri
epexernepi MEH CTaHAAaPTTapbIH OLTY/l Ke31eiIi.

Kysblperriniri: AKmapaTThIK Kayilci3gik »koHE aKmapaTThl KOpFay Heri3lepiH,
KpUnTorpausuIbK TYPICHIIPY NPUHIUITEPIH, aKIapaTThl Kopray canaceinaars KP 3an-
HaMa Heri3/epiH, KOMIBIOTEPIIK OpTaFa PYKCATChI3 KIipyAeH aKmapaTTbl KOPFay-IbIH
TUNTIK OaFaapiaMablK-annapaTTeiK Kypaniaapbl MeH Kyiesnepin Oineni.

Kyrinerin wormxkenep: Toyekemaepai, axkTUBTEpHi, HHIUICHTTEPAl, TEXHUKAJBIK
OcaNABIKTap/bl, KaTepiiep/i, KayilTepre TeXHUKaIbIK KapChl 1C-KUMBLIAapAbl, OU3HECTIH
y3aikci3airin 6ackapy mpouectepin kamTuThiH AK Gackapy mpouecrepin Oaranay jxoHe
iCKe achIpy oficTeMelnepi MEH oficTepiH TaHmayabl Tanganabl. AK kamramacei3 ety
KypanaapblH, OCaJIBIKTapbl MOHUTOPUHITEY Kyihenepin, AK MOHUTOpHHTI *Ky#ienepin
JKOHE aKIMapaTThIH aFblll KETYiH OoabIpMay KyilenepiH, xKyilenepaid KOpray TeTiKTepiH
Gineni.

BekceiitoBa A.b. -ara
OKbITyLlel, TEXHHKA
f‘le'[l)lMIlapblell-[
Maructpi




IpepexBusutsl: MudopmaTuka (LIKOIBHBIH Kype)

Iocrpexsusutsl: IIpodunupyronye q1CHUTLIIMHBL

Lens: OcBoeHne AUCHMIUIMHBI IIPEAYyCMAaTPUBAET M3y4YEHHE OCHOBHBIX IPUHIUIIOB
3aIIUTHl MH(POPMAIMH; KIACCU(DUKALUIO OCHOBHBIX Yrpo3 0e30macHocTH nH(opManuu,
pasrpaHuueHHe BUIOB OXpaH’IeMOH MH(MOpMAaLUM IO BUAAM U CTEHEHSAM CEKPETHOCTH,
3HaHUE OCHOBHBIX IPABMII U CTAHJAPTOB CUCTEMBI cepTHU(UKALUK 110 HH)OPMALIMOHH O
6esomacHoctu PK.

Kpatkoe conepskanue: OcBOeHHE AUCHUIUIMHBI IPEIYyCMATPHBAET HU3YUEHHE OCHOBHBIX
NPUHIMIOB 3aIUThl WH(OPMALUK; KIACCH(HUKAMIO OCHOBHBIX Yrpo3 0e30IacHOCTH
uH(MOpMALMHY, pa3rpaHUYEeHHEe BUOB OXpaHsAeMOi MHGOPMALUK 110 BUAAM H CTENEHSM
CEKPETHOCTH, 3HAHHE OCHOBHBIX IIPABUJI U CTAHJAPTOB CUCTEMbI CEPTH(HHKALMHU IO
uH(popMaLoHHoi Oe3onacHoctu PK.

Kommnerenuuii: 3Haer OCHOBBI HMH(OpMANMOHHOH 0€30-MACHOCTH W 3alUTHI
uHGOpMALMY,  NPUHLUUNBLL  KpUNTOrpadUuecKuX  Npeod-pa3oBaHMil;  OCHOBBI
3akoHojarenbctBa PK B obsactv 3amuThl MHGOPMALMM; THIIOBBIE IPOrPaMMHO-
anmnaparHble CPe[CTBA M CHCTEMBbI 3aIIUTHl MH-()OPMALUKM OT HECAHKIMOHUPOBAHHOTO
JIOCTYIa B KOMIIBIOTEPHYIO CpeiLy

OsxupaeMble pe3ysbTaThl: AHAIM3MPYET BBHIOOD METOAMK M METOJOB OLIGHKH U
peanm3anuu  npoueccoB ymnpasieHus b, oxBaTbIBaiolMe INPOLECCH  YIPABICHUS
pUCKaMM, AaKTHBAaMH, WHLUJICHTAMM, TEXHHYECKHMH YS3BUMOCTSIMH, YIPO3aMH,
TEXHUYECKUMH TPOTUBOACHCTBUSIMH YIrpo3aM, HENpPephIBHOCTbIO Ou3Heca. 3Haer
cpencrBa obecneuenuss b, cucreM MOHHTOpPHHTA ysS3BUMOCTEH,CHCTEM MOHHTOPHHIA
Wb 1 cucTeM NpefoTBpaleHUs] yTedeK HH(POPMAIIHH, 3aIIUTHBIX MEXaHH3MOB CHCTEM.

BekceiiToBa A.B.-
Crapmnit
IIpernoiaBaTes,
MarucTp TEXHUYECKUX
HayK

N

Prerequisites: Informatics (school course)

Post requisites: Profile disciplines

Aim of the discipline: Mastering the discipline provides for the study of the basic

principles of information security; classification of the main threats to information

security, differentiation of types of protected information by types and degrees of secrecy,

knowledge of the basic rules and standards of the information security certification system

of the Republic of Kazakhstan.

Shortcontent: Mastering the discipline provides for the study of the basic principles of
information security; classification of the main threats to information security,
differentiation of types of protected information by types and degrees of secrecy,
knowledge of the basic rules and standards of the information security certification system
of the Republic of Kazakhstan.

Competence: He knows the basics of information security and information protection, the

principles of cryptographic transformations; the basics of the legislation of the Republic

of Kazakhstan in the field of information protection; standard hardware and software and

information protection systems against unauthorized access to the computer environment.

Expected Results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Bekseytova A. -Senior
Lecturer, Master of
Technical Sciences
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IIpepexBU3UT: AKIApaTTHIK-KOMMYHHKAIUSIIBIK TEXHOIOTHSIAP

Iocrpexsusut: Kocinrik nonnep

IMonniy Makcatbl: CTyZEHTTEp KOMIIBIOTEpIIK JKEIUIepAiH HEri3ri NpUHLUNTEpi MeH
TEXHOJIOTHSNAPBIH, COHNAll-aK aKIMapaTThIK xKylHenepai 6ackapy JarJbUIapblH yHpeHei.
Keickara Ma3myHbl: OKbITY OapbICBIHAA CTYJESHTTEP JKeJli apXUTEKTYPachIMEH, JKeILIiK
XaTTaMaJapMeH, JKEIUIK JKaOIbIKTBl KOH(QUIypalusulay »MoOHE KbI3MET KepceTy
onicTepiMeH, COHJAH-aK Kenlijnep MeH XyHelepiAiH KayilCi3MiriH KaMTamachl3 eTy
npuHuunrepiMen Ttaneicansl. Kypc Ethernet, TCP/IP, DNS, DHCP cuskrsl Herisri
YFBIMJIAp MEH TeXHOJIOTUsUIapiaH OacTal elliHi BUPTyalJaHAbIPY, OYJITTBIK ecenTeyJiep
JKOHE JKeJi Kayilci3ziri CHSIKThl KEHEHTUIreH TaKbIpbINTapFa AEHIHIT KOMIBIOTEpIIiK
JKENUIEpAIH OpTypii acrekTinepin kamruabl. CoHOal-aK CTyIEHTTEep OHepalMsIIBIK
JKylieHi Oackapy Heri3fepiH, COHBIH IIIHIE ONMepalusybIK KyHelepai OpHATYIbI,
KOH(UTypausnayapl, 6akblIay/bl )KOHE JKaHAPTYIbI, AEPEKTEPAIH CAKTHIK KOIIiPMECiH
JKacay MEH KaJlIbIHa KeNTipyai yipeHeni.

Kysbiperriniri: XKeninik TexHonorusuapasiy epekienikrepin, KX xkikrenyin, xeninepai
anmapaTThIK JKOHE MPOTrpaMMAalTbIK KaMCBI3AaHIbIPbLUTYIH Olnemi. YKemimik-anmapaTTeiK
’KaOIBIKTap/Ibl OPHATY/IBI J)KOHE OJIAP/BbIH KYWIEpiH e3repTy daicTepiH KoimaHa Oinmeni;
KX yitbiMpacteipy sxoHe kKoH(buUrypa-umstaiaer; KX monenin Kypanpl xoHe Taigaiasl
op Typmi ecenrtepai miemry kesinge KOK  ammaparteik  okoHe  GarmapriamalibiK
KOMIIOHEHTTEpIH Mali-qanaHyIblH THIMIUTICIH aHBIKTaIbI.

Kyrinerin notmke: KoMmnbloTepiik, cepBepilik kaOIbIKTap MeH IepuepUsIIbIK
KYPBUIFBUIAPIbIH KYItiH Oaranaiapl. ¥ibIMHBIH AT-HHOpaKypbUIBIMBIHBIH ayIuTiH, A,
Jb sxoHe OepineTin xabGapiaamamapibl PYKCAaTChI3 KipyldeH KOpFayiabl YHBIMIACTBIpa
anazgpl. KommbroTepitik, cepBepik jkaOablKTap MEH Mepu(epHsbK KYPBUIFbLIAPIBI,
OJapIblH YIICCIMALTITIHIH TypJepiH, TEXHHKaIbIK cHIaTTamaigapbin Oinemi. AK
KamMTamachl3 ery Kypanaapbid, AK ogicrepi MeH NPHHIMNTEPIH KOJIIAHA B

Typayrynosa H.A.-
KapaTblIbICTaHy
MarucTpi, ara
OKBITYILIBI

N

IpepexBusut: MHdopMannoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHU

ToctpexBusurt: [Ipodumupyromnme JUCIUMIAHBI

Hens mucummmmnel: CTyIeHTH H3y4aT OCHOBHBIX NPUHLMIOB ¥ TEXHOJOTHH
KOMIIBIOTEPHBIX CeTeH, a TaKkKe HABBIKOB aJMHHUCTPHPOBAHHS HH()OPMALMOHHBIX
cucteM. B xome 0OydueHHs CTYACHTHI 03HAKOMSTCS C apXHUTEKTYPOil ceTeil, ceTeBbIMU
MIPOTOKOJIAMH, METO/IaMU HACTPOUKH M 00CITy’)KHBAaHHS CETEBOr0 000Dy JOBAHHS, A TAKKE
MPUHIMIIAMA 0OecIieueHust 0€30MaCHOCTH CeTei U CHCTEM.

Kpatkoe conmepkanue: Kypc oxBaThIBaeT pa3jiMuyHbIE aCIEKTHl KOMIBIOTEPHBIX CETEH,
HauWHasg OT OCHOBHBIX INOHSATUN M TeXHOJOrWM, Takux kak Ethernet, TCP/IP, DNS,
DHCP, u 3akanuuBas HpOOBUHYTHIMH TE€MaMH, TAaKHMH KaK BHUPTyaJlH3alUs CEeTeH,
o0JauHble BBIYUCICHUSI U ceTeBasi Ge30macHOCTh. CTYIEHTHI TakkKe H3Yy4aloT OCHOBBI
aJIMUHHCTPUPOBAHUS  ONEPAIIMOHHBIX ~CHCTEM, BKIIOYas YCTaHOBKY, HACTpOHKY,
MOHHUTOPHHT ¥ OOHOBJICHHE OIEPALIMOHHBIX CHCTEM, a TAKKe Pe3epPBHOE KOIMHMPOBAHHUE U
BOCCTaHOBJICHUE JAHHBIX

KommeTenTeHTHOCT: 3HAET 0OCOOCHHOCTH CETEBBIX TeXHOJOrHii, knaccupukammo KC,
anmapaTtHoe M INPOrpaMMHOE OOecCreyeHHe ceTeil. YMeeT yCTaHaBIMBATh JIMHEHHO-
anmaparHble CPe/ICTBa U NPUMEHATh METOAbl U3MEHEHHsI UX COCTOSHHMN; OpraHH3yeT U
nactpauBaer KC; cozmaer u anammsupyer monens KC, ompenenser 3¢ ¢heKTHBHOCTH
HCIIONB-30BaHMs alIapaTHbIX W INpOorpaMMHBIX KommoHeHToB KC mpu pemieHuu
pa3MyYHbIX 33124

Typmyrynosa H.A.-
MarucTp
€CTECTBEHHBIX HayK,
cTapmmi
npernoaaBaTtelib




. .O)KHZ[aeMI:Iﬁ pe3yJibTatT: OI.[CHI/IBaeT COCTOsAHUSL ~ KOMIIBIOTEPHOI'0, CEPBEPHOI0

obopynoBaHus W TepUPEPUUHBIX YCTPOMCTB. YMeeT OpraHu3oBeBaTh ayaur MT-
uHdpactpykrypsl opranmsaunuu, 3amuty MC, B/l n nepenaBaeMblX COOOIIEHHH OT
HECaHKLIMOHUPOBAHHOTO JIOCTYHA. 3HAeT KOMIIBIOTEPHOE, CepBEepHOE 000pyHOBaHHE U
nepudepuiinble yCTpoHCTBA, THIBI, TEXHUYECKHE XapaKTePUCTHKU UX COBMECTUMOCTH.
Ipumensier cpenctsa obecneuenus: b, meroas! 1 npunuuns: Ub.

N

. Precondition: Information and Communication Technologies
. Post-requirement: Profile disciplines
. The purpose of the discipline: Students will learn the basic principles and technologies of

computer networks, as well as information system administration skills. During the
training, students will become familiar with network architecture, network protocols,
methods of configuring and maintaining network equipment, as well as the principles of
network and system security.

. Summary: The course covers various aspects of computer networks, ranging from basic

concepts and technologies such as Ethernet, TCP/IP, DNS, and DHCP, to advanced topics
such as network virtualization, cloud computing, and network security. Students also learn
the basics of operating system administration, including installation, configuration,
monitoring, and updating of operating systems, as well as data backup and recovery.

. Competence: Knows the features of network technologies, classification of IP, hardware

and software support of networks. Is able to apply methods for installing network and
hardware equipment and changing their state; organizes and configures the CS; builds and
analyzes the CS model determines the effectiveness of using the hardware and software
components of the CS when solving various problems.

. Expected result: Evaluates the status of computer, server hardware, and peripheral devices.

He is able to organize an audit of the organization's IT infrastructure, protect the IP,
database and transmitted messages from unauthorized access. Knows computer, server
equipment and peripheral devices, types, and technical characteristics of their
compatibility. Applies information security tools, methods and principles of information
security.

Turlugulova N.- Master

of Natural Sciences,
senior lecturer
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. IIpepexBu3uT: AKIapaTThIK-KOMMYHHUKAIHSUIBIK TEXHOIOTUSIIAP
. ToctpexBusur: Kocintik monaep
. Ilonnig Mmaxcatel: Bynm Kypc crydeHTTepre 3amMaHayd TEXHOJOTHSIIap MEH SicTepi

KOJIIaHA OTBIPBIN, YHBIMIAP/ABIH aKNApaTThIK HH(PAKYPBUIBIMBIH THIMII Oackapy
HETIi3IepiH YHpeTyre apHajFaH.

. Kpickama masmynsl: TIoH KOMIBIOTEpIK JKyiienep MeH JKelIepai JKocmapiayFa,

OpHANIACTBIPYFa, KOH(UrypalMsUIayFa *oHe KbI3MET KOpCeTyre, pecypcTapabl Oackapyra
JKOHE KayilCi3IKTi KAMTaMachl3 €Tyre KaTbICThl KONTEreH TaKbIPBIITap Abl KAMTHIBI.

. Kyseperriniri:  Xeminik texHomorusumapapie — epekmie-mikrepin, KX  kikremyis,

JKEIIiep/Ii anmapaTTbiK KOHE MPOrpaMMAalIbIK KaMChI3AaHABIPUTYbIH Oinemi. JKemimik-
anmnaparThiK JKaOIBIKTapbl OPHATYIbI JKOHE OJAPABIH KYHIEpiH e3repTy oicTepiH
konmana 6ineni; KX yitsimmactsipy xoHe konburypa-musuaias; KK moxemin kypamst
JKOHE Taljaiiabpl op Typii ecenrepai memy Kesimge KOK anmapaTThIK KoHE
OarmapiamMablK KOMIIOHEHTTEPIH Mail-aaaaHy/IbIH THIMIUTITIH aHBIKTaiIbl.

. Kyrinerin wnormxke: KommproTepiik, cepBepiik kabAbIKTap MeH mnepudepHsuIbIK

KYPBUIFBUIAPIBIH KYHiH Oaranaiinbl. ¥YibIMHBIH AT -nHGpaKypeUTBIMBIHBIH ayauTia, AXK,
Jb xoHe OepineTin xabGapiamanapibl PYKCAaTChI3 KipyleH KOpFayabl YHBIMIAcThIpa
ananpl. KoMObroTepltik, cepBepllik jkaOIbIKTap MeH NeprdepHsiblK KYpbUIFbUIAPIBI,
ONapIblH YHICCIMALTITIHIH TypJepiH, TeXHHKalbIK chnarramanapeia Oimemi. AK
KaMTaMachl3 eTy KypainapsiH, AK omicTepi MeH NpUHIMITEPiH KOJIAAHAMIBL.

Typmyrynosa H.A.-
KapaThUIBICTAaHy
MarmcTpi, ara
OKBITYILIBI
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. IpepexBusur: MuhopMannoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHU
. IHocrpexsusut: IIpodunupyronye 11 CHUILIHHBL
. Henp mucuumiuuHbl: OTOT Kypc INpeiHa3HaueH Juil OOy4YeHHs CTYIEHTOB OCHOBAaM

s¢dexTuBHOro ynpasieHus HHPOPMALUOHHON HHPPACTPYKTYypoi oOpraHu3auuii c
UCIOJIb30BAHUEM COBPEMEHHBIX TEXHOJIOTUH U METOJ0B.

. KpaTKoe COACpIKaHUEC: I[I/ICI_[I/II'IJ'IPIHB, OXBaThIBACT HJI/IPOKI/Iﬁ CIIEKTp TEM, CBSI3aHHBIX C

IUIAHUPOBAHUEM, Pa3BEPTHIBAHUEM, Hacrpoi’ncop"[ " OGCJ’[y)KI/IBaHl/IeM KOMITBIOTEPHBIX
CUCTEM U ceTeﬁ, a TaK)KC C yIpaBJICHUECM peCypCcaMu U obecrieyeHreM 0E30MaCHOCTH.

. KommneTenTeHTHOCTH: 3HAaeT OCOOCHHOCTH CETEBBIX TEXHOJOTrWH, kiaccupukanuio KC,

amnmapaTtHoe W INPOrpaMMHOE OOecHedeHHe ceTell. YMeeT YCTaHaBJIMBaTh JIMHEHHO-
alrapaTtHbie CPpEACTBA U NPUMCEHATH METOAbI U3MCHCHUS HUX COCTOS{HMI\/’I; OpraHu3yeT u
nactpauBaer KC; co3maer u anamusupyer momeiab KC, ompenenser 3(¢heKTHBHOCTH
UCIIONIb-30BAHUS aNMapaTHbIX M NporpaMMHbIX KommoHeHToB KC mpm pemenun
pa3IMYHBIX 3a7a4.

Oxumaemblif  pesynbTar: OIGHMBA€T COCTOSIHHSL ~KOMIIBIOTEPHOIO, CEpPBEPHOrO
obopynoBaHuss W mnepupepuiHBIX YCTPOWCTB. YMeeT opraHum3oBbiBath ayautr UT-
uHppacTpykTypsl opranusauuu, sammry VC, B/l um nepenaBaembix cooOLIeHHH OT
HECAaHKLIMOHUPOBAHHOTO JIOCTyHa. 3HAeT KOMIIBIOTEPHOE, CEepBEpHOE O0OPYNOBaHUE U
nepudepuiiHple yCTpONHCTBA, TUIBI, TEXHUYECKHE XapaKTEPUCTHKU UX COBMECTUMOCTH.
IIpumensiet cpencraa obecnedenust b, metons! u nmpunmns Ub.

Typayrynosa H.A.-
MAarucTp eCTeCTBEHHBIX
HayK, CTapIIHi
IPEnoaaBaTellb

N

Precondition: Information and Communication Technologies
Post-requirement: Profile disciplines

. The purpose of the discipline: To form students 'theoretical and practical knowledge about

the architecture and concepts of computer networks(CS), to develop students' skills in
designing and operating CS.

Summary: Introduction to computer networks. The reference seven-level OSI model. The
physical data transfer environment. Methods of access to the data transmission medium.
Data transfer between network nodes. Transport protocols. Application protocols and
Internet services. Network software.

Competence:design computer systems that use network communication tools; test
computer networks and their components; organize the interaction of a network software
package with applications; programmatically manage network services; choose tools for
building networks in accordance with the specified operating conditions.

Expected result: Evaluates the status of computer, server hardware, and peripheral devices.
He is able to organize an audit of the organization's IT infrastructure, protect the IP,
database and transmitted messages from unauthorized access. Knows computer, server
equipment and peripheral devices, types, and technical characteristics of their
compatibility. Applies information security tools, methods and principles of information
security.

Turlugulova N.- Master
of Natural Sciences,
senior lecturer
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IIpepexBu3uTTepi: ANFaNIKBl 9CKEPH JKOHE TEXHOJIOTUSUIIBIK JaHBIHABIK (MEKTEH KypChl)
IMocrpexBu3nTTepi: OHAIPICTIK NpaKTHKA

Ilornin Makcatsl:IIoH eki e3apa OaiaHBICTBI ACIEKTIHI KAMTHABI: €HOEK Kayilci3niri -
OyJ1 JKYMBICKEpJIepiH KociOM KbI3MeTi OapbICBIHAA KayilCi3[iri MEH JEHCayJIBIFbIH
KaMTaMachl3 eTyre OaFbITTaliFaH, jKOHE TIPIIUIK Kayincisniri - Oyn agam emipi MeH
JICHCAYJIBIFBIH KYHJICIIKT] OMipJie KOpFaybl KAMTHTBIH CaJa.

Kpickama masmyHsl: [Ion mieHOepiHze eHOeK KayilcCi3giriH KamMTaMachl3 €Ty, Kociou
aypyJiap MeH >XapaKaTTap/blH aIIbIH aly OOWBIHIIA KYKBIKTBIK, YHBIMIACTBIPYIIBUIBIK
JKOHE TEXHUKAJIBIK LIIapajiap, COHIai -aK TOTEHIIIE JKaFAaiiapaa SpeKeT eTy epexernepi MeH
opekerrepi (epTTep, TEXHOTeHAIK amaTrap, OKOJOTHSUIBIK KayinTep okoHe T.0.)
KapacTelpbulaAbl. bBimiM  adymibuiap a3aMaTThIK KOpPFayIblH —HETI3AEpiH, aJFalliKsl
Jopirepre JeiiH KOMEK KOPCETy XOHE KYTKapy JKYMBICTApbIH YHBIMAACTBIPY HETi3IepiH
seprreiiai. [lon OimiM anymbUlapia  Kayinci3mik MocesenepiHe JKyHeni Ke3kapac
KQJIBINITACTBIPYFA JKOHE JKYMBIC OpPHBIHIA JKOHE KYHIENIKTI eMmipae Kayinmci3mikri
KaMTaMachl3 €Ty YIIiH MPaKTHKAJIbIK JaFIblIap/bl JaMBITYFa OarbITTalIFaH.
Kysbiperriniri: Kopmaran opTaHbl KOpray JKOHIHIET] 3aHHAMAHBIH, Kayillci3 eHIIipiCTiK
IpoLECTepAl YHBIMIACTBIPY KaFUAAT-TapbIHBIH HETI3iHe TaOUFH OPTaHbBIH 3KOJOTHSIIBIK
JKal-Ky#iiH Oaranail anajibl, OHAIPICTIH KOpIIaFraH OpTaFra TEXHOTCH/IK dcepiH Oaranayabl
JKyprise anangsl, TaOMFH pecypcTapibl MaiifasaHyMeH OaiaHBICTBI IKOJIOTHSUIBIK-
9KOHOMHKAIIBIK JKYHEIepAiH IaMy YpHICTepiH ChIHM TYPFBIIAH TYCIHE ajiafbl JKoHE
OJIap.IbIH SKOJIOTUSUIBIK, CAJlIapbIH CUNIATTAH anabl.

Kyrinerin ~ Hotmxke:  JKapaTbUiblCTaHY-FBUIBIMH,  TYMaHHTApIIBIK,  QJICYMETTIK-
9KOHOMHKAJIBIK, KOCIIKEpIiK canamapaa OimiMal KongaHy KalOijeTi MeH JailbIH/bIFbIH
KepceTeqi. AKMapaTThIK KayilCi3iK calachblHAaFrbl KbI3METTI PETTEHTIH XajblKapasbIK
JKOHE YITTHIK 3aHHAMAJIBIK, YHBIMAACTBIPYIIBLIBIK KOHE POCIMAIK aKTinepAiH 6a3aibIK
TaJanTapbiH Oy

IpepexBusutsl: HayanbHas BOGHHAS M TEXHOJIOTHYECKAs TOATOTOBKA

(LIKOJIBHBIN KypC)

IToctpexBu3utsl: [Ipon3BoacTBeHHAS IPAKTHKA

Henp mucummnumubl: JMcuuIuiMHa OXBaThIBaeT ABA B3aHMMOCBSI3aHHBIX ACIEKTa: OXPaHy
TpyZAa, HANpaBJeHHYI0 Ha oOecreyeHue Oe30MacHOCTH U 310pPOBbs PAOOTHHKOB B
mporecce UX NpopecCHOHANBHOMN JeITeNbHOCTH, U 0e30MaCHOCTb KU3HEASSTEIbHOCTH,
BKJIIOYAOIIYIO 3aLIUTY KU3HH U 310POBbS UENIOBEKA B IOBCEAHEBHBIX YCIOBUSX.
Kpatkoe conepxanue: B pamMkax AMCHMIUIMHBI U3y4alOTCsl IPABOBbBIE, OPraHU3AIMOHHBIE
W TEeXHUYECKHE Mepbl 1o obecredeHHIo 0e30MacHOCTH Tpyda, HPeJOTBPAIICHHUIO
npod)ecCHOHANbHBIX 3a00NeBaHUi M TpaBM, a TaKXkKe IpaBWwia M JCHCTBHSA B
Ype3BBIYAHHBIX CHUTYalUAX (I0XKapbl, TEXHOr€HHBIE KaTaCTPO]bI, IKOJOTHIECKHE YIPO3bI
1 T.1.). O0yuaromuecs H3y4aroT OCHOBBI TPayKIAHCKOM 3aIlIUThI, OCHOBBI OKa3aHUs EPBOH
JIOBpaueOHOI ITOMOIIM M OPTaHU3ALIMH CTIAcATEIbHBIX paboT. J{MCIUIINHA HaTpaBiieHa HA
(dopMHpOBaHHE y CTYICHTOB CHCTEMHOTO IIOXOJa K BONpOcaM O€30MacHOCTH H
BBIPaOOTKY MPAKTHYECKUX HABBIKOB JUIs OOecredeHns1 0e30MacHOCTH Ha paboueM MecTe U
B )KU3HH.

Hypxanosa JI.b. —
TeXHUKA
FBUIBIMIAPBIHBIH
MAarucTpi, ara OKbITYIIBI

Hypxanosa J1.b. -
MAarucTp TeXHH4eCKHUX
HayK, CTapIIui
IpernojaBaTenb

Nurzhanova D.B. -
Senior Lecturer, Master
of Technical Sciences




. Komnerenunu: Ha ocHoBe 3akoHOAaTeaLCTBA 110 OXpaH€ OKpy- JKaronien Cp€lbl,

IIPUHIIAIIOB OpraHru3aluu 0e30MmacHbIX IIPOMU3BOJACTBCHHBIX IMTPOLIEC-COB YMECT OLICHUBATh
OKOJIOTUYECKOE COCTOAHHEC HpHpOHHOﬁ Cpeabl, IPOBOAUTL OLEHKY TEXHOI'C€HHOI'O
BO3JICHCTBUS IPpOU3BOACTBA Ha OKpPYXAKIIYIK Cpeay, KpUTHUYECKU OCMBIC/IMBATH
TCHACHIIUU PA3BUTHA 3KOJOI0-3KOHOMHYECCKUX CUC-TEM, CBA3AHHBIX C UCIOJIb30BAHHUEM
IPU-POAHBIX PECYPCOB U OXaPAKTCPU30BATH UX IKOJIOTUIECKUE ITOCIICACTBUSA

. Oxupmaemble pe3yibTaThl: JIeMOHCTPHPYET CIIOCOOHOCTM ¥ TOTOBHOCTH IPUMEHSTH

3HaHUS B  €CTCCTBEHHO-HAy4YHOH, T'yYMaHHMTapHOH,  COIMAJbHO-?KOHOMHYECKOM,
IpeANpUHUMATENbCKON cpepax. 3HaHUMEe 0a30BBIX TpPeOOBAaHMH MEXKIYHAPOIHBIX U
HaIlMOHAJIBHBIX 3aKOHOOATCIbHBIX, OpraHUu3allMOHHBIX u IPpOLUEAYPHBIX AaKTOB,
PETYIUPYIOUIMX JIeITeIbHOCTh B 001aCTH MH(GOPMALIMOHHOMN 0€30acCHOCTH

n

Prerequisites: Initial military and technological training (school course)
Postrekvizites:

. Aim of the discipline: The discipline covers two interconnected aspects: labor protection,

aimed at ensuring the safety and health of workers during their professional activities, and
life safety, which involves protecting human life and health in everyday conditions.
Shortcontent: The course covers legal, organizational, and technical measures to ensure
labor safety, prevent occupational diseases and injuries, as well as rules and actions in
emergency situations (fires, man-made disasters, environmental hazards, etc.). Students
study the basics of civil defense, first aid, and the organization of rescue operations. The
discipline is aimed at developing a systemic approach to safety issues and developing
practical skills to ensure safety in the workplace and in life

Competences: Based on the legislation on environmental protection, the principles of
organizing safe production processes, he is able to assess the ecological state of the natural
environment, assess the technogenic impact of production on the environment, critically
comprehend the trends in the development of ecological and economic systems related to
the use of natural resources and characterize their environmental consequences.
Expectedresults: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanities, socio-economic, and business fields. Knowledge of the basic
requirements of international and national legislative, organizational and procedural acts
regulating activities in the field of information security
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IIpepexBusurrepi: buonorns (MekTen Kypcs)

IMocrpexBu3nTTepi: OHAIPICTIK NpaKTHKA

ITonniy mMakcatsl: [ToHHIH MakcaThbl - TAOUFH pecypcTapbl THIMJI Naianany, KopuiaraH
OpTaHbl KOpFay )KOHE KOFAMHBIH QJIEyMETTIK, YKOHOMHUKAJBIK KaXeTTUIIKTEepiH eckepe
OTBIPBIN, TYPAKThl JaMy HPUHIHUOTEPIH TYCIHAIPY. OKOJOTHS MEH TYPaKThl Jamy
apacklHaFbl OalaHBIC MEH aWbIPMALIBIIBIKTAPIBLI TYCIHAIPY; TaOUFU pecypcTapibl
CaKTay ’OHEe 9KOJIOrHsUIBIK IpobieManapra memiM Tady kKoJIgapbiH yipery.

Keickara Ma3myHbl: [ToHHIH Ma3MYHBIH/IA SKOJIOTUSHBIH HETI3T1 3aHIbUIBIKTAaPbl, TAOUFaT
pecypCTapbIHBIH  CapKbUIybl, KJIMMATTBIH ©3repyi, KOpIIaraH OpPTAHBIH JACTAaHYHI,
KaJIIBIKTap MAceseci xoHe 6acka SKOJIOTHSUIBIK MAceeep KapacTblpbulabl.
Kyssiperriniri: Kopiaran opraHbl Kopray JKeHIHJETi 3aHHAMaHBIH, Kayilci3 eHIIpiCTIK
MpoIecTePi YHBIMIACTHIPY KaFHIaT-TapbIHBIH HETi31HIe TAOUFH OPTAHBIH 3KOJIOTHSIIBIK
Kal-KYHiH Oaranail anajbl, OHAIPICTIH KOpIIAFaH opTara TEXHOTEHIIK ocepiH Oaraaybl
Kyprize ananbl, TaOWFM pecypcTapibl NaiijalaHyMeH OalJIaHBICTBI JKOJOTUSUIBIK -
9KOHOMHKAJIBIK JKYHEIepAiH HaMy YpIICTepiH CBIHM TYpPFBIJAH TYCIHE ajajbl JKOHE
OJNapABIH SKOJOTHSUIBIK CAJAAPbIH CHIIATTAMN anajibl

Kyrinerin ~ wotmxke:  JKapaTbUIbICTaHY-FBUIBIMHM, — TYMaHMTapiblK,  QJIE€yMETTiK-
9KOHOMHKAJIBIK, KOCIMKEpIiK cananapia OutiMai KongaHy KaOuleTi MeH HalbIHABIFBIH
KepceTeqi. AKMapaTThIK KayilCi3giK calachlHAAFbl KbI3SMETTI PETTEHTIH XalbIKapasbIK
JKOHE YJITTBIK 3aHHAMAJbIK, YHBIMAACTBIPYIIBUIBIK JKOHE POCIMAIK aKTiIepAiH 06a3ajblk
TaJIanTapbIH Oy

N

TIpepexBusuTthl: bruosorus (IKOIBHBIA Kypc)

IToctpexBu3utsl: [Ipon3BoaCcTBEHHAs PaKTHKA

Lens qucnunumnbt: Lleas qUCHUNIMHbL - 00bSICHEHHE NPUHIMIIOB YCTOHYHBOTO Pa3BUTUS
¢ y4eroM 3((HeKTHBHOrO MCIOIb30BAHUS MPUPOAHBIX PECYPCOB, 3ALIUTHI OKPYIKAIOMISH
Cpenbl M YIOBJICTBOPEHMS COLMAIBHBIX M DKOHOMMYECKHX IOTpeOHOCTell obliecTsa.
3agauy QUCLUIUIMHBL OOBSICHUTD CBSI3b M PA3IMuMs MEKLY JKOJOTHEH U yCTOHYMBBIM
pa3sBUTHEM; HAyYUThb COXPAHATH TPHUPOAHBIE PECYpChl M HAXOAUTH PELICHUS
9KOJIOTHYECKHUX MPOOIIeM.

Kpatkoe conepxxanue: B pamkax Kypca paccMaTpUBarOTCsS OCHOBHBIE 3aKOHBI 9KOJOTHH,
WCTOIIEHHE TPHUPOIHBIX PECYPCOB, M3MEHEHHE KIMMaTa, 3arpsA3HEHHE OKpY»Karomeil
cpenbl, MPoOJIeMBI OTXO/IOB M APYTHE SKOIOTHYECKHE BOIPOCH

Komnerennuu: Ha ocHOBe 3akoHOAATeNbCTBA IO OXpaHE OKpY- JKAIOUIeH Cpemdbl,
MIPUHIUIIOB OPTaHU3aLUK 0€30MacHbIX TPOU3BOACTBEHHBIX IPOIEC-COB YMEET OLlEHUBATh
9KOJIOTHYECKOE COCTOSHHE TPHPOAHON Cpepl, MPOBOANUTH OLEHKY TEXHOT€HHOTO
BO3/ICHCTBHS TNPOM3BOACTBA HA OKPYXKAIOIIYIO Cpeny, KPUTHIECKH OCMBICIHBATh
TEHICHIINN Pa3BUTHSA HKOIOTO-?KOHOMHYECKHX CHC-TEM, CBS3aHHBIX C HCIOJIB30BAHUEM
TIPU-POAHBIX PECYPCOB U 0XAaPAaKTEPU30BATh X IKOJIOTUIECKUE IOCIEACTBHS
OskumaeMele pe3ynbTaThl: J{eMOHCTPHPYET CHOCOOHOCTH WM TOTOBHOCTH HPHUMEHSTH
3HaHHS B  €CTECTBEHHO-HAYyYHOH, TyYMaHHTapHOH,  COIMAJIbHO-3KOHOMHYECKOMH,
MpeNIpUHUMATENbCKON cdepax. 3HaHHMe Oa30BBIX TPeOOBAaHMIT MEXIYHAPOAHBIX U
HAI[MOHAIBHBIX 3aKOHOJATENbHBIX, OPTAaHM3ALMOHHBIX M TPOLEIYPHBIX AaKTOB,
PETYIUPYIONIMX IeATEIPHOCTh B 001aCTH HH(OPMAIIMOHHOH 0€30MacCHOCTH

Kyxamb6epauesa C.2K.
TONBIPAKTaHy
FBUIBIMIAPBIHBIH
Marucrpi, ara
OKBITYIIIBI

Kyxamb6epnuesa C. XK.
MarucTp
HOYBOBEIYECKHX HAYK,
CTapuui
TpernoaBaTeNs.

Kuzhamberdieva S. zh.
master of Soil Sciences,
senior lecturer
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Fundamentals anti-
corruption culture

N

Prerequisites: Biology (school course)
Postrekvizites: Manufacturing practice

. Aim of the discipline: The purpose of the discipline is to explain the principles of

sustainable development, taking into account the effective use of natural resources,
environmental protection and meeting the social and economic needs of society.

. Shortcontent: The objectives of the discipline are to explain the connection and differences

between ecology and sustainable development; to teach how to conserve natural resources
and find solutions to environmental problems.

. Competences: Based on the legislation on environmental protection, the principles of

organizing safe production processes, he is able to assess the ecological state of the natural
environment, assess the technogenic impact of production on the environment, critically
comprehend the trends in the development of ecological and economic systems related to
the use of natural resources and characterize their environmental consequences

Expectedresults: Based on the legislation on environmental protection, the principles of
organizing safe production processes, he is able to assess the ecological state of the natural
environment, assess the technogenic impact of production on the environment, critically
comprehend the trends in the development of ecological and economic systems related to
the use of natural resources and characterize their environmental consequences.

Tect
Tect
test

N

. IlpepexBusurrepi: Kykbik Herizaepi (MeKTen Kypebl)
. TloctpexBusutTepi: OHIIpICTIK MPaKTHKA
. Ilonnig makcatel: Chibaiinac 5xeMKOpPJIBIKKA KapChl MOICHHET HEeri3/1epi Kypchl ceibaiinac

JKEMKOPJIBIKTBIH aJIIbIH ally, OHBIH ce0enTepi MeH calllapblH TYCiHY, COHAai-aK KoFama
cbibaiinac )KeMKOPJIBIKKA KApChl MOJACHHUETT] KalbINTACTBIPYFa OAFbITTAJIFaH.

. Kpickama masmynsr: Kypcra cpibaiinac jkeMKOpJBIKKA Kapchl iC-KUMBLT OOMBIHIIA

XaJIbIKapaJblK JKOHE OTAaH/BIK TIKIpHOECiHe, a3aMaTThIK KOFaM OKIIIEepiHiH, KacTapIblH
JKOHE JKAJIMIbI KYPTIIBUIBIKTBIH POJIi TypaJibl akraparTapra Tajaaay xKacasaibl.

. Kyseiperriniri: O3iHiH KociOn KpI3METiHIH Cajgapsl VIIIH QJIEYMETTIK KOHE KYKBIKTHIK

JKayarnkepIIiIiK KaFMAaTTapblH YCTaHy JaF[bUIapbliH; -ChlOaillac >KEMKOPJBIK MiHE3-
KYIKBIHBIH OPTYPJIi HBICAHAAPBIH AHBIKTAY aFABUIAPHIH, - KBI3METTIK JKOHE JKalIlbl
KOFaMIBIK KATBIHACTAPAArbl ChIOAMIac JKEMKOPJBIK KOPIHICTEPiHIH JKOJIBIH Kecy
IaFABUIAPbIH, - ChIOAiIac KEMKOPJIBIKKA KATBICTBI OPTYPIi KYOBUIBICTAP/IBI, KYKBIKTHIK
(axTinepai, KYKbIKTBIK HOpMajiap MEH KYKBIKTHIK KaThIHACTAP/bl Talgay >koHe Oarajiay
IaFABUIAPBIH MEHIePe/Ii.

. Kyrinerin ~ Hotmke:  JKapaTbUIbICTaHY-FBUIBIMH, — T'yMaHHTapiblK,  QIEYMETTIK-

9KOHOMHKAIIBIK, KOCIMKEpIiK camanapia OutiMai KoigaHy KaOineTi MeH HallbIHABIFBIH
KepceTeli. AKIMapaTThIK KAyilCi3/IiK CalachIHIAFBl KBI3METTI PETTEHTIH XaIbIKapajblK
JKOHE YITTHIK 3aHHAMAJIBIK, YHBIMAACTHIPYINBUIBIK JKOHE PICIMAIK aKTiepIiH Ga3ajbik
TaJanTapsiH OiTy

AntaeB E.-3an
FI)IJ'[I)IMllapLIHLIH
KaHJIUIAThI.

Antaes E.-xkanaugat
FOPHIMYECKUX HayK.

Altaev E.-candidate of
law




N

. IpepexBusutsl: OCHOBBI IpaBa (ILIKOIbHBIH Kypc)
. Iocrpexsusutsl: IIpon3BoacTBeHHAS IPAKTUKA
. Henp aucummmuusl: Kypc OCHOBBI aHTHKOPPYNLHOHHOH KyJIbTypbl HAINpaBlIeH Ha

NpoGUIAKTUKY KOpPpPYILUH, IHOHMMAaHHE €€ IPHYMH M IIOCIEACTBUH, a Takke
(opMHpOBaHHME AHTUKOPPYILIUOHHOH KyJIbTYpPhl B OOLIECTBE.

. Kpatkoe comepikannme: B kypce Oyner mNpoBeOeH aHANIH3 MEXKIYHApOTHOIO H

OTCYCCTBCHHOI'O0 OIbITa I10 HpOTHBOHeﬁCTBHIO Koppynuuu, I/IH(i)OpMaI_[I/II/I 0 pojin
HpeﬂCTaBHTeHeﬁ TpaXXaaHCKOTO 06H.IeCTBa, MOJIOOCKHU U HIHpOKOﬁ 0OIIECTBEHHOCTH.

. Komnerenuuu: Braneer HaBbI-KaMU CiIeI0BaHUS npuHOUIamMm COIMAJILHON U HpaBOBOﬁ

OTBETCTBEHHOCTH 3a IOCJIEACTBUS CBOCH NMPOQECCHOHATBHON ESATENbHOCTH; ~-HaBBIKAMHU
BBISIBJICHUS Pa3JIMUHBIX ClJOpM KOPPYINIIHOHHOI'O ITIOBEACHUS, -HAaBbIKAMH IIPECCUCHUS
KOPPYIIMOTCHHBIX MPOSBICHUMN B CITY>)KEOHBIX U B I[EJIOM OOIIECTBEHHBIX OTHOIICHHUSX, -
HaBbIKAMH aHaJIW3a U OLCHKH pPa3jIu4YHbIX ﬂBJ'leHMﬁ, HOPUANICCKUX CI)aKTOB, IIPaBOBBLIX
HOPM U ITIPABOBBIX OTHOIIleHl/II\/’I, OTHOCAILIUXCS K KOPPYIILIHUHA.

OsxuaeMble pe3ysbTathl: J[eMOHCTPHPYET CHOCOOHOCTHM M TOTOBHOCTH HPUMECHSTH
3HAHUA B  €CTECTBEHHO-HAY4YHOH, TIyMaHUTapHOH, COLMaJbHO-?PKOHOMHYECKOH,
OpeAnpUHUMATENbCKON cdepax. 3HaHMe 0a30BbIX TpeOOBaHHH MEXKIYHAPOAHBIX H
HaIlMOHAJIBHBIX 3aKOHOAATCIbHBIX, OpraHU3allMOHHBIX u TMPOLEAYPHBIX AaKTOB,
PETYIUPYIOUIMX JIeSTeIbHOCTh B 001acT MH(GOPMAIIMOHHOMN 0€301MacHOCTH

N

Prerequisites: Fundamentals of law (school course)

Postrekvizites: manufacturing practice

Aim of the discipline: The course fundamentals of anti-corruption culture is aimed at
preventing corruption, understanding its causes and consequences, as well as the formation

of an anti-corruption culture in society.

Shortcontent: The course analyzes international and domestic experience in combating

corruption, information about the role of representatives of civil society, youth and the

general public.

Competences: Has the skills to follow the principles of social and legal responsibility for
the consequences of his professional activity; -skills in identifying various forms of corrupt]
behavior, -skills in suppressing corrupt manifestations in official and public relations in
general, - skills in analyzing and evaluating various phenomena, legal facts, legal norms
and legal relations related to corruption.

Expectedresults: Demonstrates the ability and willingness to apply knowledge in the

natural sciences, humanities, socio-economic, and business fields. Knowledge of the basic

requirements of international and national legislative, organizational and procedural acts

regulating activities in the field of information security
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IpepexBusurrepi: C++ opracsiHia Oarnapnamanay

IMocrpexBu3nTTepi: OHAIPICTIK NpaKTHKA

ITonniy Makcatbl: IToHHIH MakcaTbl - FBUIBIMHM 3€PTT€Y >KYMBICHIH YHBIMIACTBIpyFa
JalblHIay, IeNarOruKalblK-TeOPHSIbIK 3EPTTEYAIH JKAIbl FBUIBIMH  QICHAMACHI
JKOHIHJIET1 YFBIMBIH KaJIBINTACTBIPY OOJBII TAObLIAIbI.

Keickama masmyHbl: FbulbIMH - 3epTTey JKYMBICBIHBIH OJliCHAMa MEH OIiCTEMECIiHIH
HETI3IH YHpeTy, Typii akmapar Ke3JepiMeH >KYMbIC icTey OLTIKTINIriH KaJbINTacThIpy,
HearoruKablK Ypic 6apbIChIH/Ia IPAKTHKAIIBIK MIHASTTEPII LIelIy e, 3epTTey dicTepiH
KOJIJaHy/Ibl MEHI'ePY KY3bIPETTITIKTEPIiH JaMBITY.

Kysbiperriniri:  bineni: F3-H TeOpWsUIBIK  aifbl  I[IAPTTApbIH; TEOPHSJIBIK OKOHE
9KCHEPUMEHTTIK 3epTTEeyliH 3aMaHayH 9[iCTepiH; 3epTTey MIHAETTEPIH LISl TOCUIAEpiH.
beiiini 6oitpianra F3 a3ipnemenepine kaTbicyFa KaOUIETTi, 3epTTEy TaKbIPBIObI OOMbIHIIIA
aKMapaTThl KyHeneii, aJbIHFaH aepeKTepai engen anansl. F3 sxyMbIcTapbIH KYprizyne
TEOPHSIIBIK O11iM MEH MPaKTUKAJBIK AaFAbLIapAbl TOXIpHOene Konganyra KaOierTi.
Kyrinerin ~ notmxke:  JKapaTbUIbICTaHY-FBUIBIMHM, — TYMaHMTApiblK,  QJIE€yMETTiK-
9KOHOMHKAJIBIK, KOCIMKEpIiK cananapia OutiMai KongaHy KaOilneTi MeH IailbIHIbIFbIH
KepceTeqi. AKMapaTThIK KayilCi3giK canachblHAAFbl KbI3SMETTiI PETTEHTIH XalbIKapasbIK
JKOHE YJITTBIK 3aHHAMAJbIK, YHBIMAACTBIPYIIBUIBIK JKOHE POCIMAIK aKTiIepAiH Oa3aiblk
TaJIanTapbIH OiTy

N

IIpepexBusutsl: [lporpammuposanue B cpene C++

TloctpexBusutsl: IIpon3BoaCcTBEHHAs TPAKTHKA

I_Iem, JAHUCHUIIIINHBI [Iem, JAUCHUIIIAHBI - ABJIACTCA NMOATIOTOBKA K OpraHu3aliyid HaAy4YHO-
HCCIIEA0BATENBCKON paboThl, (GOpMHUPOBAHUE MOHITHS MO OOLICHAYYHOH METOHOJIOTHH
MICUXO0JIOTO-TEOPETHIECKOT 0 UCCIIEIOBAHUS.

Kpatkoe comepxkanne: OOydeHHE OCHOBaM METOAOJIOTMM M METONOJOTHH HAy4YHO -
HCCIIEA0BATENbCKONH paboThl, (opMHpPOBaHHWE HABBIKOB pPabOTBI C pPa3IMYHBIMHU
MCTOYHHMKAaMU MH(POPMALMHK, PA3BUTHE KOMIIETCHIMH B PELICHUH NPAKTHUECKUX 3a/1a4 B
XOJI€ TIeAaroru4ecKoro npouecca, OBJIaIeHHe HCIO0Ib30BAHHEM METO/IOB HCCIIEA0BAHMS.
Komnerennuu: 3Haer: Teopermueckue npeanocslnkd HU; coBpemeHHBIE METOABI
TEOPETHYECKOT0 W DKCIEPUMEHTAIBHOIO  MCCIEIOBAHHSA;  CIIOCOOBI  PEIICHHS
uccnenoBareabckux 3agad. Crocoben yuactBoBath B HU paspaborkax mo mpoduio,
CHCTEMaTH3MPOBATh MH(POPMALMIO 110 TEeMe HCCIEA0BaHUs, 00pabaThiBaTh MOTy4YECHHbIC
nanuble. CocoOeH NMPUMEHATh Ha IPAKTHKE TEOPETHYECKUE 3HAHUS M NPAKTHYECKHE
HaBBIKHU B ipoBeaeHnu HUP.

Oxumaemble pe3ynbTaThl: [leMOHCTPHpPYeT CIIOCOOHOCTH M TOTOBHOCTH NPUMEHSTH
3HAQHMUS B €CTECTBEHHO-HAy4HOH, TyMaHMTApPHOH, COLHAJIbHO-KOHOMHUYECKOM,
MpeNpUHUMATENbCKON cdepax. 3HaHMe 0a30BBIX TPEOOBAHHN MEXKIYHAPOIHBIX U
HallMOHANBHBIX ~ 3aKOHOAATENBHBIX, OPTaHU3ALMOHHBIX W TPOLEAYPHBIX AKTOB,
PErYIHPYIOIMX NeSTeIbHOCTh B 007aCTH HH)OPMALIMOHHO 6€30acCHOCTH
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Prerequisites: Programming in the C++ environment

Postrekvizites: manufacturing practice

Aim of the discipline: The purpose of the discipline is to prepare for the organization of
research work, to form the concept of a general scientific methodology of psychological
and theoretical research.

Shortcontent: to teach the basics of methodology and methodology of research work, to
develop skills in working with various sources of information, to develop competencies in
solving practical problems during the pedagogical process, to master the use of research
methods

Competences: Knows: theoretical prerequisites for scientific research; modern methods of
theoretical and experimental research; methods of solving research problems. Able to
participate in research developments by Profile, systematize information on the research
topic, process the data obtained. Able to apply theoretical knowledge and practical skills
in practice in conducting research work.

Expectedresults: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanities, socio-economic, and business fields. Knowledge of the basic
requirements of international and national legislative, organizational and procedural acts
regulating activities in the field of information security

Tect
Tect
test
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IIpepexBusurrepi: [lcuxonorus

IMoctpexBU3NTTEPi: KOCINTIK MPAKTHKA

Ilonnin wmakcatel: MuxeHepnik skoHe [T-mMamaHAbIKTap CTyIOeHTTepiHAE KociOu
KBI3METTEr1 HMHKJTIO3UBTI Tociamepai KyHei TyCiHymi KaJIBIITACTRIPY,
naiananynbUIapablH, OHBIH iminge MYMKIH/IT1 LIEKTEeYJTi aziaMIapbIH
KQKETTUNIKTEPIiHIH ajiyaH TYpJIUITiH €CKepeTiH TEeXHUKAIBIK JKOHE aKIMapaTTBIK
HIemimMaepai xodanay, 93ipiiey KoOHe eHI13y JaFAblLIapbiH JaMbITY.

Keickama MazmyHsl: [ToH MH)KEHEPIIiK JKOHE aKIapaTThIK-TEXHOJIOTHSIIBIK TPAKTHKAIAFbI
WHKJIO3USIHBIH HETI3T1 MPUHIKAOTEPI MEH oficTepin amansl. WHKeHepIiH oiaeyMeTTikK
JKayarKepIIiIiri, ’HPPaKypbUIBIM MEH HUGPIIBIK MISMIiMIEPAiH KODKETIMILTIT, COHaii-
aK WHKIIO3MBTLTIKTI PETTEHTIH CTaHaapTTap MEH HOPMAaTHUBTED (XaJbIKapasbIK JKOHE
¥ATTBIK  KyKaTTapAsl Koca alfaHga) KapacThIpbUIaabl. OwmOebam  au3aiinra,
JProHOMHKaFa, MalaJaHyIIbUIAPABIH OPTYPILIIriH ecKepeTiH uHTepdercTep MeH
eHIMIIEp/l 93ipiieyre epekine Hazap ayaapbuiansl. CTYACHTTEp WHKITIO3UBTI TEXHUKAIBIK
HICHIIMACP/IH MBICAJIAPbIH TAJJaW/Ibl JKOHE TEHJIK, KODKETIMALTIK JKOHE ONeyMETTIK
MaHBI3IbIIBIK IPHHIMOTEPIH €CKepe OTHIPHII, 03 XKo0aJapbiH a3ipiIeii.

Kyssiperrimiri: Wmkenepiik xone [T camacblHIa WHKIFO3UBTI OLTIM MEH KBI3METTIH
HETi3ri KaFuaaTTaphlH MEHrepy. OPTYpJl KaxeTTimikTepi 0Oap malmagaHyIIbLIapra
KOJDKETIM/II TEeXHOJIOTHSJIBIK IIENIiMaep d3ipiey koHe OeifiMaey JaFabUIapblH JaMBITY.
Kocibu kpI3MerTe TE€H MYMKIHIIKTEpAlI KaMTaMachl3 €TeTiH WHKIIO3MBTI OpTa KYPY
KaOineTiH KaJbIITacThIpy.

Kyrinerin ~ Hotmwke:  JKapaTbUIbICTAHY-FBUIBIMHM,  TYMaHHMTApiblK,  QJCyMETTiK-
9KOHOMHKAIIBIK, KACIMKEpIiK camanapia OutiMai KoigaHy KaOineTi MeH MalibIHIBIFBIH
KepceTeni. AKNaparThlK KayilCi3[iK canachlHIAaFbl KbI3METTI PETTEHTIH XaJbIKapajblK
JKOHE YIITTBIK 3aHHAMAJIbIK, YIBIMIACTHIPYIIBUIBIK JKOHE PACIMAIK aKTiUIepaiH 0a3ablk
TaJanTapbH OuTy
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. IIpepexsusutsr: [lcnxonorus
. IlocTpexBU3UTHI:TPON3BOICTBEHHAS TPAKTHKA
. Henp mucuummmnel: ChopMupoBaTh y CTYAEHTOB HHXKeHepHbIX M IT-creunanbHocTei

CUCTEMHOE IIOHUMAHHUE MHKIIIO3HBHBIX IOAXOJO0B B MPO(ECCHOHANBHON NeATeNbHOCTH,
pa3BUTh HABBLIKM HPOGKTHPOBAHMS, pa3pabOTKM U BHEAPEHUS TEXHHYECKHX H
UHOOPMALMOHHBIX  PEIIEHUH,  YyYMTHIBAIOIIMX  pa3HooOpasue  morpeOHocTeit
HOJIb30BaTeNel, BKIIIOUast JII0/Ied ¢ OrpaHMYEHHBIMU BO3MOXKHOCTSIMH. .

. Kpatkoe conepxanue: JlucuuminHa pacKpbIBaeT OCHOBHBIC IPHHLUIIBI U METOIBI

UHKIIO3MM B MH)KGHEPHOW ¥ MH(OPMAIMOHHO-TEXHOJIOTHYECKOH  MpPaKTHKE.
PaCCManl/IBa}OTCﬂ BOIIPOCHI COLII/I&J'[bHOﬁ OTBETCTBCHHOCTU HHXEHEpPA, AOCTYIIHOCTHU
uH(pacTpyKTypbl W LUQPOBBIX pELICHHH, a TaKkKe CTAaHAApThl M HOPMATHUBBI,
PEryIUPYIONIME HHKJIIO3MBHOCTh  (BKJIIOYAs MEXIYHAPOIAHbIE W  HAIMOHAIbHBIC
nokyMeHThl). Oco0oe BHUMAaHHE YIENSIeTCs YHHMBEPCAIBHOMY JAW3aliHy, SPrOHOMHKE,
pa3paboTke UHTEP(EHCOB M MPOIYKTOB, YUUTHIBAIOIINX MHOrooOpasue MoJib30BaTeNeH.
CTyAeHTbl aHaIM3UPYIOT NPUMEPHl HMHKIIO3MBHBIX TEXHHYECKMX pElIeHuH |
pa3pa6aTblBa}0T CO6CTBCHHBI€ TIPOCKTHI C YYE€TOM IIPUHIUIIOB PABCHCTBA, JOCTYITHOCTH U
COLIAIbHONW 3HAYMMOCTH

.KOMHGTEHLU/II/I: OCBOCHHE OCHOBHBIX TPUHIXINIOB HWHKIKO3UBHOI'O o6pa303amm n

JesTenbHoCTH B uHkeHepHoi u IT-cdepe. Pa3Butne HaBBIKOB pa3pabOTKH M ajanTaliuu
TEXHOJIOTHYCCKUX pemeHm‘/'I It MOJIb30BaTeNiel ¢ PpasInYHbIMU ]'IOTpe6HOCTﬂMVI.
dopMupoBaHUE YMEHHH CO3[aBaTh MHKIIO3MBHYIO Cpely, OOECIeuMBAIOLIYI0 PaBHbIC
BO3MOXKHOCTH B NIPO()ECCHOHAIBHON JeATeIbHOCTH.

OsxupaeMble pe3ysbTaThl: JIeMOHCTPUPYET CHOCOOHOCTM M TOTOBHOCTH IIPUMEHSTH
3HAHUS B  €CTECTBEHHO-HAYYHOH, TyMaHUTAapHOH, COLHAIbHO-DPKOHOMHYECKOH,
npeAnpuHUMATENbCKON chepax. 3HaHMe 0a30BbIX TpPeOOBaHHH MEXKIYHAPOAHBIX H
HAllMOHANBHBIX  3aKOHOJATENbHBIX, OPTAaHM3AaLHOHHBIX M TPOLEAYPHBIX AaKTOB,
PErYIUPYIOLUIMX JIeSTeIbHOCTh B 001acT MH(GOPMAIIMOHHOMN 0€30MacHOCTH

N

Prerequisites: Psychology

Postrekvizites: manufacturing practice

Aim of the discipline: To form a systematic understanding of inclusive approaches in
professional activities among students of engineering and IT specialties, to develop skills
in designing, developing and implementing technical and information solutions that take
into account the diverse needs of users, including people with disabilities.

Shortcontent: The discipline reveals the basic principles and methods of inclusion in
engineering and information technology practice. The issues of social responsibility of an
engineer, accessibility of infrastructure and digital solutions, as well as standards and
regulations governing inclusivity (including international and national documents) are
considered. Special attention is paid to universal design, ergonomics, and the development
of interfaces and products that take into account the diversity of users. Students analyze
examples of inclusive technical solutions and develop their own projects based on the
principles of equality, accessibility and social significance.

Competences: Mastering the key principles of inclusive education and practice in
engineering and IT fields.Developing skills in designing and adapting technological
solutions for users with diverse needs.Acquiring the ability to create an inclusive
environment that ensures equal opportunities in professional activities.

Expectedresults: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanities, socio-economic, and business fields. Knowledge of the basic
requirements of international and national legislative, organizational and procedural acts
regulating activities in the field of information security




M | BIIUT | DKB | a) Jlepekrep KOpbIH Emtuxa Tect . IlpepexBusurrepi: AKIapaTThIK Kayilnci3gik Herisnep EcipkenioBa A.Y. -
5 K K YHBIMIIACTBIPY, H Tect . IocrpexBusurrepi: Python kemerimMen nepekrep KOpbIH Haiinanany, TapaTbulraH | TE€XHUKA
B/K | 2204 | Gackapy »xoHe Ok3ame test Kyiernep xKoHe OIOKUeHH TEeXHOIOIHUACHI, KOCINTIK MoHAep FBUIBIMJIAPBIHBIH
B SUB | xopray/ H . IlonHiH MakcaTel: ManimeTTep 6a3achlH Kypy, Oackapy jkoHE KayilCi3IiKTi KaMTaMachl3 | Marucrpi., ara
BD/E | D Opranu3anus, Exam eTy oflicTepiH yipeHeni. OKBITYIIBI
c 2204 | ynpasieHue u . Kpickama masmyner: Kypc nepekrepi MoJenbeyai, JepEeKKOp CXeMachlH xobaayibl,
DMS | 3ammra 6a3 KOJI KETIMJIUIIK [TeH TaliiaaHyIIbl penjepiH KOHPHUTYpaLysiaybl, JepeKTepIiH CAaKThIK
2204 | naHHBIX/ KOLIIPMECIH jkacay bl XKoHE KaJlIbIHA KeNTIpy/i )KoHe Kayilci3/lik KaTepiepiHeH Kopray
Organization, QNICTEPiH KAMTHJIBI.
management and . Kysweiperriniri: Crynenrrepain JIb Kypy, YHbIMAIAcTBIpy KOHE KOpFay YILIIH KaXeTTi
protection of KypanaapJsl TaHAay MeEH NalfanaHyna KOciOM  JIaFablIapblH  KaJIBIITACTHIPY,
databases JepeKTepiH KOJaIbl MOJINIH aHBIKTAY, AEPEKTepAl CaKTayAblH THIMII KYPbUILIMBIH
YHBIMIACTBIPY.
. Kyrinerin  notnxe: Toyekemnepai, axkTHUBTEpAi, WHLUUIACHTTEPI, TEXHUKAJIBIK
ocaJABIKTapbl, KaTepJiep/i, KayinTepre TeXHUKAJIbIK Kapchl ic-KUMbLIIap/ibl, OM3HECTIH
y3aikci3airin 6ackapy mpouectepin kaMmTuThiH AK Oackapy mporectepin Oarajay jxoHe
iCKe achelpy ojicTeMenepi MeH oficTepiH TaHAaynasl Tanaainel. AK KaMTamacel3 ety
KYpaJIapblH, OCAJIABIKTAPIbl MOHUTOPUHITEY XyHenepin, AK MOHMTOpUHT xylenepin
JKOHE aKIapaTTBIH arblll KeTyiH OOJabIpMay XKyHesepiH, sKyienepain Kopray TeTiKTepiH
Oineni. Komnbrorepiik, cepBepiik >kabIbIKTap MeH Hepu(epHsuIbIK KYpBUIFbUIAPIBIH
KYHiH Oaranaiinpl. Y#bIMHBIH AT-unpakypsulbiMbinbie  ayautiH, AX, b ixone
Oepinerin xabapnamanapabl PYKCaTChi3 KIpyAEH KOpFayabl YHBIMIAcCThIpa ajajpbl.
KommeroTepitik, cepBepiiik xabapIKTap MeH nepu(epHsuIblK KYPbUFbLIAPIbI, OlapAbIH
yitneciMaimiriniy TypiiepiH, TeXHUKaIbIK cunatramanapsid 6ineni. AK kamramacsis ety
Kypanaapbia, AK omictepi MeH NPHHLMIITEPIH KOJIIaHAIbI.
. IIpepexBusutsr: OCHOBBI HHPOPMALIMOHHO# O€30MacHOCTH Ecupkenosa A.Y.-

. TloctpekBusutsl: Pabora ¢ 6a3amu manubix B Python, PacmpeneneHubie cuctemsl u

TEXHOJIOrHs OJOKYEHH, TPOQUIMPYIOINE AUCIHUITINHEL

. HCJ'H: JACHUITINHBIL: I/Isyan METOAbI CO3MaHHA, AAMUHHUCTPUPOBAHUA H obecreueHust

Ge3omacHOCTH 0a3 JaHHBIX.

. Kpatkoe conepxkanume: Kypc BKIO9aeT MOJENMpOBaHHE AAHHBIX, NPOEKTUPOBAHHE

cxembl 0a3bl JaHHBIX, HACTPOWKY [OCTyla W pOJiei MoIb30BaTele, pe3epBHOE
KOITMPOBAHHE M BOCCTAHOBJCHHME JAHHBIX, & TaKXKe METOIbl 3allUThl OT Yrpo3
0e30I1acHOCTH.

. Kommnerenuus: ®opmupoBanue npodeccHoHaNbHBIX HABBIKOB CTYAECHTOB B BhIOOpE U

HCIIONB30BAaHUH CPEACTB , HEOOXOAMMBIX JUISI CO3JIAHUs, OPTaHU3alUK U 3amuThl BJl,
omnpe/ereHne IPUEMIEMOH MOJENN JAHHBIX, OopraHu3aius 3(Q(EeKTHBHOH CTPYKTYpHI
XpaHEHHsS AaHHbIX.

MAarucTp TEXHH4eCKHX
HayK, CTapIIuil
npernoaaBaTtelib




6. Oxunaemblii pe3ynbTaT: AHAIU3HPYET BBIOOP METOJUK M METOIOB OLICHKH U peasi3aliu
nporeccos ynpasiieHns Vb, oxBaTeIBaromiye Npoueccsl yrpaBaeH!s pUCKaMU, aKTHBAMH,
HMHLUJICHTAMHU, TEXHHUYECKUMU YS3BUMOCTSIMH, yrpo3amu, TEXHUYECKUMHU
MPOTHBOACHCTBUSMH yIpo3aM, HElpEepEIBHOCTHIO OM3HEca. 3HACT CPEACTBA 00ECIICYCHHS
Wb, cucrteM MOHMTOpUHTa YsI3BUMOCTeH, cucteM MoHuTOpuHra HMb u cucrem
HPEeIOTBPAILECHUS yTeueK MH(OpPMAIMU, 3alIUTHBIX MEXaHH3MOB cucTeM. OueHuBaer
COCTOSTHUSI KOMITBIOTEPHOI'0, CEPBEPHOr0 000pYJOBaHUS U HepU(EPUHHBIX YCTPONCTB.
Ymeer oprannzoBbiBath ayaut UT-undpactpykrypsl opranusanuu, 3amury UC, Bl u
nepeiaBaeMbIX COOOLIEHNH 0T HECAHKIIMOHUPOBAHHOTO AOCTYIA. 3HACT KOMIBIOTEPHOE,
cepBepHOe 00OpyJOBaHME U MepU(EepHiHBIE YCTPOWCTBA, THIBI, TEXHHUYECKUE
XapaKTepUCTUKH ux coBMectuMocTu. [Ipumensier cpenctsa odecneuenust b, merozs u
npuHuuns Ub.

1. Prerequisites: Basics of information security Esirkepova A. -
2. Postrequisites: Using Databases with Python, Distributed systems and blockchain | Master of Technical
technology, profile disciplines Sciences, Senior

3. The purpose of discipline: Study of methods for creating, administering, and securing | Lecturer
databases.

4. Summary: Includes data modeling, database schema design, access control and user roles
configuration, data backup and recovery, as well as security threat protection methods.

5. Competence: Formation of students ' professional skills in choosing and using the
necessary tools for creating , organizing and protecting databases, determining the
appropriate data model, organizing an effective data storage structure

6. Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems. Applies the
principles of construction and types of architecture of artificial intelligence systems.
Interacts with organizational units as part of the application design process, database
structure, and software interfaces. He knows the basic tools of artificial intelligence, as
well as methods and means of verifying the operability of artificial intelligence systems.
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b)Cepsepiik
JIepeKTep 0a3acslH
xobanay KOHE
Kopray/

IIpoextu-poBanue u
3allUTa  CEpBEPHBIX

6a3 JIaHHBIX/
Designing and
protecting server
databases
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H
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1. TIpepexBu3uTTEpi: AKIAPATTHIK-KOMMYHHKAIHUSUIIBIK TEXHOJIOTHSLIIAP

2. TloctpexBusurtepi: Python kemeriMeH nepekTep KOpbIH Haiinamany, TapaTbuiral
Kylernep xoHe OIOKUEHH TEXHOIOTHACH, KACINTIK IIOHAEP

3. Ilonnin Mmaxkcatbl: JIb xobamay ymin Case KonnanOansl OGarnapiiaMalibK eHIMIEpAi
NPaKTHKAJBIK KOJJAHy OJICTepli MEH OicTepiH urepy YIIiH OUliM aiymsuiapia
HPAKTUKAIBIK KOCIOH NaFIbUIapAbl KAIBIITACTHIPY.

4. Kpickama masmyHsl: Kypcra cepepiepai Oipiecin okiMininenaipyre xartbicy; SQL
CepBepiHiH, 1epeKTep 0a3achIHbIH JKOHE AepeKTep 0a3achIHbIH KEKeJlereH 00beKTIIepiHig
Kayilci3Iik casicaThlH d3ipJiey; MaiMeTTep 0a3achH xobanay sxoHe Kypy; SQL Tininge
JiepeKTep i eHIey OOMbIHIIIA CypaHbICTap Ikl OPBIHIAY; MANIIMETTep Oa3achlH OacKapyIbIH
Herisri GyHKUMsUIapbIH XKy3ere achlpy; OaraapiaMalblK jkacaKTaMaHbl cepTU(UKATTAY
TEXHOJIOTHSIAPBIH MEHrepy Mocelelepi KapacThIpbLUIabL.

5. Kyssiperriniri: Crynenrrepaiy b Kypy, yHbIMIacTbIpy JkoHE KOpFay YILUIiH KajXKeTTi
Kypanzapasl TaHAay MeH maiijanaHyna KoCciOM  JaFablIapblH  KaJbIITACTHIPY,
JepeKTepiH KOJAaWIbl MOAENIH aHBIKTay, AEPEeKTepAl CaKTayablH THIMAI KYPbUIbIMBIH
yibIMaacThIpy.

6. Kyrinerin mnormxke: Toyekenmepil, akTHBTepHi, HMHIMAEHTTEPMl, TEXHHUKAJBIK
ocalABIKTapbl, KaTepepi, KayinTepre TEXHUKAJIbIK Kapchl 1C-KUMbBLIAAP/Ibl, OU3HECTIH
y3aikci3airin 6ackapy mpouectepin kaMmTuTeiH AK Gackapy mporectepin Oarajay xoHE
iCKe achelpy ojicTeMenepi MEH oficTepiH TaHAaynasl Tanaaiael. AK KaMTamacel3 ety
KYpaJIapblH, OCAJABIKTAPIbl MOHUTOPHUHITEY XyHenepin, AK MOHMTOpUHT xylenepin
JKOHE aKIapaTTBIH arblll KeTyiH OoJabIpMay XKyHenepiH, sKyienepaiy Kopray TeTiKTepiH
oineni. Kommerorepiik, cepBepitik kaOAbIKTap MeH MepuepUsUIbIK KYPBUIFbLIAPIBIH
Kyi#iH Oaramaiiabl. YibeiMHBIH AT-unbpakypeuisiMeiabely ayautid, AX, JIb xone
Oepinerin xabapnamanapabl PYKCATChI3 KIpyAEH KOpFayabl YHBIMIACThIpA aajbl.
KommeroTepitik, cepBepiiik abapIKTap MeH Mepu(epHsIblK KYpPbUIFbLIAP/IbI, ONapbIH
yitneciMaimiriniy TypiiepiH, TeXHUKaIbIK cunatramanapsid Oineni. AK kamramacsis ety
Kypanaapbia, AK omgictepi MeH NPUHIMITEPIH KOJIIaHAIbI.

Tynerenosa 3.H.-
3.F.K., aFa OKBITYIIIbI

1.IpepexBusutsl: MHpOpMAIOHHBIE 1 KOMMYHHKAI[MOHHBIC TEXHOJIOTUI

2.TloctpexBusutel: Pabora ¢ 6a3amu nanubix B Python, Pacmpenenennsie cuctembl u
TEXHOJIOTHs OJIOKYEHH, MTPOQUIMPYIOINE AUCIIUITINHEL

3.Henp pucuumiuaer: / DopMupoBaHie y 00y4arOUMXCs MPAKTUIECKUX MPOQeCcCHOHATBHBIX
HaBBIKOB JUII OCBOCHHUS METOJOB U IPUEMOB MPAKTHYECKOTO MPUMEHEHHs MPUKIIAJHBIX
TPOrpaMMHBIX IpoaykToB Case st mpoektupoBanus bJ1.

4.Kpatkoe coxmepxanue: B Kypce paccMaTpuBalOTCs BOHPOCHI y4acTUSI B COBMECTHOM
aIMAHUCTPHPOBAHUHU CEPBEPOB; pa3pabOTKH MOMUTUK Oe3omacHocTH SQL-cepBepa, 6a3bl
JAHHBIX U OTJENbHBIX 00BEKTOB 0a3bl TAHHBIX; TPOCKTUPOBAHMS M CO31aHUs 0a3 TaHHBIX;
BBINOJIHEHHS 3alpOCOB MO 00paboTke NaHHBIX Ha s3bike SQL; peanusanuu OCHOBHBIX
GyHKIMH  ympaBieHHs 0a3aMH  JITaHHBIX; OCBOGHMS TEXHOJOTHH  cepTUduKanuu
MIPOrPaMMHOr0 00eCTICUeHUs.

5.Komnerenuus: dopmupoBaHue Mpo)eCCHOHAIBHBIX HABBIKOB CTYJICHTOB B BBIOOpE U
HCIIONB30BAaHUHM CPEACTB , HEOOXOIMMBIX AJS CO3JMAaHUs, OpraHu3aluud W 3ammthl B/,
omnpe/ereHne MPUEMIIEMON MOJENN [aHHbBIX, OpraHu3aims S(P(EeKTHBHOH CTPYKTYpBI
XpaHEeHHs TaHHBIX.

Tynerenosa 3.H.-
K.3.H., CT
HpernoaaBaTelib




6.0xugaeMblil pe3ysbTaT: AHAJIM3UPYET BEIOOP METOAMK M METOJOB OLEHKH U peall3aluu
nponeccos ynpasieHus Wb, oxBaTeiBaromue NpoIeccsl ypaBiaeHUs PUCKAMHU, aKTHBAMH,
HMHLUJICHTAMHU, TeXHUUECKUMU YS3BUMOCTSIMH, yrpo3amu, TEXHUYECKUMHU
MPOTHBOACHCTBUSMU yIpo3aM, HENPEPHIBHOCTHIO OM3Heca. 3HAET CpelcTBa 00eCIIeYeHHs
Wb, cucreM MOHHTOpUHIa Yys3BUMOCTel, cucreM MoHuTopuHra HMBb u cucrem
HPEeJOTBPAILEHUS yTeueK HH(OpPMAIMU, 3aIUTHBIX MeXaHW3MoB cucTeM. OleHuBaeT
COCTOSIHUSI KOMIIBIOTEPHOr'0, CEpBEPHOr0 00OpYHOBaHUS M HepUEpUHHBIX YCTPOHCTB.
VYmeer opranusoBbiBaTh ayaut MT-undpacrpykrypsl opranusanuu, samuty VC, Bl u
nepelaBaeMbIX COOOLICHHH OT HECAHKLMOHMPOBAHHOI'O JOCTYINA. 3HAaeT KOMIIBIOTEPHOE,
cepBepHoe obopynoBaHme u nepudepuilHbIe yCTPOWCTBA, THIBI, TEXHUYECKUE
XapaKTePUCTUKH UX coBMecTUMOcTH. [Ipumenser cpexncrsa obecneuenus Wb, meronst u
npuHnuns Ub.

1. Prerequisites: Information and communication technologie

2. Postrequisites: Using Databases with Python, Distributed systems and blockchain
technology, profile disciplines

3. The purpose of discipline: Formation of students' practical professional skills for
mastering the methods and techniques of practical application of Case software products
for database design.

4. Summary: The course covers the issues of participation in the joint administration of
servers; development of security policies for SQL server, database and individual database
objects; design and creation of databases; execution of data processing queries in SQL;
implementation of basic database management functions; mastering software certification
technologies.

5. Competence: Formation of students ' professional skills in choosing and using the
necessary tools for creating , organizing and protecting databases, determining the
appropriate data model, organizing an effective data storage structure

6. Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems. Applies the
principles of construction and types of architecture of artificial intelligence systems.
Interacts with organizational units as part of the application design process, database
structure, and software interfaces. He knows the basic tools of artificial intelligence, as
well as methods and means of verifying the operability of artificial intelligence systems.

Tulegenova E.-
Candidate of
Economic Sciences,
senior lecturer




M3

BII/K
BJUB

BD/U

DM
2206
DM
2206
DM
2206

Juckperri
MaTeMaTHKa
JuckperHas
MaTeMaTukKa
Discrete Math

CMTHUXaH
OK3aMEH
exam

Tect
Tect
Test

. IIpepexBusutrep: MaTtematuka
. INocrpexsusurrep: Kpunrorpagus xoHe Kpunrorajngay, AKIapaTThl KOpFayblH

KpunTorpadusIbIK oxicrepi

. Ilonnin MakcaTbl: JIMCKpeTTIK MaTeMaTWKa IIOHIH MrepyldiH Herisri MakcaTbl

CTyIEHTTEpre IHMCKPETTI MaTeMaTHKa €CENTepiH MICHIyAiH OIIiCTepiH OHE COFaH
OalllaHbICTBI OMIay/b YiipeTy.

. Kpickama ma3mynsl:. OKy OpoLeciHae CTyJeHTTepre JMCKPETTIK MATeMaTHKAHbIH HETi3T1

Oemimzuepi OoiiblHIIa Oa3zayiblK OUTIMHIH KOpBIH Oepy, ajblHFaH OimiMIi JUCKpETTi
MaTeMaTHKaHBIH TUNTIK €CENTEePiH MICIIye YTHIM/bI XKOHE THIMAI Al fanaHy sl Yipery
Ka)KeT; CTYACHTTEpAiH IUCKPETTI MaTeMaTHKa Typaibl TYCIHIri MEH HbICAaHIAp MEH
MPOLECTEPAIH KeH CIEKTPIH 3epTTEeY 9iCi PETIHIE KaJBINTACTHIPY.

. Kyssiperrinikrep: KypcTa KapacThIphIIaTeIH TeOpeManappl, Adnenney, Gopmynanapsl

KOPBITY, anfaH OUTIMAepiH MaTeMaTH-KaHbIH 0Oacka cajajapblHA: TEOPHSIIBIK
UH(OPMATHKA, )KaCaHIbl aKbLI-0M TEOPUACHIHA, JIOTHKAJILIK OaFiapia-Manayaa KoujgaHa
anajpl.

. Kyrinerin Hotmkenep: AKnaparTslk Kayinci3qik cajachbIHAAFbl KociOM ecenrtepni menry

JKOHE MPOLIECTep/i MOAEIbACY YLIIH JKapaTbUIBICTaHY FhUIBIMAAPbl MEH MaTeMaTHKa
CcaJIaChIHAAFbl TEOPHUSUIBIK )KOHE MPAKTUKAJIBIK OUTIM/I KOJIJaHaIbI.

Kanbsiposa XK.T. -
"MareMaTHKa KoHE
KOJIIaHOaJIbI
MexaHHuKa'"
CEKIMSICBIHBIH
JKETEKIIIICI, 3.F.K.

. IIpepexBu3utsl: MaTremaTHka
. INocrpexsusute: Kpunrorpapus u xpunroanamus, Kpunrorpapuueckue MeTOIbl

3aIUTBl MHPOPMALIUU

. Henp  pucuumuusel: ['maBHOW 1edpl0  OCBOGHHMA —AWCHMIUIMHBL  "JlMcKpeTHOM

MaTteMaTHKH" SBJISETCs OOydeHHE CTYJEHTOB METOAaM peLICHHs 3a1ad JUCKPETHOM
MAaTeMaTHKU U COOTBETCTBYIOIIEMY MBILUICHHIO.

. Kpatkoe conepxanue: B npouecce o0y4eHus Tpedyercs 1aTh CTYACHTaM 3amac 0a30BbIX

3HAHUI 110 OCHOBHBIM pa3JieiaM JUCKPETHON MaTeMaTHKH, 00Y4YUTh PALMOHAIBHOMY U
9 )eKTUBHOMY MCIOIb30BAHUIO MOTYYCHHBIX 3HAHMN NPH PEIICHUH THIIOBBIX 3a]ad
JMCKPETHOW MaTeMaTHKH; C()OPMUPOBATh Y CTYAEHTOB IPEACTABICHUE O JUCKPETHOMH
MaTeMaTHKe KaK METOJ€ N3ydCHUS MIMPOKOTO KPyra 00bEKTOB H MPOIECCOB.

. KommerentHocth: Teopemsl, paccyxaeHus, 00o0iieHre Gpopmy, paccMaTpHBaeMbIe B

Kypce, MOTYT HpPUMEHSTH IOJIyYC€HHBbIE 3HAHHS B JPYrMX O0JACTAX MaTeMaTHKH:
TEOpeTHYEeCKOil HH(POPMATHKE, TEOPUH HCKYCCTBEHHOIO HMHTEIUICKTa, JIOIHYeCKOM
MIPOrpaMMHUPOBAHUH.

OskumaeMele pe3ynpTaThl: [IpuMeHseT TeopeTHdecKne M TPAKTUYECKHE 3HAHMSA B
00J71aCTH €CTECTBEHHBIX HAYK M MaTEeMaTHKH I PEIIeHus MpodecCHOHANBHBIX 3a1a4 1
MOJICITMPOBAHUS TIPOLIECCOB 001aCTH HH( OPMAIIMOHHOH 0€30IIaCHOCTH.

XKanosiposa XKT..-
PYKOBOAUTEIH
cexuu "MaTeMaTUKN
U TIPUKJIaTHOM
MEXaHHMKH'", 3.F.K.

Prerequisites: Mathematica

:Post-Requirements: Cryptography and Cryptanalysis, Cryptographic methods of

Information Protection

. The purpose of discipline: The main goal of mastering the Discrete Mathematics discipline

is to teach students methods for solving discrete mathematics problems and related
thinking.

Summary: In the learning process, it is required to give students a stock of basic
knowledge in the main sections of discrete mathematics, to teach the rational and effective
use of the knowledge gained in solving typical problems of discrete mathematics; to form
students' understanding of discrete mathematics as a method of studying a wide range of
objects and processes.

Zhalbyrova Zh - head
of the section
"Mathematics and
Applied Mechanics",
Candidate of
Economic Sciences




Competencies: Theorems, proofs, generalizations of formulas that will be considered in
the course, will be able to apply the acquired knowledge in other areas of mathematics:
theoretical computer science, artificial intelligence theory, logical programming.
Expected results: He applies theoretical and practical knowledge in the field of natural
sciences and mathematics to solve professional problems and model information security
processes.

MSD
TN
2205
MSO
AD
2205
MSF
DA
2205

B) Marematukaisik
CTaTHCTHKA KOHEC
JepeKTepi Tannay
Heriznepi/
MaremaTtuyeckas
CTaTUCTHKA U
OCHOBBI aHaJIM3a
JIaHHBIX/
Mathematical
statistics and
fundamentals of
data analysis

EmTuxa
H
Dk3ame
H
Exam

Tect
Tect
test

. IIpepexBusurrep:MartemaTnka
. IocrpexBusutrep: MammHanblk okeTy, Kubepkayintep MeH malOybligapiabl aHbIKTAY

JKOHE a3aiiTy, YJIKeH JepeKTep Kayirncizairi

. Ilonnig wmakcatel: [lepexktepai Tangay MeEH ©HJACYIIH JKajmbl NPHHIMITEPI MEH

MaTeMaTHKaJIBIK dJiCTepi Typaisl OiliM aiy, AepeKTepAl BU3yaln3alusIayablH Herisri
OarbITTapbl MEH OJICTEPIH 3ePTTEY, CTATUCTUKAJBIK OaiiIaHbICTAP B 3EPTTEY.

. Kpickama masmyHsr: Jlepekrep opictemenepi MeH CTaHxapTrapsl, crisp DM cranmapthiHa

HEri3fenreH JepeKTepii Tajjgay; HOMMHAJIIbI, CaHIbIK, HOMHHAJIBI JKOHE CaHIbIK
Oenrinep apacbIHIArbl CTATUCTHKANBIK OaiilaHbICTapIbl 3epTTEy; MapaMeTpiiK >KoHe
napaMeTpilik eMec KpUTePUIIepli 3epTTey, MaHbI3bIIBIK OAaFachlH aJly KapacThIPbLIAJIbI.

. Kyswbiperriniri: bIKTHMaiABIKTap TEOPHUSCHIHBIH KOHLENTYAJAbl HETI3iH >KOHE OHBIH

MaTeMaTHKa FhLIBIMBIH/IAFBI OPHBIH, TEOpEMaap/Ibl JANEIICY dMICTEPiH, COHBIMEH KaTap
BIKTHUMAJIIBIYTap TECOPHSCHIHBIH ©3T€ JI€ KapaThlILICTAHY FhUIBIMIAPBIMEH GaiIaHbICHIH
Gineni.

. KyTinerin HoTike: AKnapaTThIK Kayinci3aik cagachlHIarbl KOCION ecenTepIi ey KoHe

NpOLECTepAI MOJENbCY YIIIH JKapaThUIBICTAaHYy FHUIBIMIAPBl MEH MaTeMaTHKa
CaJIaChIHAAFbl TEOPHSIIBIK XKOHE MPAKTUKAJIBIK O1TIMAI KOTIaHa bl

Jinvan T.b. -
"MareMaTHKa KoHe
KOJI1aHOA b
MeXaHHuKa"
CEKIUSICHIHBIH ara
OKBITYILBICHI, ()-M.F.K.

. IlpepexBusuter: MaremaTnka
. TloctpekBusutsl: MammaHoe 00yuenne, OOHapyKeHHe U cMsrdeHre Kubepyrpo3 1 aTtax,

BesomacHoCTh OOIBIINX JaHHBIX

. Henp pucummuser: [lpuobpereHue 3HaHWN OOLIMX MPHUHIMIIOB W MaTeMaTHYECKUX

METOOOB aHalik3a U 06p360TKI/I JaHHBIX, U3YYCHUE OCHOBHBIX HaHpaBHeHI/Iﬁ A TCXHHUK
BU3YAJIM3allUU JaHHBIX, UCCIEAOBAHNE CTATUCTUICCKUX CBSI3CH.

. Kpatkoe comepkanue: PaccmMaTpuBaroTcss METOJOJIOTHH M CTaHAAPTHI JAHHBIX, aHAIU3

naHHBIX Ha ocHOBe cTanaapTa CRISP DM; nccnenoBanne CTaTHCTHYECKUX CBSI3EH MEXKITY
HOMHHAJIbHBIMH, KOJIHYECTBEHHBIMH, HOMHHAIbHBIMU U KOJIHYECTBEHHBIMHU IIPU3HAKAMI,
HM3y4eHHE MapaMEeTPUYEeCKUX M HEMapaMeTPHUYECKUX KPHTEPHUEB, MOJTYyYCHHE OLCHKU
3HAYUMOCTH.

. KommnerenrentHocTs: 3naer KoHnenTyanbHbIE OCHOBBI TEOPUU BEPOSITHOCTEH U €€ MEeCTO

B 0611Ieﬁ CTPYKTYPE€ MaTEMAaTHUKH. MCTOHH JI0Ka3aTEJIbCTB TEOPEM TECOPUHN BSpOHTHOCTCﬁ.
Ces3u TE€OpUHU BCpOﬂTHOCTCﬁ C €CTECTBEHHO-HAYYHBIMH JUCHUIUIMHAMU.

O)I(HﬂaeMLIfI pe3yibTaT: HpI/IMeHSIeT TEOPETUYCCKUE U MPAKTHUICCKUEC 3HAHUS B obmact
€CTCCTBCHHBIX HAYK W MATCMATUKU I PEHIICHUA HpO(I)SCCI/IOHaJH)HLIX 3agady u
MOJCJIMPOBAHUS IPOLECCOB obact HH(l)OpMaIIHOHHOﬁ 0€30IaCHOCTH.

Junman T.B.-
cTapmui
pernoiaBaTesb
cexuu "MaTeMaTHKH
Y IPUKIIaIHON
MexaHuku'", K.(-M.H.




Prerequisites: Mathematic
Post-requirements: Machine learning Detecting and Mitigating Cyber Threats and
Attacks, Big data security

. Acquisition of knowledge of general principles and mathematical methods of data analysis

and processing, study of the main directions and techniques of data visualization, study of
statistical relationships.

. Summary: Data methodologies and standards are considered, data analysis based on the

CRISP DM standard; the study of statistical relationships between nominal, quantitative,
nominal and quantitative features; the study of parametric and nonparametric criteria,
obtaining an assessment of significance.

. Competence: Knows conceptual basic theory probabilities and her place in common

structure mathematics,proof methods of theorems probability theory, connections of
theory probabilities with other natural sciences disciplines.

Expected result: He applies theoretical and practical knowledge in the field of natural
sciences and mathematics to solve professional problems and model information security
processes.

Dilman T. - Senior
Lecturer of the section
"Mathematics and
Applied Mechanics" ,
candidate of physical
and Mathematical
Sciences
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a) Linux
onepanusIbIK
Kyheci/
OneparioHHbIe
cucteMsl Linux/
Operating systems
Linux

EmTxa
H
DK3ame
H
Exam

Tect
Tect
test

. IlpepexBusurrepi: AKIapaTThIK-KOMMYHHKALUSIIBIK TEXHOJIOTHSIIAP
. Iocrpexsusurrep: Kocidbu nonnep
. Tlonnig MakcaThl: Linux onmepamusibiK XKyHeciH opHaTy, KOHGHUTypanusiay xoHe 0ackapy

HeTi3/1epiH yipeHeni.

. Kpickama masmynsr: KomaHzanslk KOJIMEH XKyMbIC icTey, (ailnaslk xyiteHi Oackapy,

JKeNiHI  opHary,  OaFjapraMayiblK  JkacaKTaMaHbl — OpPHATy  JKOHE  JKaHapTy,
naigananymeliapasl  0ackapy, KyiHeHIH Kayilci3miriH OHTailaHIbIpy Typajbel OimiM
aajsl.

. Kyssiperrep: Kazipri OXK-H Teopusibik 6iiMi, 0JapaslH MaKcaThl, KbI3METI, KYPbUIBIMBI

JKOHE KYMBIC TPUHLUNTEPI Typansl TyciHikke ue; OXK MakcaTel MEH cHIaTTamaapbl
OoitpiHma TaHmai amagel; OJXK-H AuMCTpuOYTHBIH TaHOaWIbl JKoHE OHBI Jepbec
KoMIbioTepre opHara anasl; OXK-H KyMbIC icTey OpTachlHIa HETi3r KOH(PUTYpaLHsChIH
KamTamacsi3 ere anaasl. OXK-i 6ackapyablH Heri3ri xyiienik OaFaapiamMablK KypaiaapbiH;
OXK-H Heri3ri Komanbabl OaFaapiaMablK KacaKTaMacklH MEHIepIreH.

. Kyrinerin  wotmke: Toyekemmepii, aKTHBTEpIi, HHIUICHTTEPAl, TEXHHKAJbIK

OCaNABIKTAP/bl, KaTepiep/i, KayinTepre TeXHUKAIBIK KapChl iC-KUMBLIIAp/Abl, OU3HECTIH
y3aikci3airin 6ackapy mpouectepin kamTuTeiH AK Gackapy mpouecrepin Oaranay jkoHe
iCKe achIpy oficTeMelnepi MEH oficTepiH TaHmayabl Tanganabl. AK Kamramachi3 ery
KYpanaapblH, OCaJIBIKTapAbl MOHUTOPUHITEY Kyienepin, AK MOHUTOPHHTI Xy#Henepin
JKOHE aKIMapaTThIH aFblll KETYiH OONAbIpMay KyienepiH, xKyienepaid KOpFay TETiKTepiH
Gineni.

EcipkenioBa A.Y. ara
OKBITYIIIBI, TCXHUKA
FBIIBIMAAPBIHBIH
MarucTpi

N

. IpepexBusutsr: MHHOpMAaLIOHHO-KOMMY-HHUKAIIMOHHBIE TEXHOIOTHI
. Iocrpexsusutsr: [Ipodumupyromuee AUCHMIUITHHBL
. Hems mucrumumesl:  M3ydaT OCHOBBI YCTAHOBKHM, HACTPOMKH W YHPaABICHUS

omepaIMoHHOW cucteMoil Linux, a Taxke paboTy ¢ KOMaHIHOW CTPOKOH, ynpaBlieHHE
(bailnoBoil cucTeMoil, HACTPOHKY CEeTH, YCTAaHOBKY W OOHOBJICHHE HPOrPaMMHOTO
obecrieueHus1, aAIMIHACTPUPOBAHNUE MTOJIb30BaTENEH N 0€30MaCHOCTh CHCTEMBI.

. Kpatkoe comepxanme: M3ydaT OCHOBBI yCTaHOBKH, HACTPOMKHM U  yIPaBICHHSA

orepanuoHHON cucTeMoi Linux, a Taxke paboTy ¢ KOMaHIHOH CTPOKOH, yIpaBlICHHE
(aiinoBoit cucTeMOW, HACTPOWKY CETH, YCTAHOBKY M OOHOBJICHHE IMPOrPAMMHOIO
obecrieueHus1, aAIMIHACTPUPOBAHUE MTOJIb30BaTENNEH N 0€30MaCHOCTh CHCTEMEI.

Ecupkenosa A.Y.
Crapmmii
HpernoaaBaTelib,
MAarucTp TEXHHIeCKHX
HayK




Komnerenuuu: Mmeer npeacraBieHne o0 TEOPETHUSCKUX 3HaHUM coBpeMeHHbIX OC, ux
Ha3HaueHusl, PyHKIUAX, CTPYKTYpPe U IPUHLUIIOB paboThl. YMeeT coBepiuats Bbioop OC
0 ee Ha3HAYeHHI0 U XapaKTepHCTHKaM;IpOBOAUTH BbIOOp auctpubyruBa OC u
YCTaHOBKY €ro Ha IepCOHAIbHBII KOMIbIOTEp; oOecrieunBaTh 0a3oBylo HacTpoiiky OC B
cpene ee (yHKIMOHMPOBaHHS. BianeeT OCHOBHBIMM CHCTEMHBIMH ITPOrPaMMHBIMHU
cpencrsamu ynpasieHust OC; 6a30BbIM PUKIIATHBIM IIPOrpaMMHbIM obecriedenrneM OC
OxxunaeMslil pe3ysbTaT: AHAIU3UPYET BHIOOP METOIUK M METO0B OLIEHKH U pean3alin
nporeccos ynpasienus Vb, oXxBaTbIBaloye NpoLeccs! ynpapieHHs PUCKAMU, aKTHBAMH,
UHIUJCHTaMH, TEXHHUYECKUMU YA3BUMOCTSMH, yrposam, TEXHHYECKUMU
HPOTUBOACHCTBUSIMH yrpo3aM, HEMPEPHIBHOCTHIO OHM3HEca. 3HAeT CpeICcTBA 00ECTIeUeHH s
Wb, cucteM MOHMTOpMHTa Yys3BUMOCTeH, cucrem MoHuTopuHra Mb u cucrem
MPEAOTBpALICHUSA YTEUCK I/IH(l)OpMaI_II/II/I, 3aIMUTHBIX MCXaHU3MOB CUCTCM

N

Prerequisites: Information and Commu-nication Technologies

Post-requirements: Profile disciplines

The purpose of the discipline: Learn the basics of installing, configuring, and managing the
Linux operating system, as well as using the command line, file system management,
network configuration, installing and updating software, user administration, and system
security.

Summary: Learn the basics of installing, configuring, and managing the Linux operating
system, as well as using the command line, file system management, network
configuration, installing and updating software, user administration, and system security.
Competencies: Has, an idea of the theoretical knowledge of modern OS, their purpose,
functions, structure and principles of work; Is able to make a choice of the OS according
to its purpose and characteristics;to select the OS distri-bution and install it on a personal
computer; to provide basic configuration of the OS in the environment of its functioning.
Owns the basic system software for OS management; basic application software of the
OsS.

Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Esirkepova A. -
Senior Lecturer,
Master of Technical
Sciences
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OlepanysIbIK
Kyienep/
CoBpeMeHHbIE
oIepanOHHbIC
CHCTEMBI/
Modern operating
system

EmTxa
H
Dk3ame
H
Exam

Tect
Tect
test

N

IpepexBu3uTTEp: AKIAPATTHIK-KOMMYHHKA-IIHSIIBIK TEXHOIOTHSIIAP

Iocrpexsusurrep: Kocinrik nonaep

ITonniy Makcatsl: IIOHHIH MakcaThl OIEpALMSUIBIK JKyHesnepai Kypy CallachiHIarbl
3aMaHayH JKeTiCTIKTepi 6ap CTYIEHTTep/li OKbITY OOJIbII TaObIIaIbI.

Kpickama masmynbsl: IToHAl OKBITYABIH HETi3ri MIHAETI CTYIEHTTEpAIH 3aMaHayu
ONepalMsUIBIK  JKYHeNep[iH apXUTEKTypalblK KYPBUIBIMBL  Typallbl  TYCIHIKTEpiH
KaJIBIITACTBIPY JKOHE OJIApPMEH JKYMBIC iCTey[iH MPAKTUKAJIBIK JAFbUIapbIH Ty OOJIbII
Tabbutagbl. KypcThl OKy HOTHXKECIHIE CTYICHTTEp 3aMaHayH ONepalusuIbIK xKyHesnepin
KOMITOHEHTTEPIHIH TEOPUsUIBIK TYXKbIPbIMIAaMaapblH, KypaMbl MEH €3apa opeKeTTecyiH
Oiyi Kepek, COHBIMEH KaTap OJIApMEH JKYMBIC ICTEY/AIH MPaKTUKAIBIK JaFAblIapblHa He
00JTyBI KEpeK.

Kyssiperrep: Kazipri OXK-H TeopusibIK 0i1iMi, 0JapblH MaKcaThl, KbI3METI, KYPbUIBIMBI
JKOHE JKYMBIC MPUHIMITEPI Typaibl TyciHikke ue; OJK MakcaTbl MEH cHmaTTamaiapsl
OoiipiHma TaHmai amanel; OJXK-H AMCTpUOYTMBIH TaHIaWIbl JKoHE OHBI Jepbec
KomIbloTepre opHara anajsl; OXK-H xyMbIc icTey OpTachlHa HETi3ri KOH(MUIYpaLUsIChIH
KamramachI3 ere ananbl. OXK-i 6ackapybIH Heri3ri kyiienik 6araapiaaManblK KypaaiapbiH;
OXK-H Heri3ri Konnanbabl 0aFaapiaMalblK KacaKTaMacklH MEHIepIeH.

Kyrinerin  wormxke: Toyekenmepii, aKTHBTEpAi, HHIUICHTTEPAl, TEXHHKAJBIK
ocalABIKTap/bl, KaTepiaep/i, KayilTepre TeXHUKAaIbIK Kapchl iC-KUMbLIAapAbl, OU3HECTIH
y3aikcizairin Oackapy npouectepin kamTuThiH AK Oackapy npouecrepin Oaranay xoHe
iCKe achIpy ojicTeMelniepi MEH oficTepiH TaHAaydbl Tanganapl. AK Kamramacbei3 ery
KYpaJIapblH, OcalIbIKTapaAbl MOHUTOPHHITEY XKyHenepiH, AK MOHHUTOpPHHTI Kyiienepin
JKOHE aKMapaTThIH aFblll KETyiH OonabIpMay KyienaepiH, xKyilenepaiH Kopray TeTiKTepiH
Gineni.

EcipkenioBa A.Y. -
ara OKBITYIIBI,
TeXHUKA
FBUIBIMIAPBIHBIH
MarucTpi

N

IpepexBusutsl: MHdOpMaLMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHU
ToctpexBusutsi:IIpodeccnonanbHble AUCHUTUITNHEL.

Henp aucrurumnel: Llenpio IMCUMIIMHBL LETBIO SIBISETCS OOy4eHHME CTYJEHTOB C
COBPEMEHHBIMH JIOCTHXKEHUSMHU B 00JIACTU MOCTPOCHHS ONEPALIMOHHBIX CUCTEM.
Kpatkoe conmepkanme: OCHOBHOH 3ajadeld W3y4eHHS AMCUUIUIMHBI —SIBISIETCS
(dopMHpOBaHME y CTYAEHTOB IPEACTaBICHHH 00 apXUTEKTYpHOM CTPOSHHH
COBPEMEHHBIX ONEPALMOHHBIX CHCTEM M IOJTy4YeHHE NPAKTHYECKUX HABBIKOB PaOOTHI ¢
HUMH. B pesynbrate u3ydeHHs Kypca CTYAGHTHI [OJDKHBI 3HATh TEOPETHYECKUe
KOHIICTIIIMK, COCTaB M B3aHMOJCHCTBHE KOMIIOHEHT COBPEMEHHBIX OIEePAI[MOHHBIX
CHCTEM, a TAKKe UMETh IPAKTHYECKHUEe HABBIKU PaOOTHI C HUMH.

KomnerentaocTs: MIMeer npencTaBieHne 0 TeOpeTHIECKUX 3HaHUH coBpeMeHHBIX OC,
HX Ha3HA4YeHUs, QYHKIMAX, CTPYKTYpE U IPHHIMIIOB paboThl. YMeEeT COBepILIaTh BHIOOD
OC 1o ee Ha3HAYCHHIO M XapaKTEPUCTHKAM;IPOBOAUTH BbIOOp mucTpuOyruBa OC u
YCTaHOBKY €r0 Ha MePCOHAIBbHBIN KOMITBIOTEp; 00ecneunBath 6a30Byt0 HacTpoiiky OC B
cpene ee (DyHKIMOHMPOBaHHS. BiageeT OCHOBHBIMHM CHCTEMHBIMH IIPOTPaMMHBIMU
cpenctBamu yrpasienus OC; 6a30BbIM IPUKIAAHBIM TporpaMmMHbiM obecrieuernrneM OC.
OykupaeMble pe3yJbTaThl: AHAIH3MPYET BBIOOp METOAMK M METOJNOB OLEHKH U
peanu3anu nponeccoB ympasieHus Wb, oxBaTeiBaromme MPOLECCH YIPaBICHUS
pHCKaMH, aKTUBaMH, WHLUJICHTAMH, TEXHHYECKUMHU YS3BUMOCTSIMH, Yrpo3aMu,
TEeXHUYECKUMH MPOTUBOICHCTBUAMU yIpo3aM, HENpPEepbIBHOCThIO OM3Heca. 3Haer
cpencrBa obecredenns: Ub, cucteM MOHHUTOPHHTA YS3BUMOCTEH, CHCTEM MOHMTOPUHIA
B u cucreM mpenoTBpalieHus yredek HHGOpMAaIM, 3aIUTHBEIX MEXaHH3MOB CHCTEM.

Ecupkenosa A.Y. -
Crapumii
npernoaaBatelib,
MAarucTp TEXHH4eCKHX
HayK




1. Prerequisites: Information and Communication Technologies

. Postrekvizites: Professional disciplines

3. Aim of the discipline: The purpose of the discipline is to train students with modern
achievements in the field of building operating systems.

4. Short content: The main task of studying the discipline is to form students' ideas about the
architectural structure of modern operating systems and gain practical skills to work with
them. As a result of studying the course, students should know the theoretical concepts,
composition and interaction of components of modern operating systems, as well as have
practical skills to work with them.

5. Competencies: Has, an idea of the theoretical knowledge of modern OS , their purpose,
functions, structure and principles of work; Is able to make a choice of the OS according
to its purpose and characteristics;to select the OS distri-bution and install it on a personal
computer; to provide basic configuration of the OS in the environment of its functioning.
Owns the basic system software for OS management; basic application software of the
Os.

6. Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

N

Esirkepova A.- Senior
Lecturer, Master of
Technical Sciences
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A) Windows
OnepauusIbIK
Kylenepiniy
Kayincizairi /
Bbezonacuocts
OINECPALTMOHHBIX
cucTeM ceMercTBa/
Windows

Security of the
Windows operating
system

EmMtuxa

DK3ame

Exam

Tecr
Tecr
test

1. IlpepexBusurrep AKNAapaTTHIK-KOMMYHHKAIMSUIBIK TEXHOJIOTHIIAP

2. TlocrpekBusutrep: Kocibu monaep

3. Tlonnin maxkcatei: Kypcra kasipri 3amanfel kenm Kojganymisl OXK-Hbl OpHATY XoHE
KOHUrypauusiay, ACpPeKTep MEH pecypCTapAblH Kayilci3mik AOpekKeciH Taniay, Ko
JKETKI3yli Oackapy Ky#esepiHiy Kayinci3aik cascaTtsl MEH KOH()UTYpaLMsCHIH aHBIKTAY
Mocernenepi KapacTeIPBUIaIbL.

4. Kpickania Ma3MyHbI: AKIApaTThIK - €CeNTeY XKYHeIepiHeri aknapaTTbl KOpFayAblH Heri3ri
TYCIHIKTEpi MEH epexenepi. AKmapaTThIK-ecenTey XKyienepinaeri aknapar Kayincisairine
kayinrep. OXK-H Kayinci3airine Kayinrep. AKMapaTThIK KayilCi3aiKTiH OaFaapiaMalbik-
TEeXHHUKAaJIBIK [eHreii. 3aMaHayd OIepalMsIIblK JKYHelepAiH Kayilci3airin Tajigay.
Kipicripinren Windows kopray kypammapsi, Unix. Kaszipri OC-ka malysiin kacayabiH
Heri3ri omicrepine mrony oHe cratuctuka. OX - re kipyni 6erny esapa opekeTrecymi
Kopray windows, Unix.

5. Kysweiperriniri: Kopray wMexanusmaepine Ttangay jkoHe Oaramay sxyprizyre; OC
Kayinci3aik cascatsid jxocnapiayra Kabinerti. UNIX, Windows OX-ne koprayast Kypy,
TYpI1i OIEepalMsUIBIK OpTadapia XYMBIC iCTey AaFABUIapbIH MEHTEPTEH.

6. Kyrimerin wHotmxke: Toyekemmepmi, axkTUBTEpHAi, HWHUUACHTTEP, TEXHUKAIBIK
OCaJIIBIKTAP/IBI, KaTepIiep i, KayiTepre TeXHUKAIBIK Kapchl iC-KUMBLIIAPIbl, OU3HECTIH
y3mikci3airin 6ackapy mpouectepin kamtuTeiH AK Gackapy mpomecrepin Oaranay jxoHe
icke acelpy omictTeMmenepi MeH omicTepiH TaHmayasl Taimaiinel. AK kamramacei3 ery
KYpaJiapblH, OCaIABIKTapI6l MOHUTOPUHITEY Kyitenepid, AK MOHHTOpHHTI Kyiienepin
JKOHE aKMapaTThIH aFbIll KeTyiH OoNIplpMay JKyHenepiH, xyienepais Kopray TeTiKTepin

Oineni.

EcipkernoBa A.Y.- ara
OKBITYIIIBI, TEXHAKA
FBUTBIMIAPBIHBIH
MarucTpi




N

. IpepexBusursr: MHOpMaLOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHU
. Nocrpexsusutsl: IIpodeccronanbuble A1 CUUIINHEL
. HOenp mucummumHbl: B kypce paccMaTpuBaroTcs BOINpPOCHI YCTAHOBKH M HACTPOUKH

COBPEMEHHOH MHOroMnob30BaTenbckoit OC, aHanu3a CTENeH! 3alMIIEeHHOCTH JaHHbBIX U
pecypcoB, onpeseneHus IOJIUTHKA 0e30M1aCHOCTH M KOH(UIypaIluy CUCTEM yHpaBlIeHHs
JOCTYTIOM.

. KpaTKoe COACpIKaHUC: OCHOBHBIE TIOHSATHS M IOJIOXKCHHS 3alIUThI PIH(bOpMaLII/II/I B

HMH(OPMAI[MOHHO- BBIYHCIUTEIBHBIX CHCTEMaX. YTPO3bl 0€30macHOCTH MH(OpMAIMH B
UH(OPMALHOHHO- BBIYHCIIHTENBHBIX CHCTEMax. VYrpo3ssl 0e301acHOCTH
OC.IIporpaMMHO- TEeXHHYECKHI YpPOBEHb HH(OPMAIMOHHON Oe3omacHOCTH. AHau3
samuieHHoct coBpemeHHbiXx OC. Berpoennsie cpenctBa 3ammtel Windows, Unix.
O030p M CTaTHCTHKAa METO/OB, JISKAIMX B OCHOBE arTak Ha coBpemeHHbie OC.
Pasrpanuuenne nocryna B OC 3amuTa B3anmozeiicrus Windows, Unix.

. Komnerentnocts: CriocobeH NPOBOAUTH AHAJIN3 U OLICHHMBAHUEC MEXaHU3MOB 3alUTHI,

IUIaHUpoBaTh MOJIUTHKY Ge3onacHoctr OC. Brnaseer HaBBIKAMHU MOCTPOCHHUS 3aLUTHI B
OC UNIX,Windows, paGoTbl B pa3IHYHbIX ONEPALMOHHBIX CPe/lax.

O>xuaaeMslil pe3ysbTaT: AHAIU3UPYET BHIOOP METOIHMK M METOI0B OLICHKHU U Pean3aluu
nporeccos ynpasienus b, oxBaTeiBarolue mpoueccsl ynpaBieHNs pUCKaMH, aKTUBAMH,
WHIUJCHTaMH, TEXHUYECKUMU yA3BUMOCTSIMH, yrposamu, TEXHUYECKUMU
HPOTUBOACHCTBUSIMH yrpo3aM, HENPEPHIBHOCTHIO OH3HEca. 3HAET CpeiCTBA 00ECTIeUeHH s
Wb, cucrteM MOHHUTOpPHHIra ys3BUMOCTe,cucreM MoHutopunra Wb u  cucrem
HPEeIOTBPAILCHNS YTeUeK HH(OpMAIIMH, 3aIMTHBIX MEXaHU3MOB CHCTEM.

EcupxenoBa A.Y. -
Crapmnit
Hpero/aBarels,
MAarucTp TEXHUYECKHX
HayK

[N

Prerequisites: Information and Commu-nication Technologies
Post-requirements: Professional disciplines

. The purpose of the discipline: The course covers the issues of installing and configuring a

modern multi-user OS, analyzing the degree of data and resource security, determining
security policies and configuring access control systems

Summary: Basic concepts and provisions of information protection in information and
computing systems. Threats to information security in information and computing systems.
Threats to the security of OS. Software and technical level of information security.
Analysis of the security of modern OS. Built-in protection tools for Windows, Unix.
Overview and statistics of the methods underlying attacks on modern OS. Access control
in the OS Protection of interactionwindows, Unix.

Competence: Capable of analyzing and evaluating protection mechanisms; planning OS
security policy. Has the skills to build protection in UNIX, Windows, work in various
operating environments.

Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Esirkepova A.-
Senior Lecturer,
Master of Technical
Sciences
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IpepexBusurTep: AKIapaTTHIK-KOMMYHHKA-IIUSJIBIK TEXHOIOIHUIAp

TloctpexBusurrep: Kacibu monnep

IlorHin Makcatel: CTyIEeHTTEp OINEpalMsUIbIK JKYHelepai opTypil KayinTep MeH
mwalybuiapaaH KOpFaylbl KaMTaMachl3 €Ty NPUHLUNTEPIH, 9[icTepi MeH KypalgapblH
JKaH-)KaKTbl 3epTTeyli YHpeHei.

Keickamma ma3myHsl: byt noHai oKy OapbIChIHAA CTYIEHTTEp ONEpalUsIIbIK XKyHenepue
KOJIJAHBUIATBIH aKIapaT MHeH JAepeKTepli KOpFayIblH 3aMaHayd oJicTepi, coHxai-ak
OCaJIIBIKTap MEH IalyblIaapibl aHBIKTAy, TalAay XoHe OJlapFa Kapchl Typy Tociuuepi
TypaJibl YHpeHeni.

Kysbiperriniri: KoprayabiH tuimainirin Garamait anagsl; OC KOpFaHBICBIHBIH QJICI3
JKAKTapblH aHBIKTAH alaJbl JKOHE ONIap]bl KOPFAHBICTBI ally YIIIH KOJJaHa ajajbl;
OHepalMsUIBIK JKYienep YChIHATBIH KOPFaHBIC KYPaIAapblH KOJIJaHa anajbl.

Kyrinerin  notmxe: Toyekenmepii, axkTUBTEpAl, HMHIUMIACHTTEPAl, TEXHHUKAIBIK
ocaJABIKTap/bl, KaTepiep/i, KayinTepre TeXHUKAIBIK KapChl iC-KUMbLIAap/Abl, OU3HECTIH
y3zikcizairin Oackapy npouectepin kaMTuThiH AK Oackapy npouecrepin Oaranay xkoHe
iCKe achIpy ojicTeMelniepi MEH oficTepiH TaHAaydbl Tanganapl. AK Kamramacbei3 ery
KYpaJIapblH, OcalgbIKTapaAbl MOHUTOPHHITEY XKyHenepiH, AK MOHUTOpUHTI *KyHenepin
JKOHE aKIapaTThIH arblll KETyiH OoiablpMay sKyienepiH, xyHenepuin Kopray TeTiKTepiH
Gineni.

Amumoa ML.E. —
TEXHHKA
FBLIBIMIAPBIHBIH

N

TpepexBusuter: MH)opMamoHHO-KOMMY-HIKAIIHOHHbBIE TEXHOIOTHI

ToctpexBusutsi: [IpodeccoHanbHble AN CIUTUTHHBL

He,l'lb JAHUCHUIIIINHBI CTyJIEHTbI U3y4acT KOMIIJICKCHOC M3YYCHUEC IPUHIIUIIOB, METOL0B U
CpencTB 00eCIeueHus 3alMThl ONEPAlMOHHBIX CUCTEM OT Pa3JIMYHBIX YIPO3 U aTaK.
KpaTtkoe conepkanue: B Xxome u3ydeHHS ITOM OUCHMIUIMHBI CTYOEHTHl Y3HAIOT O
COBPEMEHHBIX METOJAX 3allUThl MH(GOPMAIMM M JAHHBIX, HCIOJB3YEeMbIX B
OMEPAIIMOHHBIX CUCTEMAX, a TAKXKE O CIOCO0aX BBISBICHHS, aHAIN3a U TIPOTUBO/ICH CTBUS
YA3BUMOCTSIM U aTaKaM.

KomnerentHocTh: YMeeT oneHuBaTh 3(Q(EKTUBHOCTb 3alIMTHI; BBIBIATH CIa00OCTH
samutel OC M HCIONIB30BAaTh MX AJSL BCKPBITHS 3aLIMTHI; MOJB30BATHCS CPENCTBAMHU
3aIIUTBHI, IPEJOCTABIISIEMbIMH OIIEPAIIIOHHBIMH CHCTEMaMH.

OskuaaeMsblil pe3ysbTaT: AHAIU3UPYET BHIOOP METOMK M METOI0B OLICHKH H Pean3alin
nporeccoB ynpasienust b, oxBaTsIBaroIye Npoecchl ypaBiIeHUsl pUCKAMH, aKTHBAMH,
HMHIUJICHTAMH, TEXHUYECKUMU YSI3BUMOCTSIMH, yrposamu, TEXHUYECKUMH
MPOTHBOACHCTBHUAMHU YIp0O3aM, HENPEPhIBHOCTHIO OM3Heca. 3HAET CPeACTBa 00eceueHUs
Wb, cucrem MoHUTOpHHTa YysI3BUMOCTel,cucteM MoHHTopuHra Wb u cucrem
MPEIOTBPALICHHUS yTeUeK HH(OPMAIIMH, 3aIUTHBIX MEXaHU3MOB CHCTEM.

Amumoa M. E.-
IMarucTp TEXHH4ECKHX
HaYK, CTapIIni
mpenoaaBaTellb

N

Prerequisites: Information and Commu-nication Technologies

Post-requirements: Professional disciplines

The purpose of the discipline: The objectives of the discipline are to study the principles of
building modern multi-user operating systems (OS), including subsystems for data
protection and access control to OS resources.

Summary: Overview of the architecture of operating systems (OS). The structure and
functions of the operating system. Multitasking mode hardware. Core building
technologies. Program interface. User environment. The file system. Organization of data
storage. The physical layer of the file system. Operations in file systems. Generalization of
the concept of a file. The structure of the UNIX OS file system. ldentification of objects
and links. Devices as OS objects. Character and block devices. Identification and mounting
of disk partitions. Virtual devices. Multi-user environment. Users and groups. Superuser.
Accounts.

Ashimova M. E. -
Master of technical
sciences, senior lecturer

MAarucTpi, ara OKbITYIIBI




Discretionary access control system. Additional access attributes. Processes. Modes and
states of the process. The context of the process. Creating and completing the process.
Environment variables. Types of processes. Priority of processes. Means of interprocess
communication. Overview of the means of interaction of processes. The mechanism of
signals. Standard | / O streams and channels. Changed channels. Sockets. Semaphores.
Message queues. Shared memory. The user interface. The command shell. Alphanumeric
terminals. Remote network access. The X Window graphics system. Terminals of the "thin
client” type.

. Competence: Is able to evaluate the effectiveness of protection; identify weaknesses of

OS protection and use them to open the protection; use the means of protection provided
by operating systems

. Analyzes the choice of methods and techniques for assessing and implementing

information security management processes, covering the processes of managing risks,
assets, incidents, technical vulnerabilities, threats, technical countermeasures to threats,
business continuity. Knows the means of ensuring information security, vulnerability
monitoring systems, information security monitoring systems and information leak
prevention systems, protective mechanisms of systems.
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. IlpepexBusutrep: C# Tininne GarmapiaManay TEXHOJIOTHSCHI
. HorpexBusurrep: C++ opraceiHna Oarmapnamanay, C#  TimiHge Oarmapnamarnay

TexHonorusicel, Python tininne 6argapnamanay, Web 6arnapnamanay

. Ilonnig wmakcatel: Kasipri 3aMaHFbl akmapaTThIK OKyiieqep MeH OarmapriamabiK

OHIMIEpAIH KayilcCi3/iriH KaMTaMachl3 €Ty MakKcaThlHIa KOCBIMIIaJapabl jxobanay,
JTAMBITY JKOHE CbIHAy OOMBIHIIA OLTIM MEH JaFAblIap/Abl UTEpyre apHAIFaH MOH.

. Kepickama ma3myHbl: Bysl moHne KockIMInanapsl Kayinci3iik TYPFbICBIHAH jKOCTapray,

Kayill-KaTepiepAeH KOpFay JKOHE aKNaparThlK O KYHElepaiH TYTaCTBIFBI  MEH
KYMUSUIBUIBIFBIH CaKTay YLIIH KaKeTTI TEXHOJIOTHsUIAp MEH oJicTep KapacThIpbuUlabl.
IloHai urepreH CTyaeHTTEp Kayilci3 KOCBIMIIAmap MeH Kyiienepai »kobamayra jKoHE
JAMBITYFa KQXKETTi Oi1iM MEH JaFabliIapIsl MEHIepe/i.

. Kyseiperriniri: Hudpablk KypbUIFBIIapAbIH 3aMaHayd dJIEMEHTTIK 0a3achlH, OHBIH

JAMYBIHBIH HETi3Ti OaFbITTapblH, HUQPIBIK Ti30EKTepAi CXeMOTEXHHUKAIBIK jKobajay
HETi3ZepiH JKOHE KOJJAHBICTaFbl CTAHIAAPTTApFa COHKEC OJIIEMEHTTEpPAiH MIAPTTHI
rpadukanblk OenrineyiHn Oinmemi, JKOHE € MHKPOIPOIECCOPIIBIK  IKYHelTepiHiH
apXUTEKTYpachl, CUIIaATTAMANIAPBI )KOHE KOJIaHy dicTepi OoifbIHIIa Ty CiHIri Gomaabt./

. Kyrinerin  wotmke: Toyekenmmepii, aKTHBTEpIi, HHIUICHTTEPAl, TEXHHKAJBIK

OCaNABIKTAP/bI, KaTepiiep/i, KayilTepre TeXHUKAIbIK KapChl iC-KUMBLIIAp/Abl, OU3HECTIH
y3mikci3airin 6ackapy mpouectepin kamtuTeiH AK Gackapy mpomecrepin Oaranay jxoHe
iCKe achIpy omicTeMelnepi MEH oficTepiH TaHmaynasl Tangaiabl. AK Kamramacei3 ery
KYpaJapblH, OCaIABIKTapIsl MOHUTOPHHITEY Kyitenepid, AK MoHHTOpHHT Xyitemepin
JKOHE aKIMapaTThIH aFblll KETYiH OONAbIpMay XKyienepiH, xKyienepaid KOpFay TeTiKTepiH
Gineni.

Jlayr6aeBa A.O.-
T.F.K., JOLCHT.




. IpepexBusutsl: TexHoIOrHS IPOrpaMMpoBanus Ha s3bike CH

. Iocrpexsusutsl: [IporpammupoBanue B cpene C++, TexHonorus nporpaMMpoBaHus Ha

a3pike C#, [IporpammupoBanue Ha s3bike Python, Pa3paGoTka MOOMIIBHBIX IIPHUIIOKEHUI

, Web nporpammupoBanue

. Henp pucuurumasel: JJUCIUIUIMHA NIpeAHA3HAUCHA IS IPUOOPETEHNs 3HAHUH 1 HABBIKOB
0 NPOEKTHPOBAHUIO, PAa3pabOTKe U TECTUPOBAHHIO NMPUIIOKEHUI! C LIeNbIo 00ecreyeHus
0€3011acHOCTH COBPEMEHHBIX HH()OPMALMOHHBIX CHCTEM U IPOrPAMMHBIX IIPOYKTOB.

. Kpatkoe comepxanue: B 5Toif aucuuminHe paccMaTpUBAIOTCS TEXHOJIOTMH U METOIbI,
HEeOoOXOMMBbI€e IS [UIAHUPOBAHUS NIPUIIOKEHUH ¢ TOUKU 3peHHs 0E30MaCHOCTH, 3aLIUTHI
OT Yrpo3 M HOIEpP)KaHUsl LEIOCTHOCTH M KOH(UAEHIHAIbHOCTH HH()OPMALMOHHBIX
cucteM. CTyI€HTbI, OCBOUBILHE [IPEIMET, IPUOOPETAIOT 3HAHUS U HABBIKH, HEOOXOANMBIE
JUISL IPOSKTUPOBAHUS ¥ Pa3pabOTKH O€30MaCHBIX MPUIOKEHUH U CHCTEM.

. KomnereHtHOCTh: 3HaeT COBPEMEHHYIO OJJIEMEHTHYI0 0a3y LH(POBLIX YCTPONCTB,
OCHOBHBIC TEHICHLUH €€ pPa3BUTHs, OCHOBBI CXEMOTEXHHYECKOTrO IPOSKTHPOBAHMS
U(POBBIX CXEM M YCIOBHO rpaduueckue o003HAYEHHs DJIEMEHTOB B COOTBETCTBHHU C
JEeHCTBYIOLIMMHU CTAHAAPTAMH, a TAKOKe 00Iee TOHMMaHUE apXUTEKTYPbI, XapaKTEePUCTHK
Y METO/I0B IPUMEHEHHSI MUKP OIPOLIECCOPHBIX CHCTEM

O>xuaaeMsblil pe3ysbTaT: AHAIU3UPYET BBIOOP METOANK U METOJOB OLIEHKH U PeaInu3aLiu
nporeccos ynpasienus b, oxBaTsiBaromine Npoueccsl ynpaBieHus: PUCKaMHU, aKTHBAMH,
WHIUJCHTaMH, TEXHUYECKUMU YA3BUMOCTSMH, yrposamu, TEXHUYECKUMU
HPOTUBOACHCTBUSIMHU YIpo3aM, HEIIPEPHIBHOCTBIO OU3Heca. 3HAeT cpefcTBa obecredeHns
Wb, cucreM MOHHUTOpPHHTa Yys3BUMOCTel,cucteM MoHuTopunra Mb u cucrem
HPEOTBPAIECHUS yTeueK HH(OPMAINH, 3aIIUTHBIX MEXaHU3MOB CHCTEM.

Jayr6aesa A.O.-
K..T.H., JIOIEHT

Prerequisites: Programming technology C #

Post-requirements: Programming in the C++ environment, Programming technology C #,
Python programming, Web programming, Developing mobile apps

. The purpose of the discipline: A discipline designed to acquire knowledge and skills in
designing, developing and testing applications in order to ensure the security of modern
information systems and software products.

Summary: This discipline examines the technologies and methods necessary to plan

applications in terms of security, protect against threats, and maintain the integrity and

confidentiality of Information Systems. Students who master the discipline acquire the

knowledge and skills necessary for the design and development of secure applications and

systems

Competence: Knows the modern elemental base of digital devices, the main trends of its

development, the basics of circuit design of digital circuits and the conditional graphic

designations of elements in accordance with current standards, as well as a general

understanding of the architecture, characteristics and methods of application of

microprocessor systems.

Expected result: Analyzes the choice of methods and techniques for assessing and

implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical

countermeasures to threats, business continuity. Knows the means of ensuring information

security, vulnerability monitoring systems, information security monitoring systems and

information leak prevention systems, protective mechanisms of systems.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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IIpepexBusurrep: Pusuka Il

IoTpexBusuTTEp: AKIApaTThl KOpFay >KYHelepiH anmnapaTThlK-TEXHHKAJIbIK KAMTaMachl3
ery, OcanabIKTap/ibl aHBIKTAY JKOHE Tajay

ITonniy Makcatbl: CaHABIK cXeManap MeH KYpbUIFbLIApIbI jko0ajnay KOHE Tanuay
Herizziepid yipeneni.

Kpickama wasmynsl:  Kypcka Jlorukanbelk — anredpa, JIOTHKANBIK — JJIE€MEHTTEp,
KOMOMHALIMSUTBIK, JKOHE CepHsUIBIK cxeMmaiap Kipexi. Oy mporeccopiap, aj jKoHe
nepudepusiIbIK KYPbUIFBLIAP CUSIKTBI CAHJBIK XKYHeIep i JaMbITY YIIiH KOJIJaHbIIaIbl.
Kyssiperriniri: ugpiblk KypbUIFBLIapABIH 3aMaHayd »DJEMEHTTIK 0a3acblH, OHBIH
JAMYBIHBIH HETi3ri OarbITTapblH, LHUQPIBIK Ti30€KTepAi CXEMOTEXHMKAIBIK Kobajay
HEri3fepiH JKOHE KOJJAHBICTaFbl CTAHJAPTTApFa COHKeC JIEeMEHTTEePIIH IIapTThl
rpapukanslk  Oenrineyin Oimenmi, oHE Jie¢ MHKPOIPOLECCOPIbIK KyHelnepiHin
apXUTEKTYPAaChl, CUMATTaMAJIAPBbI XKOHE KOJIIaHy dicTepi OOoMbIHIIA TyCiHIri Gonagsl./
Kyrinetrin  notmxe: Toyekenmepai, axkTUBTEpAl, HMHUMAEHTTEPI, TEXHUKAJBIK
ocaJABIKTapbl, KaTepiep/i, KayinTepre TeXHUKAIBIK KapChl 1C-KUMbBLIAApAbl, OU3HECTIH
y3zikcizairin Oackapy npouectepin kaMTuThiH AK Oackapy npouecrepin Oaranay koHe
iCKe achIpy ojicTeMelniepi MEH oficTepiH TaHAayabl Tangainabl. AK Kamramachi3 ery
KYpaJIapblH, OcalgbIKTapAbl MOHUTOPHHITEY XKyHenepin, AK MOHUTOpUHT1 *KyHenepin
JKOHE aKIapaTThIH arblll KETyiH OonablpMay sKyienepiH, xyHenepauin Kopray TeTiKTepiH
Gineni.

Temipbek A.- Diektp
9HEPreTHKACHI,
TeXHOC(EPabIK
Kayilci3iK )KoHe
skosorus» bbb ara
OKBITYIIBICHL, PhD

IIpepexBusntsl: Gusuka I

IocTpexBU3NTHI: ANapaTHO-TEXHUYECKOE 00ECIIeYeHHe CHCTEM 3allUThl HH(POpMAIHY,
BrisBnenue u aHanu3 ysa3BUMOCTEN

Lens aucumnimuel: M3yyaT OCHOBBI NPOGKTHPOBAHMS M aHAIM3a LU(POBBIX CXeM H
YCTPOMCTB.

Kpatkoe comepxanue: Kypc Bkirouaer B cedst OynieBy anrebpy, JTOTHYECKHE 3JIEMEHTHI,
KOMOMHALIMOHHBIE W IOCIEAOBaTeNbHbIE CXeMbl. [IpumeHsieTcss st pa3padoTKH
U(POBBIX CUCTEM, TAKUX KAK IPOLECCOPBI, TaMATh U IepudepuiiHbie yCTpoKcTBa.
KommeTrenTHOCTh: 3HAeT COBPEMEHHYIO 3JEMEHTHYI0 0a3y HH(POBBIX YCTPOHCTB,
OCHOBHBIE TEHICHIMH €€ DPa3BUTHs, OCHOBBI CXEMOTEXHHYECKOTO IPOCKTHPOBAHUS
IU(POBBIX CXeM M YCIOBHO Tpaduueckue 00O03HAUCHHUs DIIEMEHTOB B COOTBETCTBHH C
JeHCTBYIONIMMHU CTaHAAPTAMH, a TAKOKe 00Iee TOHMMaHUE apXUTEKTYPbI, XapaKTePUCTHK
U METOI0B MPUMEHEHHUSI MUKPOIIPOLIECCOPHBIX CHCTEM

OskumaeMblil pe3ysbTaT: AHAIU3UPYET BBIOOP METOANK U METOJIOB OLICHKH U peasli3aliuu
nporeccoB ynpasieHus 1B, oxBaTeIBaronye nporecchl ynpapieHns pPUCKaMU, aKTHBAMH,
HMHIUJICHTAMH, TEXHUYECKUMU YSI3BUMOCTSIMH, yrposamu, TEXHHYECKHUMH
MIPOTHBOACHCTBHUSAMHU yrpo3aM, HEIPEPhIBHOCThIO OM3HEca. 3HACT CPEICTBA 00SCIICUeHHS
Wb, cucteM MOHHUTOpPHHra ysS3BHUMOCTeH,cucreM MoHuUTOopuHra Wb m cucrem
MPEIOTBPALICHHUS yTeUeK HH(OPMAIIMH, 3aIIUTHEIX MEXaHU3MOB CHCTEM.

Temupbex A.- crapumit
npenoaasatens OI1
«DNeKTPOIHEPTETHKA,
TexunochepHast
6e30macHOCTb U
skojorus", PhD




. Prerequisites: Physics 11
. Postrekvizites: Vulnerability identification and analysis Hardware and technical support

of information security systems

. Aim of the discipline: Study of the basics of designing and analyzing digital circuits and

devices.

. Short content: Includes Boolean algebra, logic elements, combinational and sequential

circuits. Applied to develop digital systems such as processors, memory, and peripherals

. Competence: Knows the modern elemental base of digital devices, the main trends of its

development, the basics of circuit design of digital circuits and the conditional graphic
designations of elements in accordance with current standards, as well as a general
understanding of the architecture, characteristics and methods of application of
microprocessor systems.

. Expected result: Analyzes the choice of methods and techniques for assessing and

implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Temirbek A.-Senior
Lecturer of the EP
«Electric Power
Industry, technospheric
safety and ecology",
PhD
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a) Python Tininne
Garnapnamanay/
ITporpammupoBanu
¢ Ha s3eIke Python/
Python
programming
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XaH
9K3a-
MEH
exam

JKaz0ama
TTuceMenHO
written form

. IpepexBusurrep: C++opTrackinaa nmporpammanay
. ToctpexBusurrep: JKacanapl wHTemnekT, MammHanbik okeiTy, Al & CyberSecurity,

Kayinciznik Hefiponakerrepi

. Ilonnig wmakcatel: [loHHIH MakcaThl 3amaHayd »JKOFapbel JeHreilni Tingepae

Oarmapnamanayra epKiH OKOHE  HIBIFAPMAIIBUIBIK ~ KO3KapacThl, OaFaapiiaMalibik
KaMTaMachl3 eTyai o3ipiey Kypanmapbl CalachblHAAFbl YPAICTEp MEH JKaHAIBIKTAapIbI
GaiikayFa KbI3BIFYIIBUIBIKTBI KAJBINITACTHIPY.

. Kpickama masmynsi: byn kypcra Python TtininiH Gapiblk Heri3ri MyMKIHIIKTepi XoHe

oJapsl Garmapnamarnap/sl azipaey  KesiHze KOJIIaHy KapacThIPBLIABI.
BarnapnamanapaslH KeH ayKbIMBIH Kypy yiuiH Python TimiHiH KiTanxaHamapbeiHa
cumarrtama Oepiiemi.

. Kyseiperriniri: OBIl npunumnrepin Oineni, nporpammanay oOpTajapbIMEH >KYMBIC

MPUHIMIITEPUH UTePTeH; MpOorpaMManay TUTi KYpbUIBIMBIH, YFBIMIAPbIH, MYMKIHIIKTEPiH
6ineni. IIT omicremeci MeH KypajjapblH KOJJaHA ajiajbl; TUIAIH CTaHIapTThI
KiTalXaHaCbIH MEHI€PreH; OaFjapiaMaHbl )k00ananapl, 6anTai amast

. Kyrinerin HoTmxenep: OpOip OarmapnamMaiblk  MOAYNb YIIIH — Oargapiamanay

KYpBUIBIMBIH, [POLEAypadapbiH, OariapiaManay Tijli KiTalXaHAChIH aAHBIKTAN/IbL.
Barmapiamanslk  JKacakTaMaHbl — d3ipJiey/iH  aBTOMATTaHABIPHUIFAH  KYpaJdapbiH
KOJIaHA/bl. bBarmapiamMaiblk KO TiTIHEH aWbIpMAIbUIBIFBI Oacka Oarmapiiamainay
TiIAEpiHAe KacanFaH KOMIOHeHTTep i OipikTipeai. KoaTsl a3y mporiecine mapasiesb,
(hyHKIIMOHAT/IBI, IOTHKAJBIK, 00bEKTIre OaFbITTalFaH OaFmapiamManay oIiCTepiH, COH/al -
aK MamiMerTep 0a3achlH 93ipiey MeH BeO-KOochIMIamapasl, MoOWIbai KOCBIMIATADIBI
93ipsIey dICTepiH KOJIaHAa b KOHE OJIApbIH KAYIIICI3/iri MoceeNepid memiei.

Konpipbaes H.b.-
PhD




IpepexBusutsl: [IporpammupoBanue B cpene C++

IocrpexBusutel: MckyccTBeHHbIH HHTENIeKT, MammunHoe oOydenne, Al &
CyberSecurity/ Al, Hefiponakers! 6e3onacHocTH

Hens pucuummmnel: Lens aucuunianuel GOpMHpPOBaHHE CBOOOAHOIO U TBOPYECKOTO
MOAX0/1a K MPOrpaMMUPOBAHUIO HA COBPEMEHHBIX sI3bIKaX BBICOKOIO YPOBHs, HHTEpeca K
HaOMIOJCHUIO 3a TEHAEHIMSMH M HOBOCTAMHM B 00JacTH CpeicTB pa3paboTku
HPOrpaMMHOr0 0OecreyeHHsI.

Kpatkoe conepxanue: B naHHOM Kypce paccMaTpuBalOTCsl BCE OCHOBHBIE BO3ZMOYKHOCTH
a3bika Python u ux npumeHenue npu pa3paborke nporpamm. Jlaercs onucanue Oubdamorex
s3b1ka Python, HEOOXOAMMBIX AJIsI CO3JaHMUS LIMPOKOTO KPyra MpOrpaMM.
KommnerentHocts: 3naer mnpuHuunel  OOIl, mpuHOMOBL  paboTBl CO  cpenamu
MporpaMMHUpPOBAHNS 3HaeT CTPYKTYpY, IOHATHA, BO3MOXKHOCTH S3bIKa
pOrpaMMHUPOBaHKsA. YMeeT TNOJb30BaThCsl MeToaukod u cpeacrtBamu IIT; Bmageer
CTaHAAPTHON OMOJIMOTEKOH SA3bIKA; IPOCKTHPYET, HACTPAUBALCT NIPOTPAMMY

Osxunaemelie pesynabTaThl: Onpesnenser CTPyKTypy HpOTpaMMHPOBAHHUS, IMPOLEAYPHI,
OMONMMOTEeKN s3bIKAa NPOrpaMMHUpOBaHus Juisi Kaxporo Moayns I10. Hcmosssyer
aBTOMATH3MPOBAaHHYIO CPEICTB Pa3pabOTKM MporpaMMHOro odecnedenus. MHrerpupyer
KOMITOHCHTBI, CO3AAaHHBIC HAa APYTrUX fA3bIKaX INMPOrpaMMHPOBAHUSA B OTIMYUEC OT A3BIKA
koma IIO. Ilpumenser B mpolecce HANHCAaHUS KOJa METOIbl IapajulelbHOro,
(YHKIIMOHATIBHOTO, JIOTHYECKOTr0, 00BEKTHO-OPHEHTHPOBAHHOTO MTPOrPaAMMHUPOBAHHUS, a
TaKke pa3paboTku 6a3 JaHHBIX U pa3pabOTKK BeO MPUII0KEHU I, MOOHIIbHBIX PUIIOKCHUI
U pelaeT BOIpochl X 6€30MacHOCTH.

Kowusipbaes H.B.- PhD

=

Prerequisites: Programming in the C++ environment

Prerekvizites: Atrtificial intelligence,/Machine learning, Al & CyberSecurity/ Al,
Neuropackages of security.

Aim of the course: The purpose of the discipline is the formation of a free and creative
approach to programming in modern high-level languages, interest in observing trends
and news in the field of software development tools.

Short content: This course covers all the basic features of the Python language and their
application in program development. The description of Python libraries necessary for
creating a wide range of programs is given.

Competence: Knows the principles of OOP, knows the principles of working with
programming environments; knows the structure, concepts, and capabilities of the
programming language. Uses PT methods and tools; owns the standard library of the
language; develops and configures the program

Expected results: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented programming
methods, as well as database development and web application development, mobile
applications, and resolves their security issues in the process of writing code.

Konyrbayev N. B.
PhD
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IIpepexBusurrep: C# Tininne GarmapiaManay TEXHOJIOTUSCH

IocrpexBusutrep: XKacanapl uHTemwiekt, MamunanbKk okbiTy, Al & CyberSecurity,
Kayincisnik HefipornakerTepi

Ilonnin MmakcaTbl: bynm kypcra Python-ma nepexrepni skuHay, Tangay >KoHE ©HJIEY
IPOLIECIHIH JKEKe Ke3eHi peTiHae KYpbUIBIMABIK cypay Timi (SQL) xoHe MamimerTep
0azachlH x00alay Herizaepi KapacThIpblIaIb.

Kpickama ma3myssl: Sqlite3 kitarnxaHackl KypcTa MaJiMeTTep 0a3achlH Oackapy xyiieci
perinze Konnanbuiaael. Kypera i3ney poOoTTapblH, COHAAl-aK JepeKTeplli )KUHAY MEH
BU3YaJM3alMsUIayJbIH KOIl CaThUIbl NPOLECTePiH Kypy KapacTslpbliaibl. Jlepekrepii
OHail Bu3yanu3sanusuiay yuriH D3 kitanxaHachkl KOJAaHBUIAIBL.

Kysbiperriniri: OBIl npunnunrepin Oineni, nporpammanay opTajapbIMEH >KYMbIC
HNPUHIMOTEPHH UI'€preH; NporpaMMalay Tili KYpbUIbIMBIH, YFBIMIAPbIH, MYMKIHAIKTEPiH
6ineni. IIT omicremeci MeH KypajJapblH KOJJaHa ajajgsl; TiAAIH CTaHAAPTTHI
KiTalxaHacklH MEHrepreH; OaraapiaMaHbl yxo0ataiibl, OanTait anaasl

Kyrinerin Hommwxkenep: OpOip OarmapnamainblK MOAYNb YLIH  OargapiaManay
KYPBUIBIMBIH, TPOLEAYpalapblH, OarnapiaManay Tilni KiTalnXaHaChblH aHBIKTaHBbI.
barmapnaManbiK — kacakTaMaHbl  93ipieyAiH  aBTOMATTaHIBIPBUIFAH  KYpalIapblH
KosiaHanasl. barmaprmamanslk KOJ TiUTIHEH aWbIpMallbLIBIFEl Oacka Oafrmapiamanay
TiNAepiHae xacaaFaH KOMOoHeHTTep i Oipiktipeai. Koarsl ska3y nporecinie napamiess,
(yHKIIMOHAJIIbI, TIOTHKAJIBIK, 00BEKTIre OarbITTalIFAaH OaFqapiiamManay 9/1icTepiH, COH/aii-
aK MoJiMerTep 0a3achlH d3ipiiey MeH BeO-KochIMInanapabl, MoOuiIbai KOChIMIATap bl
93ipJIey o/iCTepiH KOJIaHa bl KOHE OJIapbIH KaYIlCi3airi Moceenepid memei

Www.coursera.com
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IIpepexBusntsl: TexHomorus nporpaMMpoBaHus Ha si3bike C#

ToctpexkBusuthl: VIckyccTBeHHBI  HHTENJIEKT, MamunHoe oOydenne, Al &
CyberSecurity/ Al, Heitiponakers! 6e30macHocTH

Lens mucumruimbbsl: B 9TOM Kypce paccMaTpHMBAIOTCS SI3BIK CTPYKTYPUPOBaHHBIX
3anpocoB (SQL) 1 0CHOBBI TPOEKTHPOBaHUsI 033 TaHHBIX KAaK OTACNBHBIIN ATl Mpolecca
cbopa, ananu3sa u 00paboTku AaHHBIX B Python.

Kpatkoe conepxkanue: bubmmoreka Sqlite3 wucmomb3yeTcs B KauecTBE CHCTEMBI
ynpaBieHus 6a3aMu JaHHBIX B Kypce. B Kypce paccMaTpuBaeTcst Co3/1aHHE TTOUCKOBBIX
POOOTOB, a TaKIKe MHOTOCTYIIEHYAThIX IPOIIECCOB cOOpa M BU3yaIM3allMK JaHHBIX. [l
JIETKOM BH3YyaJM3alliK JaHHBIX UCIONb3yeTcst oubmoreka D3.

Kommerentnocts: 3naer mnpuniunel  OOIl, mpuHmmMOel  paboTel CO  cpeaaMu
MPOrpaMMHUPOBAHUS; 3HaeT  CTPYKTYpY, HOHSATHS, BO3MOXKHOCTH S3bIKa
TPOrpaMMHUPOBAHUS. YMeEEeT IOJb30BaThCsl MeTOAMKON u cpexactBamu [IT; Bmameer
CTaHAAPTHON OMOJIMOTEKOI A3bIKA; IPOCKTHPYET, HACTPAUBACT IIPOTPAMMY

Oxxupaemble pe3ynbratel: Ompeneiser CTPYKTYypy HpOrPaMMHpPOBAHHMS, HPOLELYpHI,
OMONMMOTEKH s3bIKA TpPOTrpaMMHUpOBaHusI i Kaxkaoro wmoxymst [10. Hcemoms3yer
ABTOMATH3UPOBAaHHYIO CPEICTB Pa3pabOTKK MpOrpaMMHOTO obecnedenus. MHTerpupyer
KOMITOHEHTBI, CO3JIaHHbIC Ha APYTHX S3bIKaX MPOTPaMMUPOBAHUS B OTIMYHE OT SI3bIKA
koma I1O. Ilpumenser B mpolecce HAmMCaHUS KOAA METOABI MapajuielbHOro,
(YHKLIHOHAIBHOTO, JIOTHYECKOr0, 00bEKTHO-OPHEHTHPOBAHHOIO MTPOrPaMMHPOBaHHMS, a
TakKe pa3padboTku 0a3 TaHHBIX U pa3pabOTKH BeO MPUII0KEHU I, MOOHMITbHBIX TIPUIIOKEHUH
M peliaer BOMpOChl HX 0€30MacHOCTH.

Www.Coursera.com
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1. Prerequisites: Programming technology C #

2. Post-requirements: Artificial intelligence,/Machine learning, Al & CyberSecurity/ Al,
Neuropackages of security.

3. The purpose of the discipline: This course examines the structured Query language (SQL)
and the basics of database design as a separate stage in the process of collecting, analyzing
and processing data in Python.

4. Summary: The Sqlite3 library is used as a database management system in the course. The
course discusses the creation of search robots, as well as multi-stage data collection and
visualization processes. The D3 library is used for easy data visualization.

5. Competence: Knows the principles of OOP, knows the principles of working with
programming environments; knows the structure, concepts, and capabilities of the
programming language. Uses PT methods and tools; owns the standard library of the
language; develops and configures the program

6. Expected results: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented programming
methods, as well as database development and web application development, mobile
applications, and resolves their security issues in the process of writing code.

Www.coursera.com
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1. IlpepexBe3utTep: AKImapaTThiK Kayinci3mik Heri3zuepi,

2. IloctpekBu3uTTEp: AKMApaTTHIK >KYHenep KayilCi3miriHiH ayquTi MEH MEHEIKMEHTI,
3usHabl OarmapiaManapliaH KOpray >KOHE MHLIMACHTTEpPAl aHBIKTay, YJIKEH AepeKTep
Kayirncizairi

3. IlonHiH MaKkcaThl: AKMapaTThIK KayilCi3AiK calachblHAAaFbl HETI3r1 yFeiMaap. AKnapaTThl
KOpFay TeTIKTepi, KOMIBIOTEPJIK JKENJIepAiH Kayilci3Airii KamMTamachl3 eTeTiH
OarmapnamanbIK-annaparTblk  Kypajimap. AKOapaTrThlK Kayilci3[ik JKyHeciH Kypy
OpUHOMOTEP, OpaHaMay3piepaiH Herisri 6ackapy saeMentTepi. ChIMCBI3 KeNinepaiH
Kayilci3IiK TeXHOIOTHSICHI

4. Kpickama Ma3MyHBI: AKIAapaTTBIK KayillCi3fiK CalachblHAAFbl HEri3ri  yFeIMAap.
AKnapatThl KOpFay TeTiKTepi, KOMIOBIOTEpJIIK KeTiIepaiH Kayilci3miriH KaMTaMach3
eTeTiH OaFaapiaMalblK-alnapaTThlK Kypanaap. AKIapaTTeIK Kayirci3aik KyHeciH Kypy
MPUHIMIITEP], OpaHaAMay3piepdiH Heri3ri Oackapy snmemeHTTepi. ChIMCBI3 KeTiepaiy
Kayirci3Iik TeXHOIOTHSICHI

5. Kysbiperrinik: AKmapatTel KOpFayAblH Oafap-laMaiblK-allapaTThlK KypalaapbIMeH;
ecenTey OKeNIepiHmeri Kopray Kypaji-ZapbIMeH; Jepekrtep ©6a3acelH Oackapy
JKy#enepinaeri aKmapaTThl KOpFaylbl KaMTaMachl3 €Ty KypajapbIMeH )KYMbIC icteit
anajbl; KOMIIBIOTEpIIIK OKyHe-NepaiH Kopraly KpUTepHUiiepiH; axma-paTrTaHiblpy
OOBEKTiNIepiHIH HOPMATHB-TIK KY)KaTTapAblH TajlalTapblHa COUKECTIriH TeKcepy
onicreMeci Oineni.

6. Kyrinerin wortmxke: Toyekemmepmi, aKTHBTEpAi, HWHIUACHTTEP/Al, TEXHHKAIBIK
OCaJIIBIKTAPBI, KaTepiepi, KayilTepre TeXHHUKAIBIK KapChl iC-KUMBLIIAPABI, OU3HECTIH
y3mikci3airia 6ackapy npouectepin kamtuthid AK 6ackapy mporectepin 6aranay xoHe
icKe acelpy oJicTeMelniepi MEH OMICTepiH TaHIayabl Tanmaiapl. AK KaMTamachi3 ery
KypalJIapblH, OCAJIBIKTap/ibl MOHUTOPHHITEY Kyienepin, AK MOHHTOpHHTI Kyiienepin
JKOHE aKIapaTThIH aFrblll KeTyiH OOJIbIpMay XKyHenepiH, sKyienepaiy Kopray TeTiKTepiH
oineni

Jlayr6aeBa A.O.-
T.F.K., JOLCHT.
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. IpepexBusursl: OCHOBBI HH(POPMALIMOHHON 6€30MacHOCTH,

. INocrpexBu3uThl: AyAUT U MEHEI)KMEHT O€30IacHOCTH HH()OPMALIMOHHBIX CHCTEM,
3ammra OT BPEJOHOCHBIX IIPOrpaMM M OOHapyxeHHe WHLIUASHTOB, be3omacHOCTh
OOJIBIINX JAHHBIX

. Henp muctmnumebl: OCHOBHBIC NMOHATHA B 00J1IaCTH MH(OPMAIMOHHON OE30I1acHOCTH.
MexaHn3Mbl 3alUTHl HH(GOPMALUH, POrpaMMHO-AIIAPAaTHBIE CPEACTBA OOecHedeHUs
0e30IMacHOCTH  KOMIIBIOTEPHBIX  ceTeid.  [IpMHIMIIBI  HOCTPOEHHSI  CHCTEMBI
UH(MOPMALMOHHOH 0e301aCHOCTEH, OCHOBHBIE DIEMEHTBHI YIPABICHHS MEXCETEBbIX
9KkpaHoB. TexHonorus 6e30MacHOCTH HECIPOBOIHBIX CETEH.

. Kpatkoe coneprxanune: OCHOBHbIC TOHATHS B 001aCTH HH(POPMALIMOHHOH 0€30MacHOCTH.
MexaHu3Mbl 3alUTHl HHPOPMALUK, MPOrPaMMHO-AMNINAPATHBIE CPEACTBA OOecHedeHHs
0€30mMacHOCTH  KOMIIBIOTEPHBIX ~ ceTed.  [IpMHIMIIBI  MOCTPOEHMS  CHCTEMBI
UH(MOPMALMOHHOH 0e30MaCHOCTEH, OCHOBHBIE DIEMEHTBHI YIPABICHUS MEXKCETEBBIX
9KkpaHoB. TexHonorus 6e30nacHOCTH OECIPOBOIHBIX CETeH

. Kommnerenmus: Ymeer paborate ¢ MporpaMMHO-alNapaTHBIEMH CPEACTBAMH 3aIlUTHI
anbopmaum/I; CpeacTBaMu  3allUTBl B  BBIYMCIMTECIBHBIX CETAX; CPEACTBAMU
o6ecneqem/m 3alIUThI I/IH(l)OpMaLU/II/I B CHUCTEMax YIIPaBJICHUSA 6a3aMI/I JAHHBIX; 3Haer
KPUTEPHUH 3alUIIECHHOCTH KOMIBIOTECPHBIX CUCTEM; METOAUKH IMTPOBEPKHU 3AIUIICHHOCTH
06'BeKTOB PIHCbOpMaTI/I3aLII/II/I Ha COOTBCTCTBHEC Tpe-6OBaH]/IﬂM HOPMAaTHUBHBIX TOKYMEHTOB.
O>xuaaeMslil pe3ysnbTaT: AHAIU3UPYET BHIOOP METOIMK M METOA0B OLICHKH H pealn3aliu
nporeccos ynpasienus b, oxBaTeiBarolue mpoueccsl ynpaBieH:s pUCKaMH, aKTUBAMH,
HUHIMUJICHTAMU, TCXHUYCCKUMU YA3BUMOCTSAMH, yrposamu, TCXHUYCCKUMH
NPOTHBOACHCTBUSAMH yrpo3aM, HENPEPHIBHOCTHIO OHM3HEca. 3HAET CPEeACTBA 00ECTIeUeHUS
Wb, cuctem MOHHMTOpUHTA YsI3BUMOCTeH, cucteM MoHHTopuHra Wb u cuctem
NPEIOTBPAILCHHS YTeUeK HH(OpMAILIMH, 3aMTHBIX MEXaHU3MOB CHCTEM.

Jayr6aesa A.O.-
K..T.H., JIOIEHT

Prerequisites: Basics of information security,

Post-requirements: Information systems security audit and management, Malware
protection and Incident Detection, Big data security

. The purpose of the discipline: Basic concepts in the field of information security.
Information protection mechanisms, software and hardware tools for ensuring the security
of computer networks. The principles of building an information security system, the main
controls of firewalls. Wireless network security technology.

Short content: Basic concepts in the field of information security. Information protection
mechanisms, software and hardware tools for ensuring the security of computer networks.
The principles of building an information security system, the main controls of firewalls.
Wireless network security technology

Competence: Knows how to work with software and hardware means of information
protection; means of protection in computer networks; means of ensuring the protection
of information in database management systems; Knows the criteria for the security of
computer systems; methods of checking the security of informatization objects for
compliance with the requirements of regulatory documents

Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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b) Komnbrorepiik
aKIapaTThl KOpray
axicrepi MeH
Kypangapsl/
MerTons! U cpeacrsa
3aIUTHI
KOMITBIOTEPHOMI
nndopmanun/
Methods and means
of computer
information
protection

IpepexBe3urTep: AKNapaTTbIK Kayilnci3gik Heriaepi,

IocrpexBu3nTTep: AKNAaparThIK KyHenep KayilCi3iriHiH ayIuTi MeH MEHEeIDKMEHTI,
3usHapl GargapiaMaiaplaH KOpray jKOHE WHIHUISHTTEp/i aHbIKTay, YJKEH JepeKTep
Kayirncisuiri.

IlonHiH MakcaTbl: CTyAEHTTEp KOMIBIOTEPIIIK aKHapaTThl, COHBIH INIIHJE anmnapaTThIK
JKOHe OarJapiaMalIblK XKyHenepai KoprayIblH KOJJIAHBICTAFbl of[icTepi MEH KypaigapblH
MEHTeperi.

Keickara Ma3mynsl: [ToHHIH cunaTramMachl: byt 1oH Ka3ipri 3aMaHFbl TEXHOJIOTUSIIAP b
JKOHE KOMITBIOTEPIIIK aKIapaTThl KOpPFay/bIH OariapiiaMaliblK-TEeXHUKAIBIK KypalJapblH
3eprreyre apHasFaH. OHBIH Ma3MyHbI Oec Heri3ri OarbITTBl KaMTHABI: KOMIIBIOTEPIIIK
walybuliapabl aHbIKTay, OpaHAMAysp, BUPTYaIbl KEKe XKeJlinepii YHbIMIACThIPY,
aKMnapaTThl OHICYHIH KayillCi3 TEXHOJIOTHSUIAPbI JKOHE KOMIBIOTEPIIK Keliiepaeri
aKnapaTThlK Kayinci3nik ayauti. Horwmke: KyperTbl asikraraHHaH KeHiH CTyaeHTTep
KOMIBIOTEPJIIK  JKENUIepAeri aKmapaTtThl KOpFayIblH 3aMaHayd oficTepi MeH
TEXHOJOTHsNaphl Typajbl OutiM anaasl. Onap akmapartTblK JKyienepal naiinamaHymeH
OaiilaHpICTBl KayinTep MEH TOyeKeNJaepl Tajjgail anajbl, COHAai-aK aKmapaTThIK
Kayinci3MikTi KaMTaMachl3 €Ty YIIH THICTI KOpFay OiCTepi MEH KypasiapblH YChIHA
ala/ibl XKOHE KOJIIaHa aJaibl.

Kysbiperrinik: AKnapaTTsl KOprayablH OarapiaMaiblK-alnaparThlK KypalliapbIMeH;
ecenTey OKeNIepiHAeri Kopray Kypaji-ZapbIMEH; JAepekrep 0Oa3acblH Oackapy
JKyHenepiHaeri aknmapaTTsl KOpFaylbl KaMTaMachl3 €Ty KYpaldapbIMEH XXYMBIC iCTeH
anajbl; KOMIIBIOTEpJIIK OKyHe-NepAiH KOpraly KpUTEpHUHiIepiH; axma-paTTaHiblpy
OOBEKTINIEpiHIH HOPMATHB-TIK KY)XaTTapAblH TalanTapblHA COHKECTIriH TeKcepy
onicreMeci Oineni.

Kyrinerin  wotmxe: Toyekemmepni, aKTHBTEpAi, HWHIUACHTTEPAl, TEXHUKAJBIK
OcCaNABIKTApbl, KaTepIiep/i, KayinTepre TEXHUKAJbIK Kapchl 1C-KUMBLIAAp/Ibl, OU3HECTIH
y3aikci3airin 6ackapy npouectepin KamTuthiH AK Oackapy mporectepin Oaranay sxoHe
iCKe achelpy ojicTeMenepi MeH oficTepiH TaHAayasl Tampaiael. AK KamTamacel3 ety
KypanaapbiH, OCaIbIKTapIsl MOHUTOPUHTTEY Kyienepin, AK MoHUTOpHUHTI KylHenepin
JKOHE aKIMapaTThIH aFbIll KeTyiH OOabIpMay JKyHenepiH, Kyhenepain Kopray TEeTIKTepiH
Gineni

Jayr6aesa A.O.-
T.F.K., JIOIIEHT.

IpepexBusutei: OCHOBBI HHPOPMALIMOHHOIT 6€30MacHOCTH,

TlocTpekBu3uTH: AyIUT UM MEHEIKMEHT 0e30MacHOCTH HH(POPMAI[MOHHBIX CHCTEM,
3ammra OT BpPEIOHOCHBIX MPOTpaMM M OOHAapyXeHHEe WHLIUACHTOB, be3zomacHocTh
OOJBIINX TAHHBIX

Henb aucrumanasi: OCBOSHHE CTYACHTAMHE CYIIECTBYIOIMX METOOB U CPEICTB 3aIUTHI
KOMITBFOTEPHON HH(OPMAIIH, BKIIFOYAs IPOrPAMMHO-AIIIAPATHBIE KOMILICKCHI.

Kpatkoe conepsxanune: JlaHHas AUCHUILTHHA IPEIHA3HAYCHA TS N3yICHUS] COBPEMEHHBIX
TEXHOJIOTHI U TPOTPAMMHO-AIMMAaPaTHBIX CPEICTB 3alIUTH KOMITBIOTEPHON HH(OpMALIUH.
B ee comeprxanue BXOIST MSATh OCHOBHBIX HANPABJICHUI: OOHAPYKCHUE KOMITBIOTEPHBIX
aTaK, MEXCETeBOC OSKPAaHHPOBAHHME, OpPTaHU3AlMs BHPTYAIbHBIX YACTHBIX CETEH,
TEXHOJIOTHH 3aIlUIICHHOW 00paboTkn uHMOpMAIMK © ayauT HWHDOPMAIMOHHON
0e30MacHOCTH B KOMIIBIOTEPHBIX ceTsiX. Pesynbrat: Ilo 3aBepiueHHH Kypca CTYICHTBI
MPHOOPETAIOT 3HAHKS O COBPEMEHHBIX METOaX U TEXHOJIOTHUAX 3alIUTHl HH(OpMAIHK B
KOMITBIOTEPHBIX ceTsix. OHM YMEIOT aHAIN3UpOBaTh YIPO3bl M PUCKH, CBS3aHHBIC C
HCIIOJIb30BaHHEM HH(OPMAIIMOHHBIX CUCTEM, a TAK)KE MOTYT MPEIJIOKUATh U IPUMECHUTH
COOTBETCTBYIOIIME METOMBI M CPEACTBA 3aLIUTHI Ul 00ECHeYeHUsT WH(POPMAIIOHHON
0E30MacCHOCTH

Jayr6aeBa A.O.-
K..T.H., JOLCHT




. Komnerenuus: Ymeer paboTaTb ¢ HpOrpaMMHO-aNIapaTHBIEMH CPEACTBAMU 3aIllUThI
nHdopmanuu; CpEeICTBAMH 3alUThl B BBIUMCIMTEIBHBIX CETSX; CpeACTBaMU
obecrieueHust 3aUThl UHYOPMALUKM B CHCTEMax YNpaBieHUs 0a3aMu IaHHBIX; 3HAET
KPUTEPHUH 3aILUIIEHHOCTH KOMIBIOTEPHBIX CHCTEM; METOIUKHU IIPOBEPKH 3aIHUIIEHHOCTH
00beKTOB MH(POPMATH3AIMU HAa COOTBETCTBHE TPEe-O00BaHUAM HOPMATHBHBIX TOKYMEHTOB.
. OkuIaeMblit pe3ysbTaT: AHaIN3UPYET BBIOOP METOAUK ¥ METOJIOB OLICHKHU U PeaIn3aluu
nporeccos ynpasiienus Vb, oXBaTbIBaloI1e IPOLECCH! yIPaBISHHs PUCKaMU, aKTHBAMHU,
UHIUJCHTaMH, TEXHHUYECKUMU YA3BUMOCTSMH, yrposamu, TEXHHYECKUMU
MPOTHBOACHCTBUSMH yIpo3aM, HElpEepEIBHOCTHIO OM3HEca. 3HACT CPEACTBA 00ECIICYCHHS
Wb, cuctemM MoOHMTOpHMHTa Yys3BUMOCTeH, cucrem MoHutopuHra Wb u cucrem
HPEeOTBPAILECHNS yTeueK HH(OpMALIMH, 3aLIUTHBIX MEXaHU3MOB CUCTEM.

Prerequisites: Basics of information security,

Post-requirements: Information systems security audit and management, Malware
protection and Incident Detection, Big data security

. The purpose of the discipline: Goal: Students will master existing methods and means of
protecting computer information, including hardware and software systems.

. Short content: Description of the discipline: This discipline is intended for the study of
modern technologies and software and hardware for protecting computer information. Its
content includes five main areas: detection of computer attacks, firewalling, organization
of virtual private networks, secure information processing technologies and audit of
information security in computer networks. Result: Upon completion of the course,
students acquire knowledge about modern methods and technologies for protecting
information in computer networks. They are able to analyze threats and risks associated
with the use of information systems, and can also propose and apply appropriate methods
and means of protection to ensure information security.

. Competence: Knows how to work with software and hardware means of information
protection; means of protection in computer networks; means of ensuring the protection
of information in database management systems; Knows the criteria for the security of
computer systems; methods of checking the security of informatization objects for
compliance with the requirements of regulatory documents

Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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¢) bencenni
KOMIIBIOTEPITIK
Kayincismik/
IIpoakTuBHas
KOMITBIOTEpHAs
6e301macHOCTB/
Proactive Computer
Security (Kypc
Coursera)

N

IpepexBusurTep: AKInapaTThIK Kayincizaik Herizgepi

IoctpexBu3nTTEep: AKNAPATTHIK XKYiHesep KayilCi3AiriHie ayJuTi MEH MEHEeKMEHT1
ITonniy Makcatsl: KypcTa gepexTep KOpPFaHBICBIH —THIMAI TeKkcepy ouicrepi
Kapactelpbutafsl. [aGysuinaymsuiapra TOCKaybLUl KO0, Ia0ybUIIapAbl HAKThI XKyHeneH
KanFaH OKydere Oypy MYMKIiHIIKTepi MeH oficrepi TaikbuiaHajasl. EHyre Tecriney
onicreMeci Ke3eHAepi TEOPHSUIBIK JKOHE IPAKTHUKAIBIK TYPFbIIA HAKTBl KyHesepaiH
KayiIlci3lirin Tekcepy TYPFBICBIH/IA TalaHa bl.

Kpickamma Ma3MyHBI: AKNApaTThIK KayilCi3MiKTIH >Kalmbl Mocenenepi. AKNapaTThIK
Kayinci3Jikke TeHeTiH Kartepiep. 3usHabl Oarnapiamanap. AJIbIH ajy KOHE KOpFay
omictepi. AKMaparThlK KayilCi3MIKTI KaMmTamMachl3 €TYAiH KYKBIKTBIK Herizuepi.
ABTOMATTaH[BIPBUIFAH JICPEKTEPIl ©HICY KyHelepiHaeri axmaparTbl KOpFay[blH
3aMaHayu oficTepi. AKMapaTThl KOPFayJIblH TEXHHKAJBIK XOHE YHBIMIACTHIPYIIBUIBIK
onicrepi. Kommblorepuik skeninepieri akmapartsl Kopray. TyYJIFaHbIH aKmapaTThIK-
MICHXOJIOTHSJIBIK Kayilci3airi Mocesenepi.

Kysbiperrinik: AKnapaTTsl KOprayablH OaraapiaMaiblK-alnapaTThlK KypalllapbIMeH;
ecenTey OKeNIepiHAeri Kopray Kypaji-ZapbIMEH; JepeKkTep ©OasachlH Oackapy
JKyHenepiHaeri aKnapaTTsl KOpFaylbl KaMTaMachl3 €Ty KypaJiapbIMeH )KYMbIC icTeit
anajbl; KOMIIBIOTEpJIIK OKyHe-NepAiH KOpraly KpUTEpHUHiIepiH; akma-paTTaHiblpy
OOBEKTUIEPIHIH HOPMATHB-TIK KY)XaTTapIblH TaJaNTapblHa COMKECTIriH TeKcepy
onicreMecin Oineni.

Kyrinerin  notmxe: Toyekennepai, axkTHBTEpHi, HWHIMICHTTEPI, TEXHUKAJBIK
ocalABIKTapbl, KaTepepi, KayinTepre TEeXHUKAJbIK Kapchl 1C-KUMbBLIAAP/Ibl, OM3HECTIH
y3aikci3airin 6ackapy npouectepin KamTuthiH AK 0ackapy mporectepin Oaranay sxoHe
icKe acelpy ojicTemernepi MeH oficTepiH TaHmayasl Tanmaiiabl. AK kamramacei3 ety
KypaJiapblH, OCAABIKTAp/Ibl MOHUTOPHHITEY XKyitenaepin, AK MoHUTOpHHTI Kyiienepin
JKOHE aKMapaTThIH aFblll KeTyiH OOonabIpMay jKyHenepiH, KyhHenepaiH Kopray TEeTIKTepiH
Gineni

Www.coursera.com

N

IpepexBusutsr: OCHOBBI HHPOPMALMOHHOI 6€30MaCHOCTH

IocTpexBU3NTBI: AyqUT U MEHEDKMEHT 0€30I1acHOCTH MH(OPMAIIMOHHBIX CHCTEM

Hens aucummmmsel: B kypce paccMaTpuBaroTcss MeToabl 3G (EKTHBHONH HPOBEPKU
3alUThl  JaHHBIX. OOCYXZHAIOTCST BO3MOXKHOCTM M METOIbl  OJIOKHPOBaHUS
3JI0YMBILIIJICHHUKOB, OTBOJA aTaK OT PEAIbHOW CHCTEMbI K JIOKHOH. DTambl METOAUKU
TECTUPOBAHMS HAa NPOHMKHOBEHHE AHAJIU3UPYIOTCS B TEOPETHYECKOM M MPAKTHYECKOM
IUIaHEe Ha HpeMeT POBEPKU 6e30MaCHOCTH KOHKPETHBIX CHCTEM.

Kpatkoe comepxkanue: Obue mpobiemMbl WHPOPMALMOHHOW 0e30MacHOCTH. YTPO3bI
nHdopMannoHHo# 6e30nmacHocTH. BpenoHocHble mporpaMmbl. MeToisl TpoQUIaKTHKA U
3amuTel.  [IpaBoBble  OCHOBBI ~ obOecreueHUss HHGPOPMALMOHHOH  0e30IacHOCTH.
CoBpeMEHHBIE METOJbl 3alUThl HMH()OPMAIUK B aBTOMATH3MPOBAHHBIX CHCTEMax
00paboTku fnaHHBIX. TeXHUYecKne U OpraHu3aluOHHBIE METOJbI 3AIUTH HH(OPMALHH.
3ammra MHpOPMAUMM B KOMIBIOTEPHBIX ceTsx. [Ipobnembl HMHpOPMAMOHHO—
TICHXOJIOTHYECKOT 6e30MaCHOCTH JINYHOCTH.

KomnereHuus: Ymeer paboTaTh ¢ MpOrpaMMHO-aNIapaTHBIEMH CPEICTBAMU 3allUThI
nHdopmanum; CpeNCTBAMH  3alIMTBl B  BBIYMCIHMTENBHBIX CETSAX; CPEACTBAMH
obecrieueHusl 3alIUTHl HHYOPMALIMK B CHCTEMax YNpaBJieHUs Oa3aMu JaHHBIX; 3HaeT
KPHUTEPUH 3aLIUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM; METOANKH TPOBEPKH 3aIUIICHHOCTH
00beKTOB MH(POPMATH3AIMU Ha COOTBETCTBHE TPE-00BaHUIM HOPMATHBHBIX JOKYMEHTOB.

Www.Coursera.com
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6. OsxkumaeMblil pe3ynbTar: AHAJIU3UPYET BEIOOP METOANK M METOJIOB OI[CHKH U peaii3aliy
npoueccos yrpasiieHus Vb, oxBaTbIBaromIye Mporeccsl yrpaBieHHs pUCKaMU, aKTHBAMH,
HMHIUJICHTAMH, TEXHUIECKUMHU YSI3BEMOCTSIMU, yrpo3amu, TEXHUYECKUMU
MPOTHBOACHCTBUSMH yIpo3aM, HElpEepEIBHOCTHIO OM3HEca. 3HACT CPEACTBA 00ECIICYCHHS
Wb, cucrteM MOHMTOpUHTa YsI3BUMOCTeH, cucteM MoHuTOpuHra HMb u cucrem
IPEOTBPALICHHS YTeUeK NH(OpMALIHH, 3aIIUTHBIX MEXaHU3MOB CHCTEM.

1. Prerequisites: Basics of information security

. Post-requirements: Information systems security audit and management

3. The purpose of the discipline:The course discusses methods of effective data protection
verification. The possibilities and methods of blocking intruders, diverting attacks from a
real system to a false one are discussed. The stages of the penetration testing methodology
are analyzed in theoretical and practical terms to verify the security of specific systems.

4. Summary:General problems of information security. Threats to information security.
Malware. Methods of prevention and protection. Legal basis of information security.
Modern methods of information protection in automated data processing systems.
Technical and organizational methods of information protection. Information protection
in computer networks. Problems of information and psychological security of the
individual.

5. Competence: Knows how to work with software and hardware means of information
protection; means of protection in computer networks; means of ensuring the protection
of information in database management systems; Knows the criteria for the security of
computer systems; methods of checking the security of informatization objects for
compliance with the requirements of regulatory documents

6. Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

N
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a)AKnaparThl
KOpFay XKyHenepin
anmnaparThIK-
TEXHUKAIBIK
Kamramacsbi3 ery/
AnmnapatHo-
TEXHUYECKOE
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CHCTEM 3aIlUTHI
nHpopMmarmu/
Hardware and
technical support of
information security
systems
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H
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6.

IpepexBusurrep: KommbroTepitik akmapaTTsl KOpray TeXHOIOTUsLIAPbI/
IoctpexBu3nTTep: AKIApaTTHIK XKYienep Kayilnci3AiriHiH ayJuTi MeH MEHEKMEHTI
JucnumiHaHbIH MakcaTsl: KypceTa 611iM alTynibl aKapaTThl alnapaTThIK-0aFapiaMalibiK
KOpFay TEXHOJIOTHSAJIAPbl MEHIepeli, KOPFAaHBICTBIH alapaTThiK KYPaldapbIHbIH XKYMBIC
npuHIMOTepiH urepeni, AJK KayinciuiriHe TOHETiH KaTepiep/i aHbIKTay djicTepiMeH
JKOHE KypaJllapbIMEH TaHBICAIbI.

Kpickama Ma3MmyHbl: AKmapaTThl — amnmapaTThiK-OarnapnaManslk  Kopray. Ecenrey
TeXHUKACBIHBIH allapaTThIK Kypanaapsl, AXK Kypy npuHIunTepi. ABTOMaTTaHIBIPbIIFaH
JKyHenepliH Kayilci3irine TOHETIH KaTepJiepli aHbIKTay oaicTepi MEH Kypajjiapsl,
AxnapaTThl TEXHUKaNbIK Kopray omicrepi. JKyienepaiH KoprajdyblH Oaraiay
KpUTepHinepi, akmapaTTblK KayilnCi3[ikTi KaMTaMachl3 eTylIiH OaraapiaMalibIK-
anmnaparThlK KypanaapblH THIMJI Naiianany

Kysbiperrep: AKmapaTThl amnmapaTThIK-Oaraapia-MaiblK KOpFay TEXHOJIOTUSIIAPbIH
MeHrepei, KOPFaHbICTBIH aNnapaTThiK KYpalapblHbIH )KYMbIC IIPUHLUUITEPIH Urepei,
AX kayincizairine TOHETiH KaTepyiep/i aHbIKTAy diCTepi MEH KYpajdapblH TaHBICAIbI,
XKyienepniy KopraiybiH Oaranay KpuTepuilaepin Konnana oiny, AK kamTamacei3 eTyaig
OarmapriamanbIK-annapaTThiK Kypajiga-pbH THIMAI HaliaanaHa oinesi.

Kyrinerin  notmxke: Toyekenmepai, axkTHBTEpHi, WHIUACHTTEPAl, TEXHUKAJIBIK
ocalABIKTapbl, KaTepepi, KayinTepre TEeXHUKAJIbIK Kapchl 1C-KUMbBLIAAP/Ibl, OU3HECTIH
y3aikci3airin 6ackapy npouectepin KamTuThiH AK 0ackapy mporectepin Oaranay >xoHe
icKe achelpy ojicTeMenepi MeH oficTepiH TaHAaynasl Tangaiabl. AK kamramacei3 ery
KYpaJIapblH, OCAIABIKTAPIbl MOHUTOPHHITEY XKyienepin, AK MoHUTOpHHTI XKyienepin
JKOHE aKMapaTThIH aFblll KeTyiH OOonabIpMay jKyHenepiH, KyhHenepaiH Kopray TEeTIKTepiH
Gineni.

AnpanoBa A.B. - PhD,
ara OKBITYILBI

N

IIpepexBu3uTthl: TeXHONOTHHU 3aMTHl KOMIBIOTEPHOI HHpOpMaLni/

IMocTpexBU3NTBI: AyTUT N MEHEKMEHT 0€30MacHOCTH HH(POPMALIMOHHBIX CHCTEM

Hene aucummummsel: B kypce paccmaTpuBaroTcs MeToabl 3G (GEKTHBHONH HPOBEPKU
3aIUThl JaHHBIX. OOCYKIAI0TCS BO3SMOXKHOCTU M METObI OJIOKMPOBAHUS

Hens pucumnuuel: Ha kypce oOydaromiuiics OCBaMBaeT TEXHOJOTHH alllapaTHO-
MPOrpaMMHOI 3aluThl WH(OpPMAaLUM, OCBaMBaeT HPHHIMIBI PabOTHl AaIMapaTHBIX
CPEICTB 3alIMTHI, 3HAKOMUTCS C METOAAaMHM W CPEICTBAMH BBISBICHHS YIPO3
6esonacuoctu UC.

Kpatkoe comepkanue: AnmapaTHO-TporpaMMHas 3amuTa WHbOpManuu. AmnmapaTHbie
CpeACTBa BBIYUCIUTEIbHON TEXHUKH, MpUHIUIB TocTpoeHus C. MeTtoas! u cpencra
BBISIBJICHHSI yIpo3 0E30MaCHOCTH aBTOMATU3HMPOBAHHBIX CHUCTEM, METOJbI TEXHHYECKOMH
3amuTel MHGOpManmu. KpuTepun OLEHKM 3alMIIEeHHOCTH CcHCTeM, 3(dekTHBHOES
HCIIOB30BAaHNE TIPOTPAMMHO-AIIAPATHBIX CPEICTB 00eCreueHuss HH()pOPMAIMOHH O
0e30IacHOCTH.

Komnerennuu: Briageer TexHomorumsMu —ammapatHo-miporpam-muoit  3M, Bmageer
MPUHLUIAMA PabOThl ammapaTHBIX CPEACTB 3aIlUThl, 3HAKOMHUTCS C METOAaMH U
CpencTBaMHM BbISBICHUS yrpo3 OezomacHoctd MC, ymMeeT MpUMEHATh KPUTEPHU OLCHKU
3aIIUIIEHHOCTH CHCTeM, (G EKTHBHO UCIIOIB30BaTh IPOrPaMMHO-aIlIIapaTHhIE CPECTBA
obecrieuenus Ub.

. O)KI/IL[aCMHﬁ pe3yJbTaT: AHaJ'H/BI/IpyeT BI>I60]:) METOAUK U METOAOB OLI€HKHU U peajin3aliun

mporieccoB yrpasieHus b, oxBaTeiBarorue mpomneccsl ypaBieHUs pUCKaMH, aKTHBAMU,
MHIIMJICHTaAMH, TEXHUICCKUMHU YSA3BUMOCTSIMH, yrpo3amu, TEXHUYCCKHUMH
TIPOTHBOACHCTBUSAMH yTPO3aM, HElpepHIBHOCTHIO OM3HECca. 3HAET CpeIcTBA 00eCIeUeHH S
Wb, cucreM MOHUTOPHUHTA ySI3BUMOCTEH, cucteM MoHuTOopuHra Wb u cucrem
MIPEAOTBPALCHNUS yTeUeK HH( OPMAIIHH, 3alUTHBIX MEXaHI3MOB CHCTEM.

Anpanosa A.B. - PhD,
CT. TIPENoaaBaTeib




. Prerequisites: Technologies for protecting computer information/

. Post-requirements: Information systems security audit and management, Malware

protection and Incident Detection, Big data security

. The purpose of the discipline: In the course, the student will master the technologies of
hardware and software protection of information, master the principles of operation of
hardware protection equipment, get acquainted with the methods and means of identifying
threats to IS security.

. Summary: Course content: hardware and software protection of information. Computer
hardware, principles of creating is. Methods and means of identifying threats to the
security of automated systems, methods of technical protection of information. Criteria
for assessing the protection of systems, effective use of software and hardware to ensure
information security.

. Competencies: Master the technologies of hardware and software protection of
information, master the principles of operation of hardware protection, get acquainted with
methods and tools for identifying threats to the security of Information Systems, be able
to apply the criteria for evaluating the security of systems, effectively use software and
hardware tools for ensuring information security.

. Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Adranova A. - PhD,
senior lecturer
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b) AxmapatTsl
KOpFayzblH
OarapIaMabIK-
anmnaparTbIK
Kypangapsl/
IIporpammHoO-
arrapaTHbIe
CpeJCTBA 3alUThI
nndopmanun/
Software and
hardware means of
information
protection

IpepexBusurrep: KoMmploTepirik akapaTThl KOpFay TEXHOIOTHSLIAPEI/
IocrpexBu3nTTep: AKNaparThlK JKyienep KayilCi3miriHiH ayAuTi MeH MEHEeKMEHTI,
3usHipl GarmaprnaManapiaH KOpFay >KOHE HHIUJCHTTEpPAI aHbIKTay, YJIKCH JEepeKTep
Kayirncisuiri.

JucuynuHanble, - Makcatsl:  KonpmanOansl  okyHenepae —akmapaTThIK — Kayinci3mikTi
KaMTaMachl3 eTyIIH Herisri oficrepi MEH TEXHOJIOTHSUIApBI, PYKCATChI3 KIPYAEH >KoHE
JKEJIUTIK XaKepJIik malybliapjaH Kopray/Ipl KAMTaMachl3 €Ty; 3aMaHayH OaFapiaMaibIK
JKaCaKTaMaHbl KOJIJaHa OTBIPBII, aKIapaTThl KOPFAay[bl KAMTaMachl3 eTyIIH €H XKaKChl
OIIiCIH TaH/ay KypaJliapblH KOJIIaHy

Kpickamma Ma3MyHbI: AKHapaTThl KOpFay KYpallapbIHbIH KELICHICPIH TEXHHUKAJIBbIK
xoballay JKoHE icke achlpy. AKIMaparThl KOpFay KYpalfapblH Kypy TocuiepiHe wioiy.
Kopray TeTikTepiH jxo0ajlay KoHEe ICKe acblpy Mocesienepi. AKMapaTTel Kopray
MEXaHHU3MJIEPIH iCKe achIPyJbIH TEOPUSUIBIK Heri3aepi. AKMapaTThl KOpray TETIKTepiH
icke  achIpyIblH  YHBIMAACTBIPYIIBUIBIK — HeErizaepi. AxnapaTTel  KOpFayabIH
OaraapiaaManblK-alnapaTThlK 9AiCTepi MEH KypanuapblH KOJJIAHYAbl periaMeHTTeHTiH
HOpMaTHBTiK-WKbIKTbIK Ky’KaTrap.

Kyssiperrep: AxmaparTbl anmapaTThiK-OaFaapiia-MasiblK KOpPFay TEXHOJOTHSIAPBIH
MeHrepe/i, KOPFaHbICTBIH alnapaTThlK KYpalaapblHbIH KYMBIC HPHHIUITEPIH Urepei,
AX kayinci3zirine TOHETiH KaTepiep/li aHbIKTay oicTepi MEH KypanaapblH TaHBICABI,
XKyienepniy KopraiybiH Oaranay KpuTepuilaepin Konnana oiny, AK kamTamacei3 eTyaig
OarmapriamanbIK-annapaTThiK Kypajiga-pblH THIMAI Naiaanana Oineni.

. Kyrinerin  wormxke: Toyekennepai, akTHBTEpAl, WHIMIACHTTEPIl, TEXHHUKAJbBIK
OcaNABIKTapbl, KaTepIiep/i, KayinTepre TEXHUKAJbIK KapChl 1C-KUMBLIAAP/Ibl, OU3HECTIH
y3aikci3airin 6ackapy npouectepin KamTuthiH AK 0ackapy mporectepin Oaranay sxoHe
iCKe acelpy ojicTeMenepi MeH oficTepiH TaHAayasl Tamgaiael. AK KamTamace3 ety
KypaJiapblH, OCAABIKTAp/Ibl MOHUTOPHHITEY XKyitenaepin, AK MoHUTOpHHTI Kyiienepin
JKOHE aKIMapaTThIH aFblll KeTyiH OOonabIpMay jKyHenepiH, KyhHenepaiH Kopray TEeTIKTepiH
Gineni.

Haceipagun B.K.-
TEXHHKA
FBLIBIMIAPBIHBIH
MarucTpi, ara
OKBITYIIBI

IpepexBu3uThl: TeXHOIOTHHU 3aMUTH KOMIBIOTEPHOI HHpOpMaLni/

IocTpekBU3NTBI: AyIMT M MEHEIKMEHT Oe30MacHOCTH WH(OPMAIIMOHHBIX CHCTEM,
3amuTa OT BPEAOHOCHBIX MHPOrpaMM M OOHapyKeHHe HHIMAEHTOB, be3zomacHocTb
OOIBIINX JAHHBIX

Hens aucummunbl: OCHOBHBIE METOIBI M TEXHOJOTHU OOecreueHus] MH(OPMaIMOHH O
6e3omacHoCTH B NPUKIAHBIX ~ CHCTEMaXx, obecrieuenue 3aIIUTHI oT
HECAaHKIMOHHPOBAHHOTO JIOCTYIA M CETEBBIX XaKePCKUX aTaK; IPUMEHEHHE CPEICTB IO
BBIOOpY JIydIlIero crmoco0a oO0ecreueHusl 3alluThl MH(GOPMALMK C HPHUMEHEHUEM
coBpemenHoro [10

Kpatkoe copepikanue:TexHHYecKOe NPOEKTHPOBAHHE U pealu3alds KOMILUIEKCOB
cpenctB 3ammthl uHGopManuu. OOG30p MOIXOAOB K CO3AaHHMIO CPEACTB 3alIUTHI
uHdopmanuu. IIpoGnemMbl NPOSKTUPOBAHUS M PEATH3ALMU MEXaHH3MOB 3aIlUTHI.
TeopeTnueckue  OCHOBBI peanu3alM  MEXaHHU3MOB  3allUTHl  MH(OpPMAIHUHU.
OpraHu3alyoHHbIE OCHOBBI ~ pEaNM3allMd  MEXaHM3MOB  3alIMTHl  HH(OpMaLUH.
HopmaTHBHO-TIPaBOBbIE JOKYMEHTBI, PErIaMEHTUPYIOIHE NPHUMEHEHHE MPOrpaMMHO-
anmapaTHbIX METOJIOB M CPEACTB 3alUThl HH)OPMAIIUH.

Hacpipaguu B.K.-

MarucTp TEXHUYECKUX

HayK, CT.Ipen




. Komnerennun: Brageer TexHOJOrMSAMH —ammapaTHo-iporpamMMHuoii 31, Biaxeer
NPUHIUNAME pPabOTHl aNIapaTHBIX CPEICTB 3alIUTHI, 3HAKO-MHTCA C METOJAMH U
CpeICTBaMHU BbISBIEHUS yrpo3 Oe3zomnacHoctd MC, yMeeT IpUMEHATh KPUTEPUH OLEHKH
3aIIUIIEHHOCTU CHCTEM, (B (EKTUBHO UCIIOIB30BaTh IIPOrPAMMH O-aIlllapaTHbIE CPECTBA
obecneuenus Ub.

. OkuJaeMblil pe3ynbTaT: AHaIU3UPYeT BEIOOP METOIUK M METOJIOB OLIEHKU U pean3aliu
nporeccos ynpasiienus Vb, oXBaTbIBaloI1e IPOLECCH! yIPaBISHHs PUCKaMU, aKTHBAMHU,
MHIU/ICHTaMH, TEXHUYCCKUMH yA3BUMOCTSIMH, yrposamu, TEXHHYECKUMU
IPOTHBOACHCTBUSMH yIrpo3aM, HElpephIBHOCTHIO OM3HECa. 3HACT CPEACTBA 00ECIICUCHHS
Wb, cucteM MOHMTOpMHTa Yys3BUMOCTeH, cucrem MoHuTopuHra Mb u cucrem
MPEAOTBpALICHUSA YTEUCK I/IH(l)OpMa]_II/II/I, 3aIMUTHBIX MCXAaHU3MOB CUCTCM.

. Prerequisites: Technologies for protecting computer information/

. Post-requirements: Information systems security audit and management, Malware
protection and Incident Detection, Big data security

. The purpose of the discipline: The main methods and technologies for ensuring
information security in application systems, ensuring protection against unauthorized
access and network hacker attacks; the use of tools to choose the best way to ensure
information security using modern software

. Summary:Technical design and implementation of information security complexes.
Review of approaches to creating information security tools. Problems of designing and
implementing protection mechanisms. Theoretical foundations of the implementation of
information security mechanisms. Organizational bases for the implementation of
information security mechanisms. Regulatory and legal documents regulating the use of
software and hardware methods and means of information protection.

. Competencies: Master the technologies of hardware and software protection of
information, master the principles of operation of hardware protection, get acquainted with
methods and tools for identifying threats to the security of Information Systems, be able
to apply the criteria for evaluating the security of systems, effectively use software and
hardware tools for ensuring information security.

. Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Nasyradin B. K.-
master of technical
sciences, senior
lecturer
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Cryptography and
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H
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1.
2.
3.

IpepexBusurTep: AKIapaTTHIK Kayincizaik Herizaepi, MateMaTUKabIK Kpunrorpagus
IocrpexBusutrep: Kpunrorpadus skoHe Kpunroraijay 2, Kacioun moHmep

ITonniy Makcatbl: KypcTblH MakcaTbl CHUMMETPUSUIBI  JKOHE ACHMMETPHUSIIBIK
KpUNTOXYHenepae KOJIJAHBUIATBIH — KPUNTOTPa(UsUIBIK  aIrOpPUTMAEPAI  3eprTey;
KPUNTOXYHEHI Kypy Typaibl OLTIMII KaJbINTACTHIPY, KPUIITOJIOTUSHBl MaTEMaTHKAJIBIK
MOJelNbJey;  KPUNTOrpadusuIbIK  KOCBIMINANApJa  HETi3ri  TEOPHSUIBIK-CaHJbIK
QITOPUTMJIEPAI KY3€ere achlpy NAar[bUIapblH KAJIBIITACTBIPY; KAYINCI3AIKTI KaMTaMachl3
eTy YIIIH aKmnapaTThl KOPFayAblH MaTeMATUKAIBIK OMICTEpiH >KOHE KPUNTOrpaHsbIK
ITOPUTMIEPAI TAJIAybIH 3aMaHayH OIICTEpPIH KOJIaHY JaF[bUIapblH KaJbIITACTBIPY
OoJIbII TaObIIAMABI.

Keickama MazmyHsl: kpuntorpadusra kipicne. CHUMMETPHUSIBIK KPUITOXKYHenep. AIbIK
KinTi  Oap kpunrtorpadusiblK  OKyHenmep. AKHAapaTThl  KOpFayIblH — (DH3HMKAIbIK
MeXaHHU3MJIepiHe HeTi3/Ie]reH KpUnTorpadusibIK Kyhenep.

Kyssiperrep:  AKnapartbl —KOpFayAblH  KPHUITOTpadUsUIBIK — OMIiCTEpiHIH  Herisri
MIHJETTepiH, 9aicTepiH, mudpIapFa KOMBUIATHIH TajlanTtap *oHe MHp-1apablH Heri3ri
cunatramaiapbid Oineni. Tamceipmara coiikec mmdp TypiH Oypbic TaHIad Oineni.
AKmapatThl KOpFay MOHIHJET] )KYMbICTap/bl YHBIMIACTBIPY Ke3iHAe KPUNTOrpadusiIbiK
onicTepi maitnanany KabineriHe ue

Kyrinerin notixke: Ouryre Tmic: AKmapar TEOPHSCHI MEH KOATAY >KOHE KPUIITOIOTHS
caachbIHAAFbl OiMiMIi, KpunTorpadus anropuTMAEpiHIH MaTeMaTHKAJIbIK MPUHLUITEPIH
JKOHE aKIapaTThl JKachIpyIblH Oacka omicTepiH Oinemi. AKmapaTThIK KayilcCi3mikTi
KaMTaMachl3 eTyMiH OarjapiiaMaliblK JKOHE TEXHHKAJBIK KypaJllapblH TaHJAy KOHE
KOJIZIaHy MYMKIHIT1.

Jayr6aesa A.O.-
T.F.K., JIOIIEHT.

N

TpepexBusutsi: OCHOBBI HHPOPMALIMOHHOIT 6€30MaCHOCTH,

Ioctpexsusutsr: Kpunrorpadus u kpunroananu3 2, npoGHIbHbIC AUCLIUTLTHHBL

Lens pucummmast: Llenpro Kypea SBISIETCS H3y9eHHE KPUNTOrpadHIeCKuX aaropuTMOB,
HCIIOJIB3yEMbIX B CHMMETPHYHBIX M aCHMMETPHYHBIX KPHIITOCHCTEMax; GopMupoBaHie
3HAHMH O TOCTPOCHHHM  KPUINTOCHCTEMBI, MAaTEeMaTHYECKOr0  MOJCIHPOBAHHS
KPHUITOJIOTHH; (OPMHPOBAHHE YMEHHH peaan3alii OCHOBHBIX TEOPETHKO-YMCIOBBIX
QITOPUTMOB B KPUNTOrPaQUYECKHX MNPIIOKCHUAX; (DOPMHPOBAHHEC HABBIKOB
HCIONb30BaHUS MATEMATHYECKAX METOHOB 3amIUTHl MH)OPMAIMH M COBPEMEHHBIX
METO/I0B aHaJM3a KPUITOrpadHIeCKUX aarOpUTMOB /I oOecredeHns 0e30MacHOCTH

Kpatkoe  comepkanme: Beemenue B kpunrorpaduro. CuMMeTpUIHbIE
kpunrocucTembl. Kpunrorpapuueckue CHCTEMBI c OTKPBITBIM KITFOYOM.
Kpunrorpapuyeckue CHCTEMBbI, OCHOBAHHbIE Ha (U3MYSCKUX MEXaHH3MAax 3al[UThl
uHpOpMAIIHH.

Komnerenunu: 3HaeT OCHOBHbIC 3aJa4H, METO/IbI KPHUIITOTPAQHUIECKIX METOIOB 3aIIUThHI
nHdopmanuu, TpeboBaHUS K mHppaM M OCHOBHBIE XapaKTepPUCTHKH IH(poB. Ymeer
MPaBHJIBHO BBIOUPATh THI MK (pPa B COOTBETCTBHH C 3aganueM. O0nasaer crocoOHOCTHIO
HCIIONB30BATh KPUNTO-Tpaduueckue METOAbl MpPU OpraHu3alud paboT Mo 3aIuuTe
nHdopmanuu6. Oxunaemplii pe3ynbrar: JIeMOHCTpHpYET 3HAHUS B 00JIACTH TEOPUH
nHGOpMaNUKM M KOIMPOBAaHMS M KPHUITOJIOTMH, 3HAHUS MATEMaTHYEeCKHX NPHUHLHUIIOB
paboThI ANTOPUTMOB KPUNTOTPAGHH U APYTHX METOIOB COKPBITHS HH()OPMAIINH, YMEHUS
BEIOOPa W TIPUMEHEHHs IPOTPAMMHBIX U TEXHHYECKHX CPEIACTB OOecHedeHus
nH(OpPMAMOHHOI 6€30MaCHOCTH.

Jlayr6aeBa A.O.-
K..T.H., JTOLCHT




N

. Prerequisites: Basics of information security,
. Post-requirements: Cryptography and Cryptanalysis 2 , specialized disciplines
. The purpose of the discipline: The purpose of the course is the study of cryptographic

algorithms used in symmetric and asymmetric cryptosystems; formation of knowledge
about the construction of a cryptosystem, mathematical modeling of cryptology; formation
of skills for the implementation of basic number-theoretic algorithms in cryptographic
applications; formation of skills in the use of mathematical methods of information
protection and modern methods of analysis of cryptographic algorithms to ensure security.

. Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic

systems with a public key. Cryptographic systems based on physical mechanisms for
protecting information.

. Competencies: Knows the main tasks, methods of cryptographic methods of information

protection, requirements for ciphers and the main characteristics of ciphers. It is able to
correctly choose the type of cipher according to the task. Has the ability to use
cryptographic methods in the organization of work on Information Protection

. Demonstrates knowledge in the field of information theory and coding and cryptology,

knowledge of the mathematical principles of cryptographic algorithms and other methods
of concealing information. Ability to select and apply software and hardware to ensure
information security.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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. IpepexBusurrep: AKnapaTThiK Kayinci3aik Herizaepi,
. Iocrpexsusnrrep: Kpunrorpadus sxone kpunrorangay 2, 6efiHaik nmoHaep
. Ilonnig wmakcatbl: IloH Ka3ipri 3amMaHfbl KpUOTOrpadUsUIBIK OJicTep MEH KOpFray

KypaJAapblH 3epTTeY/Al )KOHE Oap/Ibl MATIMETTep 11 TachIMaliaya TOKIprOee KeeH i
KOJIIQHY/BI KapacThIpabl

. Kpickama Ma3mMyHBI: KpPUNTOJOTHSIHBIH  HETI3Ti  YFBIMAApbl MEH  MIHIETTepi;

KpunTorpadus MeH KpUITOXKYHEHIH HEeri3ri MaTepuasbiH 6ackapy omicTepi; aKmapaTThl
KPUITOrpadHsUIbIK KOPFay KypajgapblH CTAaHAAPTTap MEH cepTHhHKATTAy; IPAKTHKANaA
KOJIZIaHBUIATBIH KPUOTOXKYHEIEpAiH Heri3ri TypIiepiHin Kayinci3aik mapaMerpiiepi

. Kyssiperrep: Axkmapartsl KOpFayAblH  KPHUNTOrpadMsUIBIK — OMIiCTepiHIH  Heri3ri

MIHJETTEepiH, 9icTepiH, mudprapra KOHBUIATEIH TalanTap koHe mup-aapablH HEerisri
cumattamaiapbid Oinemi. Tamcelpmara coiikec mmdp TypiH Iypbic TaHIal Oimeni.
AKnapatThl KOpFay jKOHIH/IET1 JKYMBICTAp/Ibl YHBIMIACTBIPY Ke3iHIe KPUITOrpadUsIIBIK
omicTepi maitnanany Kabinerine ue

. Kyrinerin motmxe: 6imyre Tuic: AKmapaT TEOPHSICHI MEH KOATAY KOHE KPUITOIOTHS

canachIHAAFbI OLTIM/, KpUnTorpadus aaropuTMICPIHiH MaTEMaTHKAIBIK IPUHIAITEPIH
JKOHE aKIMapaTThl JKachIpyIbIH Oacka omictepiH Oimemi. AKmapaTThIK Kayirmci3mikTi
KaMTaMachl3 eTy/iH OarjapiaMaiblK JKOHE TEXHUKAIBIK KYpaJldapblH TaHAAy MXOHE
KOJIIaHY MYMKIHIT1.

Jlayr6aeBa A.O.-
T.F.K., JOLCHT.

N

. IpepexBusuts: OCHOBBI MHGOPMAIIMOHHON 0€30MaCHOCTH
. Iocrpexsusutel: Kpunrorpadus u kpuntoaHanus 2, IpOoGUIbHBIE THCIMILUTHHBI
. Hems  gucnumumesl:  JlucummimHa — paccMaTpuBaeT — M3y4EHHE  COBPEMEHHBIX

KpHHTOFpaC’pI/I‘ICCKI/IX METOAOB U CPEACTB 3alIATHI U UX KOMIIJICKCHOEC NMPUMEHEHUE Ha
MPaAKTUKE IPU IE€pEaav€ TaHHbIX

. KpaTKOC CONCpIKAaHUE: OCHOBHBIC NMOHATUA U 3aJa4U KPUIITOJIOTUN; METOAbI YIIPABJICHUA

KIIFOYEBBIM MaTEpUalioM KPUNTOrpa(uu U KpUNTOCHCTEM; CTAaHIAPTHl U cepTH(UKAINN
cpencTts kpunrtorpaduyeckoil 3ammrTel MHGOPMAIMH; MapaMeTpbl 0€30HMacCHOCTH IS
OCHOBHBIX HCIOJIB3YEMBIX Ha MPAKTUKE THIIOB KPUITOCHUCTEM.

Jlayr6aeBa A.O.-
K..T.H., TOLUEHT




. Komnerenuuu: 3HaeT OCHOBHBIE 3aJga4yn, MCTOObI KpI/IHTOI‘panI/I'-IeCKI/IX MCTOJOB 3alIUThI

nHdopmanuu, TpeboBaHUs K mMHppaM M OCHOBHbIE XapaKTepUCTHKH IH(poB. Ymeer
MpaBUJILHO BBIOUPATh THI MK (pPa B COOTBETCTBUU ¢ 3aJanueM. O0nasaer cnocoOHOCTbIO
UCHOJIb30BaTh KPHUITO-TpadMuecKhue METOAbl IPH OpraHu3aluu paboT Mo 3alure
uH(pOpMaIHN.

. Okugaemelii pe3ynbTaT: JleMOHCTpUpYET 3HAHMS B 00JAacTH Teopuu MHGOpMALUU U

KOJMPOBAHUS ¥ KPUIITOJIOTUH, 3HAHHUSI MATEMATHYECKHX IIPHHIMIIOB pabOThI arOPUTMOB
Kpuntorpahuu M JAPYrHX METOMOB COKpPBITHA HH(POpMAIMK, YMEHHS BBIOOpa U
NPUMEHEHHs [POrPAMMHBIX W TEXHHYECKHX CPEACTB OOecredeHuss HH(OPMALHOHHOM
0e30MaCHOCTH.

n

Prerequisites: Basics of information security,
Post-requirements: Cryptography and Cryptanalysis 2 , specialized disciplines

. The purpose of the discipline: Understands the essence and significance of information in

the development of modern information society, complies with the basic requirements for
information security.

. Summary: knows the classification of information security threats, as well as classical and

modern cryptographic methods of information protection

. Competencies: Knows the main tasks, methods of cryptographic methods of information

protection, requirements for ciphers and the main characteristics of ciphers. It is able to
correctly choose the type of cipher according to the task. Has the ability to use
cryptographic methods in the organization of work on Information Protection
Demonstrates knowledge in the field of information theory and coding and cryptology,
knowledge of the mathematical principles of cryptographic algorithms and other methods
of concealing information. Ability to select and apply software and hardware to ensure
information security.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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IpepexBusutrep: KoMubroTepIIik sxeminep xoHe oKIMIILTIK eTy, AKMapaTThIK Kayirnci3maik
Heri3zaepi

TlocTpexBu3utTTep: OSHIHIIK TOHACD

Tlonuin wMakcatel: By Kypc JKemimik akmapaTThIK JKYHemepii KoprayFa KaKeTTi
KOMITOHEHTTEPMEH TaHBICTBIPAIbI.

Kpickamma ma3myHbl: TakpIpblll TapakmapaTThl KayilCi3gik casicaTbl, KIpyai aHBIKTay
xky#enepi (IDS), OGpanamayspiiep, omepalusuIbIK KyHEHIH Kayilnci3airi jXoHe KeNmimik
Kayincizaik Herizgepi kipemi. CTyIeHTTep COHBIMEH KaTap KypHajaapbl TEKCepyIiH
3aMaHayd 9iCTepi MEH MIPOLIeCTePiMEH TAHBICA/IbI.

Kysblperriniri: AKmapatThlK —OKeJIepAeri akmapaTThl KOpFay — o/liCHAMacChIHBIH
HeTi31epiH; ayTeHTH()UKALMSIBIK aKIapaTThl CaKTay JoHe Oepy Kypanaapsl MeH
OMiCTepiH; Keii aOOHEHTTEePiH COWKECTEHIIPY JKOHE ayTeHTHU(HKALUSIIAYABIH Heri3ri
xarta-manapeid; TCP/IP sxeninepinge mabybuimapabl icke achIpy TETIKTEpiH; JKENLTiK
Kayilci3fikTi KaMTaMachl3 eTyIiH KOpFay TeTiKTepi MeH KypaigapbiH; Gachll Kipymi
OonapipMay JKOHE aHBIKTay Kypaujapsl MeH omictepin Oimeni, AJXK akmapaTThik
Kayinci3airinig karepiepine, AXK Kopraity jkaFaaiibiHa Talay KYpri3e anaisl.
Kyrinerin notmxkenep: Kommbrotepiik, cepBepitik kabapIKTap MeH mnepudepusiibiK
KYpPBUIFBUIAPIBIH KYHiH Oaramaiigpl. ¥ubiMHBIH AT-MHGPaKYPBUIBIMBIHBIH ayAUTIH,
AX, J1b xoHe Gepinerin xabapiaamMaiapabl pYKCAaTChl3 KipyIeH KOpFayabl YilbiMaacTbIpa
ananapl. KoMmmbroTepiiik, cepBepilik kababIKTap MeH NepU(epHsIblK KYpbUIFbLIIAPIb,
ONapblH YHICCIMIUTITIHIH TypJiepiH, TEXHHUKANBIK cunarramanapbi Oimemi. AK
KaMmTaMachl3 ety Kypamaapsid, AK opicrepi MeH NIPHHIMITEPIH KOJIIAaHA b

Typmyrynosa H.A.
AFa OKBITYIIBI,
KapaTblIbICTAaHy
FBUTBIM/IAPBIHBIH
MarucTpi




. IlpepexBusursl:  KomnbrorepHsle  cetm M aaMMHHCTpUpoBaHHe,  OCHOBBI
nH(opMaLMOHHOI 6e30ImacHOCTH

. INocrpexBu3uThI: NpOGUIUPYIOIIHE JHCLUILIUHBI

. Henp aucummumnbbl: JIaHHBIH Kypc 3HAKOMHT C KOMIIOHEHTaMH, HEOOXOIMMBIMHU IS
3aILUTHl CeTEBBIX HH(POPMALIMOHHBIX CHCTEM.

. Kpatkoe conmepxanue: Tembl BKIIOYAIOT IOJUTUKH  OE30MACHOCTH, CHCTEMBI
obHapysxenus: Bropxenuit (IDS), 6panamayspsl, 6e30MaCHOCT ONEPAIIHOHHON CHCTEMBI
U OCHOBBI ceTeBoil Oe3omacHOCTH. CTYNEHTHI TaK)Xe MO3HAKOMATCS C COBPEMEHHBIMU
XaKEePCKUMH METOJIaMU M IPOLECCaMHU ayIUTa KypHAIoB

. KomnerentHocts: Brnaneer ocnoBamu metoponoruu 31 B YIC; cpencrBamu U MeToaMu
XpaHeHHUs ¥ [epejayy ay TeHTU(GUKALMOHHOM HH(.; OCHOBHBIMYU NPaBUIIaMU UCHTH (KA -
MU U ayTeHTU(UKauuu aOOHEHTOB Ce-TH; MEXaHM3MaMH pEealM3allui aTak B CeTAX
TCP/IP; MexaHM3MaMM ¥ CpPEACTBAMH 3alUThl O0ECIICYCHHS CETEBOW Oe30MacHOCTH;
CPEeACTBAMM M METOZlaMHU MPEIOT-BPAILEHUs U OOHApYKEHUs! BTOpKeHUH, yrpo3amu Ub
NC, moxeT NpoBOAUTH aHAJIU3 COCTOSHUS 3aIUILEHHOCTH.

Osxunaemele  pe3ynpTaTel:  OIIEHMBA€T COCTOSHUSA  KOMIIBIOTEPHOTO, CEPBEPHOTO
obopynoBaHuss W mnepupepuUiHBIX YCTPOMCTB. YMeeT opraHu3oBeiBaTh ayaut WT-
uHppacTpykTypsl opranusauuu, sammry MC, B/l u nepemaBaeMbIx COOOIIEHUH OT
HECaHKIIMOHUPOBAHHOTO JIOCTyNa. 3HAeT KOMIIBIOTEPHOE, CEepBEpHOE O0OPYNOBaHUE U
nepudepuiinple yCTpONHCTBA, THIBI, TEXHUYECKHE XapaKTEPUCTHKH UX COBMECTHMOCTH.
Ipumensier cpeactsa obecneuenus: Vb, meroas! u npunumnst Ub.

Typnyrynosa H.A.
Crapmnit
Hpero/aBarels,
MarucTp
€CTECTBEHHBIX HayK

Prerequisites: Computer networks and administration, Fundamentals of information
security

Postrekvizites: Profile disciplines

Aim of the discipline: This course introduces the components required to protect
networked information systems.

Short content: Topics include security policies, intrusion detection systems (IDS),
firewalls, operating system security, and basic network security. Students will also
become familiar with modern hacking techniques and log auditing processes.
Competence: Knows the basics of information security methodology in information
networks; means and methods of storing and transmitting authentication information;
basic protocols for identifying and authenticating network subscribers; mechanisms for
implementing attacks in TCP/IP networks; protective mechanisms and means of ensuring
network security; means and methods for preventing and detecting intrusions; Is able to
analyze threats to information security of IP; analyze the state of IP security. Owns
software and information tools for solving practical problems in the field of professional
activity.

Expected results: Evaluates the status of computer, server hardware, and peripheral
devices. He is able to organize an audit of the organization's IT infrastructure, protect the
IP, database and transmitted messages from unauthorized access. Knows computer,
server equipment and peripheral devices, types, and technical characteristics of their
compatibility. Applies information security tools, methods and principles of information
security.

N. Turlugulova —
Senior Lecturer, Master
of Natural Sciences
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Kayinci3ik
Kyhenepin
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AIMUHUCTPUPOBAH
W€ CHCTEM CETeBOM
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network security
systems

CMTHUXaH
OK3aMEH
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Tect
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Test

IpepexBusurrep: KoMnbloTepirik xkeninep xoHe oKIMIIUTIK €Ty, AKIapaTThIK Kayincizaik
Herizgepi

IocrpexBusutrep: Oeitinaik noHAEP

Tlonnin Makcathl: KypcTa ecenrtey eniciHiH aknapaTThIK pecypcTapbiH Oaranay, AKnapar
Kayinci3iri, xeninepieri aknapaTTsl KOpray, KOpHOPaTUBTIK JKeJilepil Kem AeHreini
KOpray, Kayilnci3mik oKkyieciH Oackapy JkoHe cepBepiepai Oackapy Macemnenepi
KapacTbIpbUIabl.

Kpickama masmynsl: Ecentey jkemnmiciHIH aKmapaTThIK pecypcTapblH Oaramay. Akmapat
Kayincizairi. XKeninepaeri aknapartsl Kopray. KoprnopaTuTik skeliepi ke aeHreini
Kopray. Kayincisaik xyiiecin 6ackapy. CepBepiiepai 6ackapy.

Kyssipertiniri: AKmaparThlK JKeJiIepleri akmapaTThl KOpFay — oJiCHAMaChIHBIH
HeTi3/iepiH; ayTeHTH(UKAUMAJIbIK aKmapaTTbl CakTay >XoHe Oepy Kypajjapbl MeH
onictepin; ke aOOHEHTTEPiH COMKECTEHIIpY >KoHE ayTeHTH(UKALMSIIAyAbIH HEri3ri
xarra-mManapsi; TCP/IP sxeninepinge maOyblagapasl icke achlpy TETIKTEpiH; MKeiTiK
Kayinci3MikTi KaMTaMachl3 €Ty/AiH KOpFay TETIKTepi MEH KypaijapblH; Oackll Kipyui
OonpipMay JKOHE aHBIKTAy Kypajjapbl MeH oxictepin Oimemi, AX akmaparThik
Kayinci3nirinig katepuepine, AXK Kopraity skaFaaiibiHa Tangay Kyprize anasisl.

Kyrinerin notmxkenep: KomnbloTepik, cepBepiik KaOAbIKTap MeH nepH(epHsbIK
KYPBUIFBUIAPIbIH KYHiH Oaranaiinsl. ¥ibIMHBIH AT-uHGpaKkypbUILIMBIHEIH ayauTid, AXK,
Jb xoHe OepineriH xabapiamaiap[pl pYKCaTChI3 KipyIeH KOpFaybl YHbIMIacTbIpa
anajgpl. KommbloTepik, cepBepiik XaOAbIKTap MeH NepudepusuiblK KYpbUIFbUIAPIBI,
OJapIblH YHWICCIMIUNITIHIH TypJepiH, TEXHHMKAaJbIK cHmaTramManapbiH Oinexi. AK
KamMTamachl3 ery Kypanaapbid, AK ogicrepi MeH NPHHIMNTEPIH KOJIIAHA B

Typayrynosa H.A.
A¥a OKBITYIIbI,
KapaTblIBICTaHy
FBIIBIMIAPBIHBIH
MarucTpi

IIpepexBusutel:  Kommbprorepusle  cetd WU agMUHUCTpUpoBaHHe,  OCHOBBI
nH(pOPMALIMOHHO 6€30MaCHOCTH

IMocTpexBU3NTHI: TPOGUINPYIOIIHE JHCLUILTHHBI

Lens mucummumbbl: B Kypce paccMaTpuBaloTCsi BOHNPOCHI OLIGHKM HH(OPMAILIMOHHBIX
PECYpPCOB BBIYHCIUTEIBHON CeTH, 0E30MacHOCTh MH(pOpPMALNH, 3alliTa WHPOPMALUH B
CeTsAX, MHOTOYpPOBHEBas 3aIllUTa KOPIOPATUBHBIX CeTel, aAMUHUCTPHUPOBAHUE CHCTEMBI
0€301MacHOCTH M aIMUHUCTPUPOBAHUE CEPBEPOB

Kpatkoe comepxanue: OueHka HHOOPMAIHOHHBIX PECYPCOB BBIUYHCIUTEIBHONH CETH.
Beszonacuocts nHdpopmanuu. 3amuTta nHbDOpPMAIMU B ceTsX. MHOTrOypoBHEBas 3allnTa
KOPHOPaTUBHBIX cereil. AMUHHUCTPHPOBaHNE CHCTEMBI 0€301acHOCTH.
AIMHHUCTPUPOBAHHE CEPBEPOB.

Komnerentaocts: Bnaneer ocnoBamu merononornu 31 B UC; cpeactBamMu U MeTogaMu
XpaHEeHHs U Tepelady ay TeHTU(UKALIMOHHON HH(.; OCHOBHBIMH NIPaBHIIaAMH UICHTU(HKA -
OUM M ayTeHTH(HUKAIMU A0OHEHTOB CE-TH; MEXaHH3MaMH DPEaJIM3alMd aTak B CeTIX
TCP/IP; mMexaHu3MaMH M CpPEACTBAMH 3alIUTHl OOECIICYCHHS CETEBOW OE30MacHOCTH;
CPEICTBAMM M METOJIaMH HPENOT-BPAIlCHUs U OOHApY)KeHUs BTOp)KeHuit, yrposamu Ub
NC, MmoxeT IpOBOANTH aHAIM3 COCTOSHUSA 3AIUIICHHOCTH.

Oxumaemele pe3ynpTaTel:  OIGHHBA€T COCTOSHHSA KOMIIBIOTEPHOTO, CEPBEPHOTO
0o0OpynoBaHUS W TepUPEPUHHBIX YCTPOICTB. YMeeT opraHu3zoBbiBaTh ayaut WT-
uHdpacTpyktypsl opranmzauuu, 3amury MC, B/l u mepenaBaeMbIX COOOIICHHH OT
HECAaHKIIMOHNPOBAHHOTO JOCTYIa. 3HAeT KOMIBIOTEPHOE, CEepBEpHOE 000pyIOBaHHE U
nepuepuiiHble yCTPOKHCTBA, TUIIBI, TEXHUYECKUE XaPAKTEPUCTUKH MX COBMECTHMOCTH.
IIpumensiet cpencrsa obecnedenust b, metons! u mpuammnst Ub.

Typmnyrynosa H.A.
Crapumii
npernoaaBatelib,

MarucTp €CTECTBECHHBIX

HayK




Prerequisites: Computer networks and administration, Fundamentals of information
security

Postrekvizites: Profile disciplines

Aim of the course: To study the basics of network technologies, security and methods of
administration of Windows Server

Short content: Evaluation of computer network information resources. Information
security. Information protection in ad networks. Multilevel protection of corporate
networks. Security system administration. Server administration.

Competence: Knows the basics of information security methodology in information
networks; means and methods of storing and transmitting authentication information;
basic protocols for identifying and authenticating network subscribers; mechanisms for
implementing attacks in TCP/IP networks; protective mechanisms and means of ensuring
network security; means and methods for preventing and detecting intrusions; Is able to
analyze threats to information security of IP; analyze the state of IP security. Owns
software and information tools for solving practical problems in the field of professional
activity.

Expected results: Evaluates the status of computer, server hardware, and peripheral
devices. He is able to organize an audit of the organization's IT infrastructure, protect the
IP, database and transmitted messages from unauthorized access. Knows computer, server
equipment and peripheral devices, types, and technical characteristics of their
compatibility. Applies information security tools, methods and principles of information
security.

Turlugulova N. - Senior
Lecturer, Master of
Natural Sciences
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N -

. IlpepexBusutrep: MaTemaTukanslk Kpunrorpadus
. TloctpexBusutrrep: OeHiHIIK MTOHACD
. IMonnin wmakcatbl: CTyaeHTTep 3aMaHayd KpunTorpadusia KONAAHBUIATHIH KypAeni

TaKBIPBINTAP MEH O3BIK OMICTEPre TEPEeHIPEK YHIIE OTBIPHIN, KPUITOAHAIM3 OMICTEPiH
KapacTthIpabl. By OHHIH HEri3ri MakcaThl CTyZCHTTEpre aKIapaTThl KOPFayIblH jKOHE
KpUNTOrpadusUIbIK XaTTaMaaap MEH JKyienepai Talnmay[blH O3bIK OMICTEpiH YHpery
60ITBIT TaOBLIA B

. Kpickama ma3myHsl: kpunrorpadusira Kipicie. CUMMETPHUSIIBIK KPHIITOXYHenep. ALIBIK

Kiari  6ap  kpunrorpadusublK  KyHenep.  AKmapaTtThl  KOpFayAbIH — (DM3HKAJIBIK
MeXaHHU3MEpiHe Heri3eNreH KpunTorpadusuibiK Kyienep.

. Kyseiperrep: «Kpunrorpadus sxoHe Kpunroraigay 1» KypeblHAA MrepiireH Oimimai

KeTingipeni, Kypaed kpunrorpadusuibik ofictepai meHrepenai. ludpney smicrepiniy
JKeli Kayinci3firii KamMTamachl3 eTyAeri KonmaHbUIyblH urepeai. Kprrorpadusuisik
XaTTaMaapMeH KYMBIC IPUHIUNTEPIH MEHTepei.

. KYTiJ'IeTiH HOTHXKE! AKnapaT TEOPHUACHI MEH KOATAY >KOHE€ KPHUIITOJIOTHA CaJlaCbIHAAFbl

Oimimai, kpunrorpadus aNrOPUTMICPIHIH MATEMATHKANBIK MPUHIKUITEPIH KOHE
aKmapatThl JKackIPyAbIH Oacka omicTepin Oimeni. AKmapaTThIK Kayilnci3aikTi KaMTaMachl3
eTymiH OGarmapiaMaiblK J>KOHE TEXHHUKAIBIK KypaJJlapblH TaHAay >KOHE KOJIaHy
MYMKIH/IT.

Jlayr6aeBa A.O.-
T.f.K., JOLCHT.




N

IpepexBusutsl: MaTemaruueckas Kpunrorpagus

IMoctpexBU3UTHI: POGUIUPYIONIHE JHCLUILIMHBI

Henp pucrummnbl: CTyIEHTHl PacCMaTPUBAIOT METOIbI KPUITOAHANIN3, YIIIYOJIAsIch B
Oonee CIOXKHBIE TEMbl U IEpPEIOBbIE METOMUKH, HCHOJIb3yeMbleé B COBPEMEHHOMH
kpunrorpadpuu. OCHOBHOH IEJIbI0 TOH AUCLUIUIMHBI SBISETCS O0YYeHUE CTYICHTOB
HPOABUHYTHIM TEXHUKAM 3alMThl MHGOpPMALUM M aHauM3a KpPUOTOrpadUuecKUX
IPOTOKOJIOB U CUCTEM.

Kpatkoe conepxanne: CTyAeHTBI pacCMaTPUBAIOT METO/bI KPUIITOAHANIN3A, YIITyOIIssICh
B 0Oojiee CIIOXKHBIE TEMbl U IIEPEIOBbIE METOAUKM, HCHOJIb3YyeMble B COBPEMEHHOM
kpunrorpaduu. OCHOBHOH LEJbI0 TOH AUCLUIUIMHBI SBISiETCS 00ydeHHEe CTYASHTOB
HPOABUHYTHIM TEXHHKAM 3alMThl MHGOPMALMM M aHaIM3a KPUNTOrpadUuecKux
HPOTOKOJIOB U CUCTEM.

Komnerenunu: CoeplueHCTByeT 3HaHMs, OCBOeHHble B Kypce "Kpunrorpapus n
KpunroaHamms 1", oBnaseBaer ClIOXHbBIMU KpunTorpaduueckuMu Merogamu. OcBanBaer
HNpUMEHEeHHEe MeTOJO0B MM(ppoBaHUS B obOecnedeHHH Oe30macHOCTH ceTH. Buageer
HPUHIMIAMH PA0OThI ¢ KpITOrpaguuecKUMHU MPOTOKOIAMU

OxxupaeMslii pe3ynbrar: JeMOHCTpHUpYeT 3HaHUS B 00JACTH TEOpHHM HHGPOPMALMU U
KOAMPOBAHUS ¥ KPUNTOJIOTUH, 3HAHUS MATEMaTHYECKHX PHHIIMIIOB pabOThI aIrOPUTMOB
Kkpuntorpahuu M JAPYrHX METONOB COKpPBITHS HH(pOpMAalMu, yMeHus BbOOpa U
HNPUMEHEHHUs] POrPaMMHBIX U TEXHHYECKHUX CPEACTB oOecreueHus MH(OPMALMOHHOH
0€30I1acHOCTH.

Jayr6aesa A.O.-
K.T.H., JOLCHT

N

Prerequisites: Mathematical cryptography

Post-requirements: Profile disciplines

The purpose of the discipline: Students examine cryptanalysis techniques, delving into
more advanced topics and advanced techniques used in modern cryptography. The main
goal of this discipline is to train students in advanced information security techniques and
analysis of cryptographic protocols and systems

Summary: Students examine cryptanalysis techniques, delving into more advanced topics
and advanced techniques used in modern cryptography. The main goal of this discipline
is to train students in advanced information security techniques and analysis of
cryptographic protocols and systems.

Competencies: Improves the knowledge gained in the course "Cryptography and
cryptanalysis 1", Masters complex cryptographic methods. Master the application of
encryption methods in ensuring network security. Master the principles of working with
crptographic protocols.

Expected result: Demonstrates knowledge in the field of information theory and coding
and cryptology, knowledge of the mathematical principles of cryptographic algorithms
and other methods of concealing information. Ability to select and apply software and
hardware to ensure information security.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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IIpepexBusurrep: ~ MaTeMaTHKAJIbIK kpunrorpadus,  AKmapaT — KOPFayIblK
KkpunTorpadusIbIK oicrepi

IocrpexBusutrep: Oeitinaik noHAEP

ITonniy makcatsl: ITonai urepy kesinzpe creraHorpadMsHbIH TEOPHUSUIBIK Herizuepi,
creraHorpaMsHbIH 3aMaHayn 9IicTepi, cTeraHorpadusuIbIK JKyienepre madybUIIapIbIH
HEri3ri CHIHBINTAphl KapacTeipbliaabl. CyperTep MeH ayamo xkoHe Oefine Qaitnnapna
aKMapaTThl XKaChIPY JaFbUIAPhl KAJIBIITACA/IBI.

Keickama maszmyssl: [Tonai urepy kesinzae creraHorpadusiHbIH TEOPHSUIBIK HEriziepi,
creraHorpaMsHbIH 3aMaHayn 9IicTepi, cTeraHorpadusuIbIK JKyienepre madybU1IapIbIH
HEri3ri ChIHBINTAphl KapacTeipbliaabl. CyperTep MeH ayauo koHe Oeitne daitnnapna
aKMapaTThl XKAChIPY JAaFbUIAPbI KAJIBIITACA/IBI.

Kysbiperrep: AKnaparTsl creraHorpaHsIbIK KOPFayIblH HEri3ri NpUHIUNTepin Oineni;
aKnmaparThl CHAIPYIIH 3aMaHayd oNICTepiH KOJJaHAIbl J>XOHE CTeraHorpagusIbIK
malybUIAapaAbl aHBIKTAII, OJapJaH KOpPFaHa ajajibl

Kyrinetin HoTmxe: AKmnapaT TEOPHACHI MEH KOATAY >KOHE KPHIITOJIOTHUS CallaChIHIAFbl
Oimimui, kpunrorpadus aJrOPUTMAEPIHIH MaTeMaTHKAJbIK IPUHIMITEPIH HKOHE
aKmapatThl JKackIpy/bIH Oacka oicTepin Oineni. AKHapaTThIK Kayilci3QiKTi KaMTaMachl3
eTyniH OarjapiaMalibIK JKOHE TEXHHMKAIBIK KYPaJIapblH TaHAdy MKOHE KOJIaHy
MYMKIHJIT1.

Jayr6aesa A.O.-
T.F.K., JIOIIEHT.

IpepexBusuts: MatemaTuueckas kpunrorpadus, Kpunrorpaduueckre MeTObI 3aIUThI
uHpOpMaLU

TlocTpekBU3UTHI: MPOGHUIHPYIOIINE IH CLIUTUINHBI

Lenp mucummnmmnel: [Ipn oCcBOGHMM AMCHMIUIMHBI PacCMaTpUBAIOTCS TEOPETHUECKHE
OCHOBBI CTeraHorpa)uu, COBPEMEHHBIE METOJIbI CTEraHOTrpaun, OCHOBHBIE KJIACCHI ATaK
Ha creraHorpapuyeckue cucrembl. @OpMUPYIOTCS HABBIKM COKPBHITHS MH(MOpMAILMU B
KapTHHKAX M ay1o-u Buaeodaiinax.

Kpatkoe conepxanue: IIpy 0CBOGHHMH AMCHUIIIMHBI PACCMAaTPUBAIOTCS TEOPETUUECKHE
OCHOBBI CTEraHorpa)uu, COBPEMEHHbIE METOJIbI CTEraHOTrpaun, OCHOBHBIE KJIACCHI ATaK
Ha creraHorpaduueckue cucreMsl. POPMHUPYIOTCS HaBBIKM COKPBITHS MH(OpManuu B
KapTHHKax U ayAno-u Buaeodainax.

Komnerenunu: 3HaeT OCHOBHbBIE IPUHIMIIBI CTETAHOTPAapUIECKOH 3aIUThl TH)OPMALIIH;
HCTIONB3YeT COBPEMEHHBIE METO/Ibl BCTPAaUBaHHs MHOOPMALMH U MOXKET OOHApYKUBATH
creraHorpa)MuecKre aTaky M 3alMIIAThCS OT HUX.

OsxumaeMblii pe3ylbTaT:I0JKEH 3HATh: JleMOHCTpHUpyeT 3HaHHS B 00JacTH TEOpHUH
nHGOpMaIUK M KOAMPOBAHMS M KPHUNTOJIOTUM, 3HAHUS MAaTEMaTHYECKUX IPUHIUIIOB
paboThI ANTOPUTMOB KPUNTOTPAGHH U APYTHX METOIOB COKPHITHS HH)OPMAIINH, YMEHUS
BEIOOPa W TPUMEHEHHWsS IPOTPAMMHBIX U TEXHHYECKHX CPEACTB OOecredeHus
nHPOPMANMOHHOI 6€30MaCHOCTH.

Jlayr6aeBa A.O.-
K.T.H., JOLIEHT




. Prerequisites: Mathematical cryptography, Cryptographic methods of information

protection

. Post-requirements: Profile disciplines
. The purpose of the discipline When mastering the discipline, the theoretical foundations

of steganography, modern methods of steganography, the main classes of attacks on
steganographic systems are considered. Skills of hiding information in pictures and audio
and video files are being formed.

. Summary: When mastering the discipline, the theoretical foundations of steganography,

modern methods of steganography, the main classes of attacks on steganographic systems
are considered. Skills of hiding information in pictures and audio and video files are being
formed.

. Competencies: Knows the basic principles of steganographic Information Protection; uses

modern methods of information penetration and is able to detect and defend against
steganographic attacks.

. Demonstrates knowledge in the field of information theory and coding and cryptology,

knowledge of the mathematical principles of cryptographic algorithms and other methods
of concealing information. Ability to select and apply software and hardware to ensure
information security.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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. IpepexBusurrep: AKHapaTThIK-KOMMYHHUKALUSIIBIK TEXHOJIOTHSIIAP
. Iocrpexsusntrep: KocinTik npakTnka, MEMIIEKETTIK eMTUXaH, JUIUIOMJBIK jK00a
. Ilonnin wmakcatel: Xacanapr ueTeruekTTiH (OKW) Herisri TyKbIpbIMIamanapbl MeH

onicTepiH, COHBIH IIIIHE OKBITY, ©31H-031 OKBITY JKOHE KYIICHTIIreH OKBITYbI YHpEeHei.
MarmHanslK OKBITY alrOpUTMAEpi, HEHPOHIBIK JKENijep *KOHE TEPEeH OKbITY omicTepi
KapacThIPbLIABL.

. Kpickama wmasmynsr: Kommbrotepnik kepy, TaOHFH TN JKOHE €CENmTepAi MIeHIyi

aBTOMATTAHIBIPYAbl KOCa anfaHjga, oprypiai camamappa XKW konpmanyra Oaca Hazap
ayAapbLUIabl.

. Kyseiperriniri: )KU Heri3ri yFpIMAaphIH, 9AiCTepi MEH TEXHOIOTHSIAPHIH 01y,

MarmHanslK OKBITY, HEHPOHIBIK XKeJiIep, capantaMaislk Kyienep, Taburu TiIi exaey,
KOMITBIOTEPIIIK Kepy OarbITTap Typanisl kyidemi Oimimi 6ap, Hakrer mingerrepre KU
QMiCTepiH TaHmay jkoHe Koimany, XK anroputmaepid xy3ere acsipaipl.

. Kyrinerin motmkenep: YKacaHapl MHTEIUIEKT KyHenepiHiH KYpBUIBIC MPHHIUNTEPI MEH

ApXUTEKTYpachIHBIH TYpJepiH KojgaHaapl. KoceiMimamapael —skobamay — Impoteci,
MoniMerTep 0a3achbHBIH KYpPBUIBIMBI, OaFaapiaMaiblk HHTepdelictep ImeHOepinge
yiBIMHBIH OemiMienepiMeH e3apa opekerreceai. JKacaHIpl HHTEIUIGKTTIH HEri3ri
KYpaJiapblH, COHIali-aK KacaH/Ibl HHTEIUICKT JKYHeIepiHiH JKYMBICBHIH TeKCepy omicTepi
MeH KypaJIapblH Oiresi.

Konpipbaes H.b.
PhD, ara oKbITyLIBI




. HpepeKBI/ISI/ITHZ I/IH(bOpMaI_II/IOHHO-KOMMy-HI/IKaI_[I/IOHHLIe TCXHOJIOTUH
. HOCTpeKBI/ISI/ITHZ HpO(beCCI/IOHaIILHaSI IIpaKTHKa, FOCyI[apCTBeHHLIﬁ OK3aMCH,

JIUTUIOMHBIT IIPOCKT

. I_[em, JUCILMIIIIAHBI . I/I3yan OCHOBHBIC KOHLCNIHWU U METOAbl HCKYCCTBEHHOI'O

unTeiiekta (M), Brirodas 00ydeHne, caMmoo0ydeHHe U 00y4eHUE ¢ TTOAKPEIIICHUEM.

. KpaTKoe COZCpIKaHUEC: PaCCMOTpS[T AJITOPUTMBI MAIIUHHOT'O 06y'{CHI/I$I, HeﬁpOHHLIe CCTH

U METOOBI ]"J'Iy60KOFO 06yqel—m;{. OCHOBHOE BHHMaHHE YACIACTCsT NIPUMEHECHUIO 11%0:3
Ppa3IMYHbIX 06nacmx, BKJIIO4Yass KOMIIBIOTEPHOC 3pEHUE, €CTECTBEHHBIH S3bIK H
ABTOMATHU3alUIO PCIICHU 3a1a4.

. KomnereHTHOCTB: Bnaz[eer CHCTEMHBIMH 3HAHUSAMH 00 OCHOBHBIX MOHATHUAX, METOAAX U

texHonoruax MW, o HampaBieHUSIX MAIIMHHOTO OOy4eHHs, HEHPOHHBIX CceTel,
9KCHEPTHBIX CHCTEM, OOpabOTKM €CTECTBEHHOTO f3bIKA, KOMIBIOTEPHOIO 3PEHHUS,
OCYILECTBIISIET BLIOOP U NpHMeHeHHe MeTonoB MU k KOHKPETHBIM 3a/iauaM, peajanu3yer
anroputmsl MH.

OskunaeMele pe3ynbTaTel: [IpUMeEHseT MPUHIMITBI MOCTPOEHUS U BUJBI apPXUTEKTYPHI
CHCTEM HCKYCCTBEHHOrO HHTeNJIeKTa. BzaumojeicTByeT ¢ mopapasieseHus MU
OpraHu3allMd B paMKax Mpolecca MPOEKTHPOBAHUS NPHIOKEHUH, CTPYKTYpbl 0a3bl
JIAHHBIX, TIPOrPAaMMHBIX MHTEP(EHCOB. 3HAeT OCHOBHBIE HHCTPYMEHTAJILHBIC CPE/ICTBA
HUCKYCCTBEHHOI'O HHTCJIJICKTA, a TAKXC METOOBI n CpeacTaa TIPOBEPKHU
paboTOCIOCOOHOCTH CHCTEM MCKYCCTBEHHOI'O HHTEIJICKTA.

Konsip6aes H.B.- PhD,
CT.TIper.

N

Prerequisites: Information and Communication Technologies
Prerekvizites: Professional practice, state exam, diploma project.

. The purpose of the discipline: Explore fundamental concepts and methods of artificial

intelligence (Al), including supervised, unsupervised, and reinforcement learning.
Summary: Machine learning algorithms, neural networks, and deep learning methods are
covered. Emphasis is placed on applying Al in various domains, including computer vision,
natural language processing, and task automation.

Competence: Knowledge of the basic concepts, methods and technologies of Al,
systematic knowledge of the areas of machine learning, neural networks, expert systems,
natural language processing, computer vision, selection and application of Al methods for
specific tasks, implementation of Al algorithms.

. Applies the principles of construction and types of architecture of artificial intelligence

systems. Interacts with organizational units as part of the application design process,
database structure, and software interfaces. He knows the basic tools of artificial
intelligence, as well as methods and means of verifying the operability of artificial
intelligence systems.

Konyrbayev N.
PhD, senior lecturer
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IpepexBusurTepi: AKIapaTTbIK KOMMYHHKAIUSIIBIK TEXHOJIOTUSLIAP

IocrpexBusutrep: bioxueiin xxone Web3 kayinciziri, kocion nongep

ITonniy Makcatsl: MHTepHeT eniciHAe calT »kacakTay YINIH MaMaHAap JaiblHIAy.
FanamapIk sxeninepai yHbIMIACTBIPYIbIH JKOHE XKYMBIC ICTEYIHIH HETi3Ti NPUHLUHUNTEpIH,
HEri3ri KbI3METTEepJiH MakcaTbl MEH CHIIaTTaMallapblH, VHTEpHeT apXUTEKTypachlH,
JKENUIIK XaTTaMalapAbl, TapaThbUIFaH KYpbUIbIMIApAbl YHBIMAACTBIPYABL 3epTTey. Beb —
calTTapApl xobajlay NAFIbUIapblH Mrepy, CLEHapHilllepMeH, XkKakTaylapMeH, Oeiriiey
TiIepIMEeH KOHE CTUIbAEPIH KaCKaAThl KecTenepiMeH KYMBIC icTey

Keickama wmasmynsl: Byn monne PHP nporpammanay TiniHiH okaimsl  Herisgepi
kapactbipburrad. PHP Tininge BeO-KochIMILanap KypyIblH HEri3ri yreiMaaps! Oepineni.
PHP rininin Heri3ri yreIMIapsl, KYpbUIBIMIBIK HEri3aepi, GaingapMeH >KyMbic icrey
epexeniktepi, Web-nporpammanay, HTML wmen CSS-tig 06asanblk TyCiHIKTEpi
Kapacteipsutaabl. Ctynentrepae PHP TiniHiH KypbUIBIMBL, OHBI HalaaaHa OThIPHIN BEO
KOCBIMILIAIAP KYPYAbIH TEOPUSIILIK JXOHE NPAKTUKAJIBIK MAIILIKTAPbIH KAJILII-TACTHIPY.
Kysbiperrinik: Beb caiitrapasl sxobanay npunuuntepid meHrepren. HTML-kyxaTrapas
Kypa anansl; uHtepaktuBTi WEB-KykaTTapabl Kypyzia 3aMaHayd TEXHOJOTHSIAP.bI
KoszaHa anaael; CSS cTunpaepiniH KipicTipeii; aHUMalHsIHbI KOJAaHa/Ibl; THHAMHUKAJIBIK
Web-koceimmnanapasl Kypyaa PHP tinin KosigaHa st

Kyrinerin notnxke: Opbip OarnapnamMaislk MOAYJb YIIIH Oaraapiamaiay KypbUIBIMBIH,
npolenypanapbid, OaFmapiamaiay Tl KiTalmxXaHachblH aHBIKTaiabl. barmapmamanbik
JKacaKTaMaHbl o3ipyeyiH  aBTOMATTaHIBIPBUIFAH KYpajaapbiH KOJIJaHAa/Ibl.
barmapnamanbiK Kox TUTIHEH aWbIpMalIbUIbIFBl Oacka Oarmapiamanay Tinpepinae
JKacalFaH KOMIOHeHTTepAi Oipikripeni. Koarsl a3y mporeciHae mapamiess,
(hyHKIMOHAJIIBI, TIOTHKAJIBIK, 00BEKTIre OarbITTalIFaH OaFapiamManay 9IiCTepiH, COH/aM -
aK MoJiMerTep 0a3achlH d3ipiiey MeH BeO-KochIMInanapabl, MoOuIbAi KOChIMIIATap bl
93ipJey o/iCTepiH KOJIaHa bl )KOHE OJIapIblH KayilCi3airi Mocenenepid meniei.

MeipzamypaTtoBa A.A.
TexHuka xoHe
TEXHOJIOTHs MarucTpi,
ara OKBITYIIBI

N

IpepexBusute: MHpOpMamOHHO KOMMYHHUKALIMOHHBIE TEXHOJIOTHH

ToctpexBusuts: brokueitn u 6e3omacaocts Web3, mpoduibHbIe JHCIUATUTHHBI

Henp puctunanael: [ToAroToBKa CHEIHANKCTOB /Ui Pa3pabOTKH CaWTOB B CETH
Wureprer. M3yueHne OCHOBHBIX MPUHIIMIOB OpPraHU3aldd H (YHKIHOHHPOBAHUS
r100aJbHBIX CeTel, Ha3HAUCHUS W XapaKTEPHUCTHK OCHOBHBIX CEPBHCOB, apXHTEKTYPHI
cetd VIHTepHET, CETEeBBIX MPOTOKOJOB, OpPraHM3alUH pPACIPEICICHHBIX CTPYKTYP.
IIpuobperenne HaBBIKOB mpoekTupoBaHust Web — caiiToB, pabora cO CKpHIITaMHu,
(peitMBopKamu, sI3bIKAMH Pa3METKH U KaCKaJHBIMHU TaOIHUI[AMHU CTHIICH .

Kpatkoe comepxanme: B sTom pasmene mpeacraBieHa o0Iiasi CTPYKTypa SI3BIKOB
nporpammupoBanus PHP. IlpexcraBieHsl OCHOBHBIE KOHIETIIUU CO3MAHHS BeO-
npusoxenuit Ha PHP. OcuoBubie mousitust PHP, ero ctpykrypa, ocobennocTn paboTs ¢
(aitmamu, Beb-nporpammupoBanue, ocHoBHble moHsTuss HTML u CSS. Crpykrypa PHP
Y CTYJI€HTOB, yMEHHUE PUMEHSITh TEOPETHIECCKUE M TPAKTHYECKIE HABBIKH CO3JaHMUS BeO-
TIPIIIOKESHHN.

Kommerennus: Brageer mnpuHIMIAMH TPOSKTHPOBAHUS CaHTOB.YMEeT co31aBaTh
HTML-10KyMeHTBI; HCIIOIB3YEeT COBPEMEHHBIC TEXHOJIOTHH B CO3aHUU HHTEPAKTHBHBIX
WEB-nokymenToB; BcraBisier crumu CSS; ncnonb3yeT aHUMAIUIO; HCHOJB3YET S3BIK
PHP nipu co3nanuu auHamuueckux Web-npuimoxeHuii.

Meip3amyparoBa A.A.
MAarucTp TEXHUKH U
TEXHOJIOTHH, CTapIInit
npernoaaBaTtelib




OskumaeMblii  pesynbrar: Onpenenser CTpYKTYpy IpOrpaMMHPOBAHUS, IIPOLEAYPHI,
OMOMMOTEeKN s3BIKAa IpOrpaMMHUpoBaHus A Kaxzporo Mmoxyms [1O. Hcnomssyer
ABTOMATH3MPOBAHHYIO CPEACTB Pa3pabOTKH IPOrpaMMHOro obecredeHus. MaTerpupyer
KOMIIOHEHTBI, CO3JIaHHBIC Ha JPYIMX S3bIKaX IPOrpaMMHPOBaHUS B OTIMYUE OT S3bIKa
koga [IO. IlpumeHser B mpolecce HaNMCaHUS KOAAa METOABI IapaulelIbHOTrO,
(DYHKIIMOHAIBEHOTO, JIOTHYECKOr0, 00bEKTHO-OPUEHTHPOBAHHOI'O IIPOrPaMMHUPOBAHHUS, A
TaKke pa3paboTkM 0a3 JaHHBIX W pa3pabOTKM BeO NPHIOKEHHH, MOOMIBHBIX
NPUJIOKCHHUH M PEIIAeT BONPOCHI X 0E3011aCHOCTH.

n

Prerequisites: Information and communication technologies

Postrequisites: Blockchain and Web3 security, Profile disciplines

Purpose: Training of specialists for developing websites on the Internet. Study of the basic
principles of the organization and functioning of global networks, the purpose and
characteristics of basic services, the architecture of the Internet, network protocols, the
organization of distributed structures. Acquiring skills in designing Web sites, working
with scripts, frameworks, markup languages and cascading style sheets.

Summary: This topic provides a general framework for PHP programming languages. The
basic concepts of creating web applications in PHP are provided. Basic concepts of PHP,
its structure, features of working with files, Web-programming, basic concepts of HTML
and CSS. The structure of PHP in students, the ability to apply theoretical and practical
skills of creating web applications.

Competence: Knows the principles of web site design. Can create HTML documents; use

modern technologies to create interactive WEB documents; use CSS styles; use

animation; use PHP to create dynamic Web applications.

Expected result: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented
programming methods, as well as database development and web application
development, mobile applications, and resolves their security issues in the process of
writing code.

Myrzamuratova, A.-
Master of Engineering
and Technology, senior
lecturer
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IpepexBu3uTTEpi: AKIAPATTHIK KOMMYHHKAIIUSUIBIK TEXHOIOTHSLIAP

IocrpexBusutrep: bioxueiin xxone Web3 kayincizairi, kocibu monnep

ITonniy makcatsl: «WEB 0Oarnapnamanay» noHiHIH MakcaThl BeO-KOChIMIIaNap MeH BeO-
caffTTapipl Kypy Heri3fiepiH OKbIN YHpeHy, COHBIMEH KaTap BeG-Oargapnamainay
JAFABLIAPbIH JAMBITY.

Kpickama masmyHbl:Byn noH asiceiHma cryneHTTep Oarmapiamanay TuUaepi MeH BeO-
KOCBIMIIAJIAP/Bl d3ipiey YIIH KOJJaHBUIATBIH TEXHOJIOTHSIAPIbI TEPEHACTIN OKHIBL.
Herisri nazap PHP, Python (Django, Flask), Ruby (Ruby on Rails) cusktel cepBepiik
TexHojorusnapra, connait-ak HTML, CSS, JavaScript »xoHe onapaslH (ppeiiMBOpKTapbl
(React.js, Angular) cusiKTbI (pOHTAJIBABI TEXHOJIOTHSUIAPFA OarbITTalFaH. , Vue.js).
Jepexrepmen xymeic ictey ymin MySQL, PostgreSQL, MongoDB cusiktel MaiMertep
KOpBI, COHBIMEH KaTap OJlapMeH opekerrecy omicrepi 3eprreneni. Hormxke: ITonni
asKTaraHHAaH KeWiH CTYACHTTEp BeO-KOChIMILAIap MEH BeO-cailTTapibl Kacayra JKoHE
JaMBITyFa KaOineTTi BeO-OarmapiaManayAblH MPAKTUKAIBIK JaFJbulapblHa M€ OOJajbl.
Onap a3ipniey yaepiciH jkeeniery yiuiH 3aMaHayn (ppeiiMBOpKTap MEH KiTalxaHaap bl
KaJlall malnanaHy KepekTiriH Oineni, COHOal-ak aKkHmapaTThl CaKTay >KOHE OHJeY YIIIiH
MomiMerTep Oa3achIMEH THIMII opekeTrTeceli. AJbIHFaH OUTiM MeH Jarabuiap
CTyIEHTTepre Be0-93ipiiey calachlHAAFbl KOCiOM KbI3METTE ©3 JaFAblIapblH COTTI
KOJIIaHyFa MYMKIHIIK Oepei..

Kysbiperrinik: Beb caiitrapasl sxobanay npuniuntepin menrepren. HTML-kyxkaTTapast
Kypa anansl; uHtepaktuBTi WEB-KykaTTapasl Kypyzia 3aMaHayd TEXHOJOTHSIAP.bI
KosziaHa anasl; CSS cTunpaepiHiH KipicTipei; aHUMaMsIHbI KOJJaHa/Ibl; THHAMUKAIIBIK
Web-koceimmnanapasl Kypyaa PHP tinin KosigaHa st

6. Kyrinerin Hotnxke: Op0ip 6armapnamManbik MOAYIb YIIIiH OaFaapiaManay KypbUIbIMBIH,
npolenypanapbid, OaFmapiamanay Tl KiTalmxaHachblH aHBIKTaiabl. bargapmamanbik
JKaCaKTaMaHbl  O3ipJIey/iH  aBTOMATTAHIBIPBUIFAH  KYpPaJJapblH  KOJJIaHabl.
Barmapnamanbik Kom TUTIHEH albIpMAIlBUIBIFEI Oacka Oafmapiamanay TiUiiepinae
JKacalFaH KOMIOHeHTTepAi Oipikripeni. Koarsl a3y mpoleciHae mapamiess,
(hYHKIIMOHAJI/IBI, JIOTHKAJIBIK, 00BEKTIre OarbITTalIFaH OaFapiamManay oIiCTepiH, COH/aM -
aK MoiMeTTep 0a3achlH d3ipiiey MeH BeO-KochIMInanapabl, MoOuiIbai KOChIMIIATap bl
93ipJIey SiCTepiH KOJIaHa bl KOHE OJIapAbIH KAYIICi3/Iiri Moceenepid memiei.

Mpeip3amypaToBa A.A.
TexHuka xoHe
TEXHOJIOTHs MarucTpi,
ara OKBITYIIBI

IpepexBusutsl: MHGpOpMANNOHHO KOMMYHHUKAIMOHHBIE TeXHOJOTHH I[lOCTpEKBHU3UTHI:
Brokueitn u 6e3onacuocts Web3, npoduiibHbIe TUCHUATITHHEL

Hens mucrummmssl: Lens mucuummmasl "WEB mporpamMupoBanue"” 3akmodaercs B
HM3y4CHUH OCHOB CO3/IaHHsI BEO-MIPHIIOKCHUI U CAiiTOB, a TAKXKE B PA3BUTHH HaBBIKOB BeO-
MPOrPaMMHUPOBAHUS.

Kpatkoe comepkanue: B paMkax 9TOH IMCHMIUIMHBI CTYACHTHI YITyOJCHHO H3y4aroT
S3BIKA TIPOTPAMMHMPOBAHHS W TEXHOJOTHMH, IPUMEHsSeMbIe JUIl pPa3paboTKu BeO-
npuiokeHniH. OCHOBHOE BHUMAHHE YIEISIETCS CEPBEPHBIM TEXHOJIOTHSM, TAKHMM Kak
PHP, Python (Django, Flask), Ruby (Ruby on Rails), a takxe hpoHTEHI-TEXHOIOTHAM,
takum kak HTML, CSS, JavaScript u ux ¢peiimBopkam (React.js, Angular, Vue.js). s
paboTHI ¢ JaHHBIMHU H3yJaroTcs 0a3bl JaHHBIX, Takue kak MySQL, PostgreSQL,

Meip3amyparoBa A.A.
MAarucTp TEeXHUKH U
TEXHOJIOTHH, CTapIIni
npernoaaBaTtelib




. MongoDB, a Taike Meronsl B3aumozelcTBusi ¢ HuMHU. Pesynprar: Ilo 3aBeprieHuun

JVICHUIUINHBI CTYACHTHI IPUOOPETAIOT NPAaKTHYECKUE HaBBIKM BEO-IIPOrpaMMUPOBAHUS,
CIIOCOOHBIE CO3/1aBaTh U Pa3BHBATh BEO-TIPMIIOKEHUS U caiiTbl. OHN YMEIOT HCIIOJIE30BaTh
coBpeMeHHble (pefiIMBOpPKH M OMOIMOTEKM ISl YCKOPEHHs Ipouecca pa3paboTKH, a
TaKke 3 (EKTUBHO B3aUMO/IEIICTBOBATh ¢ 0a3aMHU JaHHBIX JUI1 XpaHEHUS U 00paboTKn
uHdopmanuu. IlodyueHHBIE 3HAHMS M HABBIKM IIO3BOJISIFOT CTYACHTAM YCIELIHO
IPUMEHSTH CBOM HaBBIKU B PO eccCHoHaIbHON e TeIbHOCTH B chepe BeO-pa3paboTku

. Komnerenuusi: Brnaneer IpUHOUIIAMUA  [IPOCKTUPOBAHUS calTOB.YMEET Co03/1aBaTh

HTML-10KyMEHTSBI; HCIIOJIB3YET COBPEMEHHbIE TEXHOJIOTUH B CO3JaHUH HHTEPAKTHBHBIX
WEB-nokymenToB; BcraBisier criii CSS; HCIONBb3yeT aHMMALHMIO; UCIIONB3YeT S3bIK
PHP npu co3nanun nunamudeckux Web-npunoxennii.

. Oxupmaemblif pesynpTarT: OnpeaensieT CTPYKTYpy HNpOrpaMMHpOBAaHUS, NPOLEAYPHI,

OuONMMOTEeKN sA3bIKAa INPOrpaMMHUpOBaHus a1 kaxporo wmoxyns I10. Hcenomnesyer
ABTOMaTH3MPOBAHHYIO CPEACTB pa3pabOTKH MporpaMmHoOro obecreuenus. Materpupyer
KOMITOHCHTBI, CO3AaHHBIC HAa APYIUX sA3bIKaX MPOTrpaMMUPOBAHUS B OTIUYUC OT sSA3bIKaA
koma IIO. IIpumenser B mpolecce HamMCaHUS KoXa METOAbl MapajuieIbHOro,
(YHKIIMOHAIBEHOTO, JIOTHYECKOr0, 00bEKTHO-OPUEHTHPOBAHHOT'O IPOrPaMMHUPOBAHHUS, a
TaKke pa3paboTku 0a3 [OaHHBIX M pPa3pabOTKM BeO NPHIOKEHHH, MOOHIBHBIX
MPUJIOKCHHH M PEIIaeT BOMPOCHI X 0€30MaCHOCTH.

N

Prerequisites: Information and communication technologies

Postrequisites: Blockchain and Web3 security, Profile disciplines

Purpose: The purpose of the discipline "WEB programming" is to study the basics of
creating web applications and websites, as well as to develop web programming skills.
Summary: Within this discipline, students study in depth programming languages and
technologies used to develop web applications. The main focus is on server-side
technologies such as PHP, Python (Django, Flask), Ruby (Ruby on Rails), as well as front-
end technologies such as HTML, CSS, JavaScript and their frameworks (React.js,
Angular, Vue.js ). To work with data, databases such as MySQL, PostgreSQL, MongoDB,
as well as methods of interacting with them, are studied. Result: Upon completion of the
discipline, students acquire practical web programming skills capable of creating and
developing web applications and websites. They know how to use modern frameworks
and libraries to speed up the development process, as well as effectively interact with
databases for storing and processing information. The acquired knowledge and skills allow
students to successfully apply their skills in professional activities in the field of web
development.

Competence: Knows the principles of web site design. Can create HTML documents; use
modern technologies to create interactive WEB documents; use CSS styles; use
animation; use PHP to create dynamic Web applications.

Expected result: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented
programming methods, as well as database development and web application
development, mobile applications, and resolves their security issues in the process of
writing code.

Myrzamuratova, A.-
Master of Engineering
and Technology, senior
lecturer
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. IpepexBusurrep: KoMmnbrorepirik aknapaTTsl KOpray TEXHOJIOTHSIAPHI
. INocrpexsusurrep: Al & CyberSecurity, Kayincisaik HefiponakerTepi, kociou noniep
. INonnix Makcatsl: IToHA1 OKBITY GapbICBIH/IA MAIMHAIBIK OKBITYIbIH 3aMaHaYH OIiCTEpiH,

acipece HEWPOHIBIK JKEIIEPAI TEPeH 3epTTCy >KOHE ONapAbl OHOMETpHsS caslachIHIa
KOJIIaHy KapacThIpbIIabl.

. Kpickamma ma3myHsl: byit 1oH GOHbIHIIA CTYACHTTEp HEHPOHBIK JKEIIEp/IiH TEOPUSIIBIK

HEri37IepiH, oNapiblH apXUTEKTypachlH, KabaTTap MeH OelCeHAIpy (YHKIMAIAPBIHBIH
TYpJIepiH ’KOHE OKbITY MEH OHTAIIAHABIPY/IbIH HET13T1 oflicTepiH yHpeHeni.

. Kyssiperriniri: MO Heri3ri yrbIMIapblH, NPHHIMOTEPIH koHe oaictepin Oineni, MO

MOJIeTIbJICPIHIH camachklH Oaraiay yLIH MeTpuKanap/pl Konnana Oinexai, Python tininme
MO xiTanxaHanapbslH KOJIAaHa bl

. Kyrinerin notmkenep: JKacaHabl MHTEIIEKT KYHenepiHiH KYpbUIbIC NMPUHLUOTEP] MEH

apXUTEKTYPAChIHBIH ~ TYpJepiH KoigaHanusl. KockiMinamapisl xobanay — Ipoweci,
MoniMeTTep 0a3achIHBIH KYpBUIBIMBL, OaFiapiamanslk HMHTepdeiicTep mieHOepiHae
yibIMHBIH  OeuiMinenepiMen e3apa opekerreceni. JKacaHIbl MHTEIUIEKTTIH Herisri
KYpaJIapblH, COHAali-aK »acaH/bl MHTEJUIEKT XKYHelepiHiH )KYMBICBIH TeKcepy oicTepi
MEH KypaJgapbiH Oiresi.

Konsipbaes H.b. -
PhD, ara oKbITyLIBI

. IpepexBusutsbl: TexHOIOrHH 3aIUTHI KOMIBIOTEPHOM HHMOpMALK/
. Nocrpexsusute: Al & CyberSecurity , Heiiponakers: 0e3omacHocty, npoduibHbIe

JUCIHMITIIMHBI

. Henp pgucuumuusel: JMCUMIUIMHA TpencTaBiseT coboi  yriuyOJeHHOe H3ydeHHe

COBPEMEHHBIX METOJI0B MALlIMHHOT'O 00y4eHHUs], B 0COOCHHOCTH HEHPOHHBIX CeTel, 1 ux
IpUMEHEHHe B 00J1acTH OHOMETPHUH.

. Kpatkoe conepxanune: B pamkax 3TOH JUCHUIUIMHBI CTYAEHTHI M3Y4alOT TEOPETHYECKUE

OCHOBBI HEHPOHHBIX CeTeH, UX aPXUTEKTYPY, THIbI CIIOEB M (YHKIMIl aKTHBALIUH, A TAKKE
OCHOBHBIE METO/Ibl O0YYEHHMS U ONTHMH3ALUN.

. KommnerentHocts: 3HaeT OCHOBHBIE MOHATHS, NMPUHUMIBI U MeToasl MO, ymeer

HCIIONIb30BaTh METPUKH IS OLICHKH KadecTBa Mojeneid MO, ucrnonb3yer O0HOIMoTeKH
MO na Python

OsxumaeMbie pe3yabTarsl: [IpUMEHsIeT MPUHIMITBI TOCTPOCHHS U BHIBI apXUTEKTYPHI
CHCTEM HCKYCCTBEHHOrO WHTEIJICKTa. B3aMMOJEHCTBYeT C IOApa3Je/ieHUsIMU
OpraHm3alid B paMKax Mpolecca MPOCKTUPOBAHUS MPUIOKECHUH, CTPYKTYphl 0a3bl
JTAHHBIX, TIPOrPAMMHBIX HHTEep(eicoB. 3HaeT OCHOBHBIC MHCTPYMEHTAJbHBIE CPEICTBA
HCKYCCTBEHHOTO  WHTEJUIGKTAa, a TakKe METOAbl M  CPEACTBa  IMPOBEPKH
paboTOCIOCOOHOCTH CHCTEM MCKYCCTBEHHOTO HHTEIICKTA.

Konsipbaes H.b. -
PhD, craprumit
NpenojaBarelib

N

Prerequisites: Computer information security technologies
Prerekvizites: Al & CyberSecurity, Neuropackages of security, Profile disciplines

. The purpose of the discipline: The discipline is an in-depth study of modern machine

learning methods, especially neural networks, and their application in the field of
biometrics.

Summary: In this discipline, students study the theoretical foundations of neural networks,
their architecture, types of layers and activation functions, as well as basic training and
optimization methods.

Konyrbayev N.- PhD,
senior lecturer




. Competence: Knows the basic concepts, principles and methods of ML, uses metrics to

assess the quality of ML models, uses ML libraries in Python

. 6. Expected results: Applies the principles of construction and types of architecture of

artificial intelligence systems. Interacts with organizational units as part of the application
design process, database structure, and software interfaces. He knows the basic tools of
artificial intelligence, as well as methods and means of verifying the operability of artificial
intelligence systems.
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. IpepexBusurrep: KoMmnbrorepiik aknapaTTsl KOpFay TEXHOIOTHSIAPBI
. Hocrpexsusurrep:  Kayincizaik — Helfipomakertepi, AKmapaTTblK — Kayinci3uikreri

HEWPOTEXHOJIOTUsIIap KICiOH MoHAEp

. IMonnix maxcatel: ITonai urepynin MakcaTbl KY3bIPETTUIIKTI KAJIBIITACTBIPY Ke3EHIEPiH

CHITATTAWTBIH JKoHE OuTiM Oepy OarmapiiaMachlH Mrepy/IiH jKOCHapliaHFaH HOTHIKEIIepiHe
KOJI XKETKI3y/li KAMTaMachl3 €TeTiH MaiilaaHyIblIapAbIH ONOMETPHSUIIBIK CHITATTaMalIapbl
Heri3iHge ayTeHTH(UKAIMs KYHeJlepiH CHHTE3/ey JKOHE Tajjay casachblHIarbl OuliM,
Oimik, Jargbl xoHe Toxipube amy Ooxnbim Tabbutagsl. IToHAI OKy OHMOMETPHSIIBIK
CHNaTTaMajapra HETi3feNreH akmapaTThIK O KyHelepil NaljalaHylIbUIapIsl TaHy
MocesesepiH eNyle TPaKTHKAJIBIK AaFAbLIApAbl Urepy i KapacThIpabl.

. Keickama ma3zmynsl: buoMerpusibik xyiienepaeri karenepain Typiiepi. bruomerpusiibsik

Ky#enepain kymbic camacel. Tepic ayTeHTHduUKanus yYFbIMbI; Iueri OoHbIHIIA
CollKeCTEHIpY, pPAHKHpICy KOMETiMEeH ColiKecTeHMipy; OMOMETpUSIIBIK KyHene
cyObekTinepai tipkey. 3oomapk Mopeni; Tipkey JKYHeHi OKBITY peTiHze; OHOMEeTPHUSIIBIK
aKMapaTThl HHTErpalusuiay oficrepi. BHOMETpHUsUIBIK aKnapaTThl MHTETpaLusiay oicTepi.
THiCTUTIK JopexeNepiHiH Tapaity JeHrewi.

. Kyssiperriniri: BuoMeTpusIbIK TeXHOJIOrHAIApAa KOJIAAHbLIATBIH HelpoHabIK xyiienep

omicTepin Oineni. AKmapatThl KOpFayablH OHOMETPHUSUIIBIK TEXHOIOTHSIAPBIH KOIAaHyFa
KaOinerti. [lpakTukanmblK ecenTepAi wHielly yIIiH HEHPOHABIK JKyWere Heri3aenrexH
QIrOPUTMAEPI iCKe aCBIPY/BI KOJIIaHa ana ibl. BHOMETPHSIIBIK KYHerep CHaTTaMaiapbliH
OHAIpIiCTIK  MiHIETTepMeH OaiiaHBICTBIpAa  ajafibl; Ke3-KeNreH OHOMETPHSIIBIK
TEXHOJIOTHLUIAP/Ia XKOHE TAHBIMAI XKY#leJIep IiH HEeTi3ri KOMIIOHEHTTEp1 MEH IPUHIIUIITEPiH
MeHTepeni

. Kyrinerin motmkenep: YKacaHapl MHTEIUIEKT JKYHENEpiHIH KYPBUIBIC MPUHIMITEPI MEH

ApXMTEKTYpachIHBIH  TYpJepiH KojgaHaapl. KoceIMimamapael skobamay — Imporeci,
MoniMerTep 0a3achbHBIH KYpPBUIBIMBI, OaFaapiaMaiblk HHTepdelictep ImeHOepiHge
yiBIMHBIH OemiMienepiMeH e3apa opekerrecenai. JKacaHIpl HHTEIUIGKTTIH HEri3ri
KypalIapblH, COHIal-aK jKacaHAbl HHTEIUIEKT XKYHeJIepiHiH JKYMBICHIH TeKcepy dAicTepi
MeH KypaJIapblH Oiresi.

Anpanosa A.B. - PhD,
ara OKBITYILIBI




1. IIpepexBu3utsl: TeXHOJIOTHHU 3aUTHI KOMITBIOTEpHON HH(OPMaLUH

2. ToctpexBusutsl: Heliponaketsl 6e3omacHocty, HeliporexHonoruu B nH(GpOpMannOHHON
Oe3omacHocTH, YIIpaBieHue pruckaMu HH(OpMalnOHHOH KubepOe3onacHocTH

3. Henp mucnurumesl: Llenblo OCBOGHHMS AMCLUILIMHBL SBJIAETCS IOJMyYeHUE 3HAHUM,
YMEHUH, HaBBIKOB W OIBITA AESITEILHOCTH B O0NACTHM CHHTE3a M aHallM3a CUCTEM
ayTeHTH()UKALMM HA OCHOBE OMOMETPHYECKMX XapaKTEePUCTHK  I10Jb30BaTelNeH,
XapakTepU3yIOUUX dTanbl  (QOPMHPOBAHHS  KOMIETEHLMH U 00ecreuyuBarommx
JOCTHXEHHE IUIAHUPYEMbIX pe3yJbTaTOB OCBOCHHs 0Opa30BaTENbHON IPOrpaMMBbI.
M3ydeHne MUCHMIUIMHBI IPEIYyCMAaTpPUBAET NPUOOPETEHHE MPAKTHYECKUX HABBIKOB IPH
pellIeHNH 3a4ay Paclo3HaBaHHs IMOJb30BaTeNei MH(POPMALMOHHBIX CHUCTEM Ha OCHOBE
OMOMETPUYECKUX XapaKTEePHCTUK

4. Kpatkoe comepkanue: Buapl ommbok B Onomerpuueckux cucremax. Kpusbie PXITY;
KauecrBo pabotsl Gnomerpuueckux cucreM. IIoHsATHE OTpHLATENIBHON ayTeHTU(HUKALINY;
Wnentudukanus o nopory, uaeHTH(GUKaLus Mpyu NOMOIM paHXKUPOBaHus; Perucrpanus
cyOBeKTOB B OMomeTpuyeckoil cucreme. Mozens 3oomapka; Perncrpanuns xak o0y4eHue
CHUCTEMBI; Mertonbl HMHTETpaluu OHOMETPHYECKOM HHGbOPMAIIHH. Byneso
KOMOMHHMpOBaHHe; MeToapl HHTErpaluu OuoMeTpudecKkoid WHpOpMaluu. YpOBEHb
pacnpezesIeHuii CTeneHel PUHaIeKHOCTH.

5. KommnereHTHOCTb: 3Ha€T METO/BI HEHPOHHBIX CHCTEM, IIPUMEHSEMbIX B OMOMETPHYECKHX
TexHonorusx. CrnocoO0eH NpUMEHATb  OMOMETPUYECKHE  TEXHOJOTHH  3alUThI
uHpopMau. MOXKET HCIONb30BaTh PEAIU3ALUI0 AJITOPUTMOB, OCHOBAHHBIX Ha
HEHpOHHOW cHcTeMe, AN peIleHHs NPaKTUYeCKUX 3agad. YMeeT COOTHOCHTH
XapaKTePUCTUKM OMOMETPHYECKUX CHCTEM C NMPOM3BOACTBEHHBIMH 3aJauaMH; BIaaeeT
OCHOBHBIMH KOMITOHGHTAMH M NPHHIHUIAMHU B JIOOBIX OMOMETPHYECKUX TEXHONOTHAX H
HOMNYJIAPHBIX CUCTEM

6. Oskupmaemble pe3ynbTaThl: IIpUMEHSET NPUHIMIBEI IOCTPOEHHS M BHIBI APXUTEKTYPHI
CHCTEM MCKYCCTBEHHOTO MHTEIEKTa. DBsaumozeicTByeT ¢  moapasieneHUusiMu
OpraHM3allid B PAaMKaX Mpolecca NPOEKTHPOBAHUS MPHIOKEHUH, CTPYKTYpBl 0a3bl
JaHHBIX, IPOTPAMMHBIX HHTep(elicoB. 3HaeT OCHOBHBIE HHCTPYMEHTAJbHBIC CPEICTBA
HCKYCCTBEHHOT'O HHTEJUICKTa, 4 TAKXKe METOIBI U CPEICTBA IIPOBEPKU PAGOTOCIIOCOOHOCTH
CHCTEM MCKYCCTBEHHOIO MHTEILIEKTA.

AnpanoBa A.B.- PhD,
CTapIIHi
IIpernoiaBaTeib

1. Prerequisites: technologies for protecting computer information

2. Post-requirements: Neuropackages of security, Neurotechnologies in information
security, Profile disciplines

3. Aim of the discipline: The purpose of mastering the discipline is to gain knowledge, skills,
skills and experience in the field of synthesis and analysis of authentication systems based
on biometric characteristics of users that characterize the stages of competence formation
and ensure the achievement of the planned results of the development of the educational
program. The study of the discipline provides for the acquisition of practical skills in
solving problems of recognizing users of information systems based on biometric
characteristics.

4. Shot content: Types of errors in biometric systems. RCPU curves; Quality of work of
biometric systems. The concept of negative authentication; identification by threshold,
identification by ranking; registration of subjects in the biometric system. Zoo model;
Registration as a training system; Methods for integrating biometric information. Boolean
combination; Methods for integrating biometric information. Level of distribution of
degrees of belonging

Adranova A.- PhD,
Senior Lecturer




5. Competence: Knows the methods of neural systems used in biometric technologies. Able

to use biometric information protection technologies. Can use the implementation of
neural system-based algorithms to solve practical problems. Biometric systems can relate
their characteristics to production tasks; in any biometric technologies and master the basic
components and principles of popular systems.

. Expected results: know: Applies the principles of construction and types of architecture

of artificial intelligence systems. Interacts with organizational units as part of the
application design process, database structure, and software interfaces. He knows the
basic tools of artificial intelligence, as well as methods and means of verifying the
operability of artificial intelligence systems.
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IpepexBusurrep: KoMnbroTepiik aknapaTTsl KOpFay TEXHOIOTHSUIAPEI
IoctpexBusutrep:  Kayincizgik — Heifiponmakertepi,  AKmapaTTbIK  Kayinci3mikTeri
HEWPOTEXHOJIOTUsIIap KICiOH MoHAEp

ITonniy Maxcatel: IToH kacaHIbl MHTEJUICKT caachlHa ipreni Kipicre 0ombin TaObLIa b,
MYHJ]a KOMIIBIOTEpIIIK JKYHelep AepeKkTepre HerizjenreH OuliM aiyra xkoHe Oomkam
JKacayra KabinerTi.

Keickama mMa3mynsl: Byl moH OOMbIHIIA CTYIEHTTEp MALIMHAJIBIK OKBITYIBIH HEri3ri
TYKbIPbIM/IAMAJIAPBIH, OMICTEPI MEH alIrOpUTMIEPiH, COHJaH-aK OJapibl OpTYpJl
ecenTepi Lenry/ie Kojaaany/pl yiipeneni

Kysbiperriniri: BHOMETpHUSIBIK TEXHOJIOTHSAIAPAA KOJAAHBLIATBIH HelpoHabIK xyienep
omicTepin Oineni. AKmapaTThl KOpFayablH OHOMETPHUSIIBIK TEXHOJIOTHSJIAPBIH KOJIAaHyFa
kaOinerri. [lpakTukanblk ecenTepii Miemry YIIH HEHPOHIBIK >Kyifere HerigenreH
QITOPUTM/IEPAI iCKe aChIPY bl KOJIAaHa ana/ibl. BuoMeTpusbIK JKyiienep cunarraManapbia
OHAIpIiCTIK  MiHIETTepMeH  OaillaHBICTBIpA  ajajibl; Ke3-KeNreH OHOMETPHSIIBIK
TEXHOJIOTHLIAP/IA KOHE TAHBIMAI XKYiieJep IiH HEeTi3ri KOMIIOHEHTTEP1 MEH IPUHIIUITEPiH
MeHrepei

Kyrinerin Hotmkenep: YKacaHapl HHTEIUICKT KYHenepiHiH KYpbUIbIC TPUHIKAOTEP] MEH
apXUTEKTYpachIHBIH TYpJiepiH KojmaHazel. KoceiMimamapael skobamay —mporeci,
ManiMerTep 0a3achlHBIH KYPBUIBIMBI, OarmapiaMansik HHTep(eiicTep mieHOepinae
yiBIMHBIH OemiMmiienepiMeH e3apa opekertecemi. JKacaHIbl HMHTEIUIEKTTIH HeETI3ri
KypaiaapbiH, COHIai-aK *KacaH/Ibl HHTSIUICKT XY eIepiHiH KYMBICBIH TeKcepy dmicTepi
MeH KypaJIapblH Oiresi.

Anpanosa A.B. - PhD,
ara OKbITyLleI

IIpepeKkBU3UTHI: TEXHOJIOTHH 3aLIUThl KOMIIBIOTEPHOH HH(pOpMAIUU

ToctpexBusutsi: Heitponakets 6e3omacuoctu, HelipoTexHonoruu B HHGOpMAHOHHO
6e30MmacHOCTH MPOPUIbHBIC TUCIUTUTHHBI

Henp mucnumuiuebl: J{MCHUIIIMHA MPEACTaBIseT co00N (yHIaMEHTaIbHOE BBEICHHE B
0071aCTh HMCKYCCTBEHHOI'O HHTEIUICKTA, TJ€ KOMIBIOTEPHBIE CHCTEMBI CIIOCOOHBI
00y4aThcs M IeNaTh NpeCKa3aHus Ha OCHOBE JTaHHBIX.

Kpatkoe comepxkanue: B paMkax 5TOH IUCUMIUIMHBI CTYICHTBl H3y4alOT OCHOBHBIC
KOHIICTIIIUK, METO/Bl M AJITOPUTMBI MAIIMHHOTO OOY4YeHHs, a TaKkKe UX IPHMEHEHHE B
pelIeHIH pa3HOOOpa3HBIX 3a/1a4

KoMrneTeHTHOCTh: 3HaeT METOIbI HEHPOHHBIX CUCTEM, TPUMEHSEMBIX B OHOMETPHIECKUX
TexHodorusX. CrnocoOeH NpUMEHATh OHOMETPUYECKHE  TEXHONOTMH  3aIlUThI
nHpopManuu. MoXeT HCHONB30BaTh pEaNM3alMI0 aIrOPUTMOB, OCHOBAaHHBIX Ha
HEHPOHHOHW CcHCTEMe, JUIl pelIeHHS MPAKTHYECKHX 3alad. YMeeT COOTHOCHTb
XapaKTepPUCTHKA OMOMETPHYECKHX CHCTEM C IPOHM3BOJICTBEHHBIMH 3aJadaMH; BIaJeeT
OCHOBHBIMH KOMITOHEHTaMH M NPHUHIMIIAMH B JIIOOBIX OHOMETPUYECKHUX TEXHOJIOTUSX M
MOMYJISIPHBIX CHCTEM

AnpanoBa A.B.- PhD,
cTapmmi
NpEnoiaBaTellb




O)KI/IZ[aCMLIC pe3yabTaThl: HpI/IMCHSIeT TIpUHIUIIBL TOCTPOCHUSL U BUJBI apXUTCKTYPhI
CUCTEM  HCKYCCTBEHHOI'O HUHTCJUICKTA. BSaHMOHCﬁCTByeT C IoApasaejICHUsIMU
opraHu3allui B paMKaxX Ipounecca ITPOCKTUPOBaHUS HpPIJ'IO)KCHPIP’I, CTPYKTYpPBbI 6asbl
JaHHBIX, IPOrpaMMHBIX I/IHTCp(l)CI\/'ICOB, 3HaeT OCHOBHBIE UHCTPYMEHTAJIbHBIC CPEACTBA
HCKYCCTBEHHOI'O MHTCJIJIEKTA, a TAK)KE METObI U CPE/ICTBA IPOBEPKU paGOTOCHOCO6HOCTI/I
CUCTEM UCKYCCTBCHHOI'O MHTCJIJICKTA.

Prerequisites: technologies for protecting computer information

Post-requirements: Neuropackages of security, Neurotechnologies in information
security, Profile disciplines

Aim of the discipline: The discipline provides a fundamental introduction to the field of
artificial intelligence, where computer systems are able to learn and make predictions
based on data.

Short content: In this discipline, students study the basic concepts, methods and
algorithms of machine learning, as well as their application to a variety of problems.
Competence: Knows the methods of neural systems used in biometric technologies. Able
to use biometric information protection technologies. Can use the implementation of
neural system-based algorithms to solve practical problems. Biometric systems can relate
their characteristics to production tasks; in any biometric technologies and master the basic
components and principles of popular systems.

Expected results: know: Applies the principles of construction and types of architecture
of artificial intelligence systems. Interacts with organizational units as part of the
application design process, database structure, and software interfaces. He knows the
basic tools of artificial intelligence, as well as methods and means of verifying the
operability of artificial intelligence systems.

Adranova A.- PhD,
Senior Lecturer
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IpepexBusurrepi: KommbroTepnik akmapaTThl KOpFay TEXHOJOTHSIApBI, AKMNapaTThl
KOpFay/IblH OaFaapiaMablK-arnapaTThliK Kypaigapsl

TlocTpexBu3UTTEPi:KOCION MOHACD

Ionnix Makcatsl: [1oH kuOepKayinci3aik canacklHAAFbI IPOLECTEPAl THIMII OacKapy KoHe
KOpFay IIapajapblH MOJCNbACY d/1iCTePiH 3epTTeilIi.

Kpickama masmynsr: by mon kubepkayinciziik mporectepin Oackapy MeH yitnectipy,
OJIapIblH THIMILUIINH Oaranay j>KOHE JKaKCcapTy VIIIH KOJNIAHBUIATBHIH TEOPHSUIBIK JKOHE
MPaKTUKAIBIK KYpaJiaapabl MeHrepyre OarbITTajFan

Kyssiperriniri: AKmapatTsl KOpFay Ky#HenepiH MoiesbAey/ IiH Heri3Ti 9icTepiH, 3aMaHayn
TEeXHHUKAaJBIK KYpaJjap/bl KOHE OJIapJbIH MOJAETBACY MOCENeNepiH IIeNIyre apHaIFaH
OarmapnamanblK KacakTaMachlH Oineqi. 3epTTeNeTiH TeXHWKAaNbIK Kypaljap MeH
MOJIEIbICY SAICTEPiHiH Ka3ipTi JaMy TeHICHIHUSIAPHI Typabl TYCIHIKKE He.

Kyrinerin  mormke: Toyekenmepii, aKTHBTEPIi, HHIUICHTTEPAl, TEXHHKAJBIK
OCaIIBIKTAPIbI, KaTepiep/i, KayinTepre TeXHUKAIBIK KapChl i1C-KUMBLIIAP/Ibl, OU3HECTIH
y3mikci3airin 6ackapy mpouectepin kamtuTeiH AK Gackapy mporecrepin Garamay skoHE
iCKe achIpy omicTeMelnepi MEH oicTepiH TaHmayasl Tangaiapl. AK Kamramacei3 ery
KYpanaapbiH, OCAIBIKTApAbl MOHUTOPUHITEY XKyienepin, AK MOHUTOpHUHTI Kylienepin
JKOHE aKIapaTThIH aFblll KETYiH O0JAbIpMay KyienepiH, xKyienepaid Kopray TeTiKTepiH
Oinemi. AKmapaTTBIK KayilCi3qiK ay U TOPBIHBIH KYMBICBIH jKOCIAPIIAfIbl. AYIUT XKYPrizy
oicTeMenepiHiH KOIAaHbUTYbIH OaFranaiiipl. AyauT 00bEKTICIHIH CepBEPIIK KOHE KEILTIK
JKaOIBIKTAPBIHBIH KipiKTipijreH aKIapaTThIK Kayincismik MeXaHU3MIEPiHiH
KOH(UTYpanuscbiHa OailIaHBICTHI KAyINCI3[MiK CHIAaTTaMaNapblH TeKcepemi. AyauT
obbekTiciniy imki AT-uHQPaKypbUIBIMBIHBIH KOPFAyblH Tajgay ojicrepiH, BK
TECTIEYl OTKI3y omicTepi MeH TopTiOiH, KAayilCi3MiK MEH OCAIABIKTAP/IBI TAIAAYIBIH
acIanThIK KypaJiapblH Oiteni.

Typem6aeB A.T. -
¢h-m.F.K., aFa
OKBITYILIBI




. IIpepexBusntbl: KommbroTepHble TEXHOJIOTMH 3amuThl MH(pOpManuu , IIporpammHuo-
anrmapartHble CPeCTBA 3aIUTHI HH(OpMaIH

. TlocTpexBU3UTHI: TPOGIIIBHBIE AU CIUTUIHEL

. Hens pucnunmeel: JlucuumnuHa "MOAeIMpOBaHHME M yIpaBIGHHE IIpoLieccaMy
kubepOe3onacHoCTH" - U3ydaronas MeTob! 3Q(GEKTHBHOTO YIIPaBJICHHs MIPOLECCAaMU U
MOJICIIMPOBAHUS 3aLIUTHBIX MEp B 00JacTH KHOEpOE30I1acHOCTH.

. Kpatkoe comeprkanue: OTa IMCUUIIINHA HAIpaBJieHAa HA OBJIAJCHUE TEOPETUUECKUMH U
HPaKTHYECKMMH HUHCTPYMEHTAMH, HCIIOJIb3YEMbIMU Ul YHPaBJICHUS U KOOPJUHALUH
HpoLeccoB KUOepOe30acHOCTH, OLIEHKH U HOBBILIIEHUS X 3()(EKTHBHOCTH.

. KOMI’IeTeHL{I/II/IZ 3Haer OCHOBHBIC MCTOIbI MOJCIIMPOBAHUS CHUCTEM 3aIMThI
UH(DOPMALMH, COBPEMEHHBIC TEXHHUECKHE CPEACTBA M X NPOrpaMMHOE OOecreueHue
JUISL pelleHust 3ajad  MoJeNMpoBaHHsA. lIMeer mpencraBieHHE O COBPEMEHHBIX
TECHACHIUAX PA3BUTU U3YUACMbIX TEXHUYCCKUX CPEACTB U METOAOB MOACIUPOBAHUS.
OsxuaeMble pe3yibTaTbl: AHAIM3UPYET BBIOOP METOAMK W METOJOB OLICHKH H
peaym3anuu  nponeccoB ympasinenus Kb, oxBaTeiBaromme NpoLECCH yINpPaBICHUsS
puCKaMH, aKTHBaMH, HWHIUACHTAMH, TEXHUYCCKUMHU YA3ZBUMOCTSAMH, YIrpoO3aMu,
TEeXHUYECKUMH MPOTUBOACHCTBUAMU yrpo3aM, HENpepbIBHOCTbIO OusHeca. 3HaeT
cpencraa obecnedenus: Ub, cucteM MOHUTOpPHHra yS3BUMOCTEH, CHCTEM MOHMTOPUHIA
Wb u cucteM npenoTBpaIieHus yreuek HHHOPMALUH, 3alUTHBIX MEXaHU3MOB CHCTEM.
IInanupyer pabotsl ayautopa Mb. OueHnBaeT npuMEHUMOCTh METOIUK MPOBEACHHS
ayauta. [IpoBepsieT XapaKTEpPUCTHKH OE30MacCHOCTH, CBsI3aHHBIE ¢ KOH(UTypauuei
BCTPOEHHBIX MeXaHU3MOB b cepBepHOro u ceTeBoro 000pynoBaHus 00BEKTA ayquTa.
3HaeT MeToAbl aHajm3a 3auMiieHHocTH BHyTpeHHeil WUT-undpactpykrypsl oObekTa
ayaWTa, METOABl M MOPANOK mposereHHs Tectuposanust 110, MHCTpyMeHTalbHbIC
CpelCTBa aHAIN3a 3aLUIIEHHOCTH U YS3BUMOCTEH.

Typembaes A.T. -
K.(-M.H., cTapmuii
TIPEroz.

Prerequisites: Computer Information Protection Technologies, Software and hardware
information protection tools

. Postrekvizites: Profile disciplines

. Aim of the discipline: The discipline "Modeling and management of cybersecurity
processes” is studying methods of effective process management and modeling of
protective measures in the field of cybersecurity.

Shortcontent: This discipline aims to master the theoretical and practical tools used to
manage and coordinate cybersecurity processes, evaluate and improve their effectiveness.
Competences: He knows the basic methods of modeling information security systems,
modern technical means and their software for solving modeling problems. Has an idea
of the current trends in the development of the studied technical means and modeling
methods.

Expectedresults: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring
information security, vulnerability monitoring systems, information security monitoring
systems and information leak prevention systems, protective mechanisms of systems.
Plans the work of the information security auditor. Assesses the applicability of audit
methods. Checks the security characteristics associated with the configuration of the
built-in information security mechanisms of the server and network equipment of the
audit object. Knows the methods of analyzing the security of the internal IT infrastructure
of the audit object, methods and procedure for testing software, security and vulnerability
analysis tools.

Tureshbaev A. -
Candidate of Physico-
mathematical Sciences,
Senior Lecturer
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IpepexBusurrep: KommbroTepiik akmapartsl KOpFay TEXHOIOIMsUIAphl, AKNApaTThl
KOpFay/bIH OarapiaMalblK-alapaTThK Kypanfapbl

IoctpexBU3NTTEP: MEMJIEKETTIK KeIleH 1 eMTHXaHaap, JUIIoMIbIK K00aHbI XkKa3y XKOHEe
KOpray

ITonniy Makcatsl: IToH xylenepiH Kayilci3airiH KaMTaMachl3 €Ty YIIiH OCaJIbIKTapbl
TabyFa, OJapIblH ocepiH Oaranayra >KOHE THICTI KayilCi3[iK LIapanapblH KaObligayra
OarbITTaNIFaH.

Keickama mazmyHsl: [ToHai urepye aknapaTThIK sKyHeaepaiH Kayinci3AiriH Kopray yIIiH
KOJJAHBUIATBIH OPTYpJI TEXHHKAJap MEH Kypaljap KapacThIpbUIajbl, COHJaH-aK
OCaJIIBIKTApAbIH CHUIIATTAMasapbl, ONApJbIH MaianaHy omicTepi KoHE oyapibl KOO
JKOJIIAaphI 3epTTENe .

Kyssiperriniri: AKnapatThl KOpray )XyHenepiH MoiebAey 1iH Heri3Ti o1icTepiH, 3aMaHayH
TeXHUKAJIBIK Kypajap/bl KOHE OJIAp/bIH MOJENbJACY MOCEENepiH LICIyre apHaJFaH
OargapiaManblK KacaKTaMacblH Oineni. 3epTTeNeTiH TEeXHHKaNbIK Kypaiagap MeH
MOJIeJIbJICY QICTePiHiH Ka3ipri JaMy TeHICHUHUSIIAPBI Typallbl TYCIHIKKE ne.

Kyrinerin Hotmxkenep:  Toyekemmepni, akTHBTEpZi, WHLUUACHTTEPAl, TEXHHKAJBIK
ocalABIKTapbl, KaTepiep/i, KayinTepre TeXHUKAIbIK Kapchl iC-KUMBLIIapAbl, OU3HECTIH
y3aikcizairin Oackapy npouectepin kamTuThiH AK Oackapy npouecrepin Oaranay xoHe
iCKe achIpy ojicTeMelniepi MEH oficTepiH TaHAayasl Tangaiapl. AK kamramaces eTy
KYpaJIapblH, OcalgbIKTapAbl MOHUTOPHHITEY XKyHenepin, AK MOHUTOpUHT1 *KyHenepin
JKOHE aKIapaTThIH arblll KEeTyiH OonablpMay sKyienepiH, xyHenepain Kopray TeTiKTepiH
Gineni.

Anpanosa A.b. - PhD,
ara OKBITYIIIb

IpepexBusutel: KommproTepHble TeXHOMOTMM 3amuThl HH(OpMarwu, [Iporpammuo-
anmnapartHble CpeCTBa 3aIHUThl HHGOPMALUK

IlocTpexBU3HUTHI: TOCYyIapCTBEHHBbIE KOMILIEKCHBIE 2K3aMeHbl, Hamumcanue nm  3ammra
JUIMIOMHOTO TTPOEKTa

Lens mucuumuinnel: JAucuuminHa HanpaBieHa Ha OOHApY)KeHHE YSI3BUMOCTEH, OLIEHKY MX
BO3ICHCTBUS W TNPUHATHE COOTBETCTBYIOIIMX Mep Oe3omacHocTH aisi oOecnedeHHs
0€301acHOCTH CHUCTEM.

Kpatkoe conmepxanue: Ilpm ocBoeHHMM IUCHUIUIMHBI PAacCMAaTpPHUBAIOTCSA pa3lIHYHBIC
METOZIBl M CPEICTBA, MCIOIb3YyeMble JUISl 3aIIUThl 0€30MacHOCTH HMH(OPMAIMOHHBIX
CHCTEM, a TaKXKe U3y4alOTCs XapaKTEePHCTUKH YSI3BUMOCTEH, CIIOCOOBI X MCIOJIb30BAHUS
U TyTH UX yCTpaHEHHS

KommeTrenTHOCTE: 3HAeT OCHOBHBIE METOABI MOAENMPOBAHUS CHCTEM  3aIUTHI
nH(OpManuK, COBpEMEHHbIE TEXHUYECKUE CPEACTBA U UX MPOrpaMMHOE OOecredeHne s
penreHust 3agad MOJCIHPOBaHMA. VIMeeT mpencTaBiIeHHe O COBPEMEHHBIX TEHACHIUAX
Pa3BUTHUS N3y4aeMbIX TEXHUUECKHX CPEACTB M METOIOB MOACIUPOBAHHUS.

OskumaeMble pe3yibTaThl: AHAIM3UPYET BBHIOOP METOAMK M METOJOB OICHKH H
peanmm3anuu TporeccoB ymnpasneHus b, oxBaTeIBaromme IPOIECCHl  yNPaBICHHS
pHCKaMM, AaKTWBaMHM, HHIUJICHTAMH, TEXHHYECKHMH YSI3BHUMOCTSAMH, YTPO3aMH,
TeXHHYECKUMH TPOTUBOACUCTBUSAMH YIpO3aM, HENPEPhIBHOCTBIO OW3Heca. 3HaeT
cpexnctBa obecneuenus b, cucrem MOHUTOpUHTA ysI3BUMOCTEH, cucteM MoHuTOpUHTa Vb
¥ CHCTEM IIPEAOTBPANICHHS yTeueK HH(OPMAINH, 3aIIUTHBIX MEXaHU3MOB CHCTEM.

Anpanosa A.B.- PhD,
cTapmui
NpenojaBarelib




. Prerequisites: Computer Information Protection Technologies, Information Protection

Software and hardware

. Postrekvizites: state comprehensive exams , Writing and defending a diploma project
. Aim of the discipline: The discipline focuses on finding vulnerabilities, assessing their

impact, and taking appropriate security measures to ensure the security of systems.

. Short content: In mastering the discipline, various techniques and tools used to protect the

security of information systems are considered, as well as the characteristics of
vulnerabilities, methods of their use and ways to eliminate them are studied.

. Competence: He knows the basic methods of modeling information security systems,

modern technical means and their software for solving modeling problems. Has an idea of
the current trends in the development of the studied technical means and modeling
methods.

. Expected results: Analyzes the choice of methods and techniques for assessing and

implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Adranova A.- PhD,
Senior Lecturer
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. IlpepexBusurrep: KommbroTepiik akmaparrsl KOpFay TEXHOJIOTHSAIAPbI, AKIapaTThl

KOpFay/bIH OarapiaMalibIK-annapaTTbiK Kypaiaapbl

. INocrpexBu3nTTEP: MEMJICKETTIK KEIIEH 1 eMTUXaHaap, JJUIuIoMIbIK kK00 bl JKa3y XKoHe

KOpFay

. Ilonniy makcatsr: [ToH aKmapatThIK KyHenepaiH Kayilci3miriH KaMTaMmachl3 eTyre yKoHe

3UAHIbI OarmapiamanapiaH Koprayra OarbITTaJIFaH omicTepli, Kypanaapibl KoHe
CTpaTerusuapAbl KeeH i 3epTrey 0obI TadblTaab.

. Keickama mazmynsl: by non GapbichiHIa CTyIeHTTep aOybUIAAPIAbIH AJABIH aTybIH

MPOEKTHBTI OICTEPiH Je, KAyilCi3mik HMHIMIACHTTEPIH aHbIKTAy MEH Xayan OepymiH
PEaKTHBTI LIapanapbiH 1a yiipeHei.

. Kyseiperriniri: AKnapatTsl KOpray xKyHenepin MoJesibey/ 1iH HeTi3Ti o/1icTepiH, 3aMaHayu

TEXHUKAJIBIK KypaJap/bl KOHE OJIap/blH MOJENbAEY MICeJeNepiH LIEMyre apHaFaH
OarmapiamanblK KacakTaMachlH Oineqi. 3epTTeNeTiH TeXHWKAaNbIK Kypaijap MeH
MOJIeINbICY 9ICTEPiHiH Ka3ipTi JaMy TeHACHIMSIAPHI Typajbl TYCIHIKKE He.

. Kyrinerin wotmxenep:  Toyekemmepni, akTHBTepAi, HHIHICHTTEPMAi, TEXHUKAJBIK

OCaNABIKTAP/bI, KaTepiep/i, KayinTepre TeXHUKAIBIK KapChl iC-KUMBLIIAP/Abl, OU3HECTIH
y3aikci3airin 6ackapy mpouectepin kamtuThiH AK Gackapy mporectepin Oaranay xoHe
iCKe achIpy omicTeMelnepi MEH oicTepiH TaHmayasl Tangainapl. AK Kamramacei3 ery
KypaJIapbiH, OCAIIBIKTapIbl MOHUTOPUHITEY XKyiienepin, AK MOHHTOpHHTI XKyiienepin
JKOHE aKIMapaTThIH aFblll KETYiH OONAbIpMay KyienepiH, xKyienepaid KOpray TETIKTepiH
Gineni.

AmumoBa M.E. —
TEXHHKA
FBUTBIM/IAPBIHBIH

MAarucTpi, ara OKbITYILBI




IpepexBusutsl: KoMmbloTepHble TEXHOJOTHMM 3alIUThl HH(GOPMALUM, IPOrPAMMHO-
anmnaparHble CpeJCTBa 3alUThl HH(OPMALUK

TlocTpekBU3HTBI: TOCYIapCTBEHHBIC KOMILIEKCHBIE dK3aMeHbl, Hamucanue u  3ammuTa
JUTIIIOMHOTO TIPOEKTa

Lens mucruruiael: JAMCHUIIMHA TIPEACTABIISAET COOO0H KOMIIJIEKCHOE U3y4EeHHEe METOIOB,
UHCTPYMEHTOB M  CTpaTeruii, HampaBleHHBIX Ha o0ecrnedeHue Oe30macHOCTH
UH(OPMALMOHHBIX CHCTEM U 3aILUTY OT BPEIAOHOCHBIX IPOrPaMM..

Kpatkoe conepxanue: B xone 3Tol TMCHUIIMHBI CTYJEHTBI U3y4aloT KaK MPOAaKTHBHBIC
METOJbl MPENOTBPAILEHUS] AaTaK, TaK M pPEAKTHBHbIE Mepbl MO OOHAPYXEHUIO U
pearupoBaHHIO HA MHIUICHTbI 0€30I1aCHOCTH MCIIONIb30BAHMS U IIyTH UX YCTPAHEHUS
KommneTreHTHOCTh: 3HAET OCHOBHBIE METOABI MOJEIUPOBAHUS CHUCTEM  3aIUTHI
UH(OPMALMHU, COBPEMEHHbIE TEXHUUECKHE CPEJICTBA U UX IIPOrpaMMHOE 00eCIeueHue Uis
pelleHus 3a7ay MOJCIMpOBaHMsA. VIMeeT mpencraBieHHEe O COBPEMEHHBIX TEHJCHIMIX
Pa3sBUTHUS N3y4aEeMbIX TEXHUUECKHX CPEACTB M METOJI0B MOJIEIUPOBAHHUS.

OxxupaeMble pPe3yJbTaThl: AHAIM3UPYeT BBIOOP METOAMK M METOAOB OLEHKH H
peanusanuu TporeccoB ynpasineHuss Wb, oxBaTeIBaromme TPONECCHl  yNpaBICHHUS
pHCKaMM, AaKTUBaMM, HHIUJIEHTAMH, TEXHUYECKUMH YA3BUMOCTSIMH, YyIpO3aMHu,
TEXHUYECKUMH TPOTHBOJCHCTBUSAMH yrpo3aM, HENpPEpbIBHOCTbIO Ou3Heca. 3HaeT
cpencraa obecrneuenns b, cucreM MOHUTOpHHTA YA3BUMOCTEH, cucreM MoHuTOpuHra b
Y CHCTEM NPEOTBPAILCHUS yTeueK HH(OPMAIMH, 3AIUTHBIX MEXaHU3MOB CHCTEM.

|AtrnmoBa M. E.-
MarucTp TEXHU4ECKHUX
HaYK, CTapIIHi
MpernojaBaTeNb

N

Prerequisites: Computer Information Protection Technologies, Information Protection
Software and hardware

Postrekvizites: state comprehensive exams , Writing and defending a diploma project
Aim of the discipline: The discipline is a comprehensive study of methods, tools and
strategies aimed at ensuring the security of information systems and protection against
malware.

Short content: Introduction: In this discipline, students learn both proactive methods to
prevent attacks and reactive measures to detect and respond to security incidents.
Competence: He knows the basic methods of modeling information security systems,
modern technical means and their software for solving modeling problems. Has an idea of
the current trends in the development of the studied technical means and modeling methods
Expected results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Ashimova M. E.-Master
of technical sciences,
senior lecturer
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IpepexBusurrep: Python rininge 6arnapiaamanay, Web 6arnapnamanay
IoctpexBU3NTTEP: MEMJIEKETTIK KEIIeH 1 eMTHXaHaap, JUIIOMIBIK )K00aHbI JKa3y JKoHe
Kopray

ITonniy makcatsl: Kypc Android sxone iOS cusKTBI opTypai mamy matdopmanapsl,
coHali-aKk MOOWJIbII KOCBIMINANapAbl >Kacay YIIIH KOJJIaHBUIATBIH Oarjapiamainay
tinzaepi typanst 6iniM Gepeni. OubIH MazMmyHbIHAa Android ymin Java/Kotlin sxone i0S
yuriH Swift KaMTbUIaIBI.

Keickama ma3myHbl: KypcTbIH Herisri TakbpIpblTapblHa NaipanaHyiisl uHTepdercin
xo0aliay, OKUFajapbl OHJeY, 1ePEKKOPIApMEH XKYMBIC iCTey JKOHE CBIPTKBI KbI3METTEp
meH APl unrtepdeiicrepi kipeni. Conpaii-ak MoOwibII MIaTdopmanapra apHajraH
KOCBIMIIIAJIAPbIH KAYINCI3Airi MEH OHTaHJIaHABIPY NMPHHLUMITEP TYpasbl OKBITHIIAMBI.
Kypc coHbIHIa KOPBITHIHIIBI 500 asichIH/1a TOJIBIKKAHAbI MOOHJIb/II KOCBIMIIIA d3ipJIet, 63
Oimimaepin Toxipubene KonaaHa aiamipl.

Kyssiperriniri: Kayinciz MoOuibai KockIMIanap HHTepQeicin jxobanay, a3ipiey, KeHaey
HNPUHIMOTEPIH; MOOMIBAI KOCBIMIIAHBIH OMIpJIK LUKIIHIH 3aHIbUIBIKTapbIH Oineni.
Taitnananymsr nHTepdeiicTepin xobanaynsl xoHe OaFmapiamanayfbl, )KYMBIC Carlachl
MEH MOOMIIB/1 KOCBIMILIANAPbIH Kayinci3airin Oaraay/pl Oineai

Kyrinerin noTmxkernep: Opbip Oargapramanslk MOAyJdb YIIH — Oarmapiamanay
KYPBUIBIMBIH, MpOLEAypanapblH, Oaraapiamanay Tidl KiTalnXaHachlH —aHBIKTAMIbI.
barmapnaManblK — jkacakTaMaHbl  O3ipyey[iH  aBTOMATTAHABIPBUIFAH  KypaJiapbiH
KoJlaHaabl. barmapiamanblk KO TiTIHEH albIpMallbUIBIFBI Oacka Oarmapriamarnay
TiNAEpiHAe KacanFaH KOMIOHeHTTep i OipikTipeai. KoxrTsl a3y mporiecinie napaiiens,
(yHKIMOHAJIBI, JIOTHKAJBIK, 00bEKTIre OarpITTalFaH OaFmapiamManay oIiCTepiH, COH/all -
aK MamiMeTTep 0a3achiH 93ipjey MeH BeO-KochIMIaiapasl, MoOuib/ai KOChIMIIIAnap bl
o3ipJIey oiCTepiH KOJIaHa bl KOHE OJIapAbIH KAYIICi3/airi Moceaenepid memei.

Jayr6aesa A.O.-
T.F.K., JIOIIEHT.

IpepexBusutsr: [IporpammupoBanue Ha si3sike Python, Web nporpammuposanme
IocTpekBU3NTHI: rOCyJapcTBEHHbIE KOMIUIEKCHBIE dK3aMeHbl, Hamucanue u  3ammrta
JMIUIOMHOTO IIPOEKTa

Uenp gucuumussl: B xoe Kypca y3HAIOT 0 pa3InvHbIX miathopMax pa3paboTKu, TAKUX
kak Android u 108, a Takke 0 S3bIKax IPOTPAMMHUPOBAHHSI, UCIIOIB3yEMBIX /IS CO3IaHMUS
MoOubHBIX nipuitokenuit. Cpean Hux Java/Kotlin s Android u Swift mst i0S.
Kpatkoe conepxanue: OCHOBHBIE TeMbl Kypca BKIIOYAIOT B ceDsi IPOSKTHPOBAHHE
MOJIb30BATENBCKOr0 HHTEp(deiica, 00paboTKy coObITHI, paboTy ¢ 0a3aMu JaHHBIX H
B3amMoJeiicTBue ¢ BHemHUMHU cepBucamMu u APIL. Bpl Takke y3HaeTe o mpUHOHIIAX
0€301MacHOCTH ¥ ONTHUMH3ALIMHU IPUIIOKEHUIT 1711 MOOMIBHBIX I1aThopM. B KoHIIe Kypca
CMOT'YT NPUMEHUTH CBOU 3HAHUS HA NMPAKTUKe, Pa3paboTaB NOJHOLEHHOE MOOMIBHOE
MIPUIIOKEHUE B PAMKaX UTOTOBOTO IPOEKTA.

KoMmnereHTHOCTh: 3HAeT NMPUHIMIIBI NPOSK-THPOBAHHSA, Pa3pabOTKH, OTIAIKH HHTEp-
(eiica Ge3omacHBIX MOOWIBHBIX MpUIIOKeHHil; 3akoHomepHocTH JKI[ MoOuIB-HOTO
MPUWIOKEHUs. YMeeT pa3pabaTbiBaTh M NPOrPAMMHPOBATh  IOJIB30BA-TEIILCKUE
uHTEp(EHChI, OLICHUBATH KAYECTBO pabOTHI M O€30MaCHOCTh MOOMIIBHBIX TIPHIIOKECHHIA
Oxxupaemble pe3ynbraThl: OIpeneNsieT CTPYKTYpy NpOrpaMMHpPOBAHHS, MPOLELYPHI,
OMONMMOTEKN s3bIKAa TMPOTPAaMMHUPOBaHUs i1 Kaxporo wmoxymns I10. Hcenomne3yer
aBTOMATH3UPOBaHHYIO CPEICTB pa3pabOTKu MporpaMMHOro obdecredeHus. MHTerpupyer
KOMITOHEHTBI, CO3JaHHBbIC Ha JPYTUX S3bIKaX MPOrPAMMHPOBAHUS B OTIHYHE OT SI3bIKA
kona I1O. IlpumeHser B mpolecce HAmMCaHUs KOJa METOABl IapajuleibHOro,
(YHKIHOHAIBHOTO, JIOTHYECKOr0, 00bEKTHO-OPUEHTHPOBAHHOT'O NPOrPaMMHPOBAHHS, a
TakKe pa3paboTku 0a3 JMaHHBIX H pa3paboTku BeO MPHIOKEHHH, MOOMIBHBIX
MPUJIOKSHHUH U pelaeT BOIPOCHl UX 0€30MacCHOCTH.

Jlayr6aeBa A.O.-
K.T.H., JOLEHT




N

Prerequisites: Programming in Python, Web programming

Post-requirements: state comprehensive exams , Writing and defending a diploma project
The purpose of the discipline: During the course, will learn about various development
platforms such as Android and iOS, as well as programming languages used to create
mobile applications. Among them are Java/Kotlin for Android and Swift for iOS.
Summary: The main topics of the course include user interface design, event handling,
working with databases and interacting with external services and APIs. You will also
learn about the principles of security and optimization of applications for mobile
platforms. At the end of the course, they will be able to put their knowledge into practice
by developing a full-fledged mobile application as part of the final project.

Competence: Knows the principles of design, development, repair of the interface of
secure mobile applications; the laws of the life cycle of a mobile application. Knows how
to design and program user interfaces, evaluate the quality of work and the safety of
mobile applications.

Expected results: Defines the programming structure, procedures, and libraries of the
programming language for each software module. Uses automated software development
tools. Integrates components created in other programming languages, as opposed to the
software code language. Applies parallel, functional, logical, object-oriented
programming methods, as well as database development and web application
development, mobile applications, and resolves their security issues in the process of
writing code.

Dautbaeva A.O.-
Candidate of
Technical Sciences,
docent
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IIpepexBusutrep: Kocbimmanap kayinci3airi

TlocTpekBU3UTTEP: MEMIICKETTIK KEIICH I eMTHXaHaap, JUImIoMIbIK K0o0aHbI jKa3y *KoHe
KOpFay

Ilonnix Makcatel: CTyZeHTTEp KEHEHTUIreH jXKoHEe BHpTyanabl HIBIHIBIK CalachlHAA
Kayilci3IiKTi KAMTaMachI3 €Ty JICTepiH yipeHei.

Kpickama ma3myHbl: OWBIH HHIYCTPHSCH, OiTiM Oepy, MeIUIMHA XOHE OM3HECTI Koca
anFaHza, opTypii cananapaa AR jxoHe VR TexHONOTrMsIapbiH KbUIAAM JaMBITY JKOHE
KeHIHEeH KOJJaHy KOHTEKCTiHAe Oy KojmaHOamapAblH KayilCi3[giriH KaMTamachl3 eTy
MaHbI3/1bI 00JIBIN TaOBIIAABI

Kyssiperriniri: Bupryanipl xoHe KEHEHTIATeH MIBIHABIKTHIH HEri3ri MPUHIHANTEPiH
6ineni. AR/VR xoceimmanapein o3ipieit  amagsl. AR/VR  KochIMImamapbIiHIars!
JIepeKTep/Ii KOpFay *oHe KYMISUIBUIBIK Herizaepin 0ineni. AR/VR koceiMianapsi icke
KOCY YIIiH 9pTypii matdopmaiap MEH KYpbUIFBUIADMEH XKYMBIC JKacay daFablIapblHa
He.

Kyrinerin wotmkenep: Toyekenmepai, aKTHBTEPIi, HWHIHACHTTEPMAl, TEXHHKAIBIK
OCaIABIKTAP/IbI, KATepIIep i, KayinTepre TeXHUKABIK KapChl 1C-KUMBLIIAP/Ibl, OU3HECTIH
y3aikci3airia 6ackapy npouectepin kamtuteiH AK 6ackapy mporectepin Oaraay jxKoHE
iCKe achIpy ojicTeMenepi MEH oicTepiH TaHAayasl Tammaiasl. AK KaMTamaceis ety
KYpanaapbiH, OCAIIBIKTapIbl MOHUTOPUHITEY Kyienepin, AK MOHUTOPHHTI Kyhenepin
JKOHE aKIapaTThIH aFbIl KeTyiH OOIbIpMay JKYHelnepiH, KyHenepaiH Kopray TeTiKTepiH
oineni.

CyneiimenoBa C.T.-
PhD, ara oKbITyLIBI




IIpepexBusuTel: bezonacHOCTb NPUIIOKEHUH

IMocTpexBU3UTEI: rocyJapcTBEHHbIE KOMIUIEKCHBIE 9K3aMeHbl, Hamucanue u  3ammura
JUILIOMHOTO IPOEKTa

Hens mquctummnbl: CTyIEHTHI U3y4aloT METObI obecreueHus 0e3onacHocTu B cdepe
JIOTOJIHEHHOH ¥ BUPTYaJIbHOH PeasbHOCTH.

Kpatkoe comepxanue: B KoHTekcTe OBICTPOro pa3BUTHA M IIMPOKOTO HPHMEHEHUs
TexHonornii AR m VR B pasmnuHbIX OTpacniax, BKIIOYas HMIPOBYIO HHIYCTPHIO,
oOpa3oBaHMe, MEAMIMHY M Ou3Hec, oOecriedeHHe OC30IIaCHOCTU ITHUX INPHIIOKCHUI
CTaHOBUTCS] KPUTUUECKU BAXKHBIM.

KommneTreHTHOCTh: 3HaeT OCHOBHbIC NPHUHLUNBI BHUPTYalbHOM U JIONOJHEHHOMN
peansHOCTH. YMeeT paspabareiBaTh npuioxkeHus AR/VR. 3HaeT OCHOBBHI 3amiuThl
JAHHBIX U KOH(UIEHINAILHOCTH B npunoxenusx AR/VR.O6nagaer HaBbIkaMu paboOTh
C pa3IUYHBIMU IIATGOPMAMH U YCTPOHCTBAMH s 3aITycka nmpuiioxxenuit AR/VR.
OsxugaeMble pe3yNbTaThl: AHAJIM3UPYET BHIOOD METOAMK M METOMOB OLCHKH U
peanm3anuu npoueccoB ymnpasieHus b, oxBaTbIBaiolMe IMPOLECCH YNPABICHHS
puckamu, AKTUBaMH, UWHIOUIACHTAMH, TEXHUYECKUMHU YA3ZBUMOCTIMH, YIrpO3aMw,
TEXHUYECKUMH TPOTUBOACHCTBUSIMH YIrpo3aM, HENpPephIBHOCTbIO Ou3Heca. 3Haer
cpencraa odecriedenus Wb, cucteM MOHUTOPUHTA YSI3BUMOCTEH, CUCTEM
monutopuHra Wb wu cuctem mnpenorBpamieHuss yTedek HH(OpPMAIMHU, 3aIIUTHBIX
MEXaHHU3MOB CHCTEM.

Cyneiimenosa C.T.-
PhD, crapmmit
HpernojaBarTeb

S

Prerequisites: Application security
Post-requirements: state comprehensive exams , Writing and defending a diploma project

. The purpose of the discipline: Students study security methods in the field of augmented

and virtual reality.

Summary: With the rapid development and widespread use of AR and VR technologies
in various industries, including gaming, education, medicine and business, ensuring the
security of these applications has become critical.

Competence: Knows the basic principles of virtual and augmented reality. Can develop
AR/VR applications. Knows the basics of data protection and privacy in AR/VR
applications.Has the skills to work with various platforms and devices to launch AR/VR
applications.

6. Expected results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Suleimenova S. -PhD,
Senior Lecturer
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IpepexBusurTep: AKIApaTTHIK XKYyiienep Kayinci3AiriHiy ayAuTi MEH MEHEIKMEHTI
IoctpexBU3NTTEP: MEMJIEKETTIK KEIIeH 1 eMTHXaHaap, JUIIOMIBIK )K00aHbI JKa3y JKoHe
Kopray

ITonniy makcatsl: IIoH crynentrepre Onokuein xoHe Web3 Herizinmeri xkyienep MeH
KOCBIMILIAJIAP/Ibl KOPFAy YIIIH KaXKEeTTi TEOPUSUIBIK O11iM MEH NPaKTHKAJIbIK JaFbLIap bl
yitpereni.

Keickama masmynsl [ToHge xpunTorpadusuiblk MeXaHH3MIEP, cMapT-KeliciMmaprrap,
Oackapy >kyienepi skoHe kaimbl Web3 skoxyieciHiH Kayinci3miri Typaisl TYCIHIK
Oepineni.

Kysblperriniri:  AKmapatTblH — Tapansll  KeTyiHiH cebenTepi MeH cajiapiapblH,
TEXHUKAJBIK apHAJapblH AaHBIKTAY JKOHE Ka)KeTTI KOPFAaHBIC MLIApaJlapblH KYPTi3y,
aKnapaTThlK KHOEpKayilci3[iK JKoHE aKmapaTThl KOPFay CallaChbIHIAFbl KOJAAaHBICTAFbI
3aHHaMa TalanTapblHA Colikec KOpFay KypalJapblH TaHAay narabliapbl. Kayincizmik
TOyeKeNIepiH alKbpIH/Iay )KOHE OJapIbl 0acKapy TOCUIIEpiH MEHrepy.

Kyrinetrin  notmxe: Toyekenmepdi, axkTHUBTEpAl, HMHIMAEHTTEPI, TEXHUKAJBIK
ocalABIKTapbl, KaTepiep/i, KayilTepre TeXHUKAaJIbIK Kapchl iC-KUMbLIAapAbl, OU3HECTIH
y3aikcizairin Oackapy npouectepin kamTuThiH AK Oackapy npouecrepin Oaranay koHe
iCKe achIpy omicTeMerniepi MEH oficTepiH TaHAayabl Tanganabl. AK kamramachi3 ery
KYpaJJIapblH, OcalJbIKTapaAbl MOHUTOPHHITEY *KyHenepiH, AK MoHUTOpHHTI Kyiienepin
JKOHE aKIapaTThIH arblll KETyiH OoiablpMay sKyienepiH, xyHenepuin Kopray TeTiKTepiH
Gineni.

Jayr6aeBa A.O.
T.F.K., JOL[CHT, ara
OKBITYIIIBI

=

IIpepexBu3uThl: AyIuT U MEHEIKMEHT 0€30MacHOCTH HH(GOPMAIIMOHHBIX CHCTEM
ITocTpekBU3NTBI: TOCYAAPCTBEHHbIE KOMIUJIGKCHBIE JK3aMeHbl, Hamucanwe M 3amura
JMIUIOMHOTO IIPOEKTa

Lens mucrmmumnel:  JuciouiuimHa oOydaroT CTYAEHTOB TEOPETHYECKHM 3HAHMSAM H
NPaKTHYECKMM HaBBIKaM, HEOOXOAMMBIM ISl 3aIlUTBI CUCTEM M MPUIIOKEHUH Ha OCHOBE
6mokueitna u Web3.

Kpatkoe conepxanue: JlMCUMIUIMHA JaeT NpeICTaBICHHE O KPUOTOrpadUuecKuX
MeXaHH3MaxX, CMapT-KOHTPAKTaX, CHCTEMax yNpaBJCHHS M OE30MacCHOCTH SKOCHCTEMBI
Web3 B menom.

KomnerentHocTs: HaBbIkN ompeesieHus IPUYMH ¥ HOCIESACTBUI yTeukH MH(POpMAIHH,
TEXHUYECKHX KaHAJIOB M NPOBEACHUS HEOOXOIMMBIX 3aIlMTHBIX MEPOIPUITHH, BbIOOpa
CPEICTB 3alIUTHl B COOTBETCTBUY C TPEOOBAHUSIMH JICHCT-BYIOIIETO 3aKOHOATENILCTBA B
obnactu nadopmMannoHHo Kiubepoezonacuoctu u 3M. Bragers criocobaMu onpeeaeHust
PHCKOB 6€30MIaCHOCTH U yIIPABJICHHS UMUG

OykumaeMsblil pe3ysbTaT: AHAIU3UPYET BEIOOP METOIMK M METOJIOB OLIEHKH M Pean3aluu
nporeccoB ynpasieHus b, oXBaThIBaronye MpoIecchl yIpaBieHns] PUCKaMU, aKTHBAMH,
HMHIUJICHTAMH, TEXHUYECKUMU YSI3BUMOCTSIMH, yrposamu, TEXHHYECKHUMH
MPOTHBOACHCTBHUAMHU yrpo3aM, HEIPEPhIBHOCTBIO OM3Heca. 3HAET CPECTBA 00eCIeUeHUs
Wb, cucreM MOHUTOpPUHTA YSI3BHMOCTEH, cucreM Mmouutopuara Wb wu cucrem
MPEIOTBPALICHHUS] yTeUeK HH(OPMAIMH, 3aIUTHBIX MEXaHU3MOB CHCTEM.

Jlayr6aesa A.O.
K.T.H., JIOLICHT,
cTapmui
npernoaaBartelib
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Prerequisites: Information systems security audit and management

Post-requirements: state comprehensive exams , Writing and defending a diploma project
The purpose of the discipline: The discipline teaches students the theoretical knowledge
and practical skills necessary to protect systems and applications based on blockchain and
Web3.

Summary: The discipline provides an understanding of cryptographic mechanisms, smart
contracts, management systems and the security of the Web3 ecosystem in general.

. Competence: Skills in identifying the causes and consequences of information leakage,

technical channels and carrying out the necessary protective measures, choosing means of
protection in accordance with the requirements of current legislation in the field of
information cybersecurity and Information Protection. Knowledge of methods for
identifying and managing security risks

Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Dautbayeva A.-
candidate of technical

Sciences, senior lecturer
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(Kypc Coursera)

Emtnxa
H
DK3ame
H
Exam

Tect
Tect
test

N

IpepexBusutTep: AKIApaTTBIK XKYienep Kayinci3AiriHig ayAuTi MeH MEHEIKMEHTI
IMocTpexBU3NTTEP: MEMIIEKETTIK KEIIeH 1 eMTHXaHAap, JUIIoMabIK )KoO0aHbI JKa3y KoHe
KOpFay

Tonnin makcatsl: Kypc KOMIbrOTEpIIiK JKYHEHIH Kayinci3airiH Oy3ybl MyMKiH 3USHIBI
OpeKeTTep/li aHBIKTAY YIIIH aKNapaTThIK XKyHene malybliaapabl aHBIKTAY JKOHE allJIbIH
aiy KyHenepiH maiganany Typaibl OLTiM adyFa MyMKIHAIK Oeperi.

Kpickama mazmyssr: Kypc KoMImbroTepiik xKyiiere Hemece sKelire pyKkcaTchi3 Kipy Hemece
ofapapl PYKCaTchi3 Oackapy, ocal KbI3METTepre Kapcbl JKemimik —mabysiimap,
apTHIKUIBIIBIKTAPBl  apTThIpyFa OarbITTaiFaH Ialbybuinap, MaHbI3Abl  Qaiinnapra
PYKCaTChI3 KOJI XKETKi3y, COHJIali-aK 3UsSH/IbI OaFapiaMalblK KAMTaMackl3 €Ty opeKeTTepi
(hakTinepiH aHBIKTAY JaFbUIAPBIH allyFa MyMKIHIIK Oeperi.

Kyssiperrimiri: AKnapaTTelH Tapaiblll  KeTyiHIH cebemTepi MeH caijiapiapblH,
TEXHUKAJBIK apHAJNAPbIH aHBIKTAY JKOHE KaKeTTI KOPFaHBIC IapajapblH IKYpTi3y,
aKnapaTThIK KHOEpKayilCi3mik KoHEe aKmapaTThl KOpPFay CalachlHAaFbl KOJIAHBICTAFBI
3aHHAMa TallanTapelHA COMKec KOpFay KypaljapblH TaHaay aarasuiapsl. Kayimcizmik
TOyeKeNIepiH alKpIHIay )KOHE OJap sl 0acKapy TOCUIIEpiH MEeHrepy.

Kyrinerin wotmkenep: Toyekenmepai, aKTHBTEPIi, HWHIHACHTTEPMAl, TEXHHKAIBIK
OCaJIIBIKTApABI, KaTepiepi, KayinTepre TeXHUKAIBIK KapChl iC-KUMBLIIAPAbI, OU3HECTIH
y3aikci3airia 6ackapy npouectepin KamtuthiH AK 6ackapy mporectepin Garanay sxoHe
iCKe achIpy ojicTeMenepi MEH oicTepiH TaHmayasl Tampaiasl. AK KamTamacei3 ety
KypalIapblH, OCAJIIbIKTapIl MOHUTOPHHITEY Kyitenepin, AK MOHUTOpHHTI XKylenepin
JKOHE aKIMapaTThIH aFbIl KeTyiH OOIbIpMay KyHelnepiH, KyHenepaiH Kopray TEeTIKTepiH
Oineni.

WwWW.coursera.com
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IpepexkBu3uTh: AyIUT U MEHEIKMEHT 0€30MacCHOCTH HH(POPMAIIMOHHBIX CUCTEM
ITocTpekBU3UTHI: TOCYIapCTBEHHbIE KOMILIEKCHBIE d3K3aMeHbl, Hammcanue m  3ammura
JHUILIOMHOTO IIPOEKTa

Hens aucummmmusl: Kypc mo3Boissier npuoOpecTd 3HAHHS HCIONb30BAHHUS CHCTEM
OOHapY)KeHUs! U IPEAOTBPAILECHHS aTaK B HHPOPMALIMOHHOM cUcTeMe I O0OHApyKeHHs
BPEIOHOCHOI aKTUBHOCTH, KOTOpask MOXET HAapyLIUTh O€30IaCHOCTb KOMIIBIOTEPHOH
CHUCTEMBI.

Kpartkoe conepkanne: Kypc IO3BOIS€T IONYYUTh HABBIKM BBISBICHHS (HAKTOB
HEaBTOPU30BAHHOTO  JIOCTYyNIa B  KOMIIBIOTEPHYIO CHCTEMy MJIM  CeTb  JIMOO
HECAaHKIIMOHUPOBAHHOI'O YIIPABJICHUS UMH, CETEBLIC aTaKH IIPOTHUB YA3BUMBIX CEPBUCOB,
aTaKu, HaIpaBJICHHbIC Ha IMOBBILICHUE l'lpPlBPlJ'leFPlPl, HeaBTOpl/I3OBaHHbII‘/‘I JA0CTyll K
Ba)KHBIM (aiinam, a Takxke AeficTBUS BPELOHOCHOIO IPOrPaMMHOI0 00ecIed eHust
KomnerentenTHOCTh: HaBbIKM — OmpefeneHUs MNPUYMH U THOCIEACTBUH  yTEUKH
an)opmaunn, TCXHUYCCKUX KaHAaJOB U MPOBCACHUSA HeOGXOZ{I/IMbIX 3alIUTHBIX
MEpONpPUSATHH, BBIOOPA CPEICTB 3aLIUTHl B COOTBETCTBHU C TPEOOBAHUAMM JEHCT-
BYIOIIEro 3aKOHOJATENbCTBAa B obsacTi MH(opMalmoHHol kubepoOezomacHocti u 3U.
Bnazers ciocobamu onpeneneHus puckoB 0€30MacHOCTH U YIIPABICHUS HMH.
O>xuaaeMslil pe3ysbTaT: AHAIU3UPYET BHIOOP METOIHMK M METOI0B OLICHKH H pealn3aliiu
nporeccos ynpasienus b, oxBaTeiBarolue mpoueccsl ynpaBieHNs PUCKaMH, aKTHBAMH,
HUHIMUJICHTAMU, TCXHUYCCKUMU YA3BUMOCTSAMH, yrposamu, TCXHUYCCKUMH
NPOTHUBOACHCTBUSIMH yrpo3aM, HEMPEPHIBHOCTHIO OHM3HEca. 3HAET CPeAcTBa 00eCIeueHUs
Wb, cucteM MOHMTOpMHTa YsA3BUMOCTeH, cucreM MonuTopuHra Mb u cucrem
HPEOTBPAIECHUS yTeueK HH(OPMAINH, 3aIIUTHBIX MEXaHU3MOB CHCTEM.

Www.coursera.com

w

Prerequisites: Information systems security audit and management
Post-requirements: state comprehensive exams , Writing and defending a diploma project

. The purpose of the discipline: The course allows you to acquire knowledge of the use of

systems for detecting and preventing attacks in an information system to detect malicious
activity that may violate the security of a computer system.

Summary: The course allows you to gain skills in detecting unauthorized access to a
computer system or network or unauthorized management of them, network attacks
against vulnerable services, privilege escalation attacks, unauthorized access to important
files, as well as malicious software.

Competence: Skills in identifying the causes and consequences of information leakage,
technical channels and carrying out the necessary protective measures, choosing means of
protection in accordance with the requirements of current legislation in the field of
information cybersecurity and Information Protection. Knowledge of methods for
identifying and managing security risks

Expected result: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Www.Coursera.com
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IpepexBusurTep: AKIapaTTIK Kayilnci3gik Heri3nepi

TloctpexBusurrep: KaciOu npaktika. MeMIeKeTTIK eMTHXaH, TUILIOMIBIK jK00a

TTonniy Makcatsl: [ToHAI HTepyIiH MaKcaThI-aKIapaTThIK Pecypcrap HapbIFbIH KYKBIKTBIK
perTeyaiH e3eKTi Macenesepin Oariapiiayra KOHE MEMIICKETTIH, KOFAMHBIH XKOHE XKEKe
TYIFaHBIH aKHNapaTThIK KayilCi3MiriH KaMTaMachl3 €Tyre, COHJAi-aK XaJIbIKapalbIK
aKnapaTThIK KEHICTIKTE ajJMacy cajachlHIa Myajenep Oinuipyre KaOuIeTTi >KOrapbl
OlmiKTi MaMaHAapAbl Aasipay.

Kpickama masmynbsl: [ToHAi wWrepymiH MakcaTbl-aKHapaTTBIK pecypcrap HapbIFBIH
KYKBIKTBIK PETTEyIiH ©3eKTi Mocelsenepin Oarnapiayra sKoHe MEMIIEKeTTiH, KOFaMHBIH
JKOHE JKEKe TYJIFaHBIH aKMapaTThlK KayilCi3AiriH KamMTaMachkl3 eTyre, COHIal-aK
XaJIbIKapaJblK aKNapaTThlK KeHICTIKTe ajMacy cajacklHaa Myajesnep Ounnipyre kabinerTi
JKOFapbl OUTIKTI MaMaHIappl Jasipiiay

Kyssiperrtiniri AKnapatTbhIK Kayilci3fik cajachlHAAFbl HETI3ri epexernepi; aknapaTThIK
cajlajiarbl KbIJIMBICIICH Kypec LapanapbiH Outesi. 3aHbl YFbIMAAp MEH KaTeropusiiapMeH
JKyMBbIC icTei anmanpl. KyKBIKTBIK aKTUIEPMEH JKYMBIC ICTEy JaF[bUIapbiH; aKIMapaTThIK
camaga KVI6eprIJ'leICTbIH AJIABIH aJly ’K9OHE JKOJIbIH KECY AarJAblJIapbIH MCHICPTCH
Kyrinerin ~ Hotmke:  JKapaTbUIbICTAHY-FBUIBIMH,  TYMAaHHTApibIK,  QJICyMETTIK-
9KOHOMHKAJIBIK, KOCIIKEpIiK cananapaa OimiMal KonmaHy KalOijeTi MeH JailbIHIBIFbIH
KepceTeqi. AKMapaTThIK KayilCi3[iK calachlHIaFbl KbI3METTI PETTEHTIH XaJlbIKapajblK
JKOHE YJITTHIK 3aHHAMAJIBIK, YHBIMAACTBIPYIIBLIBIK KOHE POCIMAIK aKTiNepAiH Oa3aibIK
TaJIanTapbIH OiTy

Aunraes E.- 3aH
FBLIBIMIAPBIHBIH
KaHIUIATHl, ara
OKBITYIIBI

IpepexBuzuts: OCHOBBI HHPOPMALIMOHHON 6€30MaCHOCTH

ToctpexBusutel:  IlpodeccuonansHas  OpakTHKa, TOCYJapCTBEHHBI  9K3aMeH,
JUIUIOMHBIA IPOEKT

Lens JMCLUIUIMHBIL: Lensb OCBOCHHUS JIM CLUTITHHBI - MOATOTOBKA
BBICOKOKBAJIM(HUIMPOBAHHBIX  CIELHAINCTOB,  CIIOCOOHBIX  OPHUEHTHPOBATHCA B
aKTyaJIbHBIX TIPO0JIeMax MPaBOBOTO PEryJIMPOBAHUS PhIHKA HH(YOPMALIMOHHBIX PECYpPCOB
U obecrieunTh HHPOPMALMOHHYIO 0€30MaCHOCTh TOCYIapCTBa, O0IECTBA U JINYHOCTH, a
TaKKe MPEICTaBIATh HHTEPECH B 001aCTH 00MeHa B MEeXKAyHApOAHOM HH(POPMAIIMOHHOM
MIPOCTPAHCTBE

Kpatkoe  comepxkanme:  Llenmb  ocBOeHMS ~ MUCHMIUIMHBI -  IIOATOTOBKA
BBICOKOKBAJIM(HUIMPOBAHHBIX  CIELHAINCTOB,  CIIOCOOHBIX  OPUEHTHPOBATHCA B
aKTyaJIbHBIX TIPO0JIeMaX MPaBOBOTO PEryJIMPOBAHUS PhIHKA HH(OPMAILIMOHHBIX PECYpPCOB
1 obecriednuTh HHPOPMAMOHHYIO OE30IMaCHOCTh TOCYAapCTBa, O0IIECTBA U TMYHOCTH, a
TaK)Ke MPE/ICTABIATH HHTEPECHI B 00I1aCTH 0OMEHA B MEK/IyHAPOTHOM HH(OPMAIHOHHOM
MIPOCTPAHCTBE

KomnereHTHOCT, 3HaeT OCHOBHBIC IIOJIOKEHHss B 00JacTH HMH(OPMAIMOHHOM
6e30macHOCTH; Mepbl OOpBOBI ¢ MPECTYMHOCTBIO B MH(OpPMAaLMOHHON cdepe. Ymeer
OIEepUPOBATh IOPUANICCKUMU MTOHITHIMH U KaTeropusiMu. Braneer HaBbIkaMu paGoThI ¢
MPaBOBBIMH  aKTaMH;  HAaBBIKAMM O  TNPEAYNPESKACHHI0O W IIPECEUCHHUIO
KHOEpIPECTyMHOCTH B MH(GOPMAIMOHHO# cdhepe.

OxxumaeMsblii pe3ynbTatr: JJeMOHCTPUPYET CHOCOOHOCTH U TOTOBHOCTH ITPUMEHSTH 3HAHUS
B €CTEeCTBEHHO-HaY4HOIA, ryMaHUTapHOM, COLMAITBHO-9KOHOMHYECKOiA,
MpeNnpUHUMATeNbCKON chepax. 3HaHHEe 0a30BBIX TPEOOBAHUH MEXKIYHApOAHBIX U
HallMOHANBHBIX  3aKOHOJATEJbHBIX, OpPraHM3AIMOHHBIX W  MHPOIEIYPHBIX AaKTOB,
PEryJIHpPYIOINX JeSTeIbHOCTh B 00JaCTH HH(OPMALMOHHOI 6e301acCHOCTH

\AntaeB E.- kanaumat
IOPUIMYECKHX HAYK,
cTapIuii mpenoaaBaTeib
OI1 FOpucnpynenums
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Prerequisites: Basics of information security

Post-requirements: professional practice, state exam, graduation project

The purpose of the discipline: The purpose of mastering the discipline is to train highly
qualified specialists who are able to navigate the current problems of legal regulation of
the information resources market and ensure the information security of the state, society
and the individual, as well as represent interests in the field of exchange in the international
information space

Summary: The purpose of mastering the discipline is to train highly qualified specialists
who are able to navigate the current problems of legal regulation of the information
resources market and ensure the information security of the state, society and the
individual, as well as represent interests in the field of exchange in the international
information space

Competence Knows the main provisions in the field of information security; measures to
combat crime in the information sphere. Knows how to operate with legal concepts and
categories. Has the skills to work with legal acts; the skills to prevent and suppress
cybercrime in the information sphere.

Expected result: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanities, socio-economic, and business fields. Knowledge of the basic
requirements of international and national legislative, organizational and procedural acts
regulating activities in the field of information security

Altaev E.- candidate of
law, Senior Lecturer of
the Law Faculty
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IIpepexBusutrep: AKIapaTThIK Kayinci3aik Herisaepi

IMoctpexBu3NTTEP: KOCINTIK MPAKTHKA, MEMIICKETTIK EMTUXaH, JUILIOM/IBIK jK00a
Ilonnin wmaxkcatei: OJXK-mMeH OaiaHbICTBI OKHFaJap MbICAIBIHAA KOMITBIOTEPIIIK
KPUMHHAINCTUKA/IA 3ePTTEY 9iCTepi MEH KYpaiaapbiH 3epTTey.

Kpickama masmynsr: Kypcra kommbroTepiik KpuMmuHanmucruka, Cert KYMBICHI,
KOMIIBIOTEPIIIK AUCKiNEpMeH XyMbic, OnepaiusuibK KYHeHiH apredakrinepi, Gpainabik
KyHenepaig apredaxkrinepi, KOMITBIOTEPITIK KPHUMHUHAIHCTHKAHBIH
YHBIMIACTBIPYIIBLIBIK-KYKBIKTHIK aCHEeKTiIepi, OKUFagapra jxkayan Oepy KoHe ajbIHFaH
JIepeKTepIi Taiay KapacThIPhLIA b

Kyssiperriiiri: AKnapaTTsiK Kayilci3aik canacblHIaFbl HETi3Ti epexenepi; aknapaTThiK
caajarbl KbUTMBICIICH KYpec [apaiapbiH Oitei. 3aHabl YFRIMIAp MEH KaTeropHusiiapMeH
JKyMbIC icTelt amampl. KYKBIKTBIK aKTiIEpMEH JKYMBIC ICTEy JAaFbUIapbIH; aKMapaTThIK,
canaja KHOEPKBLUIMBICTBIH aJI/IbIH Ty JKOHE JKOJIBIH KECY JaFAblIapblH MEHTepTeH
Kyrinerin  nHotmxke:  JKapaTeUiblCTaHy-FBUIBIMH,  TYMaHHUTApIBIK,  QJICYMETTIiK-
9KOHOMHKAIIBIK, KOCIIKEpIiK canamapaa OimiMal KongaHy KaOijneTi MeH JailbIHIBIFbIH
Kepceremi. AKIapaTThIK KayilCi3aiK CanachlHIAFbl KbI3METTI PETTEUTIH XaJbIKapaibikK
JKOHE YJITTHIK 3aHHAMAIIBIK, YHBIMAACTBIPYIIBUIBIK KOHE POCIMAIK aKTiNepAiH 6a3aibIk
tamantapei  Outy.  Toyekemmepni, aKTHBTEp/i, HHIUMACHTTEPAl, TEXHUKAJIBIK
OCaIIBIKTAP/IbI, KATepIIep/Ii, KayinTepre TEXHUKAJBIK KapChl 1C-KUMBLIIAP/Ibl, OU3HECTIH
y3aikci3airia 6ackapy npouectepin kamTuteiH AK 6ackapy mporectepin Oaraay jxoHe
iCKe achIpy ojicTeMenepi MEH oicTepiH TaHmayasl Tammaiasl. AK KamTamacei3 ety
KYpaiaapbiH, OCAIIBIKTapIbl MOHUTOPUHITEY Kyienepin, AK MOHUTOPHUHTI Kylienepin
JKOHE aKIIapaTThIH aFbll KeTyiH OOIbIpMay JKyHenepiH, KyienepIiH Kopray TeTiKTepiH
Oineni.

AuntaeB E.- 3ag
FI)IJ'[I)IMllapLIHLIH
KaHIUIAThI, aFra
OKBITYIIIBI




1. Ilpepexsusutsl: OcHOBBI HHOOPMALMOHHOI O€30MacHOCTH

2. TocrpexBusutel:  IIpodeccHoHanpHas  MpakTUKa, TOCYAApCTBEHHBIH  3K3aMeH,
JUILUIOMHBII IPOEKT

3. Uenp amcuurnumsel: M3ydyeHue MeTOHOB M CPEACTB IPOBEICHHS HCCIEIOBAHUN B
KOMITBIOTEPHON KPUMHHAINCTHKE Ha IPUMEpe HHIUACHTOB, cBsi3aHHbIX ¢ OC.

4. Kpartkoe conepkaHue: B xypce paccmarpuBaloTcs 3aJayd, BBINOJHSEMbIE
KOMIIBIOTepHOH KpuMHHamMcTukoi, pa6ora CERT, pabora ¢ KOMIIbIOTEPHBIMH
HAKOIUTEISIMH, apTe(aKkThl ONEPALHOHHOH cHCTeMbl, apTedakThl ()aiIOBBIX CHCTEM,
OpraHU3allMOHHO-TIPABOBBIE ACIEKThl KOMIBIOTEPHON KPUMHMHAIMCTUKH, PEarnpoBaHue
Ha MHOUJACHTBI U aHAJIN3 ITOJTYYCHHBIX JaHHBIX.

5. KomnereHTHOCTs 3HaeT OCHOBHBIC IIOJIOXKEHUs B 00JacTH HMH(POPMALMOHHOI
Oe3omacHOCTH; Mepbl OOpBOBI C MPECTYNHOCThIO B MH(MOPMALMOHHOH chepe. YMmeer
OIEpUPOBATH OPUANYCCKUMHU NOHATUAMU U KaTCTOPUAMMU. BnaaeeT HaBbIKAMU pa6OTbI C
IIpaBOBBIMHA AKTaMH, HaBbIKaMH 1o npeaynpexaeHuo u IMPECCYCHU IO
KHOEpPIIPECTyHOCTH B HH(OPMALIMOHHOM cdepe.

6. Oskuaaemslil pe3ynbTaT: JleMOHCTPUPYET CIOCOOHOCTH M FOTOBHOCTH MPUMEHSTH 3HAHUS
B €CTEeCTBEHHO-HAay4HOH, T'YMaHHUTapHOM, COLIMATBbHO-2KOHOMUYECKOI,
NpeAnpUHUMATENbCKON cdepax. 3HaHHe 0a30BBIX TPEOOBAaHMN MEXKIYHAPOAHBIX H
HaIMOHAJIbHBIX 3aKOHOAATCIbHBIX, OpTaHU3aLMOHHBIX u MpouEeaypHBIX aKTOB,
pEryJaupylomuXx —JedTeIbHOCTh B 00JacTh  uH(OpManuoHHON — GezomacHoCTHT
AHnanm3upyer BbIOOP METOJMK ¥ METO/IOB OLIEHKH M Pean3aliy POLECCOB yIPaBICHHs
I/IE, OXBAaTBbIBAIOIINE IIPOLECCChI YNPABJIICHUSA PUCKaAMH, aKTHUBaAMH, HWHUHUIACHTAMU,
TEXHUYECKHMH YA3BUMOCTSAMH, yIPO3aMH, TEXHHUECKUMHU NPOTHBOAEHCTBHAMU yIpo3aM,
HEMpephIBHOCThIO On3Heca. 3Haer cpexactBa obecmeuenuss Wb, cucrem MoHmTOpmHTra
ysi3BUMOCTeH, cucteM MoHHTOpuHra Wb u© cHcTeM npenoTBpamieHus yTedex
MH(OPMAIMH, 3AIIUTHBIX MEXaHU3MOB CHCTEM.

|Anraes E.- kangugar
FOPUIHYECKHIX HAYK,
CTapImii mpernogaBaTesb
OI1 IOpucnpynenuus

1. Prerequisites:basics of information security

Post-requirements: Professional practice, State exam, diploma project

3. The purpose of the discipline: The discipline is to study methods and means of conducting
research in computer forensics on the example of OS-related incidents.

4. Summary: The course covers tasks performed by computer forensics, CERT work, work
with computer drives, operating system artifacts, file system artifacts, organizational and
legal aspects of computer forensics, incident response and data analysis.

5. Competence Knows the main provisions in the field of information security; measures to
combat crime in the information sphere. Knows how to operate with legal concepts and
categories. Has the skills to work with legal acts; the skills to prevent and suppress
cybercrime in the information sphere.

6. Expected result: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanities, socio-economic, and business fields. Knowledge of the basic
requirements of international and national legislative, organizational and procedural acts
regulating activities in the field of information security. Analyzes the choice of methods
and techniques for assessing and implementing information security management
processes, covering the processes of managing risks, assets, incidents, technical
vulnerabilities, threats, technical countermeasures to threats, business continuity. Knows
the means of ensuring information security, vulnerability monitoring systems, information
security monitoring systems and information leak prevention systems, protective
mechanisms of systems.

N

Altaev E.-candidate of
law, Senior Lecturer of
the Law Faculty
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IpepexBusurrep: Kacanns! uaTemekT, Kubepkayincizaik npouecrepin MoIeNbaey KoHE
backapy

Iocrpexsusutrep: KocinTik noHep, MEMIEKETTIK eMTHXaH, IUILIOMIBIK xK00a

Tlonnin Maxcatbl: [loH kuOepkayinciznmik canacbiHga sxacaHabl uHTEwiekT (XKU)
TEXHOJIOTHSIAPBIH KOJIJaHYAbIH TEOPHUSIIbIK XKOHE IIPAKTUKAJIBIK aCIIeKTiNepiH 3epTTehi.
Keickama mazmyHnsl: by nonae ctyaentrep kubepkopray xyienepin nambiryna JKH-nig
peuni MeH MYMKIHAIKTepiH, coHMal-aK kubepiadysuinapasl Oo/kay, aHBIKTaY JKOHE OFaH
skayar Oepy yuriH JXXKU KypannapblH KOIIaHyAbIH HETI3Ti IPUHIUIITEPiH MEHIepei.
Kyssiperriniri: KW TexHonormsmapblH  KHOepKayilci3gik KyHesepiHae KoJIaHy
tocinzepin Oineni. XKW anropurmaepin (Machine Learning, Deep Learning) kayincisnik
MakcaTblHIa KonpaHyra KaOimerti. JKUM Herizinme anomamusubl aubikray (Intrusion
Detection System, IDS) xobanapbiH KypacTbipa ajnaipl.

Kyrinerin normxkenep: Toyekenaepai, axkTUBTEpHAi, HWHLUUACHTTEPAl, TEXHHUKAJbBIK
ocaJABIKTap/bl, KaTepiep/i, KayinTepre TeXHUKAIBIK KapChl iC-KUMbLIAap/Abl, OU3HECTIH
y3zikcizairin Oackapy npouectepin kaMTuThiH AK Oackapy npouecrepin Oaranay xkoHe
icCKe achIpy ojicTeMelniepi MEH oficTepiH TaHAayasl Tangaiapl. AK kamTamace3s ety
KYpaJIapblH, OcalgbIKTapaAbl MOHUTOPHHITEY XKyHenepin, AK MOHUTOpUHTI *KyHenepin
JKOHE aKIapaTThIH arblll KETyiH OoiablpMay sKyienepiH, xyHenepuin Kopray TeTiKTepiH
Gineni.

Konsipbaes H.b. -
PhD, ara oKbITyLIBI

IIpepexBusutel: McKkycCTBEHHBIH  MHTENUIEKT, MoaenupoBaHue U yIpaBJIeHHE
nporeccaMu Kubepoe30nacHOCTH

ToctpexBusuthl: [IpodeccroHanbHble  AMCLMIUIMHBI, TOCYJapCTBEHHBIH 3K3aMeH,
JUIUIOMHBIA IPOEKT

Hens aucuuniuuel: [AMCUMIUIMHA H3YYaeT TEOPETHMYECKME M NPAKTUYECKUE ACHEKThI
OPUMEHEHUSI  TEeXHOJNOTHA  HMCKyccTBeHHoro  wuHTemekra (M) B obnactu
KnbepOe30MmacHOCTH.

Kpatkoe coneprxanue: B 910l qucuunirHe CTyASHTHI H3y4aroT poJib U Bo3MoxkHocTH N
B Pa3BUTUM CHCTEM KHOEpP3aIIUTHI, a TAKXKE OCHOBHBIC NPHUHLMIBI HCIOIB30BAHUS
cpenctB MU i1t mporHo3upoBaHus, BBISIBICHHS M pearnpoBaHHs HAa KHOEpaTaKH.
KommerentHocth: 3Haer cmocoObl mpumeHenuss UWM-texHomorwit B - cucTeMax
kubepbesonacHocTr. Criocoben npumeHsTh anroputmbel W (MammuHoe 00y4enue, Deep
Learning) B nensx 6Ge3zomacHoctr. MOXET CO371aBaTh MPOEKTHI OOHAPYKEHUST aHOMAIHI
(Intrusion Detection System, IDS) Ha ocroBe NN.

OxkumaeMple pe3yiabTaThl: AHAJIH3UPYET BHIOOP METOAMK M METONOB OLEHKH U
peanm3anMu  mporeccoB ynpapieHus Vb, oxBaTbIBamoIiMe IMPOLECCHl  yIpPaBICHHS
pHCKaMH, AaKTHBAaMH, HWHIHMJICHTAMH, TEXHMYECKUMH YSI3BHMOCTSMH, yrpO3aMH,
TEeXHUYECKUMH IIPOTHBOJCHCTBUSIMHI yrpo3aM, HEMPEephIBHOCThIO OH3Heca. 3HaeT
cpencrBa obecniedenus Wb, cicteM MOHUTOPUHTA YSI3BUMOCTEH, CHCTEM
MouuTopuHra Wb u cucreM npenorBpaiieHus yTedek HHGOPMAILMH, 3aIllUTHBIX
MEXaHH3MOB CHCTEM.

Konsipbaes H.b. -
PhD, craprumit
NpenojaBarelib




Prerequisites: Artificial intelligence, Modeling and management of cybersecurity
processes

Post-requirements: Professional disciplines, state exam, diploma project

The purpose of the discipline: The discipline studies the theoretical and practical aspects
of the use of artificial intelligence (Al) technologies in the field of cybersecurity.
Summary: In this discipline, students master the role and capabilities of Al in the
development of cybersecurity systems, as well as the basic principles of using Al tools to
predict, detect and respond to cyber attacks.

Competence: Knows how to use Al technologies in cybersecurity systems. Able to use Al
algorithms (Machine Learning, Deep Learning) for security purposes. Based on Al, it can
develop projects for detecting anomalies (Intrusion Detection System, IDS).

Expected results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Konyrbayev N.- PhD,
senior lecturer
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. IpepexBusurrep: YikeH pepexrep Kayincisairi
. INocrpexBu3uTTEp: KOCINTIK NPAKTHKA, MEMIIEKETTIK eMTHXaH, IUIIOMBIK kK002
. IMenniy makcatbl: CTyneHTTep OYJITTHI €cenTey opTachlHIa AepeKTepli, KosiaHOoasapabl

JKOHE MH(PAKYPBUIBIM/IBI KOPFAyIbIH HET13T1 aCHeKTiIepiH 3epTTei .

. Kpickama masmynbl: CTyneHTTep Kasipri akmapaTThIK dlieMIe KEH TapanfaH OYJITThI

opTaja Kayirnci3AiKTi KaMTaMachl3 €Ty/IiH HEri3ri MPUHIMIITEPI MEH dMiCTepiH YilpeHeni.

. Kyssiperriniri: Buptyanasl MeH OyITTBI TEXHOJIOTHSIAPABIH KAyilCI3AiriH KaMTaMachl3

ety oxictepin Oineni. Bupryanasl MammHanap/pl naijanany Ke3iHae ocanablKTapabl Taba
aJtajipl; KOPFAaHBIC KYPAJIapblH, CTAaHAAPTTH YCBIHBIMAAPBIH KOJI/IaHa anabl.

. Kyrinerin wormxkenep: Toyekemaepai, axkTUBTEpHi, HHIUICHTTEPAl, TEXHUKAJBIK

OcCaNABIKTap/bl, KaTepiep/i, KayinTepre TeXHUKAIbIK KapChl iC-KUMbBLIAAPAbl, OU3HECTIH
y3aikci3airin 6ackapy mpouectepin kamtuThiH AK Gackapy mporecrepin Oaranay jxoHe
iCKe achIpy ojicTeMelnepi MeH oficTepiH TaHAayasl Taimaiasl. AK kamramacei3 ety
KypanaapbiH, OCaJIbIKTapbl MOHUTOPUHITEY XKyiienepin, AK MOHUTOpHHTI Kylenepin
JKOHE aKIMapaTThIH aFblll KETyiH OonabIpMay KyienepiH, xKyilenepaiy KOpray TeTiKTepiH
Gineni.

Tynerenosa 3.H. -
3.F.K., ara OKBbITYIbI




. HpepeKBI/ISI/ITHZ Be3omacHoCTh OOJIBIIMX JaHHBIX
. HOCTpeKBI/ISI/ITHZ HpOPI?;BOI[CTBCHHaS[ IIpaKTHKa, FOCyZ[apCTBeHHLIﬁ OK3aMCH, JUTUIOMHBIA

MIPOEKT

. I_[em, JUCIHUITINHBI: CTyI[CHTLI nU3y4dyaeT OCHOBHBI€ AaCHEKTbl 3alllUTbl JaHHBIX,

HPHUIOKEHUH U HHPPACTPYKTYPBI B Cpezie 00IauHbIX BBIYUCICHUI.

. KpaTKoe COACpIKaHUEC: CTyZ[eHTLI 06yqa}0Tc;1 OCHOBHBIM INPUHIOUIIAM U ME€ToAaM

obecrieueHus O€30MAaCHOCTH B OONAYHBIX CpeJaxX, KOTOphle CTaHOBATCS Bce Oolee
pacnpocTpaHEHHBIMU B COBPEMEHHOM HH(POPMAIIIOHHOM MHUDE.

. KommnerenTHOCTB: 3HaeT MeTo/bI 0OecneueHns1 0€30MaCHOCTH BUPTYAIbHBIX U 00JaYHBIX

TexHonoruid. MoKeT HaXoAUTh yA3BUMOCTU MPU UCIOJIB30BAHNH BUpTyanbHBIX MaIlInH;
MOXKET UCIO0JIb30BATH CPCACTBA 3alIUTHI, CTAHAAPTHBIC PEKOMEHAAIIUHU.

OsxuaeMble pe3yJbTaThl: AHAIM3UPYET BHIOOP METOAMK M METOJOB OLCHKH H
peanusanuu TporeccoB ynpasineHuss Mb, oxBaTeiBaromme MNpOLECCHl  yNpPaBICHHUS
puckamy, aKTHUBAMH, HHIUJICHTAMU, TCXHUYCCKUMHU YA3BUMOCTSMU, yrposamu,
TEXHUYECKUMHU IPOTHBOJCHCTBUAMH Yrpo3aM, HENPepbIBHOCTbIO Ou3Heca. 3Haer
cpencraa odecnieuenus b, cucteM MOHUTOPUHTA YSI3BUMOCTEH, CUCTEM
MonutopuHra Wb M cucreM mnpenoTBpamieHMs yTedeK HMH(OpPMAaIMH, 3alUTHBIX
MEXaHU3MOB CHCTEM.

Tynerenosa 3.H. -
K.3.H., CTpalui
HpernojaBarTeb

N

Prerequisites: Big data security

Post-requirements: Manufacturing practice, state exam, diploma project

The purpose of the discipline: Students learn the fundamental aspects of protecting data,
applications and infrastructure in a cloud computing environment.

Summary: Students are taught the basic principles and techniques of security in cloud
environments, which are becoming increasingly common in today's information world.
Competence: Knows how to ensure the security of virtual and cloud technologies. Can
find wulnerabilities when using Vir-native machines; can use protective equipment,
standard recommendations.

Expected results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wvulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Tulegenova E. -
candidate of economic
Sciences, senior lecturer
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IpepexBusurrep: HelpoHabIK xeniep xoHe OMOMETPUSIIBIK TeXHOJIOT UsiIap
IMocTpexBU3NTTEP: KACINTIK NPAKTHKA, MEMIIEKETTIK eMTUXaH, JUILIOMJBIK 3K00a

Ilonniy  Makcatsl: CTy#eHTTEp  Kayin-kaTepleH KOpray  YIIIH  Kayinci3gik
HeliporakeTTepin sko0anaynsl >koHe OIpiKTipyai, coHIai-ak KOpFaHBIC XKyHelepiHiH
TUIMJIUIITIH apTTHIPY YIUiH MAIIMHAJIBIK OKBITY MEH JKacaH/Ibl HHTECIUICKTTI IaliaIaHy bl
yitpeneni.

Keickama masmynsl: Kype kuOepraOysiiagap, JepekTepiH Oy3bulybl skoHe KyHenepai
Oy3y CHSAKTBI 9pTYpJIi KayilnTepaeH KopFay YIIiH HeHpOHABIK JKeJi )KyHenepiH Kypy KoHe
€HTi3y acHeKTiIepiH 3epTTey i KAMTHIbI.

Kyssiperriniri: AkmapaTTbl KOpFayla HEHpOHMBIK OKENiIepAi KoJiiaHa — aliajibl;
KOCBIMILIAHBI KOJIANTBIH 3UATKEpIIK KyHenepai Kypa anajsl./ MoeT HCIOIb30BaTh
HEHpOH-HbIE CeTH JUIS 3alUThl WH(OPMALUM; MO-KET CO3/1aBaThb HHTEIUIEKTYaJbHbIC
CHUCTEMBI

Kyrinerin Hotmkenep: JKacaHIbl HHTEIEKT >KYHelIepiHiH KypbUIbIC NPUHIUNTEPI MEH
apXUTEKTYpaChbIHBIH ~ TYpJepiH KoijgaHanusl. KockiMinamapiasl skodanay —mporeci,
MoiiMerTep 0a3achlHBIH KYPBUIBIMBI, Oarmapnamaiblk uHTepdeiicrep meHOepinne
yibIMHBIH OemiMmienepiMeH e3apa opekerreceni. JKacaHIpl HMHTEIUIGKTTIH HETri3ri
KYpaJIapblH, COHAali-aK »acaH/Ibl MHTEJUIEKT XKYHeJIepiHiH )KYMBICBIH TeKcepy omicTepi
MEH KypajaapsiH Oinesi.

Konsipbaes H.b. -
PhD, ara oKbITyLIBI

IIpepexBusute: HelipoHHble ceTH M GHOMETPUYECKHE TEXHOIOTUI

IloctpexBusutsl:  IIpon3BoicTBeHHas IpaKTHKa, rOCY/lapCTBEHHBIN  JK3aMeH,
JIUTITIOMHBIN TPOEKT

Lenp nmucummmmeel Llens AMCHUNIMHBI — OCBOGHHE TEOPETUYECKHX OCHOB H
NPaKTHYECKMX METOJO0B NPHUMEHEHHs HEeHPOCeTeBbIX TEXHOJNOTHIl Ul obecrneueHus
6e30MmacHOCTH HH(POPMALIMOHHBIX CHCTEM.

Kpatkoe conepxanue: CryneHTbl HaydaTcsi paspabaTeiBaTb M HHTEIPUPOBATH
HelpornakeTsl 0€30MaCHOCTH JUIS 3alMThl OT YIPO3, a TAKXKE MCIOJIb30BATh MAILIMHHOE
00y4eHHe M HCKYCCTBEHHBIH HMHTEIUIEKT JAJs TOBBILICHHS S(P(EKTUBHOCTH CHCTEM
samuTel. Kypc Bkiouaer B ce0Osi M3yYeHHE acleKTOB CO3MaHUS M BHEAPEHHUS
HEeHPOCEeTEeBbIX CHCTEM JUISl 3AIIUTHI OT PA3JIMYHBIX TUIIOB YIPo3, BKIIOYas KMOepaTaKH,
yTEUKY JaHHBIX U B3JIOM CHCTEM

KommerenTHOCTh: MOXET HCIONB30BATh HEHPOH-HBIC CETH UIs 3AIUTHI HH)OpMALIUH;
MOJKET CO3/1aBaTh HHTEIUIEKTYaJIbHbIE CHCTEMBI

OskumaeMele pe3ynbTaThl: [IpuMeHseT MPUHLIUIBI TMOCTPOCHUS U BHUIBI apXUTEKTYPHI
CHCTEeM HCKYCCTBEHHOTO HHTEJUIeKTa. BsamMonedictByer ¢  moapasaeleHUIMHI
OpraHM3allMid B paMKax IIpOLecca MPOEKTUPOBAHMS NPHIOKEHUH, CTPYKTYphl 0a3bl
JTAHHBIX, IPOTPaMMHBIX HHTep(]elicoB. 3HaeT OCHOBHBIE MHCTPYMEHTAIbHBIC CPEICTBA
HNCKYCCTBEHHOTO  HMHTEIUIEKTa, a TaKKe METOABl M  CPEACTBa  HPOBEPKH
paboTOCIIOCOOHOCTH CHCTEM HCKYCCTBEHHOTO HHTEIUICKTA.

Konsipbaes H.b. -
PhD, craprumit
NpenojaBarelib
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Prerequisites: Neural networks and biometric technologies

Post-requirements: Manufacturing practice, state exam, diploma project

The purpose of the discipline: The purpose of the discipline is to master the theoretical

foundations and practical methods of applying neural network technologies to ensure the

security of information systems.

Summary: Students will learn how to develop and integrate neural security packages to
protect against threats, as well as use machine learning and artificial intelligence to improve
the effectiveness of protection systems. The course includes studying the aspects of
creating and implementing neural network systems to protect against various types of
threats, including cyber attacks, data leaks, and system hacking.

Competence: Able to use neural net-works to protect information; create in-telligent

systems that support applications.

Expected results: Applies the principles of construction and types of architecture of
artificial intelligence systems. Interacts with organizational units as part of the application
design process, database structure, and software interfaces. He knows the basic tools of
artificial intelligence, as well as methods and means of verifying the operability of artificial
intelligence systems.

Konyrbayev N.- PhD,
senior lecturer

AKN
4307
NIB
4307
NIS
4307

6)AKmapartTbIK
Kayirnci3aikrer

i
HEHPOTEXHOMOTU S
ap/
Heiiporexnonoruu
B HH()OPMALTHOHHON
6e3onacHocTH/
Neurotechnologies
in information
security

EmTxa
H
DK3ame
H
Exam

Tect
Tect
test

N

. IpepexBusurrep: Heliponaslk sxerninep xoHe OMOMETPUSIIBIK TEXHOJIOTUsLIap
. INocrpexBu3nTTEp: KOCINTIK NPAKTHKA, MEMIIEKETTIK €MTHXaH, TUIUIOM/BIK 5k00a
. Tlonniyg makcatbl: Kypcra HEHpOHIBIK JKeNUIepAl akmapaTThlK KayilCi3miK canackl

OoMBIHIIIA KOJIIAHBLTY MYMKIHAIKTEP1 KapacThIPbLIab.

. Kpickama masmyHbl: HelfpoTeXHONOTHANBIK KayilCi3AiK HETi3fepiMeH, JKYMBbIC

OpUHOMOTEpIMEH TaHbicanbl. KypcThl MeHrepy Kes3iHIe aKmapaTThlK KayilCi3miKTi
KaMTaMachl3 €Ty  KOHTEKCTIHAE  HEHPOHIBIK  JKETUIIK  TEXHOJOTHSUIapAbIH
MYMKIHIIKTEpIiH KapacTeIpy Macesesepi TalKblIaHa/bl.

. Kyseiperriniri: HelipoHabIK skeminepAiH akmapaTThIK KayilcCi3AiKTi KaMTaMachl3 €Ty

MYMKiHIIKTepiH Oineni. HefipomakeT KerieH1epiMeH )KYMbIC JaFibIChIH HIePreH.

. Kyrinerin votmxenep: YKacaHapl HHTEIUIEKT KYHENEPiHiH KYPBUIBIC TPUHIMIITEPI MEH

apXUTEKTYpPaChIHBIH TYpJiepiH KoimaHaapl. KoceiMimamapisl »xobamay mporieci,
MoniMerTep 0a3achlHBIH KYPBUIBIMBI, OarmapiaMansik HHTep(eiictep mieHOepinae
yiBIMHBIH OemiMiienepiMeH e3apa opekertecemi. JKacaHIpl HMHTEIUICKTTIH HeETI3ri
KypaIapblH, COHIali-aK jKacaH bl HHTEIUICKT XKYHelepiHiH dKYMBICBIH TeKcepy oicTepi
MeH KypaJIapblH Oiresi.

Jlayr6aeBa A.O.-
T.F.K., JOLCHT.




IpepexBu3sutsl: HelipoHHBIC CeTH  OHOMETPHYECKUE TEXHOIOTUH

IMoctpexBu3uthl: [Ipou3BOCTBEHHAS PAKTHKA, TOCYAAPCTBEHHBIN 9K3aMEeH, IUIIOMHBIH
MPOEKT

Ilens qucoUIUIHHBL B Kypce paccMaTpHBalOTCs BOSMOXKHOCTH IPHMEHEHUs HEHPOHHBIX
cereil B 001acTi MH(YOPMALIMOHHOH 6E30I1acHOCTH.

Kpatkoe conepxanue: O3HAKOMUTCS C OCHOBaMHU HEHPOTEXHOJIIOTHYECKOH Ge301macHOCTH,
npuHIOUIaMu pabotsl. IIpu OCBOCHHH Kypca OOCYXKIAIOTCS BONPOCH PACCMOTPEHHMS
BO3MOXHOCTEl ~HEHPOHHBIX CETCBBIX TCXHOJNOTMH B KOHTEKCTE OOeCHedeHUs
UH(OPMALMOHHOMH 0e301macHoCTU

KomnereHTHOCTB: 3HaeT BO3MOXKHOCTH HEIPOHHBIX ceTel i obecnieuenus b. Bnaneer
HaBbIKaMU pabOThl C KOMIUIEKCAMM HeHpornakeTa

Osxunaemelie pesynbTaTel: [IpuMeHSeT NMPUHIMIBI MOCTPOEHHUS M BHUIABI APXUTEKTYPHI
CHCTEM HCKYCCTBCHHOIO WHTE/UICKTa. B3amMoneiicTByeT ¢  MOApPa3IEICHHAMU
OpraHU3alMH B paMKax MpoLecca NMPOCKTHPOBAHUs MPHIOKCHUH, CTPYKTYpHI 0a3bl
JAHHBIX, NPOrpaMMHBIX HMHTEepdeiicoB. 3HaeT OCHOBHbIE MHCTPYMEHTANIbHBIC CPEICTBA
HCKYCCTBEHHOI'O HHTEIUICKTA, @ TAK)KE METOABI H CPEICTBA MPOBEPKH PabOTOCIOCOOHOCTH
CHCTEM HCKYCCTBEHHOTO HHTEIUICKTA.

Jayr6aesa A.O.-
K..T.H., JIOIEHT

N

Prerequisites: Neural networks and biometric technologies

Post-requirements: Manufacturing practice, state exam, diploma project

The purpose of the discipline: The course examines the possibilities of using neural
networks in the field of information security.

Summary: Can get acquainted with the basics of neurotechnological security, the
principles of operation. When mastering the course, the issues of considering the
possibilities of neural network technologies in the context of information security are
discussed.

Competence: Knows the capabilities of neural networks to ensure information security.
Master the skills of working with neuropacket complexes

Expected results: Applies the principles of construction and types of architecture of
artificial intelligence systems. Interacts with organizational units as part of the application
design process, database structure, and software interfaces. He knows the basic tools of
artificial intelligence, as well as methods and means of verifying the operability of artificial
intelligence systems.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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a) YJIKeH Jepexrep
Kayincizairi/
bezomnacHocth
GOIBIINX JaHHBIX/
Big data security

EmTxa
H
Dk3ame
H
Exam

Tect
Tect
test

. IIpepexsusurrepi: KockiMinanap kayincisiri
. IloctpexBusurrep: KocinTik npakThka, MEMJIEKETTIK eMTHXaH, JUIIOMIBIK 00a
. IlonHiH MaxcaTbl: YJKeH KeJeMieri AepeKTepli OHIey oHe CaKTay KOHTEKCTiHne

Kayinci3tik oficTepi MeH TeXHOJIOTHsIApBIH MEHTepei.

. Kpickanra ma3mynbl: Jlepektep KoiiMaapbIHIaFbl MOJIIMETTEPli KOPFay b, KOJI XKEeTKI3y i

Oackapy TeTikTepiH, MoiiMeTTepAl mudprayabl KoHe YIKEeH AepeKTepleri Kayincizmik
KaTepliepiH TanjayAbl SKOHE AaHBIKTay[bl KaMTHIbL. YJIKEH JepeKTep OpTachlHAa
MOTIMETTEpAIH KYMHSUIIBUIBIFBIH, TYTACTBIFBIH JKOHE KOJI KETIMIUNIriH KOpray Typalibl
yiipeHeni

. Kyssiperriniri: BigData TyxbIppiMIaMacbiHa colfikec KayilCi3fikTi apTThIpy omicTepiH

Oineni. Jlepektepai Tammay HeriziHze ToyekesnaepAl aHblkTail amazael. KayincizmikTiH
BIKTUMaJI KaTepiiepiH Ooipkay YLIIH MOAeNbAepli Kypy oHe Oaraiay aJropuTMAEpiH
Oineni

. Kyrinerin  nornxe: Toyekennepni, akTUBTEpAl, WHUMIACHTTEPAl, TEXHUKAJBIK

ocaJABIKTap/bl, KaTepiepai, KayilTepre TeXHUKaIbIK Kapchl 1C-KUMbBLIAApAbl, OU3HECTIH
y3zikcizairin Oackapy npouectepin kaMTuThiH AK Oackapy npouecrepin Oaranay koHe
iCKe achIpy ojicTeMelniepi MEH oficTepiH TaHAayabl Tangainabl. AK Kamramachi3 ery
KYpaJIapblH, OcalgbIKTapaAbl MOHUTOPHHITEY Kyienepin, AK MOHHTOpHHTI XKy#enepin
JKOHE aKIapaTThIH arblll KeTyiH OonablpMay sKyienepiH, xyHenepuin Kopray TeTiKTepiH
Gineni.

Cyneiimenosa C.T.-
PhD, ara OKbITyLIBI

IIpepexBusntsl: bezonacHocTs NpuIOKEeHHH

IMoctpexsusntsl: [IpodeccronanbHas MpakTHUKA, FOCYIaPCTBEHHBIN YK3aMeH, UIUIOMHBII
HPOEKT

Lens aucuunimHbl: M3ydat MeTOabI M TEXHOJIOTUH O€30IIaCHOCTH B KOHTEKCTE 00paboTKH
Y XpaHeHHs OONBIIMX 00bEMOB IaHHbIX.

Kpatkoe comepxanue: Britouas 3aluTy AaHHBIX B XpaHWIMINAX JAHHBIX, MEXaHU3MbI
KOHTPOJISI I0CTyMa, i pOoBaHKUE JAHHBIX U aHAIM3 U OOHApPYKEHHE Yyrpo3 0e30MacHOCTH
B OOJIBIIMX JAaHHBIX. B cpese 60nbIIMX JaHHBIX Y3HAIOT O 3aIUTe KOH()HUACHINATBHOCTH,
LEJTOCTHOCTH U JIOCTYITHOCTH JaHHBIX.

KommerenTHOCTh: 3HaeT MeTOABI MOBBINIEHHS OE30MACHOCTH B COOTBET-CTBHU C
koHuenuued Big Data. YMmeer Ha OocHOBe aHaiu3a IaHHBIX BBISBISITH PUCKH. 3HAeT
QITOPUTMBI [IOCTPOCHMSI U OLICHKH MOJeNeil A MPOTHO3MPOBAaHHS BOSMOXHBIX yrpo3
0e30I1acHOCTH.

OskumaeMblil pe3ysbTaT: AHAIU3UPYET BBIOOP METOANK U METOJOB OLICHKH U Peanu3aluu
nporeccoB ynpasieHus b, oxBaTeIBatonye mpoueccs ynpaBlieHHs: pUCKaMH, aKTHBAMU,
HMHIUJICHTAMH, TEXHUYECKUMU YSI3BUMOCTSIMH, yrposamu, TEXHHYECKHUMH
MIPOTHBOACHCTBHUSAMHU yrpo3aM, HEIPEPhIBHOCThIO OM3HEca. 3HACT CPEICTBA 00SCIICUeHHS
Wb, cucreM MOHUTOpPUHTA ySI3BHMOCTEH, cucreM Mmouutopuara Wb wu cucrem
MPEIOTBPALICHHUS yTeUeK HH(OPMALIMH, 3aIIUTHBIX MEXaHU3MOB CHCTEM.

CyneiimenoBa C.T.-
PhD, crapumit
npernoaaBartelib




N

Prerequisites: Application security
Post-requisites: Manufacturing practice, state examination, diploma project

. Aim of the course: Explores security methods and technologies in the context of

processing and storing large volumes of data.

. Short content: Includes data protection in data warehouses, access control mechanisms,

data encryption, and analysis and detection of security threats in big data. In a big data
environment, will learn about protecting the confidentiality, integrity, and availability of
data.

. Competencies: Knows the methods of increasing security in accordance with the concept

of Big Data. He is able to identify risks based on data analysis. Knows algorithms for
constructing and evaluating models to predict possible security threats.

. Expected result: Analyzes the choice of methods and techniques for assessing and

implementing information security management processes, covering the processes of
managing risks, assets, incidents, technical wulnerabilities, threats, technical
countermeasures to threats, business continuity. Knows the means of ensuring information
security, vulnerability monitoring systems, information security monitoring systems and
information leak prevention systems, protective mechanisms of systems.

Suleimenova S. -PhD,
Senior Lecturer
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B)Taparburran
Kyienep xKoHe
OIIoKYEiHH
TEXHOJIOTHSICHI/
Pacnpenencuubie
CHCTEMBI U
TEXHOJIOTHS
OJIOKueHH /
Distributed systems
and blockchain
technology

EmTxa
H
DK3ame
H
Exam

Tect
Tect
test

. IlpepexBusurrep: Jlepexrep KOpbIH YHBIMIACTBIPY, OacKapy *koHE KOpray
. Iocrpexsusurrep: KocinTik npakTuka, MEMIEKETTIK eMTHXaH, TUIIOMIBIK 5k00a
. ITonnin  wmakcarel: IIoHHIH ~ MakKcaThI-OJIOKYEMH  TEXHOJOTHACHIH,  COHIAM-akK

KPUITOBAJIIOTAIAP bl 3€PTTEY.

. Kpickamma  masmynbl:  Blockchain  TexHukanblk — Heri3mepin — yiipeHy, Bitcoin.

OpTasbIKTaHABIPBUIMAFaH Bitcoin JKEJiCiH, MUPHUHTTIK APXUTEKTYPaHBI,
TpaH3aKHUsIAPIbIH OMIPJIIK LUKIIIH XKoHE KayilCi3AiK NIPUHIHUNTEPIH Tanaay. brokueitn
KOCBIMILIAJIAPBIH 931pJiey 9iCTepiH YilpeHy.

. Kyseiperriniri: Tapateuiran skyilenepai o3ipiiey AarablIapblH MeHrepreH. biokueitn

KOCBIMILIANIAPBIH KYPY NPHUHLMITEPIH KOHE KaXeTTI HMHOPaKYpbUIBIMIbBI, OJIOKYCHH
TEXHOJIOTHSCBIH €HTI3y VIIIH 3aHHaManblK Oa3aHbl Oinemi. busnec-miHmertep yiuiH
OIIOKYCHH-TEXHOJIOTHSUTAPABI iCKe achIPy/Ibl TAHIAY/BI JKY3€re acbipa anajisl

. Kyrinerin uotmxkenep: XacaHapl MHTEIICKT KYHENEpiHiH KYPbUIBIC TPUHIUITEPI MEH

apXUTEKTYypachIHBIH TypJepiH KommaHanasl. Koceimmmamapael skobamay — mporeci,
MoniMerTep 0a3achlHBIH KYpBUIBIMBL, OafFqapramanslk HHTepdeiicTep mieHOepiHae
yibIMHBIH OemiMienepiMeH e3apa opekerteceai. JKacaHAbl HMHTEIUIGKTTIH HETI3ri
KypalJIapbiH, COHAail-aK jkacaHabl MHTEIUICKT XKYHeNlepiHiH JKYMBICBIH TeKcepy dficTepi
MeH KypaJIapblH Oiresi.

AnpanoBa A.b.- ara
okbITYIIBI, PhD

. IpepexBusutsl: Opranuzaiys, ynpaBieHHe U 3auTa 6a3 TaHHBIX
. INocrpexBusute:  IlpodeccHoHanpHasi  NpakTUKa, TOCYIApCTBEHHBIH  JK3aMeH,

,HHHHOMHLIfI IPOCKT

. HCHL JUCHUIIIINHBI: I_ICIIL JUCHUITIIMHBI ABJIAIOTCA U3YUCHUE TEXHOJOTUU 6H0quﬁHa, a

TaKX€ KPUIITOBAJIIOT.

. Kpatkoe conepkanue: M3ydeHne TeXHUYECKMX OCHOB OisiokueiiHa, Bitcoin. Anamnm3

JICCHTPAIN30BaHHON ceTH Bitcoin, MUPUHTOBOH apXUTEKTYpPhI, JKH3HEHHOTO IHKJIA
TpaH3aKIUi U MPUHIUIOB obecrieueHus Ge3omacHocTr. M3ydeHne MeToauk pa3paboTkn
OJIOKYEHH-TTPHIIOKEHU T

AnpanoBa A.b.-,
cTapmmi
npernojaasatens, PhD




. KomnerententHocth: Brageer HaBbIkamMu pa3pa60TKH pacnopenesi€eHHbIX CUCTEM. 3Haer

MPUHLMIBL  cO37aHUsl Brok4yeHH-IpuIoXKeHUH u HeoOXoauMylo HH(PPACTPYKTYPY;
3aKOHOJATENIbHYIO 0a3y JUI BHEIPEHUs TeXHOJOrHu OnokdeitH. MoxkeT oCyLIecTBIATh
BBIOOp peanu3anuy O1okueiH-TexHonoruit 1t busnec-3anay

. O)KPIZ[aeMBIﬁ pes3yJibTat: HpI/IMCHSIeT TIIPUHIUIIBI TTOCTPOCHUSA U BUJABI aPXUTCKTYPhI

CHCTEM HCKYCCTBEHHOTO HHTEJUICKTa. DB3aUMOAEHCTBYeT ¢  IOApa3[eieHHIMU
OpraHu3alMd B paMKax I[poLecca MPOEKTHPOBAHUS TMPHUIOKEHUH, CTPYKTYphl 0a3bl
JIAHHBIX, IPOrPAMMHBIX HHTEP(EHCOB. 3HAET OCHOBHBIE HHCTPYMEHTAJIbHBIC CPEACTBA
HUCKYyCCTBEHHOTO ~ WHTEJUIEKTa, a TaKKe METOIAbl M  CpEACTBa  MPOBEPKH
paboTOCIIOCOOHOCTH CHCTEM MCKYCCTBEHHOI'O HHTEIIJICKTA.

n

Prerequisites: Organization, management and protection of databases
Post-requirements: Manufacturing practice, state examination, diploma project

The purpose of the discipline: The purpose of the discipline is to study blockchain
technology, as well as cryptocurrencies.

Summary: Studying the technical foundations of blockchain, Bitcoin. Analysis of the
decentralized Bitcoin network, peer-to-peer architecture, transaction lifecycle and
security principles. Study of blockchain application development techniques.
Competence: He has skills in developing distributed systems. He knows the principles of
creating Blockchain applications and the necessary infrastructure; the legislative
framework for the introduction of blockchain technology. Can choose the
implementation of blockchain technologies for Business tasks.

Expected result: Applies the principles of construction and types of architecture of
artificial intelligence systems. Interacts with organizational units as part of the
application design process, database structure, and software interfaces. He knows the
basic tools of artificial intelligence, as well as methods and means of verifying the
operability of artificial intelligence systems.

Adrianova A. —
Senior Lecturer PhD
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9KOHOMHMKACHI/
Bbusnec u IT
9KOHOMHKa/
Business and IT
economics
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. IlpepexBusutrep: DKOHOMHKA XKoHE OU3HEC Heri3aepi (MEeKTen KypcChl)
. TloctpexBusurrep: KocinTik mpakTuka, MEMJIEKETTIK eMTHXaH, JUIUIOM/BIK K002
. Ilonnig wmaxkcatel: [loHHIH MakcaTbl - CTyAEHTTepre OH3HEC IIeH aKIapaTTBIK

TEXHOJIOTHSIIAP/BIH ©3apa OPEKEeTTEeCYi Typajbl TEOPHSUIIBIK JKOHE MPAKTHUKAIBIK OiTiM
6epy, conmaii-ak IT-xobanapaplH 3KOHOMUKAIBIK aCHEeKTIIepiH Talgay KoHe Kasipri
3aMaHFbl  OHM3HEC-CTpaTerusuiap KOHTEKCTIHAE ONapblH  THIMAUNCiH  Oaramay
IaFABUIAPBIH JaMBITY.

. Kpickama mazmynsr: [lon IT-xo06amap s3koHOMHKACHIH, HADPIBIK TpaHChHOpMAIUsIIap b

Gackapy/Ipl )KOHE TEXHOJIOTUSIIADP CaaChIHIAFbl Kap KbLIBIK KOPCETKIITep/ai Oaranayabt
KOca aiFaH/ia, OM3HeC [eH aKIapaTThIK TeXHONOTHSIAPABIH 03apa iC-KMMBLIBIHBIH HETi3Ti
acrekTinepin Kamtuasl. Kypc 6usHec-mporecrepaid THiMaiTiria aptreipyaarst AT pesin
Tycinyre, [T-memimaepai eHri3ymid MIBIFBIHAAPH MEH MaiJachlH TalgayFa, COHAAN-aK
TEXHOJIOTHSIAp caiackiHaarsl JKobatapasr Gackapy omicTepi 3epTTeyre GarbITTaIFaH.

. Kyseiperriniri:  CTyneHTTepAiH OHEPKSCINTiK  eHmipicTi  yibIMaacTeipy, ¢upMa

9KOHOMHKACHI CAJIAChIH/IA HAPBIKTHIK YKOHOMHKAHBIH ©3repMelli KaraiblH/Ia )KYMBICKA
Te3 GeiMaenyre MyMKiHAIK GepeTin OiTiMIi, JaFpl MEH iCKEePIIiKTi KaIbIITaCThIPy

. Kyrinerin ~ wormwxke:  JKapaTbUIbICTaHYy-FBUIBIMH,  TYMAaHHTApibIK,  QJICyMETTiK-

9KOHOMHKAIIBIK, KACIIKEPIIiK canamapaa OimiMal KoimgaHy KaOinerTi MeH JailbIHIBIFbIH
KepceTei. AKNapaTThlK Kayilci3mik canachlHJarbl KbI3METTI PETTENTIH XaJbIKapalibiK
JKOHE YIITTHIK 3aHHAMAJIBIK, YABIMIACTHIPYLIBIIBIK JKOHE PACIMIIK aKTiIepaiH 0a3aibiK
TaJanTapbH OuTy

Epnuszosa XK.H.-
3.F.K, DKOHOMHUKA
KoHe Oackapy» Oitim
Oepy Garmapiaamachl
ara OKBITYIIBICHI




TpepexBu3uthl: OCHOBBI SKOHOMHKH U OH3Heca (IIKOJIBHBIN KypC)

Tloctpexsusursl: [IpodeccrnonansHas mpakTHKa, TOCYAAPCTBEHHBII SK3aMeH, TUIIOMHBII
TIPOEKT

Hens quenummael: Lens TUCHUIIIMHBL — MPEAOCTAaBUTH CTYJICHTaM TEOPETHYECKUE U
NPaKTHYECKHE 3HAaHUS B 00JacTH B3aMMOAEHCTBHA OW3Heca M WH(POPMAIMOHHBIX
TEXHOJIOTHH, a TAK)KE PAa3BUTh HABBIKM aHAJIM3a SKOHOMHYECKHX acrekToB IT-mpoekToB
U OLICHKH UX 3()(PEKTUBHOCTH B KOHTEKCTE COBPEMEHHBIX OU3HEC-CTPAaTErHii.

Kpatkoe comeprxanue: /luciunirHa OXBaThIBACT KJIIOYEBBIE aCIEKThl B3aUMOJCH CTBUS
Ou3Heca ¥ MH(POPMALMOHHBIX TEXHOJOTHH, BKIIOYas OHKOHOMHUKY IT-mpoexrtos,
ynpapieHue Uu(GpoBbIMUA TpaHCHOPMALMSIMU M OLIEHKY (DUHAHCOBBIX IOKa3aTeneid B
chepe TtexHonoruit. Kypc HampaBneH Ha nonumanume poinun UT B mnoBbIIICHHH
a¢dexTuBHOCTH OH3HEC-TIPOLIECCOB, aHAIU3 3aTPAT U BBIroA oT BHexpeHus 1T-periennii,
a TaKKe U3y4eHHEe METOJ0B YIPABJICHHsI IPOEKTaMH B cepe TEXHOIOTHH.
KomnerentHocTh: dopMUpOBaHNE y CTYIEHTOB 3HAHUI, yMEHHH U HaBBIKOB B 00J1aCTH
OpraHM3aliy TMPOMBIIUICHHOIO IPOM3BOACTBA, SKOHOMHUKH (UPMBI, MO3BOJSIOLINX
OBICTPO aIaNITUPOBATHLCS K PabOTE B M3MCHSIOIINXCS YCIIOBUSX PIHOYHOW 3KOHOMHUKH .
OskuaeMblil pe3ynbTaT: JleMOHCTpUpYeT CTOCOOHOCTH M TOTOBHOCTH MTPUMEHSTh 3HAHUS
B €CTECTBEHHO-HAay4HOH, T'YMaHUTapHOM, COLIMATBbHO-2KOHOMUYECKOI,
NpeANpUHUMATENbCKON cdepax. 3HaHHe 0a30BBIX TPEOOBAaHHUN MEXKIYHAPOIHBIX W
HAlMOHANIBHBIX ~ 3aKOHOJATEJbHBIX, OpPraHU3alMOHHBIX W IPOLEAYPHBIX aKTOB,
PETYIUPYIOUIMX JIeSTeIbHOCTh B 001acT MH(GOPMAIIMOHHOMN 0€301MacHOCTH

Epnusazosa XK. H.-k. 5.
H., Crapmmit
npenopasarens OIT
«OKOHOMHUKA U
ympasnenue"

N

Prerequisites: Fundamentals of Economics and Business (school course)
Post-requirements: Manufacturing practice, state examination, diploma project

The purpose of the discipline: Mastering the basics of economics and business by
students; mastering the skills of working in modern integrated programming systems for
the implementation of economic products; mastering the knowledge acquired by
students.

Summary: Fundamentals of economics and business: basic concepts and their
definitions; The location of GMP in the general structure of the fundamentals of
economics and business, classification and structure of the fundamentals of economics
and business. Classification of the fundamentals of economics and business. Features of
the basics of economics and business. Objects of the basics of economics and business.
Fundamentals of economics and business. Principles of | / O software. Subsystem of the
economy

Competence: Adjustment of specific configurations of the basics of economics and
business; Can set algorithms for setting tasks and solving them, use the basics of
economics and business, develop basic documents, work with modern programming
systems.

Expected result: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanities, socio-economic, and business fields. Knowledge of the
basic requirements of international and national legislative, organizational and
procedural acts regulating activities in the field of information security

Erniyazova zh. -
Candidate of
Economics, Senior
lecturer of the EP
"Economics and
management»




EOU
4312
EOP
4312
EOP
4312

B)Caina
9KOHOMHUKACHI/
DKOHOMHKA
otpacu/

Industry economics

EmTxa
H
Dk3ame
H
Exam

Tect
Tect
test

N

IpepexBusurTep: DKOHOMHUKA KOHE OU3HEC Heri3epi (MEKTeN KypcChl)
IocrpexBusutrep: KocinTik npakTvka, MEMJIEKETTIK eMTHXaH, JUIIIOMABIK 5k00a
ITonniy mMakcaTbl: Ocbl HOHII OKY Ke3iHze cTyleHTTep Oackapy lenimMaepin Kabbuiay
onicTepiH Koca alfaH/a, YKOHOMHUKAHBIH JKYMBIC ICTEYIHIH TEOPUSUIBIK Herizaepid
yiipeHeni.

Keickama Mmasmynsl:  Omnap HakThl JKarjaiinapibl Tanjgay Ke3iHAe KoCIopbIHAAp
KbI3METIH/Ier] Heri3ri Mocesnesepi aHblKTail anajibl, COHBIMEH KaTap OChl XKaraaimap sl
SNy IiH KOJJapbIH YChIHA ajajbl )KOHE KYTINETiH KapiXKbUIbIK HOTHXKenepai Oaranait
anajsl. Onap 3aMaHayd HapbIKTBHIK OLTiM Oepy TEXHOJIOTMSUIApBIH KOJJaHa OTBIPBIIL,
»KaHa OniMal e3 OeTiHIIe UrepyiH NPaKTHKAIBIK JaFAblIapbIH UTepe allabl
Kysbiperriniri: CryfeHTTepAiH OHEpKoCINTIK eHIipicTi yibIMaacTeipy, ¢Gupma
9KOHOMHKACHI CaJlaChbIHA HAPBIKTBIK YKOHOMUKAHBIH ©3TepMelti JKarAaibIH/Ia HYMBICKa
Te3 Oeffimuenyre MyMKiHZiK Oeperin OLTiMI, JaFAbl MEH iCKePIKTI KaJIBIITACTBIPY
Kyrinerin ~ Hotmxke:  JKapaTblIblCTaHy-FBUIBIMM, — T'yMaHHUTapiblK,  JICyMETTIK-
9KOHOMHUKAJIBIK, KOCIMKEpJIiK cajanapaa OuTiMAl KojgaHy KaOineTi MeH AalbIH/ABIFbIH
KepceTreqi. AKIapaTThIK KayilcCi3qiKk caJachlHIaFbl KbI3METTI PETTCHTIH XalbIKapabIK
JKOHE YITTBIK 3aHHAMabIK, YHBIMIACTBIPYIIBIIBIK KOHE PICIMIIK aKTiIepiH 0a3aibik
TaJIanTapbIH Oy

Epnusazosa XK.H.-
3.F.K, DKOHOMHKa
KoHe Gackapy» Oinim
Oepy Garmapiaamachl
ara OKbBITYIIBICHI

IpepexBu3utsl: OCHOBBI 9KOHOMMKH 1 OM3HEca (ILIKOJIBHBIN KypC)

nOCTPEKBPBI/ITbI: npOI/I3B0)1CTBeHHa$[ TIpaKTHUKa, rocya1apCTBEHHbBIC OK3aMCHBI,
JIUTITIOMHBIN TPOEKT

I_Iem, JAUCHUIIIINHBI: l'[pn U3Y4YCHUU }IaHHOﬁ JUCHUIIJIMHBL  CTYACHTBI U3Yy4aT
TEOPETHYECKHE OCHOBBI (DYHKLIIMOHMPOBAHUS SIKOHOMHKH, BKIIIOUAsk METObI IPUHATUS
YIPaBICHYECKUX PeIICHHH.

Kpatkoe comepxanue: CMOIYT BBISBISATH OCHOBHBIC NPOOJIEMBbI B IESATEIbHOCTH
NPENPUATHH NpY aHaIK3e PaKTUUECKUX CUTYalHH, a TAK)KEe CMOTYT IIPUBECTH CI1OCOObBI
pEIIeHUs 3THX CUTYallMd W OLEHUTh OXKHMIaeMble (PMHAHCOBBIE pe3ynbTaThl. CMOryT
OBJIaJI€Th MPAKTUUECKUMHU HABBIKAMH CAMOCTOSITEIbHOTO OCBOCHHUS HOBBIX 3HAHUM, TIPH
HCIIOIB30BAaHUH COBPEMEHHBIE PHIHOYHBIX 00pa30BaTENbHBIX TEXHOJIOTHHUIL.
KommerentHoCTh: DOpMHUpPOBAaHUE Y CTYACHTOB 3HAHUI, YMCHHUI U HABBIKOB B 00JIaCTH
OpraHu3allMi HPOMBILIIIEHHOTO HPOM3BOJCTBA, YKOHOMHKH (DUPMBI, ITO3BOJISIOLIMX
OBICTPO aIaNTHPOBATHCS K PAOOTE B U3MEHSIOIMXCS YCIOBUSX PHIHOYHOH YKOHOMHKH.
OkumaeMblii pe3ynpTar: JleMOHCTpHpYeT CIIOCOOHOCTHM W TOTOBHOCTH HPHUMEHSTH
3HAHHWA B €CTECTBEHHO-HAYYHOW, TYMAHHTapHOW, COLHAIbHO-IKOHOMHUYECKOH,
MpeAnprHUMATENIbCKOH cdepax. 3HaHHE 0a30BBIX TPeOOBAaHWH MEKAYHAPOIHBIX H
HAI[MOHAIBHBIX 3aKOHOAATENIHBIX, OPTaHM3aIMOHHBIX W TIPOIEAYPHBIX aKTOB,
PEryINPYIOIHX JeSTeIbHOCTh B 001aCTH HH()OPMALIMOHHOH 6€30acHOCTH
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Prerequisites: Fundamentals of Economics and Business (school course)
Post-requirements: Manufacturing practice, state examination, diploma project

The purpose of the discipline: When studying this discipline, students study the
theoretical foundations of the functioning of the economy, including methods of
managerial decision-making.

Summary: They will be able to identify the main problems in the activities of enterprises
when analyzing actual situations, and will also be able to provide solutions to these
situations and evaluate the expected financial results. They will be able to master
practical skills of independent development of new knowledge, using modern market
educational technologies

Competence: Adjustment of specific configurations of the basics of economics and
business: Can set algorithms for setting tasks and solving them, use the basics of
cconomics and business, develop basic documents, work with modern programming
systems.

Expected result: Demonstrates the ability and willingness to apply knowledge in the
natural sciences, humanitics, socio-economic, and business fields. Knowledge of the
basic requirements of international and national legislative, organizational and
procedural acts regulating activities in the field of information security
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