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7Korapbl OKYy OpHBI KOMIIOHEHTI

= Bakpuiay ey IToHHIH cunaTTaMackl/ XapaKTCPUCTHKA AUCIUILIHHEL/ barnapinama
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Slse | 2 S 3 aé 2 g 3 ; =3 =E type of control |5. Ky3siperrimiri/ name, surname of the
% . .
& S| & S g3 z 2 & z < Ez& (test, written | komMIeTeHIMU/competences instructor of
o o . . . .
= = g Z o E B 2 8 form, orally) |6. Kyrinerin HoTiKe/ 0OXHIaeMble pe3yabTathl/ expectedresults program, scientific
£
= g S =4 3 2 degree, rank
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1 2 3 4 5 6 7 8 9 10 11
M3 | BI/ Matl | Matemaruka 5 1 1 Emruxan Tecr 1. IIpepexBusuti:Maremaruka (MeKTen Kypesl). Kan6siposa XK.T. -
KK 201 MaremaTuka DK3aMeH TECT R. IMoctpexkBu3uTi: bIKTUMAaNIbIKTAp TEOPHSCH JKOHE MaTeMAaTHKANBIK CTaTUcTHKA, Juckperri| "Maremaruka xoHe
BJI/B | Matl Mathematics Exam test MaTeMaTrka, MareMaTHKanbK Kpurnrorpadus KoJ1aH0abl
K 201 B. [MonHiH Makcatbl: «MareMaTukay IOHIHIH MakcaTel — OUIIM alylmbUIapAblH  ipreii| MexaHuka"
BD/ Matl MaTeMaTHKaJIBIK OUTIMIIEPIH KaJbINTACTHIPY, JOTUKANIBIK KOHE aHAIMTHKANBIK OHlay KaOlIeTiH | CEeKUUSIChIHBIH
ucC 201 JAMBITY, COH/al-aK MaTeMAaTHUKAIIBIK MOJCIbACY SAICTepi MEH KoJJaHOalbl ecenTep/i LISy | JKeTeKIIici, 3.F.K.

Tocinepin MeHrepty. Ilon asichinia anreOpa, aHAJMTHKAIBIK I'€OMETPHsS, MaTeMaTHKAJIBIK
Taliay JKOHE BIKTUMAJBIKTAP TCOPHSCHIHBIH AJICMEHTTEPI KapacThIpbUIaabl. MaTeMaTHKAIBIK
omicTepli KociOM JkoHE TMPaKTHKAJIbIK MIHICTTEpAl WIEHIy/e KOJJaHyFa epeKiie Hazap
aynmapsutazpl. [ToHai MeHrepy HOTIXKECIH/IE OLITIM aTyIibl HeTi3r MaTeMaTHKAJbIK YFBIMIAp MEH
omictepi Oineti, MaTeMaTHKANBIK anmapaTThl €CeNTeP/Ii ISy JKoHEe AePEeKTepIl Tanaay YIiH
KOJIJIaHA aJiajibl, TPOLECTep MEH KYOBLIBICTAPIbl MAaTEeMAaTHKAJIBIK MOJCIbACY IaFIbUIapbIH
MEHTrepeIi.

K. Kpickamia mMa3myHsbl: JKuUbIHAAFBI HET13T1 OMEpaIHsIap. apajblK )KoHe MaHail YFeIMbL. Teopema

Typiepi. DyHKUUS KOHE OHBIH Kacuerrepi. Dnementap ¢(yHkuusutap. Cal Ti30eriHiH meri.
ODYHKIUSAHBIH HYKTEZIETi IHeri »XoHe OHBIH KacuerTepi. lllexci3 kimm jkoHE IIEKCi3 YJIKEeH
raMasiap, oJap/IbIH apachIHars Oaimansic. TaMala mekrep.

5. Kysblpertiniri: MaremaTHKaHbIH HETi3/IepiH YHPeHYIIH ACHTeHiH KOFapbUIaThII, HHKEHEPITIK

Mocelesiepi LIelly/je MaTeMaTHKAaHBIH OJICTepiH MaijalaHy/bIH OarbITTapblH KOJIAHY/IbI
oineni.

6. Kyrinetin HoTmkenep: AKIMapaTThlK KayilCi3[iK €CenTepiH MIelyJe MAaTeMaTHKAJbIK

anmnapartbl KoJgaHa ajxaJbl; MaTEMaTHKAJIBIK JKOHC JIOTHMKaJbIK MOACJIBACP KypacTbIpalbl.
ecenTepni aJ'[T‘OpPITM}IiK TYpFbIJaH  Taliaall, aJiblHFaH HQTI/I)KeJ'[epJIi HeFi3ﬂeﬁ KOHC
PIHTEpHpBTaHHHHaﬁ aJlaabl.




IMpepexsuzutsl: Maremaruxa (LLxonbHbli Kypc).

[MoctpexBusutsl: Teopust BeposTHOCTEH M MaTeMaTHuUecKash CTaTHCTUKa, JluckperHas
MareMaTuka, MaremaTuyueckast Kpunrorpapus

Lenp aucuumunel: ens qucummimnHbel «MatemMaTuka» 3aKiodaetcs B (OPMHPOBAHUH Y
o0yuyarommxcsi (GpyHIaMEHTAIbHBIX MAaTEMATHYECKUX 3HAHUM, Pa3sBUTHU JIOTHYECKOTO M
AQHAJINTHYECKOTO MBIIICHHUS, @ TAKXKE OCBOCHHH METOJJOB MATEMaTH4YECKOTO MOJCIUPOBAHUS
U peIleHUs NPUKIAJHBIX 3a1ad. B paMkax AMCHMIUIMHBI M3y4yalOTCs OCHOBHBIC pa3/ielibl
MaTEeMaTHKH, BKIIIOYas airedpy, aHAUINTHYECKYI0 T€OMETPUIO, MAaTEeMaTH4YeCKUH aHaln3
JNIEMEHThl  TEOpHH  BeposiTHOCTeH. Ocoboe  BHUMaHME — YAENSETCS  IPUMEHEHHIO
MaTeMaTHYECKUX METOJOB JUISl pelIeHHs! NMPO(EeCCHOHANBHBIX W MpakTHueckux 3anad. Ilo
3aBEPIICHUN M3Y4EHHS TUCLUILIMHBI OOyJaromWiCsi 3HAeT OCHOBHBIE MAaTeMaTHYECKHE
TIOHATHS, 3aKOHBI © METO/IbI, yMEET IPUMECHATh MaTeMaTHUECKUI anmapat U peeHuUs 3a1a4
U aHaju3a JaHHBIX, BIAJEeT HaBbIKAMHU JIOTHYECKOro OOOCHOBAHHMS M MAaTeMaTHYECKOrO
MOJICIIMPOBAHUS IPOLIECCOB U SBJICHHH.

Kpatkoe coznepxanne: OCHOBHBIE OIlEpallii HAJ MHO)KECTBAMH.MHTEPBAJIBI M ITOHSATHE
okpecTHOCTe. BUIbI TeopeM. DyHKIMs U ee cBoiicTBa. DneMenTapubie ynkiuu. [Ipenen
mocie0BaTebHOCTH Yncel. [Ipenen QyHKIHK B TOYKE M €r0 CBOWCTBA. BECKOHEYHO MaJble
u OECKOHEYHO OOJbLINE BEJIMYUHBI, CBA3b MEXIY HHMMH.3aMeuaTelIbHble IPEeIebl.
5. Kommerennuun: 3HaeT, Kak HCIIOJIB30BATh MAaTEMaTHYECKHE METOABI B PELICHUH
MHXEHEPHBIX 3a/]1a4, COBEPIIEHCTBOBATh OCHOBBI MATEMATHKH.

Osxuaemble pe3ysbTaThl: YMEET HCIHOJIb30BaTh MaTeMAaTHYECKUil anmapaT HpH pelieHUd
3aa4 MH(MOPMAIIOHHOW O€301aCHOCTH; KOHCTPYHPYET MAaTeMaTHYEeCKHE W JIOTHYECKHE
MOJIENI.  CHOCOOGH  QJITOPUTMUYECKH  aHAIM3UPOBAaTH  OTYETHI, OOOCHOBaTH M
MHTEPIPETHPOBATH MOJIYUYCHHbBIE PE3YIITATHI.

XKan6erposa XK.T.-
PYKOBOAUTEND
CEKIIMH
"MareMaTuKu 1
TIPUKIaJHOU
MeXxaHUKH",K.3.H.

DN =

Prerequisites: Mathematics (School course).

Post requisites: Probability theory and Mathematical Statistics, Discrete Mathematics,
Mathematical cryptography

The purpose of the course “Mathematics” is to provide students with fundamental mathematical
knowledge, develop logical and analytical thinking, and master methods of mathematical
modeling and problem-solving. The course covers the main branches of mathematics, including
algebra, analytical geometry, mathematical analysis, and elements of probability theory. Special
attention is given to the application of mathematical methods in solving professional and
practical problems. Upon completion of the course, students will understand fundamental
mathematical concepts and methods, be able to apply mathematical tools for problem-solving
and data analysis, and possess skills in mathematical modeling of processes and
phenomena.Summary: Basic operations on sets. intervals and the concept of neighborhoods.
kinds of theorems. Function and its properties. Elementary functions. Number sequence limit.
The limit of a function at a point and its properties. Infinitesimal and infinitely large quantities,
the relationship between them. Remarkable limits.

Competencies: Knows how to use mathematical methods in solving engineering problems,
improve the basics of mathematics.

Expected results: Able to use the mathematical apparatus in solving information security
problems; builds mathematical and logical models. can algorithmically analyze problems,
justify and interpret the results obtained.

Zhalbyrova Zh -
head of the section
"Mathematics and
Applied
Mechanics",
Candidate of
Economic Sciences
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IpepexBuzuti: Pusnka (Mekren Kypcbl).

IoctpexBusuri: dusuka II.

IonniH MakcaTbl: PU3MKAHBIH HETI3T NPUHLUITEPIH JKOHE OJap/IblH HAKThI €CENTEPIH IICIIy
JKOJLIAPBIH, KociOM  JkaFmaiiiapelHIa — KOJJaHy  JlaF/ibUIapbIH, MeXaHHKaHbIH,
TEPMOMHAMHUKAHBIH, JIEKTP JKOHE MarHETH3MHIH, ONITUKAHBIH JKOHE TOJIKBIH/IBIK OITHKAHBIH
HETi3r1 YFeIMIApbl MEH 3aHJAphl JKOHIH/E TEOPUSUIBIK OUTIM MEH MPAKTUKAIBIK IaFIbLIapbIH
KaJIBIITACTBIPA/IBI.

Kpickania Mma3myHbl: Kypce 6apbichiHAa CTYIGHTTEp MEXaHHUKa, TSPMOJUMHAMUKA, JJIEKTP JKOHE
MarHeTH3M, ONTHKA JKOHE TOJIKBIH/BIK ONTHKAHBIH HETri3ri YFhIMIapbl MEH 3aHlapblH
MEHTrepeii.

Kysbiperriniri: BimiM anymsl (HU3UKaIBIK TEOPUSHBI, 3aHABUIBIKTAPABL, YFBIMIAPIbL, €cell
LWIBIFAPY SICTEpiH MEHrepe OTBIPBIN, TaOWFATTaFrbl KYOBUIBICTAp MEH IPOLECTepIiH
(u3MKaChIH TYCiHE/II )KOHE aiFaH OUTIMIepiH MaMaHAbIFbI OOWBIHINA KOJaHAIBI.

Kyrinerin HoTmXenep: (U3MKAHBIH HEri3ri 3aHAapbl MEH 3aHIBUIBIKTApbIH KOCIOM JKoHe
MPAKTHUKANBIK €CenTepi WIenrye KoJAaHaabl; (M3MKAIBIK HPOLECTEPAl MAaTeMaTHUKAJIBIK
MO/JIEINB/ICH/TI JKOHE albIHFAH HOTHIKENCP/Il TaIai Ibl.

TypcbivaTosa O. -
"MaTemaTuKa jkoHe
KOJ1aH0abl
MeXaHuKa"
CEKIMSCHIHBIH ara
OKBITYIIBICHL, PhD

IpepexBusutsl: Pu3nka (LKOJIBHBIN Kype).

[ToctpexBuzutsl: ®uzuka II.

Henp aucuumniuHel: chopMUpoBaTh (yHIAMEHTANIbHbIC 3HAHUS (QU3UKH, a TAKXKE Pa3BUTHE
HaBBIKOB WX IPUMEHEHMs Ul pELIeHHs KOHKPETHBIX 3a/1au, OCOOEHHO B YCIOBHSX HX
Oynymiei npo)ecCHOHANIBHOM AeATeNHOCTH. Bo BpeMs Kypca CTyJeHTHI H3y4aloT OCHOBHBIC
MOHATHA M 3aKOHBl MEXaHHKH, TEPMOJMHAMUKH, JIEKTPUUECTBA U MArHeTW3Ma, ONTHUKU U
BOJIHOBO ONTHKH.

Kpatkoe conepxanue: Bo Bpemst Kypca CTYAEHTBHI U3y4alOT OCHOBHBIE IOHSTHUS M 3aKOHbI
MeXaHHUKH, TEPMOJUHAMUKH, JJIEKTPHUECTBA U MarHETU3Ma, ONTHKH ¥ BOTHOBOM OTTHKHU.
Kommnerenipn: CtyneHt BruageeT (pusndec-koil Teopuel, 3aKOHOMEPHOCTSIMHU, MOHITUSMH,
METOJJaMH pEeLIeHHUs 3a1a4, TOHUMAeT (PU3HKY SIBJICHUH U IPOLIECCOB B IPUPOJIE U UCIIOIb3YET
TMOJTyYEeHHbIE 3HAHUS MO CHEeLHAILHOCTH

Oxxunaemble pe3ynbTaThl: Mcnonp3yeT OCHOBHBIE 3aKOHBI U 3aKOHBI (PU3MKU NIPH pELICHUU
Mpo()eCCHOHANBHBIX M TNPAaKTHYECKUX 3a/ay; MaTeMaTHYecKu MOJeIupyeT (usndeckue
MIPOLIECCHI U AaHAIU3UPYET MOTyYESHHbIE PEe3yJIbTaThL.

TypcbimaTosa O.-
CT.MPEMHO/. CEKI[UH
"MaTemMaTuKu 1
TIPUKJIaJHON
mexanuku", PhD

. Prerequisites: Physics (school course).
2. Post-requisites: Physics II.
. The purpose of the discipline: The objective of this course is to study the laws of physics and

their application in various fields, as well as to develop students' foundations for solving
professional problems. Course description: students explore additional topics and concepts in
physics, such as electricity and magnetism, electromagnetism, optics and wave optics, as well
as atomic and nuclear physics. Students solve typical generalized physics problems, both
theoretical and experimental, using modern measuring instruments and computer modeling of
physical states.

. Competence: The student creates a condition to own a physical theory, laws, concepts, methods

of solving problems, allows him to understand the physics of phenomena and processes in
nature and use the knowledge gained in the specialty.

. Expected results: Applies the basic laws and laws of physics in solving professional and

practical problems; mathematically models physical processes and analyzes the results
obtained.

Tursimatova O. -
senior lecturer
section
"Mathematics and
Applied
Mechanics" PhD
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. IpepexBusurrep: UnpopmaTrka (MEKTEH KypChl)
2. IMoctpexkBusurtep: C# TiniHge Oarmapiamanay TeXHOIOTHSICHI
. [lonnin MmakcaTbl: Bysl KypcThIH MakcaTbl CTYICHTTEpre OarmapiaManapibl Kypy YIUIH

KOJIJIaHBIIATBIH TEXHUKAJIBIK JKoHE OaraapiaMaiblK Kypanmapasl YAperyai kamtuasl. [lonmi
urepyne C++ TiniHiH epeKIeNmiKTepi MeH MYMKIHAIKTepi, Ti kKoMnmsTopnapsl, C++ TiniMeH
KyMbIC icteyre apHanraH IDE, OarapnamMaHblH KYpbUIBIMBI, HETI3r1 GYHKIHSIAP, AePEKTepi
CHIi3y-LIbIFApy, KapamadbiM JepeKTep TypJiepi, apu(METHKAIbIK amajigap, MacCHUBTEp,
Katapiap, (GyHKOHMsUIAp KiTalnxaHanapbl, JUHAMHKAIBIK JCPEKTEp KYPBUIBIMBL: Ke3eKTep,
Ti3iMaep, aramTap, HTepdeiicTep xoHe icke achlpy MYMKIHAIKTEpi KapacThIPbLUIa bl

. Kpickamra masmyssr: [Tonai urepyne C++ TidiHIH epeKIIenikTepi MEH MYMKIHIIKTepi, Til

xoMmuisTopiapsl, C++ TiniMeH xyMbic icteyre apHanraH IDE, GarnapiaaMaHbIH KYPBUIBIMBL,
Herisri  (QyHKOWsIap, JAepeKTepAi eHri3y-IIbIFapy, KapamailbiM —JOepekTep Typiepi,
apu(dMeTUKaNbIK aManaap, MacCUBTEp, KaTapiap, GpyHKIUANAp KiTalXaHaIapsl, AHHAMHUKAIIBIK
JEpeKTep KYPBUIBIMBI: KE3eKTep, Tidimaep, aramirap, MHTepdencTep xoHE iCKe achIpy
MYMKIHIIKTEP1 KapacTbIpbUIa Ibl.

. Kysbiperriniri: OObeKTiIi-0arbITTalIFaH JKOHE JKaJllbUIaHFaH Oarjapiamanay TeXHOJIOTHSCHI

HETi31H/Ie TporpaMmanay TiiaepiH TepeH MeHrepeai

. Kyrinerin nHotmxkenep: C++ OarmapiaManay TiUTIHIH HEri3ri KOHCTPYKIUSUIAPBIH MEHIEPE/Ii;

ITOPUTMICP/II 93ipJier, oJap/bl OarjapiaMalblK KOJ TYPIHIAE JKY3ere achIpajbl; IEpeKTep
KYpBUIBIMIApbl MEH aNrOpUTMACPAl KOJJaHadbl, O0BEKTire OaFbITTajFaH OaraapiaManay
MPUHIMIITEPIH Naiiananajpl; OarapiamManap/sl TECTIICY JKOHE KOH/IEY diCTepiH MEHIepe/i;
aKMapaTThlK  KayilCI3[iK —caJachlHIAarbl KOJNJaHOAIbl ecenTepii INellyre apHaJFaH
OaraapyiaMaIbIK MISIIIMICP d3ipJei aiapl.

Mpeip3aeB P.C. — ara
OKBITYIBL,
MaTeMaTHKa
Marucrpi

. IIpepexBusuTe! : Uadopmatika (ILIKOJIBHBINA KypC)
2. IToctpexBusutsl: TexHONOTHS MPOrpaMMpoBaHus Ha si3bIke CH#
. Henp mucuummuet: L{eab AUCUMIUIMHEL BKIIOYAEeT B ce0st 00ydeHUE CTYJCHTOB TEXHHYECKHUM

W TpPOTPaMMHBIM HWHCTPYMEHTaM, HCIIOJIIB3YEMBIM JUIs CO3/IaHMs NpPOTpaMM, a TaKKe
HHCTPYMEHTaM, MCIHOJIb3yeMbIM B POrPaMMHUPOBaHUH. B mpoliecce 0CBOCHUS JUCUMITIIMHB
paccMaTpHUBaOTCS OCOOCHHOCTH M BO3MOXHOCTH si3bika C++, KoMIUIATOpsI s13bika, IDE mmst
pabotsr ¢ s3pikOM C++, CTPYKTypa IporpaMMbl, OCHOBHBIE (D)YHKIMH, BBOJ-BBIBOJ JIaHHBIX,
MIPOCTHIE THIIBI IAHHBIX, apU(PMETHICCKUE OTIEPALIH, MACCHUBBI, Psi/bl, ONOIMOTEKN QyHKINIA,
JMHAMHYECKasi CTPYKTypa JaHHBIX: OYePelIM, CIIMCKH, ACPeBbs, HHTEPQEHCH 1 BO3MOKHOCTH
peanu3anuu.

. KpaTKOC COACPIKaHUC: B TIponecce OCBOCHUS JUCHUIIIIMHBI paCCMaTPUBAIOTCSA 0COOCHHOCTH U

BO3MOXHOCTH s13bika C++, kommuisiTopsl s3bika, IDE a1t pabotst ¢ si3pikom CH++, cTpyKTypa
MPOrpaMMbl, OCHOBHbIC (YHKIMH, BBOJA-BBIBOJ JAaHHBIX, IPOCTBIE THUIMBl JAHHBIX,
apu(MeTHYECKHE OIepallii, MAacCUBBI, psAAbl, OWONMMOTEKW (QYHKIMH, JWHAMHYECKAs
CTPYKTypa JaHHBIX: OYEPE.IH, CITUCKH, IePEBbsl, THTEPPEHCH 1 BOSMOXXHOCTH peajH3alliy.

. Komnerenruu: YI‘J'Iy6J'ICHHO HU3y4aeT U OCBAMBACT S3BIKOB IIPOrpAMMHUPOBAHHS Ha Gaze

TEXHOJIOTUH 06TJGKTH0—OpI/IeHTI/I—pOBaHHOI‘O u 0606IIICHHOI‘O nporpa-MMHUpPOBaHUA

. O)KH)IaeMBIe Ppe3yJIbTaThI: BnaueeT OCHOBHBIMH KOHCTPYKHHAMHU sA3bIKa IMPOrpaMMHUPOBaHUL

C++; pa3pabaThIBacT aArOpUTMBI M PEANH3yeT UX B BHAC NMPOrPAMMHOIO KOJa; MCIOIB3YeT
CTPYKTYpPBI JQHHBIX M AJTOPHTMBI; HCIOIB3YeT HPUHLUNBI OOBEKTHO-OPHEHTHPOBAHHOTO
MPOrpaMMHUPOBAHKS; BJIAJECT METOAAMH TECTHPOBAHHA M OTJIAJKH IPOrpaMM; MOXKET
pa3pabaThiBaTh HPOTpaMMHBIC DELICHHS ULl PEIICHHs MPHKIAJHBIX 3agad B 0O0JacTH
nH(opMaIMOHHON 6e30MacHOCTH.

Meip3aes P.C.-
CTapuInii
IIperoiaBaTes,
MarucTp
MaTeMaTHKH




Prerequisites: Computer Science (school course)

Post-requirements: Programming technology C #

The purpose of the discipline: The purpose of the discipline includes teaching students the
technical and software tools used to create programs, as well as the tools used in programming.
In the process of mastering the discipline, the features and capabilities of the C++ language,
language compilers, IDE for working with the C++ language, program structure, basic
functions, data input and output, simple data types, arithmetic operations, arrays, series,
function libraries, dynamic data structure: queues, lists, trees, interfaces and implementation
possibilities.

Summary: In the process of mastering the discipline, the features and capabilities of the C++
language, language compilers, IDE for working with the C++ language, program structure,
basic functions, data input and output, simple data types, arithmetic operations, arrays, series,
function libraries, dynamic data structure: queues, lists, trees, interfaces and implementation
possibilities.

Competencies: In-depth studies and masters programming languages on the basis of technology
of object-oriented and generalized programming

Expected results: Master the basic constructions of the C++ programming language; develop
algorithms and implement them in the form of program code; use data structures and
algorithms; use the principles of Object-Oriented Programming; master the methods of testing
and debugging programs; develop software solutions for solving applied problems in the field
of Information Security.

Myrzaev R. — senior
lecturer,

master of
mathematics
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[IpepexBusnrrep: Ouznka 1

[ocrpexBusurrep: Kacibu monnep

[TonHin MakcaTbl: ®u3MKa 3aHAAPBIH XKOHE OJNAPABIH SPTYpIi canajapia KOJIAHBUTYbIH
3epTTey, COHMai-aK CTYACHTTEep/AiH KICiOM ecemTep/i mienry Heri3aepiH aaMeity. KypcTsiy
cunarraMacsl: CTyneHTTep (GHM3UKamarbl JIEKTP SKOHE MAarHeTH3M, O3JICKTPOMAarHeTH3M,
OINTHKA JXOHE TOJIKBIHABIK ONTHKA, COHIAN-aK aTOMIBIK KOHE SAPOIBIK (U3MKA CHSIKTHI
KOCBIMIIIA TAaKbIPBINTAp MEH YFBIMIApAabl 3epTreiini. CTyaeHTTep Kazipri 3aMaHFbl eJiey
KypangapbiH koHe (H3MKAJIBIK KyHJIepAi KOMITBIOTEPIIK MOJENBbACY/II KOJIAaHA OTBIPHII,
TEOPUSUIBIK JKOHE OSKCIICPUMEHTTIK JKAIMBUIAHFAH (U3MKA ECENTepiH IIeIly >KOJIapblH
MEHTepei.

[TonHiH Ma3MyHbI: DU3HKALAFBI DJIEKTP )KOHE MAHETU3M, HJICKTPOMArHETU3M, ONTHKA JKOHE
TOJIKBIHJBIK ONTHKA, ATOMIBIK >KOHE SAPOJIBIK (PU3UKA CHUSKTHI KOCHIMIIA TaKbIPHIITAp MEH
TyciHikrepai 3eprreiini. CryneHTTep Kasipri 3aMaHFbl eJIey KypaljapblH IainanaHa
OTBIPBII )KOHE KOMITBIOTEP/IiH KOMETiMeH (PU3HKAIIBIK KYIIi MOJEIBACY apKbLIbl TCOPHSIBIK
JKOHE IKCMIEPUMEHTTIK JKalMbUIAHFAH THITIK (QHU3UKa eCeNnTepiH WISy 1l MEHIepeIi.
Kysbiperriniri: Herisri ¢u3ukanbK KyObUIBICTap/bl, KIACCHUKAJbIK JKOHE Kasipri (u3uka
3aHIapAbl, NPUHLUNTEPIl, TEXHUKAHBl MaMaHJaHABIPBUIATHIH CalajapblHIa MaiiganaHa
Gineni

Kyrinetin HoTixe: DKCHEPUMEHTTIK 3€pTTeyJiep JKYpri3eli, oJey HOTHXKEeNepiH eHaena
JKOHE KATETIKTepiH Oaranaiipl; SJIEKTPIIiK, MATHUTTIK JKOHE 3JIEKTPOMArHUTTIK IponecTepi
aKMapaTThIK-TEXHUKAIBIK ~ KYHENepIiH JKYMbIC IMPUHIUITEpIMEH OaillaHbICTBIpaIbI;
¢bu3MKaNbIK  OLTIMIEPiH aKMapaTTBIK KayilCi3miK calachlHAAFbl TEXHUKAIBIK JKyHenepai
3epTIey, Taljay KoHe MoJIelbey OapbIChIHAA KOJIIaHA b

TypcbivaTosa O. -
"MaTemaTuKa KxoHe
KOJgaH0abl
MeXaHuKa"
CEKIUACBHIHBIH ara
OKBITYIIBICHL, PhD




. [Ipepexus3nTer: Ousnka 1
. ocrpexBuzutsr: [Ipodunupyromiye TUCUUTLTHHBL
. Henp aucuuniuuel: M3yyenue 3aKoHOB (pU3UKK M MX NPUMEHEHHs B PA3JIMYHBIX 00nacTsx, a

TaKke (GOPMUPOBAHUE y CTYJCHTOB OCHOB pELICHHS MPO(eCcCHOHANBHBIX 3ahad. OmucaHue
Kypca: V3y4aroT JOMOJHUTENbHBIC TEMbl U KOHLEMINK (DU3HKH, TAKHE KaK dJICKTPUYECTBO U
MAarHeTH3M, JJICKTPOMArHeTHU3M, ONTHKA M BOJHOBAsl ONTHKA, & TAKXKE aTOMHAs W siACpHAs
¢usuka. CTyIeHTHI pelaT TUITHYHbIE 0000IIEeHHBIE 3a/1a4U 110 (PU3HKE, KaK TCOPETUYECKHUE,
TaK W OKCICPUMEHTAIBHbBIC, HCIONb3ysS COBPEMEHHbBIE HM3MEPUTENIbHbIC MPUOOPBI U
KOMIIBIOTEPHOE MOJCITHPOBAHNE (PU3UIECKUX COCTOSHHMIA.

. CozeprxaHue TUCUUILTHHBL: M3ydaeT JONOTHUTENbHbIE TEMbI U KOHLICTIIUH (DM3UKH, TAKHE KaK

3JIEKTPUYECTBO M MAarHeTH3M, 3JICKTPOMAarHETH3M, ONTHKAa M BOJIHOBAas ONITHKA, a TaKXKe
aToMHas U sinepHast pusrka. CTyJSHTBI PEIIAOT TUIIHYHBIE 0000IIECHHbIE 3a/1auH 10 (HU3HKE,
KaK TEOPETUYECKHE, TaK U IKCIEPUMCHTANIbHBIEC, UCIONb3YysI COBPEMEHHBIC M3MEPHUTEIbHbIC
pUOOPBI 1 KOMIBIOTEPHOE MOJICIIUPOBAHHE (PU3HUECKUX COCTOSHHI.

. KommeTeHTHOCTB: yYMEET HUCHNOJIb30BaTh (bI/ISI/I‘{GCKHC 3aKOHBbI, NPUHIUIIBI, TEXHUKY B

CIICUaJIM3MPOBAHHBIX 00JacTsX.

. Oxumaemblit pesynbrar: [IpOBOIUT BKCIEpPUMEHTANbHBIE HCCIEIOBaHMs, 00pabaThiBacT

Pe3yJIbTaThl H3MEPCHHI U OLIEHUBACT MOTPEILIHOCTH; CBA3BIBACT DIICKTPUIECKIE, MATHUTHBIC K
JNIEKTPOMATHUTHBIE TIPOLIECCHI C MPUHIMIIAMHU Pab0Thl HHHOPMALIMOHHO-TEXHHYECKHUX CHCTEM;
NpUMEHsIeT (HU3MYECKHe 3HAHWSA B MPOLIECCEe HCCICAOBAHHS, aHAIM3a W MOJICIHPOBAHHUS
TEXHUYECKHX CUCTEM B 00JacTH HHPOPMALIMOHHO 6€30I1aCHOCTH.

TypcbimaTosa O.-
CT.IPENOJ. CeKIIUI
"MaTemMaTuKu 1
TIPUKIaJHOU
mexanuku", PhD

—_

. Prerequisites: Physics
. Post-requirements: Profile disciplines
. The purpose of the discipline: The purpose of studying the discipline is to study the laws of

physics and their application in various fields, as well as to form the foundations of solving
professional problems for students.

. Content of the discipline: Studies additional physics topics and concepts such as electricity and

magnetism, electromagnetism, optics and wave optics, as well as atomic and nuclear physics.
Students solve typical generalized physics problems, both theoretical and experimental, using
modern measuring instruments and computer simulation of physical states.

. Competence: Able to use physical laws, principles, techniques in specialized fields.
. Expected result: Conducts experimental research, processes measurement results and evaluates

errors; connects electrical, magnetic and electromagnetic processes with the principles of
information technology systems; applies physical knowledge in the process of research,
analysis and modeling of technical systems in the field of information security.

Tursimatova O. -
senior lecturer
section
"Mathematics and
Applied
Mechanics" PhD
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. [IpepexBusurrep: C++ oprackiHaa Oargapiamanay
2. IMoctpexBusurtep: Python Tiniuge 6arnapnamanay
. [onnin makcatsl: [Ton C# TiTiH KoJIIaHa OTHIPBIN OaFmapiamManayablH epeKIICTIKTEPiH KIHEe

3aMaHayd OarnapiiaMaiblK JKYHelepZi jkacaylibuiapra KOMBLIATBIH TajanTapiabl Oiayre,
OarqapaamMalbIk xyienepai Kypy yuris Net miatdopMachiHbIH TEXHOJIOTUUIAPbI MEH 9JTiCTepiH
KosgaHa Olnyre, Kypajagap MEH dJicTepAi TaHAaY/ bl HETi3eyre yiperei.

. Kpickamia masmyner: Kype tinmgid cuHTakcuci Men epekueniktepin, Obb npunmunrepis,

KochIMIIanapasl o3ipaeyai sxkoHe .NET Framework kitamxaHamapsIMeH >XYMBIC icTeyni
3eprreyre OarbiTTanFaH. [loH BeO-o3ipiey, MOOWIIBAI KOCBIMILANAPABI d3ipjey CHSIKTBI
cananapja KOChIMILanap jkacay YIIIH KCHIHEH KOJAaHBUIATBHIH C# TUTIH KOJIJaHa OTBIPBII
OariapiaMabIK XKacaKTaMaHBI d3ipiey/IiH Herisri aceKTiepiH KaMTU/IbL.

. Kyssiperriniri: Op Typni ecentepai menry ymin C# 6arnapiamanay TUIiH KoigaHa anajel; C#

TiTIHAE KOHCOMB/IBIK KOCHIMIIIANAP/IBI 331PIIey, TACHIPMAMEH JKYMBICTBI YHBIMAACTHIPY ABIH 9P
Typ:i hopMa-IapbiH KOJAaHy JaFbUIapbiHa Ue.

. Kyrinerin notmwxkenep: Ouryre tuic: C# Gargapiamanay TUIIHIH HETi3ri KOHCTPYKIMSUIAPBIH

MEHTrepe/Ii; aNropuTMICpAl 33ipiiert, baFaapIaMalIblk KO TYPiH/IE Ky3ere acbIpaibl; 00bEKTire
OarpiTTasiFaH OarjapiaManay NPUHLMITEPIH KOJNAAHAABL, AEPeKTep KYPbUIBIMAAPhl MEH
anropuTMIEpAl MaiganaHanbpl, OaraapiaManapibl TECTIIEy JKOHE IKOHIEY OAICTEpiH
MeHrepeni; (QaiigapMeH JKOHE JIEpeKTep KOPBIMEH JKYMBIC ICTEHTIH KoJmaHOaJIb!
Oarapnamainap 93ipieiti..

Mpeip3aeB P.C. — ara
OKBITYIBL,
MaTeMaTHKa
Marucrpi

. [IpepexBusutsr: [IporpammupoBanue B cpeae C++
2. IMoctpexBusutsl: [IporpamMmmupoBanue Ha si3b1ke Python
. Hens  pucnmrummael:  JlMcOMIUIMHA YYUT 3HATh OCOOCHHOCTH IPOTPAaMMHUpPOBAHUS C

ucronbp3oBaHueM s3pika C# U TpeboBaHUS, IPEbABIIEMbIe K Pa3paboTINKaM COBPEMEHHBIX
IPOrPaMMHBIX CHUCTEM, YMETh NPUMEHATh TEXHOJIOTMH M MeToAbpl Imatdopmel Net mms
CO3[JaHHs NPOrPAMMHBIX CHUCTEM, OOOCHOBBIBATH BBIOOP CPEICTB U METOIOB. JlMCLHIUINHA
YUHT 3HaThb OCOOCHHOCTH MPOrPaMMHUPOBAHUS C MCIHOJIb30BaHUEM si3blka C# U TpeOoBaHu,
IpebsBIAeMble K pa3pabOTIMKaM COBPEMEHHBIX IPOTPAMMHBIX CHCTEM, yMETh IPHMEHATH
TEXHOJIOTHH U MeTOABI I1aThopMbl Net IS CO3aHHSA IPOTPAMMHBIX CHCTEM, 00O0CHOBBIBATH
BBIOOp CPEACTB U METOJIOB.

. Kpatkoe conepxanue: Kypc HampaBieH Ha M3y4eHHE CHHTAaKCHCa W OCOOCHHOCTCH s3bIKa,

npunimnos OOIl, pa3pabotku npunoxenuit u pabotel ¢ oudanorekamu NET Framework.
JIMCUMIIMHA OXBAThIBACT KIIIOYEBBIC ACTEKThI Pa3pabOTKH MPOrPaMMHOr0 oOecredeHHs ¢
HCTIOJIb30BaHUEM SI3bIKA C#, KOTOPBIN MIUPOKO HUCIIONB3YETCs Ul pa3pabOTKH MPUIIOKEHHUH B
TakuX 00JIacTsAX, Kak BeO-pa3paboTKa, pa3paboTka MOOMIBHBIX TIPUIIOKEHHUI

. Kommerennun: Ymeer ucnonp30Bath 36K MporpaMmmupoBanus C# Ui pemeHus pa3IuaHbIX

3a]a4; BJIaIeCT HaBBIKAMH Pa3pabOTKN KOHCOIBHBIX NMPHIIOKEHHUI Ha s3bIke CH#, IpIMEHEHUS
pa3nu4HBIX (OPM OpraHM3aIMy paboTHI C 3aJaHUEM.

. O)I(I/IllaeMLIe Pe3yJIbTAThI: C# BJIaACECT OCHOBHBIMH KOHCTPYKIHUSAMU SI3BIKa

MIPOrpaMMHPOBaHHMS; pa3pabaThiBaeT AITOPUTMBI M PEaIU3yeT UX B BUJIE IIPOTPAaMMHOTO KOJIa;
MPUMEHSET NPUHLIUIBI O00BEKTHO-OPUEHTUPOBAHHOTO IPOrPAMMHUPOBAHUS; HCIOJIb3YET
CTPYKTYpHI JIaHHBIX M QJITOPUTMBI; BIIaZeET METOJaMH TECTUPOBAHHS U OTIAJKH IIPOTPaMM;
pa3padaThIBaeT MPUKIIAIHBIC POTpaMMBbl, paboTaromye ¢ GaiyiaMu 1 6a3aMu TaHHbIX.

Meip3aes P.C.-
CTapIINH
MPENo/JaBaTellb,
MAarucTp
MaTeMaTHKU




Prerequisites: Programming in the C++ environment

Myrzaev R. — senior

2. Post-requirements: Python programming lecturer,

3. The purpose of the discipline: The discipline teaches you to know the features of programming | master of
using the C# language and the requirements for developers of modern software systems, to be | mathematics
able to apply the technologies and methods of the Net platform to create software systems, to
justify the choice of tools and methods.

4. Summary: The course is aimed at studying the syntax and features of the language, the
principles of the OOP, application development and working with .NET Framework libraries .

The discipline covers the main aspects of software development using the C# language, which
is widely used to create applications in areas such as web development, mobile application
development

5. Competencies: Can use the C# programming language to solve various problems; has skills in
developing console applications in C#, using various forms of organizing work with a task.

6. Expected results: Master the basic constructs of the C # programming language; develop
algorithms and implement them in the form of program code; apply the principles of Object-

Oriented Programming; use data structures and algorithms; master the methods of testing and
debugging programs; develop application programs that work with files and databases.

M | BIl/ IT™ blkrumanast eMTHXaH xkaszbama- | 1. IlpepexkBusurrep: MartemaTuka Ab6xanos E.A. -
3 KK C KTap 9K3aMEH aypI3IIa 2. TloctpexBusurrep: JJUCKpeTTI MaTeMaTuKa, KdCiOn moHaep "MaTeMaTHKa KoHe
BB | 2206 | Teopuscsl exam mucbMeHHO, |3. IloHHIH Makcatbl: «bIKTHMaIIBIKTap TEOPHSACH KOHE MATEMATUKAIBIK CTATUCTHKA» IOHIH | KOIAHOAIIBI

K TBM JKOHE YCTHO OKBITYZIBIH MakcaThl OUTIM ajylipUiapaa Ke3AeicOK KYObUIBICTApAbl  BIKTUMAJIBIK | MEXaHHKa"
BD/ C MaTeMaTHKal written form, TYPFBICBIHAH MOJIEIBJCY KOHE ACPEKTEPAl CTATUCTHKAJBIK OHJIEY CallaChIHIAarbl TCOPHUSUIBIK | CEKIMSACHIHBIH ara
ucC 2206 BIK orally OlmiMaep MEH MNpaKTHKAIBIK JaFAblIapAbl KajblNTacTelpy Oousibll  TaObutajgbl. [IoH | OKBITYLIBICHL,
TPM CTAaTUCTUKA BIKTUMAJIIBIKTAp TEOPHUSICHIHBIH HEri3ri YFBIMIAphl MEH OMIICTEpPiH, Ke3IeHCOK maManap/bi | (-M.F.K.
S Teopus Tapajay 3aHAapblH, MAaTEMAaTHKAIbIK CTATUCTUKA OMICTEpIH, CTATHCTUKAIBIK Oarajgay MeH
2206 | BeposTHOCTE TUIIOTE3aN1ap/ibl TEKCEpY TOCUIIEPiH 3epielieyre, COHIali-aK KociOM KbI3METTeri AepeKTepi
17871 Tanjay, HETi3JeNreH Menrmaep KaObuimay »oHEe KOJJaHOaibl ecenTepl IIemry YIIiH
MaTeMaTh4dec BIKTUMAJIIBIK-CTATHCTHKAJIBIK allapaTThl KOJAaHy OUTIKTEPiH AaMbITyFa OarbITTalIFaH.
Kast 4. Kpickama Ma3MyHbL: Op TypJli MOJENbIAEPIl 3epTTey JKOHE Taljay YIUNiH BIKTUMAJIBIK
CTATUCTHKA TEOPHSACH allllapaThlH KOJIaHy; TeopeMasapibl JoJIENAeY jKoHe OarmapiaMaiblK ecenTepri
Theory of LIENIy YIIiH BIKTUMAJJIBIK TEOPHSICHIH KOJIJaHyIbIH SPTYPJI TOCUIAEPiH MEHrepy.
Probability 5. Kyseiperriniri: bIKTUManapiKTap TEOPHUSICHIHBIH KOHIIENITYaJibl HETI3iH JKOHE OHBIH
and MaTeMaTHKa FHUIBIMBIHIAFEl OPHBIH, TEOpPEMaslapibl IQNEIey OMICTEepiH, COHBIMCH Kartap
Mathematica BIKTUMAJIIBIYTAp TEOPUSACHIHBIH ©3r¢ € JKapaThUIBICTAHy FhUIBIMAApPbIMEH OaiIaHBICEIH
1 Statistics oinmeni.
6. Kyrinerin HoTxe: bIKTUMANIBIKTap TEOPUACH MEH MATEeMATHKAJIBIK CTATUCTUKAHBIH HETi3ri

YFBIMIAPBI MEH 9/IiCTEPiH MEHrepe/ii; Ke3eHCOK OKUFallap MEH [aMaJlapIbIH BIKTHMaJIBIFbIH
YKOHE CTATUCTUKAIIBIK CHITaTTaMallapblH €CENTEH Ii; CTAaTUCTUKANIBIK AEPEKTEPAi )KUHAKTAN b,
OHJEHI JKOHE TallaiJbl; CTATHCTUKAJBIK THIIOTE3aJap/bl TEKCEepemdi; KOPPEISIHsIIbIK-
perpeccHsUIbIK  Tajgay JKYpri3eai; aiubIHFaH HOTIKENepAi HHTEpHpeTalnsUIaiibl KoHEe
BIKTUMAJI/IBIK-CTATHCTHKAJIBIK SJICTEpl aKHapaTThIK KayilCi3iK callaChIHIAFbl JepeKTep/Ii
Taay MEH ToyeKeliepi Oarajayia KOJJaHabl.




1.

IIpepexBu3utsl: MaremaTuka

2. TloctpexBu3uThl: JJUCKPETTI MaTeMaTHKa, MPOGHIHPYIOINE TUCIUIIAHBI

3.

Hens aucuumnuasl:  Llenapto  u3yueHuss aucuumuinabl  «Teopust  BeposTHOCTEH U
MaTeMaTHYecKasi CTATUCTUKa» SIBISCTCS (DOPMHUPOBAHHE y OOYYAIOIIMXCS TEOPETHUCCKUX
3HAHMI U MPaKTHYECKHX HABBIKOB B OOJIACTH BEPOSTHOCTHOI'O MOJCIHPOBAHHS CIIyYaiHBIX
SIBJICHMH M CTaTUCTHYECKOH 0OpaOOTKM JaHHBIX. JUCIMIUIMHA HanpaBieHa Ha HM3ydyeHUe
OCHOBHBIX TOHSATHI U METO/IOB TEOPUH BEPOSTHOCTEH, 3aKOHOB paclpeielIeHHs CIy4alHbIX
BEJINYHMH, METOZIOB MATEMaTHYECKON CTATUCTHKHU, CTATUCTUYECKOTO OLICHUBAHUS U POBEPKU
TUIIOTE3, & TAKXKE HA PAa3BUTHE YMEHUH NMPUMEHSATh BEPOSTHOCTHO-CTATUCTHYECKUIT armapat
JUISL QHANIU3a JIAaHHBIX, IIPUHSTHA 000CHOBAHHBIX PELICHUH M PEIECHHs MPUKIIATHBIX 3a/1a4 B
npohecCHOHAIBHON NEeATETbHOCTH.

Kpatkoe conepxanue: [IpuMeHeHue anmapata TCOPHHU BEPOSITHOCTEH UISI UCCICIOBAHHS U
aHaNIM3a pPa3IMYHBIX MOJeNeH; BIaJCHHE Ppa3JIMYHBIX CIOCOOOB INPHUMEHEHHS TEOPUU
BEPOSTHOCTEH 1711 I0KA3aTeNIbCTBA TEOPEM U PEIICHUs] IPOrPaMMHBIX 3371a4.

Kommnerennun: 3naer KoHnentyaabHbIe OCHOBBI TEOPHU BEPOSTHOCTEH M €€ MECTO B O0IIeH
CTPYKType MaTeMaTHKH. MeTonsl JOKa3aTelIbCTB TEOPEM TEOpUH BeposiTHOCTeH. CBs3m
TEOPUH BEPOSITHOCTEH C €CTECTBEHHO-HAYUHBIMU TUCIUILIMHAMH.

OxwuaemMblil pe3yabTat: BiageeT OCHOBHBIMU MOHATHSMHU U METOJIAMH TEOPHU BEPOSTHOCTEH
1 MaTeMaTHYeCKOM CTATHCTUKH, BHIYMCIISICT BEPOSTHOCTD M CTATHCTHYECKHE XapaKTEPUCTHKU
CITydaifHbIX COOBITHI U BEIHYHH; cOOMpaeT, 00pabaThiBacT U aHAIU3UPYET CTATUCTUYCCKUE
JIAHHbIE; TIPOBEPSET CTATUCTHYECKHE THIIOTE3bI; MPOBOAUT KOPPEJISIIMOHHO-PErPECCUOHHBIH
aHallM3; WHTEPIPETUPYET MONYyYCHHBIC pE3yJbTaThl M  HCIOJB3YET BEPOSTHOCTHO-
CTaTUCTUYECKHE METO/IBI JUIS aHAJIM3a JAHHBIX U OLIEHKH PHCKOB B 00J1acTH HH(POPMALIMOHHOM
0e30macHOCTH.

AGxanos E. A.-
CTapUINi
Mperno/aBaTeib
CEKIIH
"Maremartuka u
TIPUKJIaTHAs
MexaHuka' ,

K. ¢-M. H.

—_

Prerequisites: Mathematics

Post-requirements: Discrete mathematics, Profile disciplines

The purpose of the discipline: The objective of studying the discipline "Theory of Probability
and Mathematical Statistics" is to develop students' theoretical knowledge and practical skills
in probabilistic modeling of random phenomena and statistical data analysis. The course is
aimed at studying the fundamental concepts and methods of probability theory, probability
distributions of random variables, methods of mathematical statistics, statistical estimation and
hypothesis testing, as well as developing the ability to apply probabilistic and statistical
techniques for data analysis, informed decision-making, and solving applied problems in
professional practice.

Summary: The use of the apparatus of probability theory for the study and analysis of various
models; knowledge of various ways of applying probability theory to prove theorems and solve
software problems.

Competencies: Knows conceptual basic theory probabilities and her place in common structure
mathematics,proof methods of theorems probability theory, connections of theory probabilities
with other natural sciences disciplines.

Expected results: master the basic concepts and methods of probability theory and
Mathematical Statistics; calculate the probability and statistical characteristics of random
events and quantities; collect, process and analyze statistical data; test statistical hypotheses;
conduct correlation-regression analysis; interpret the results obtained and apply probability-
statistical methods in data analysis and risk assessment in the field of Information Security

Abzhanov E. -
Senior Lecturer of
the section
"Mathematics and
Applied
Mechanics" ,
candidate of
physical and
Mathematical
Sciences
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IpepexBu3uTTep: AKIApaTTHIK Kayilci3mik Heriznepi

IMoctpexBusurrep: Kpunrorpadus xoHe KPUNTOTAIAAY, AKIApaTThi KOPFayIblH CTeraHOrpadHsIIbIK
onicrepi

[Tonnin MaxcaTbl: «MaTeMaTHKAIBIK KpUNTOrpadus» IMOHIH OKBITYABIH MakcaTbl OiliM
alyumbulapaa  akmapaTTbl KOpPFay[blH 3aMaHayd KpPUNTOrpaUsIIbIK — OMiCTepi MeH
ITOPUTM/CPIHIH MaTeMaTHKAIbIK HETI3Zepl calachlHIaFbl TEOPHSUIBIK OiTiMIep MeH
NPaKTHKAIbIK JaFIblUIap/Abl KalblITacThIpy Oonbln TaObuIagsl. IloH KpUnTOrpadHsIbIK
Kydenepai Kypy KaFHIaTTapblH, JAepekTepai Immdpiay xoHe pemudpray oIicTepiH,
aKNapaTThH KYIHSUIBUIBIFBIH, TYTACTBIFBIH, TYIMHYCKANIBIFBIH XOHE Oac TapTrnay KacHETiH
KaMTaMaCkl3 €Ty TETIKTEepiH 3epieneyre, COHAAH-aK aKMapaTThIK-KOMMYHHKAIHAIBIK
KyHenepaeri KpUNTOrpadusiblk XaTTamalap MEH aKIapaTThl KOpray KypalJapbIHBIH
KPUNITOTYPaKTBUIBIFBIH Tajfay, )koOanay jkoHe Oarajay yIIiH MAaTeMaTUKANBIK aIllapaTThl
KOJIZIaHy OLTIKTEpPiH JaMbITyFa OaFbITTANFaH.

KpIcKala Ma3MyHBI: aKIapaTThl KOPFayIbIH MaTeMaTUKAJIBIK HETi3epiH, KPHITOIPaUsIBbIK
QITOPUTMIEP MEH XaTTaMalapJbIH TCOPHSUIBIK IPUHIMITEPIH 3epTTeyre OarbiTTanrad. [IoH
OapbICBIHOA AKIAPATTHIH KYNUSJIBUIBIFBIH, TYTACTHIFBIH, TYIHYCKAJIBIFBIH JXKOHE Kayilcis
OepiyiH KaMTaMachl3 €Ty IiH MAaTEMaTHUKAJIBIK 9/IICTEpPi KapacThIPbLIA/IBI.

Kysbiperriniri: Kocibu ecentepai memryae KpunTo-rpadusiiblK dfiCTepaiH MaTeMaTHKAIIbIK
Heri3zepin Ouleni. AKIaparTel KOpray 9ICTepi MEH akmaparTsl mudpiey xyienepi xaiibl
MaFrjymat Oepe OTBIPBIIN, KPUNTOrpadusHbIH MaTeMaTHKA-JIbIK HeTi3aepi 00JbIN TaObLIATHIH
CUMMETPHSIBIK JKOHE alIblK KUITTI KpUNToXydenep Typambl Oinefi.AmbIK KUITTI
KpUITOXYHese KinT 6ackapy Kajail )ky3ere acaTblHbIH KOPCETE alafbl.

KyTinetrin HoTmxe: kpunrtorpadusHbIH MaTeMaTHKAalbIK HETI3JEpiH MEHrepe[i; caHaap
TEOPHSACHl MEH MOIYJBIIK apu(MeTHKa OMICTepiH KOJAAHA/bI;, HETI3ri KPUNTOrpadUsIbIK
AITOPUTMIEPIIH MaTeMaTUKAJbIK MPUHLMNTEPIH Tangaias;; RSA, Juddu—Xemiman xone
SJUIMICTIK  KUCBIKTap HETi3iHIeri KpUNTOrpadMsuIbIK KyHenepii KOJIaHaJbl; XdII-
(hyHKUIMSIIAp MEH SJIEKTPOHABIK U(PPIBIK KOATaHOAHBIH KYMBIC TPHHIUIITEPIH TYCIHAIPEIi;
KpUNTOTpaUsIIBbIK ~ alTOPUTMACPIAIH  OCpIKTIriH  Oaramaiapl JKOHE MaTEMATHUKAIIBIK
Kpunrorpadust 9JlicTepiH akIapaTThIK Kayilci3AiK ecenTepiH enyie KoJiaHaibl.

Joxanmynnaes B.J1.
- "MaremMaTtuka
JKOHE KOJI1aH0aIb!
MeXaHuKa"
CEKIIUSCBIHBIH ara
OKBITYILIBICHI,
T.r.o.

IpepexBuznThl: OCHOBBI HHPOPMALIMOHHOH 0€30MaCHOCTH,

TloctpexBusuter: Kpunrorpadust u xpunroananus3, Creranorpaduyeckue METOABI 3aIIUThI
uHpOpMaIUU

Lenp ANCIMIUIMHEL: HANIPaBJICH HA M3YYEHHE MAaTEMaTHYECKUX OCHOB 3aIIUTHl HH(MOPMAIHH,
TEOPETUUECKUX MPUHIMUIIOB KPHUNTOrpagUYecKuX ajaropuTMOB M IIPOTOKOJOB. B xone
JUCIMIUTHHBI paccMaTpuBaroTes MaTeMaTH4YeCKHe METOBI obecrieueHnst
KOH(HICHIIMAITEHOCTH, LIEJIOCTHOCTH, Ay TCHTHYHOCTH M O€30T1acHOM repeaayn HH()OpMaIyH.
Kpatkoe coxepkaHWe: HampaBlIieH Ha HM3YYCHHE MaTEMaTH4YeCKMX OCHOB 3alllUTHI
nH(OPMAIINH, TEOPETHUESCKUX MPHHIHUIIOB KPUNTOTPAPUIECKUX aITOPUTMOB U IPOTOKOJIOB.
B Xome [UCUMIUIMHBI pAacCMaTpUBAIOTCS MaTeMaTHYECKHE METOIbl  OOecredeHHs
KOH(HICHIIMAITEHOCTH, LIEJIOCTHOCTH, ay TCHTHYHOCTH M Oe30IacHOM nepeaayy HHQOpMalHH.

Jxanmynnaes b.
J.-craprmii
Mperno/iaBaTeb
CEKITUH
"Maremartnka u
TIPUKJIIaTHAS
MexaHuka'" ,

I. T. H.




Komrnerenuuu: 3HaeT MaTeMaTHYECKUE OCHOBBI KPUOTOIPa)UUECKUX METOIOB MIPU PELICHUU
3a7a4. 3HAeT O KPUNTOCUCTEMaX C CHUMMETPHYHBIM M OTKPBITHIM KIIOYOM, SIBIISIOLIMXCS
MaTeMaTHYeCKUMHU OCHOBaMHM KpunTorpaguu. MoxeT IokasaTh, KakK OCYLIECTBISCTCS
YIpaBJICHHE KJIIOYOM B KPUIITOCUCTEME C OTKPBITHIM KIIFOUOM

OsxuaeMblii pe3ybTar: BIaJeeT MAaTEeMaTHYCCKUMH OCHOBAMU KPHITOrpa(uu; UCIOIb3yeT
METO/Ibl TEOPUH YUCEI U MOAYJIbHOM apu(hMETHKH; aHATM3UPYET MaTEMAaTHYECKHE PUHIUIIBI
OCHOBHBIX KPUNTOrpaMIeCKUX aJrOPUTMOB; UCIIOJIb3YeT KPUNTOrpadhuIEecKUe CUCTEMBI Ha
ocHoBe RSA, Jludpu—Xemwmana 1 dJUTMITHYECKUX KPUBBIX; OOBSACHSICT NPUHIMIBI PAOOTHI
xem-(pyHKIMi W JNeKTPOHHOW  IM(POBOM  MOAMUCH;  OLCHUBACT  HAJACKHOCTH
KpUOTOrpaduuecKux aIropuTMOB U IIPUMEHSIET METO/Ibl MaTEMAaTHYECKOI KpunTorpadguu npu
peuIeHHH 331a4 HHPOPMAIIMOHHOW 0€30IaCHOCTH.

Prerequisites: Basics of information security

Post-requirements: Cryptography and cryptanalysis, Steganographic methods of Information
Protection

The purpose of the discipline: Learns the mathematical foundations and methods of encryption
to ensure data privacy.

Summary: aimed at studying the mathematical foundations of Information Protection, the
theoretical principles of cryptographic algorithms and protocols. In the course of the discipline,
mathematical methods for ensuring the confidentiality, integrity, authenticity and safe
transmission of information are considered.

Competencies: Knows the mathematical foundations of cryptographic methods in solving
problems related. By providing information about information protection methods and
information encryption systems, the basis of know-ledge about symmetric and public-key
cryptosystems is formed, which are the mathematical foundations of crypto-graphy. A public
key can show how key management is performed in a cryptosystem.

Expected result: master the mathematical foundations of cryptography; apply methods of
number theory and modular arithmetic; analyze the mathematical principles of basic
cryptographic algorithms; use cryptographic systems based on RSA, Diffie-Hellman and
elliptical curves; explain the principles of hash functions and electronic digital signature
operation; evaluate the strength of cryptographic algorithms and apply mathematical
cryptography methods to solve information security problems.

Dzhanmuldaev B.
D.-Senior Lecturer
of the section
"Mathematics and
Applied
Mechanics",
Doctor of technical
sciences
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. IlpepexBusurrep:MaTeMaTuKaNbIK Kpuntorpadus
2. TNoctpexkBu3UTTED:

Kpunrorpadust  xoHe
cTeraHorpaQusIIbIK dJicTepi

KpUNTOTanAay, AKmapaT  KOpFayablH

. IlonHiH MakcaTsl: Binim anymrsuiapia aknapatTsl CaHIBIK Oarajay, OHBI YCBIHY, Oepy jKoHe

aKMapaTTHIK-KOMMYHUKAIMSIIBIK, OKYienepaeri KaTeneplIeH KOpFay oicTepi calachIHIAFbI
TEOPUSUIBIK OLTIMIEP MEH NPaKTHKAJIBIK JaFAbLIapAbl KAJIBIITAcThIpY 6okl Tadbi1aasl. [Ton
aKnapaT TEOPHSCHIHBIH HETI3ri KaruaalapblH, aknapaT MeJIepi MEH SHTPONUSHBI eJIey
SMIICTepiH, THIMJI KOHE KeJieprire Te3iMIi KoATapasl Kypy NMPUHLIHUNTEPiH, XabapaaManapisl
KOJTay KOHE JEKOATay alTOPHTMJCPIH 3epheneyre, COHAai-aKk KociOM MiHIETTepHi IIenry
OapbIChIHIA AEPEKTEPAl caKTay MeH OepyaiH CEeHIMIUIIH apTThIpy YIUiH KOATAY oicTepiH
KOJIZIaHy OUTIKTEPiH JIaMbITyFa OaFbITTaJIFaH.

Jxaamyngaes b.J1.
- "MaremMaTuka
JKOHE KOJIIaHOaIb
MexaHuKka"
CEKIUACHIHBIH ara
OKBITYIIBICHI,
T.r.n.




Kpickama Mmasmyssl: Kypc meHOepinie KaTelepii TY3CTETiH THIMII KOATapABl KYpy
MoceJiesiepi, COHbIH iIIiH/Ie TeKCEPY THIFBI3ABIFBI 0ap SKUTIK KOATAP/IbI KIHE MOJISPIBIK KOATAP
CHSKTBI 3aMaHayH KiacTap 3eprreiieli. OpinTi KoatayablH Herisri omicrepi (Xaddman,
LlenHow, lllennon-®axo, ['unbepr-Myp koarapsl).

KyssIperTiniri: AKnaparTsl TYpIeHIIpYy Ke3iHAe OHBIH MeJIIIEPiHiH 63repy 3aHIbUIBIKTaphIH,
KeJeprire Kapchl Kypec KypalAapblH, akKMapaTThl CHIFBIMIAY aITOPUTMICPIH Oineni;
TaHJaIFaH KOATAy OJICIHIH THIMIUIIrT MocenenepiH Oaraapiail ajajpl; SHTPOMHSHBIH
KacHeTTepi Typasibl TEOPHSUIBIK OUTIMII MEHrepeii, JproAWKajblK Ke3JiH, apHaHbIH
aHBIKTAMANApbIH OiJe[i, JUCKPETTI Ke3JAep MeH apHamap YUIH KOATayAblH Heri3ri
TeopeMallapblH JIQNICN/CH anajpl, LIyFa TO3IMII HEeri3ri KOATapIblH KYpPBUIBIMBIH Oineni,
Garayaynpl Oie/i aKmapaTThl MEKTi KbICY OpTYpIIi MaceIeNep i Melryie akmapaTThl THIMII
KOJITay JIaF/IblIapbIH UTEPIeH

KyTtinerin HoTmxenep: akmapaT >KOHE KOITAy TEOPHSACHIHBIH HETI3r YFBIMAApbl MEH
MaTeMaTUKANIBIK OJiCTepiH MEHrepei; akmapar MeJIiepi MEH SHTPOMUSIHBI eCenTei/i;
aKIapaTThl ChIFBIMIAY JKOHE KOJTAy arOPUTMICPIH KOJIAaHa/bl, KaTelepii aHbIKTay JKOHE
TY3€Ty OMICTEpiH MaijanaHajbl; KOATAPABIH THIMALIIT MEH TY3eTy KaOineTiH Oaranaiipl;
KOATAY JKOHE JEKOATAay MPOLECTEpiH MOJICIbACH/Il; aKMapaTThlK KayilCi3miK JKOHe
TEJIEKOMMYHUKALUSIIBIK KYHenep/ie aKknapaTThiH CEHIMAUIIN MEH TYTaCThIFbIH KaMTaMachi3
eTyJie KOATay 9JIiCTepiH KOJIaHa alajibl.

o —

IpepexBu3uTsl: MatemMaTHueckasi Kpunrorpadus

ToctpekBusuter: Kpunrtorpadus u kpunroananu3, CreraHorpaduyeckue METOABI 3aIHUThI
nHpOpMaUH

Henb qucummmmabr: Lenpro u3ydeHus Aucuuiuinabl « Teoprst HHGOpMALUK U KOAUPOBaHUS"
sIBISIETCSL (POPMHUPOBAHUE Y 00YUAIOIIUXCS TEOPETHYECKUX 3HAHUH U MPAKTHYECKHX HABBIKOB
B 00J1aCTH METOJIOB KOJMYECTBEHHOH OLEHKH MH(POPMALMH, €€ MPEACTABICHUs, Iepeiadu 1
3alIUTBl OT OIIHOOK B HH(POPMAIMOHHO-KOMMYHHKAIIMOHHBIX CHCTEMax. JlUCIHIUIHHA
HalpaBJicHa HA M3yYCHHE OCHOBHBIX MPHHIMIIOB TEOPHH WH(OPMALUH, METOAOB H3MEPCHUS
oObeMa 1 HTPONTUH WH()OPMALIUH, TPHUHIUIIOB TOCTPOCHUS 3(D(DEKTUBHBIX U YCTOWYUBBIX K
MIOMeXaM KOJIOB, JITOPUTMOB KOJMPOBAHHUS U JIEKOIUPOBAHHS COOOIICHNUH, a TaKXkKe pa3BUTHE
YMEHHI TPUMEHATh METOJbl KOAMPOBAHMS JUIS MOBBIMICHHS HAJCKHOCTH XpaHEHHS U
repejadn JaHHbIX [PU PEIICHAN MPO(eCCHOHATBHBIX 3a/1a4.

Kpatkoe conmepkanue: B pamkax kypca M3y4aroTcsi BONPOCHI MNOCTPOEHHS AP EKTUBHBIX
MMOMEXOYCTOWYHMBBIX KOJIOB, B TOM YHCJIC TaKHX COBPEMEHHBIX KiaccoB kak MIIII-koxasl 1
rosipHble. OCHOBHBIE METOJIBI TTOOYKBEHHOTo KoaupoBaHus (koabl Xad¢mana, lllenHoHa,
IllenHona-Pano, 'mnbdepra-Mypa).

Joxanmynnaes b.
J.-cTapumii
MperoiaBaTelb
CeKINU
"MatemaTuka u
TPUKJIIaTHAsS
MexaHuka'" ,

. T. H.




KoMnereHTHOCTh: 3HaeT 3aKOHbI H3MEHEHHs KojJuuecTBa HHGOpPMALMHM TpH e
npeo0pa3oBaHiM, CPEACTB OOPHOBI C MOMEXaMH, AITOPUTMbI CKaTHs HH(OpPMALUM; yMeeT
OpPHEHTHPOBATHCS B Bompocax 3((GEeKTUBHOCTH BBIOPaHHOTO criocoba KOJUPOBAHMS; BIIAICET
TEOPETUUECKUMHU 3HAHHUSAMHU O CBOICTBAaX SHTPOIHH, 3HACT ONPEICNICHUS JProJUYECKOro
HCTOY-HHKA, KaHalld, YMEET JOKa3bIBaTh OCHOBHBIC TEOPEMbI KOJAMPOBAHMUS /IS TUCKPETHBIX
HCTOYHUKOB M KQHAJIOB, 3HACT CTPOCHHE OCHOBHBIX IOMEX0-yCTOWYHBBIX KOJOB, 3HACT OLICHKH
MpeaesabHOr0 CKaTusl HMHGOPMAIMK  CIOCOOCH MPHOOpPECTH HAaBBIKK  A(PPEKTUBHOTO
KOJUPOBAHHS HH(POPMALMH MPHU PEIICHUH Pa3IMIHBIX 3a/1a4.

OsKHaeMble Pe3yabTaThl: BIAJCCT OCHOBHBIMH MOHATHSIMH U MAaTEMAaTHYCCKUMH METOJAMHU
TEOpHH MH(POPMALMK ¥ KOAMPOBAHHS; BBIYHCISCT KOJHMYECTBO HH(GOPMALMU M SHTPOIHMIO;
HCIIOJIb3YeT AITOPUTMBI CXKATHA M KOAUPOBaHUS HWH(MOPMALMH; HCIOJIb3YET METOIbI
OOHApy)KEHHsI W HCIPABJICHUs OIIMOOK; OleHHBAaeT 3(P(PEKTHBHOCTE U KOPPEKTHUPYIOLLYIO
CIOCOOHOCTD KOJOB; MOJCIUPYET MPOIECCH KOAUPOBAHWS W ICKOAMPOBAHHUS; MOXKET
HCIIONIb30BAaTh METOIbl KOMMPOBAHUS [UIsi OOCCIICYCHHS HAACKHOCTH M LEIOCTHOCTH
nH(opMaImK B cucTeMax HHQOPMAMOHHON 0€30MaCHOCTH U TEJICKOMMYHHUKAIIUI.

Prerequisites: Mathematical cryptography

Postrekvizites: Cryptography and cryptanalysis, Steganographic methods of Information
Protection

Aim of the discipline: The purpose of teaching the discipline" theory of information and coding
" is to form in students theoretical knowledge and practical skills in the field of quantitative
assessment of information, methods of its presentation, transmission and protection against
errors in information and communication systems. The discipline is aimed at studying the basic
principles of information theory, methods for measuring the amount of information and
entropy, the principles of creating effective and interference-resistant codes, algorithms for
encoding and decoding messages, as well as developing skills in applying coding methods to
improve the reliability of data storage and transmission in the process of solving professional
tasks.

Short content: In addition, within the framework of the course, the issues of constructing
effective error-correcting codes, including such modern classes as LDPC codes and polar ones,
are studied. Basic methods of letter-by-letter coding (Huffman, Shannon, Shannon-Fano,
Gilbert-Moore codes).

Competence: Knows the laws of changing the amount of information during its transformation,
anti-interference tools, information compression algorithms; knows how to navigate the
effectiveness of the chosen encoding method; has theoretical knowledge about the properties
of entropy, knows the definitions of an ergodic source, channel, knows how to prove the basic
coding theorems for discrete sources and channels, knows the structure of the main noise-
resistant codes, knows estimates the maximum compression of information is able to acquire
the skills of effective encoding of information in solving various tasks.

Expected results: master the basic concepts and mathematical methods of information and
coding theory; calculate the amount and entropy of information; apply algorithms for
compressing and encoding information; use methods for detecting and correcting errors;
evaluate the efficiency and ability to correct codes; model coding and decoding processes;
apply coding methods to ensure the reliability and integrity of information in information
security and telecommunications systems.

Dzhanmuldaev B.
D.-Senior Lecturer
of the section
"Mathematics and
Applied
Mechanics",
Doctor of technical
sciences
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IpepexBusurrep: Lindpisik TexHOIOTUsIAP

ToctpexBusurrep: Kocidu monmep

Ionnin MakcaThl: bBinmim amymbsiiapaa rpadukanblk OOBEKTUIEPAl KYpy, OHIEY KOHE
BU3yaIIM3aLHsIaY, IHGPIBIK KOHTEHTTI, MYIbTUMEIMSUIBIK KOOaTap/bl jKOHE MHTEPAKTHBTI
KOCBHIMILIATIAP/IbI 93ipJiey YILIiH KOMIIBIOTEPIIIK IpaKaHbIH xkoHe 3D-MoebaeyaiH 3aMaHayn
TEXHOJIOTHSUIAPbIH MaiianaHy OOMBIHIIA TEOPHUSJIBIK OUTIM MEH NMPAaKTHUKAIBIK JaFIbUIapabl
KanbinTacTelpy. CTyAEHTTEpAl YII OJeMIi KeCKIHAepAli OHIey, perTey, KYpy IKoHe
BU3yaIU3alMsUIAy CaNlACBHIHAAFBI HETi3ri OLTIM MeH JMaribUIapAbl Oepe OTBIPBIN, Kasipri
3aMaHFbl YIII eJIIeMAl rpaduKaibiK peJakTopJIapMeH KociOH KYMBbIC icTeyre JalbIHAay.
Kpickaiiia Ma3MyHbI: KOMITBIOTEPITIK TpadMKaHbIH TEOPHUSIIBIK )KOHE MPAKTHKAIBIK HEri3/epiH,
eKieNmmeMIi  JKOHe  yuesmeMIl rpadukanblk  OOBEKTUIepAl  Kypy, OHIeYy JKOHEe
BU3yaIIM3aLHsIAY 9/IicTepiH 3epTTeyre OarpiTTasiraH. [Ton OappichbiHAa TpaUKANIBIK aKIapaTThl
YCBIHY MNPHHIMOTEPI, KOOPAMHATANIBIK KyHenep, IeOMETPHSUIBIK TYpJCHIIpYJep, TycTep
MOZICNIbACPI, PACTPIBIK JKOHE BEKTOPIbIK rpaduka, 3D Mopenbaey, TeKcTypanay,
JKAPBIKTAHABIPY, KAMEPaMEH JKYMBbIC jKOHE BU3YalIH3alMsl TEXHOIOTUsIIaphl KAPACThIPbLIAIbL.
Ky3biperTiniri: KOMIBIOTEPIIK TpaUKaHbIH HETi3ri HNPUHIUNTEPI MEH TEXHOJOTHSIIAPhIH
KociOM MiHaeTTep i wenryae Konaanaasl; 3D o0bekTisiep MEH BUPTYyanibl CaxHanapAsl Kypy,
OHJICY XKSHE TYPIICHIPY JKacaiiabl, rpaduKaibIK xkoHe 3D OarmapnamanbIK Kypanaapas! THIMI
nanganaHaibl.

KyTrinerin  HoTWKenep:  KOMIBIOTEPIIK  rpaduKaHbIH ~ HEri3ri  MNPUHIUNTEPI  MEH
TEXHOJIOTHSIAPBIH MEHIepy; YIIOJIeM i OObEKTiiep MEH BUPTYaljbl CaXHajapibl Kypy;
MaTtepuanaap, TEKCTypajap, >KapblKTaHIBIPYy JOHE Kamepa Mapamerpiepin Oantay; 3D
MOJIENIB/ICP/Il BU3yalu3alusiay >KOHE KapamaibiM aHUMAIMsUiap o3ipieyi; rpadukaibik
OarapiaMaiiblK Kypasaapbl KICIOW MiHACTTEpIl LISy e KOJIIaHy.

Typayrynosa H.A. —
K.r.m., ara
OKBITYLIBI

IpepexBusutsl: L{udposbie TEXHOIOTHH

TMoctpexBusutsl: [Ipopunnpyromue JUCHUILTHHBI

Lens auctmmmas: @opMupoBaHHe Y 00y9arOMINXCsl TEOPETHUECCKUX 3HAHUI U TIPAKTHYESCKHUX
HABBIKOB IO CO3aHUI0, 00pabOTKe U BU3yaTH3aluH rpaguIecKuxX 0OBEKTOB, UCIIOIb30BAHUIO
COBPEMEHHBIX TEXHOJIOTHH KOMITbIOTepHOU rpaduku U 3D-mMonenupoBaHus Ui pa3paboTKu
mudpPOBOTO KOHTEHTA, MYJIPTUMEIUIHBIX [POSKTOB M HWHTEPAKTHBHBIX IPUIOKCHHH.
IoAroTOBUTE CTYIEHTOB K MPO(ECCHOHATIBHONW paboTe ¢ COBPEMEHHBIMH DPEIaKTOpaMu
TpexMepHO# rpaduku, oOecrieurBasi HM OCHOBHbBIC 3HAHMS U HABBIKU B 00nacTH 00paboTKH,
KOPPEKTHPOBKH, CO3/IaHUsI U BU3YaJIM3aIMH TPEXMEPHBIX H300paKeHUH.

Kpatkoe comepkaHue: HampaBieH Ha HM3y9YCHHE TEOPETHYCCKUX M MPAKTUYCCKHX OCHOB
KOMIIBIOTEPHO# TpadmKH, METOMOB CO3[JaHUs, 00pabOTKH W BU3yalu3allMd JBYMEPHBIX U
TPEXMEpHBIX TpaduIecKhX OOBEKTOB. B X0Je IMCHMILIMHBI PaccMaTPUBAIOTCS PHUHIIUIIBI
npejicTaBlieHuss rpaduueckoil  WH(MOPMALUHM, CHCTEMbl KOOPIMHAT, TEOMETPUYSCKUE
mpeoOpa3oBaHisi, IIBETOBBIE MOJIEIH, PACTPOBasl M BEKTOpHas rpaduka, 3D MomennpoBaHue,
TEKCTYpPHUPOBAHHE, OCBELICHAE, TEXHOIOTHH PabOThI C KAMEPO#l U BU3yalH3alliu.
KoMIeTeHTHOCTD: HCIOJIB3YEeT OCHOBHBIC MPUHIIUITBI K TEXHOJIOTHH KOMIIBIOTEPHOM rpaduKu
TIPH pelIeHrH PodeCCHOHABHBIX 3a/1at; CO3/1aeT, 00pabarriBact u mpeobpasyeT 3D 0GBEKTHI
1 BUPTYaJbHbIE CIICHBI; 3)(EKTHBHO UCIIONB3yeT rpadideckue u 3D mporpaMMHbIe CPEACTBA.
OxumaeMple pe3yJbTaThl:  BJIaJCHHC OCHOBHBIMH MNPHHIMIAMH W TEXHOJOTHUSIMH
KOMITBIOTEPHOU TpaduKH; CO3aHHEe TPEXMEPHBIX O0BEKTOB M BUPTYAIbHbIX CICH; HACTPOUKA
MaTepuaioB, TEKCTyp, OCBEIICHHS M MapaMeTpoB Kamephl, Bu3yanmsamus 3D mopeneit u
pa3paboTKa MPOCTHIX AHWUMAIHMi,; TPUMEHEHHE TpaQUIecKuX MPOTPAMMHBIX CPEICTB IIPH
pelieHnd mpodecCHOHABHBIX 3a1a4.

Typnyrymnosa H.A.
— M.€.H., CTapIIui
MIPenoaBaTenb




Prerequisites: Digital technologies

Postrekvizites: Profile disciplines

Aim of the discipline: The purpose of the discipline is to provide students with theoretical
knowledge and practical skills in creating, processing and visualizing graphic objects, using
modern computer graphics and 3D modeling technologies to develop digital content,
multimedia projects and interactive applications. To prepare students for professional work with
modern three-dimensional graphics editors, providing them with basic knowledge and skills in
the field of processing, adjustment, creation and visualization of three-dimensional images.
Short content: aimed at studying the theoretical and practical foundations of computer graphics,
methods for creating, processing and visualizing two-dimensional and three-dimensional
graphic objects. In the course of the discipline, the principles of presenting graphic information,
coordinate systems, geometric transformations, color models, raster and vector graphics, 3D
modeling, texturing, lighting, camera work and visualization technologies are considered.
Competence: uses the basic principles and technologies of computer graphics in solving
professional tasks; creates the creation, processing and transformation of 3D objects and virtual
scenes; effectively uses graphic and 3D software tools.

Expected results: master the basic principles and technologies of computer graphics; create
three-dimensional objects and virtual scenes; customize materials, textures, lighting and camera
settings; visualize 3D models and develop simple animations; use graphic software tools in
solving professional tasks.

Turlugulova N.A. —
Master of Natural
Sciences, Senior
Lecturer
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. [IpepexBu3UTTED: AxnaparTix Kayincizaik (AK) ayauTin yilbIMAacTHIPYIIBUILIK KAMTAMACHI3 ETY
2. ITocTpeKBU3UTTEP: KOCINTIK NOHJEP, MEMJIEKETTIK eMTHXaH, AUIIIOMBIK K00a
. ITonnix makcatsl: binim anymsuiapaa aKnapaTThIK KyHelepaiH OCalbIKTapblH aHBIKTAY JKOHE

oNap/bIH KOpFaly JCHreliH Oaranay YVIIiH STHKAaJbIK XaKepilik jKoHe penetration testing
OMICTEepiH KOJ/IaHYy CaaChlHAAFbl TEOPUSUIBIK OUTIMIEp MEH MPAaKTUKANIBIK JaFAbLIap/sl
KaJbINTacTelpy Oonbin TaObutansl. [ToH eHy TecTilieyiH Kyprizy oxicremelnepiH, Imaldyblt
KE3CHAEPIH JKOHE >KYHEHIH KayilCI3AiriH Tainjay ToCUIIEepiH, OCAJABIKTApIbl aHBIKTay
KypangapbiH, KayinTepAi MOIENbACY KaFHIaTTapblH 3epjesieyre, COHOal-aK 3USHKECTIH
OpEeKeTiH Kayilci3 Typ/e MMHTAIMsIAy, TECTiIey HOTHIKENEpiH Taljlay >KOHE aKMapaTThIK
Kayilci3[ik JeHreiin apTTelpy OOMHBIHIIA YCBIHBICTAp o3ipiey OUIKTEpiH JaMbITyFa
OarpITTaJIFaH. .

. Kpickamra masmynbi: Kypc eHyxai Tecriney »xoHe KayincCi3mik AeHreiin Oaramay YImiH

mradybuiiapasl  MOJIEJbACY CHAKTBI Tocuumepai kKamtuasl. CoHpai-ak, JTHKaIBIK JKOHE
KYKBIKTBIK aCIIeKTiJIepre epeKiie Hasap ayIapbuUIbll, OCAJIBIKTapbl JKOK 9JicTepi TepeH
KapacThIpbLIasl. by 6imiM Oepy apKbUIbI XKyieaepai KoprayaaFbl THIMII 9iCTepi MEHTepill,
oJIap/IbIH KAYIICi3/1iriH apTTBIPyFa yJieC Koca anabl.

. KyseiperTinik: AKmapaTThIK KyHenep MEH JKeJIepiH Kayinci3airin oaranay, ocaiIbIKTapabl

aHBIKTAY JKOHE TaJljlay, eHyTre TecTiiey oficTepi MeH Kayilci3/iK KypanaapblH pyKcaT eTUIreH
opTaja KoiIaHy, Kubepkayintep MeH ToyeKeaepai Oaranay, TecTiiey HaTHKEIepiH Ky)KaTTay
JKQHE KayilCi3IiKTi apTThIpy OOMBIHIIIA YCBIHBICTAP 33ipJiIey, KOCION-ITHKAIIBIK )KOHE KYKBIKTBIK
TaJanTapbl CakTay Ky3bIpeTTLIIr 0ap.

. Kyrinerin HoTHXKeNep: STHKAIBIK XaKUHI TI€H €Hyre TECTiIeyIiH Herisri NpHHLIUNTEeP] MEH

Ke3eHJEepiH MEHrepelli; aKnapaTThIK JKYHeIepIiH OCaJIbIKTapblH aHBIKTAIIbI JKOHE ToyeKe
JIeHreiiH Oaranaii/ipl; Kelanik MHOPaKypeUIbIMIap MEH BeO-KOCBIMINANAPABIH KayiNCi3airiH
pYKcaT eTUIreH oOpTaja TeCTUIeHAl; KayilcCi3lik KypajljapblH KOJJIaHAlbl, TeCTiley
HOTWIKEINIePIH TalJiall, TeXHUKAJIBIK €cell 93ipielili KoHEe aHBIKTAaJIFaH OCAIIABIKTApIIbI KO0
OO¥BIHIIIA YCHIHBICTAP Oepe/Ii; KOCIOM-3THKAIBIK JKOHE KYKBIKTBIK TaJIaNTaP/Ibl CAKTAMIBL.

AmmmoBa MLE. —
TEXHHKa
FBUTBIMIAPBIHBIH
MAarucTpi, ara
OKBITYILIBI




. IIpepekBU3UTHI: Opranusauuonnoe obecneuenne ayauTa nHGopManioHHol 6esonacHoct (UB)

2. IMoctpexBusutsl: [IpodeccroHanbHbie JUCHUIUIMHBI, TOCYIAPCTBEHHBINH 3K3aMeH, TUIJIOMHBIH

MIPOEKT

. Lenp mucuuruinael: GOpMUpOBaHUE y 00yUYaIOMINXCS TECOPETUUSCKUX 3HAHUH U MPAKTUIECKUX
HaBBIKOB B 00JIACTH BBISBJICHHS YA3BUMOCTEH M OLICHKH 3AIUIIEHHOCTH MH(OPMAILIMOHHBIX
CHCTEM C HCHOJIb30BAHHEM METO/I0B ITHYECKOr0 XaKUHI'A U TECTUPOBAHUS HA IIPOHUKHOBEHHME.
JucuunirHa HampaBiieHa Ha U3y4YeHHe METOI0JIOT Ui IPOBeIeHHsT penetration testing, 3Tamnos
MPOBE/ICHUSI aTaK M AaHAM3a 3alUIICHHOCTH, MHCTPYMEHTAJIBHBIX CPEACTB BBISBICHUS
ySI3BUMOCTEH, NMPUHIMIIOB MOJIEJMPOBAHUS yIpo3, a TAK)KE HA PA3BUTHE YMEHHH 0e30IacHO
HMHUTHPOBATh JEHCTBHS 3J0YMBILUICHHHUKA, AHAIU3UPOBATH PE3yJbTaThl TECTHPOBAHUS U
pa3pabaThiBaTh PEKOMEHIAINH 10 HOBBILICHHIO YPOBHS HH)OPMALMOHHOM 6€30MacHOCTH.

. Kpatkoe cojiepxaHue: TEOpeTHYECKHE OCHOBBI TECTUPOBAHUS Ha MPOHUKHOBeHMs. Kype
BKJIIOYAeT B ce0sl TaKUe MOJAXOMbl, KaK TECTUPOBAHHE HA NMPOHUKHOBEHHE U MOJACIUPOBAHUE
aTak JJIs1 OLEHKHU ypoBHs OezonacHocTH. Taike 0c000e BHUMaHHE YIENseTcs dTHYECKHM H
[IPABOBBIM aCIEKTaM H yIIIyOJISHHO pacCCMATPUBAIOTCS METOIbI YCTPAHEHHUS YSA3BUMOCTEiH. DTO
MOXET CIIOCOOCTBOBATH MOBBILICHHIO UX O€3011aCHOCTH, OBJIa/ieBast 3P(PEKTUBHBIMH METOJAMH
3aIIUThI CUCTEM TIOCPEACTBOM 00pa30BaHUs

. KomnerentHocts: Ob6namaer KOMIETEHIMEH MO OLEHKE Oe30MacHOCTH HWH(OPMAIMOHHBIX
CHUCTEM M CeTei, BBISBJICHHIO M AHAIU3Y YA3BHUMOCTEH, NMPUMEHEHHIO METOIOB U CPEICTB
0e30I1acCHOCTH TECTUPOBAHMUS Ha MPOHUKHOBEHHUE B JIOIYCTHMOH CpeJie, OLEHKEe KHOepyrpo3 u
PHCKOB, JIOKyMEHTHPOBAHHIO PE3YJIbTATOB TECTHPOBAHHS M BHIPAOOTKE PEKOMEHIALMH IO
MOBBILICHUIO OE€30IIaCHOCTH, COONIIOJCHHIO IPO(ECCHOHATEHO-ITHYECKUX M IIPABOBBIX
TpeOoBaHUii.

. Oxupaemble pe3ysbTaThl: BJIaeeT OCHOBHBIMU INPUHLIUNIAMYU M ATAlaMU THYECKOTO XaKUHIa
U TECTUPOBAHMUS Ha NMPOHHUKHOBEHHUE; BBIABIISCT YSA3BUMOCTH MH(OPMAIMOHHBIX CHUCTEM H
OLICHHBAET YPOBCHb PHCKA; TECTUPYET OC30IIACHOCTh CETEBBIX HH(PACTPYKTYyp U BeO-
NPHIOKEHUH B JOMYCTHMOH Cpeze; HCIOJIB3yeT CPEeiCcTBAa OE30MACHOCTH; aHAIU3HPYeT
pe3yJIbTaThl TECTUPOBAHMS, pa3pabaThiBACT TEXHUYECKUH OTYET M JaeT PEeKOMEHIALUH 0
YCTPAaHEHUIO BBIBICHHBIX YSA3BHMOCTEil; coOmomaeT npodecCHOHAIBHO-ITUYECKHE U
[IPaBOBBIC TPEOOBAHHSI.

IAmmnmoBa M. E.-
IMarucTp TeXHUYECKUX
[HayK, CTapIIHH
[penoaaBaTesb

Prerequisites: Organizational support for information security audit

Post-requirements: Professional disciplines, state exam, diploma project

The purpose of the discipline: The objective of studying the discipline "Ethical Hacking &
Penetration Testing" is to develop students' theoretical knowledge and practical skills in
identifying vulnerabilities and assessing the security of information systems using ethical
hacking and penetration testing methodologies. The course is aimed at studying penetration
testing methodologies, stages of attack simulation and security analysis, tools for vulnerability
detection, principles of threat modeling, as well as developing the ability to safely simulate
attacker behavior, analyze testing results, and propose recommendations for improving
information security levels.

|JAshimova M. E.-
Master of technical
sciences, senior
lecturer




4. Summary: The course includes approaches such as penetration testing and simulation of attacks
to assess the level of security. Also, special attention is paid to ethical and legal aspects, and
methods for eliminating vulnerabilities are considered in depth. Through this education, one
can master effective methods in protecting systems and contribute to improving their security.

5. Competence: Has the competence to assess the security of Information Systems and networks,
identify and analyze vulnerabilities, apply penetration testing methods and security tools in a
permitted environment, assess cyber threats and risks, document test results and develop
recommendations for improving security, comply with professional, ethical and legal
requirements.

6. Expected results: master the basic principles and stages of ethical hacking and penetration
testing; identify vulnerabilities in information systems and assess the level of risk; test the
security of network infrastructures and web applications in a permitted environment; apply
security tools; analyze test results, develop a technical report and give recommendations for
eliminating identified vulnerabilities; comply with professional-ethical and legal requirements.
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Fundamentals KypalIapbIH 3epeneyre, COHIai-aK aKmapaTThIK PeCypCTapAblH KYHSUTBUIBIFbIH, TYTACTHIFBIH

of information
security

JKOHE KOJDKETIMIUIINIH KamMTaMachl3 €Ty, TOYCKeJJepAl aHBIKTay JKOHE KociOM KbhI3MeTTe
0a3abIK KOpFay LIapanapbiH KOJIAaHy OUTIKTEpiH AaMbITyFa OarbITTajFaH.




4. Kpickama Ma3myHbl: [IoH aschlHIA CTYICHTTEp aKMapaTThIK JKYHENepAiH ocal TYCTapblH
Oaranaysbl, NEpEeKTEepIl KOpFay CTpaTEerusulapblH JKOHE AKIApaTThIH KYIHSIBUIBIFBI MEH
TYTACTBIFBIH KAMTaMaChl3 €Ty YIIIH KPHITOrpaduUsUIbIK OAICTEpIi KOJJaHYyIbl MEHIEpe/i.
AKIapaTThIK pecypcTapra KOJI JKETKi3yai Oakpuiay jKOHE ayIuT HeETi3lnepi [ OKbIThUIAJbI.
Kypcrbl asikraraHHaH KeiliH CTYJCHTTEp akmapaTThl 9PTYPJIi KayinTepaeH KOpFayAblH Herisri
MPUHIMITEPI MEH OAICTepl Typajbl TyCiHIK amajasl. Onap akmapaTThIK JKYWENepAiH ocal
TYCTapblH TajjlayFa, JAEpeKTepAl KOpray CTpaTerusulapblH  93ipieyre, akHapaTThiH
KYNUSUIBUIBIFBL MEH TYTACTBIFBIH KaMTaMachl3 €Ty YVIIH KpUNTOrpausIIbIK SmiCTepi
KOJIJaHyFa, COHJal-aK KOJDKETIMALTIKTI OaKpliay MEH aKmapaTThlK pecypcrapibl TeKcepy.i
JKYy3ere achlpyra KaOineTTi

5. Kyssiperriniri: AX xayinciszirin KaMTaMachl3 €Ty KaruJaTTapblH KOJaHy, KuOepkayinrep
MEH OCaJIbIKTap/bl aHBIKTAY XKOHE Tajay, aKlapaTThlK KayilCi3lik TayeKelaepin Oaraiay,
aKMapaTThlH KYMHSUIBUIBIFBI, TYTACTHIFBI MEH KOJDKETIMIUTITIH KaMTaMachl3 €Ty, KOpFay
KypangapblH TaHJay JKOHE KOJIaHy, Kayilci3AiKk MHIMICHTTePiH 0acKapy KY3bIpETTiIIriHE He.

6. Kyrinerin HoTwKenep: akNapaTTbIK KayilCi3IiKTiH HErisri yFbIMJAapbl MEH KaruJaTTapblH
MEHTrepei; aknapaTThlK aKTHBTEPre TOHETIH KayilTep MEH TOyeKeNIep.i aHBIKTAiIbl jkoHe
Oaranaiifpl; KuOepHIaOybUIIAp/ABIH HETI3rl TypJepiH axbIpataibl, ayTeHTH(UKAIus,
aBTOpH3AlMs JKOHE KpUNTOrpadusyblK KOpFay MPHUHIUITEPIH TYCIHAIpEai; akKmapaTTsl
KOPFayIblH TEXHUKAIBIK JKOHE YIBIMIACTBIPYIIBUIBIK INapaJapblH TaHAAHIBI; aKNapaTThIK
Kayinci3giKk WHIMACHTTEPIHE OPEKEeT eTYMAIH HEri3ri TOcUImepiH KOJAaHA[Ibl JKOHE KociOu-
KYKBIKTBIK TAJIANTap/Ibl CAKTaIbI.

I.HpepeKBI/BI/ITH: Ludpossie TeXHOTOTHI

2. TocrpexBu3utsl: [Ipodhuaupyomne AUCIUIITAHBL

3. Uenp pucummuunbel: Lensro  u3ydenus aucuumindabl  «OCHOBBI  MH(MOPMAIMOHHON
6e3omacHoCTHY sBiIsETCs (POPMUPOBaHHUE Yy 00yUarOIIUXCsi 0a30BBIX TEOPETUUSCKHUX 3HAHUN U
MPAKTUYECKUX HABBIKOB B 00JIACTH 3aIIUTHI HHPOPMAILMK U 0OecTieueHus] HHPOPMALOHHOM
0e301acHOCTH B COBPEMEHHBIX MH(OPMAIMOHHBIX cUcTeMax. /IMCIUIUIMHA HampaBjieHa Ha
HU3yYeHHE OCHOBHBIX MOHSATHH M MPUHIUIIOB HHPOPMAIIMOHHOW 0€30MaCHOCTH, BHIOB YIPO3 U
YSI3BUMOCTEH, METOMOB M CPEICTB 3alIUThl MHMOPMAIMH, a TAK)KE Ha pPa3BUTHC yMEHHI
obecrieynBaTh KOH(UICHIMAIBHOCTD, LEJIOCTHOCTh W JIOCTYIMHOCTh HH()OPMAIIHOHHBIX
PpecypcoB, BBISBISATH PHCKH W MPUMEHATH 0a30BbIe MEpbI 3alUTHI B MPO(ECCHOHATBHOM
JIESATETbHOCTH.

4. Kpatkoe conepxanue: B pamkax JUCIMIUIMHBI CTYJEHTHI OCBAaMBAIOT OLCHKY YSI3BHMOCTEH
WH(OPMAIIMOHHBIX CHCTEM, CTPATETHH 3aIUThI JAHHBIX, TPUMEHEHHE METOI0B KpHIITorpaduu
it obecrieueHnss KOHOUACHIIMAIBHOCTH U 1EIOCTHOCTH WHpopMmanuu. Takke H3ydaroTcs
OCHOBBI YIIPaBJICHHS JOCTYIIOM U ayIuTa HHPOPMAIIMOHHBIX pecypcoB. [1o 3aBepuieHnu Kypca
CTY/ICHTBI TPUOOPETAIOT MOHUMAHHE OCHOBHBIX MPUHIIMIIOB M METOJIOB 3alUThl HHYOpMaLUK
OT pa3nu4HbIX yrpo3. OHH YMEIOT aHAIU3UPOBATH YA3BHUMOCTH HH(MOPMAILMOHHBIX CHCTEM,
pa3pabaThIBaTh CTPATETHH 3aIUUTHI JIAaHHBIX, MPUMEHITh KPHNTOTpaduuecKue METOIbI UL
obecrniedeHus: KOH(GUICHIIMAIBHOCTH M IEITOCTHOCTH MH(OPMAIMH, a TaKXKe OCYLIECTBIATH
yIpaBJICHHE JOCTYIIOM M TIPOBOJUTH ayUT HHYOPMALHOHHBIX PECYPCOB.

bexkceiitoBa A.b.-
Crapuuit
[perno/aBaTellb,
MarucTp TeXHHIECKUX
HayK




5. Kommerenmmii: OOnamaer KOMIETCHIMEH NPUMEHEHWs IPHUHOWNOB  OOECICUCHHUs
6e3onacHoctn VIC, BbIsSBICHHMS W aHajdM3a KHOEPYrpo3 U YSI3BUMOCTEH, OLEHKH PHCKOB
“HPOPMAIIMOHHON 0e30MacHOCTH, oOecreyeHus] KOH(GUICHINUATBHOCTH, IEJIOCTHOCTH U
JNOCTYITHOCTH HMH(OpMAaIMK, BbIOOpa W NPUMEHEHMS CPEICTB 3allUThl, YIpPaBICHHS
MHIUICHTAMHU OE301aCHOCTH.

6. Osxkumaemble pe3ybTaThl: BlIaIeeT OCHOBHBIMHU MOHSATHSIMH U MPUHIMIIAMHA HH(OPMAIHOHHOM
0€30acHOCTH; BBISBISIET U OLICHMBAET YIPO3bl M PUCKH, CBs3aHHbIE ¢ MH()OPMAIHOHHBIMHU
aKTHBaMH; BBIIEISIET OCHOBHBIC BHBI KHOEpaTaK; OOBSCHICT HMPHHLMIBI ayTeHTH(HUKAIHH,
aBTOPH3alMK U KPUNTOTPaMUECKOM 3allUThl; BEIOUPACT TEXHUYECKUE W OpraHU3alOHHBIC
MEpBI 3aIUThl HHOOPMALIUK; IPUMEHSET OCHOBHBIE MOJIXO0/Ibl K PEaripOBaHHIO Ha MHIHICHTHI
nH(opMaMOHHON 6e30MaCHOCTH U cO0JII0IaeT HPOhEeCCHOHATIBHO-IPAaBOBbIC TPEOOBAHHSI.

1.Prerequisites: Digital Technologies

2.Post requisites: Profile disciplines

3.Aim of the discipline: The objective of studying the discipline "Fundamentals of Information
Security" is to develop students' basic theoretical knowledge and practical skills in protecting
information and ensuring information security in modern information systems. The course is
aimed at studying the fundamental concepts and principles of information security, types of
threats and vulnerabilities, methods and tools for information protection, as well as developing
the ability to ensure the confidentiality, integrity, and availability of information resources,
identify risks, and apply basic security measures in professional practice.

4.Shortcontent: As part of the discipline, students master assessing the vulnerabilities of
information systems, data protection strategies, and the use of cryptography methods to ensure
the confidentiality and integrity of information. The basics of access control and auditing of
information resources are also studied. Upon completion of the course, students acquire an
understanding of the basic principles and methods of protecting information from various threats.
They are able to analyze the vulnerabilities of information systems, develop data protection
strategies, apply cryptographic methods to ensure confidentiality and integrity of information,
as well as implement access control and audit information resources.

5.Competence: Has the competence to apply the principles of ensuring IP security, identify and
analyze cyber threats and vulnerabilities, assess information security risks, ensure
confidentiality, integrity and availability of information, select and apply protection tools, and
manage security incidents.

6.Expected Results: learns the basic concepts and principles of Information Security; identifies
and evaluates threats and risks to information assets; distinguishes the main types of cyber
attacks; explains the principles of authentication, authorization and cryptographic protection;
selects technical and organizational measures to protect information; applies the main
approaches to responding to information security incidents and complies with professional and
legal requirements.

Bekseytova A. -Senior
Lecturer, Master of
Technical Sciences
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IpepexBusurrep: L{udpiabik TexHOMOTHANAP

ToctpexBusurrep: Kocidbu monaep

Makcatbl: «AKMapaTTbl KOpFay jKOHE aKMapaTThIK KayilCi3iK» MOHIH OKBITYbIH MaKCaThl
OiTiM anmyuwbulap/ia 3aMaHayd aKHapaTThIK-KOMMYHHKAIMSUIBIK OKyHelepae aKmapaTThIK
KayilCi3JiKTI KAMTaMachl3 €Ty XKOHE aKIapaTThl KOpFay CalachIHIarbl TCOPUSUIBIK Olmimziep
MEH IPAaKTHKAJIBIK J@FAbulap/bl KaJbINTACTBIpy Oousbin TaObliaapl. [loH akmapaTThik
Kayilci3AIKTiH Heri3ri KayinTepiH, akmapaTTbl KOpFay[blH KaruaaTTapbl MEH OIICTepiH,
KayilCi3JiKTI KaMTaMachl3 €TY[iH YHbIMAACTBIPYIIBLIBIK, KYKBIKTBIK, OaFJapiaMaliblkK-
TEXHHUKAIBIK JKOHE KPHUITOrpadusuIbIK KypalliapblH 3epleneyre, COHIAi-aK OcallAbIKTap bl
aHbIKTAy, ToyeKennepai Oaranay JKOHE aKIapaTThK PeCypCTapAblH — KYIHSUIBUIBIFBIH,
TYTACTBIFBIH KOHE KOJDKETIM/IUIIrIH KaMTaMachl3 €Ty OOMbIHIIA KeUISH I Iapaiap/bl a3ipiey
OLNIKTepiH JaMbITyFa OarbITTAJFaH.

Kpickamia Ma3MyHbl: AKnapar Kayinci3airiHiH HeTi3ri Kayin-KaTepiepid KIKTeyai, KYMHsIIbIK
TYpJiepi MeH Japesxerniepi O0oMbIHIIA KOPFaJIaThIH aKIapaT TYPJIePiHiH apaxirid axeipatyasl, KP
aKMapaTThIK Kayincizfiri OoiblHImNA cepruduKaTTay >KYHECiHiH Herisri epexenepi MeH
CTaHJAapTTapblH OUTY/Il Ke3aeni.

Kyssipertiniri:  AKmapaTtTelK — KayilCi3miK — KOHE  aKmapaTThl  KOpFay  HETi3[epiH,
KpUnTorpadusibIK TYpIeHAIpY IPUHIMOTEPIH, aKNapaTThl Kopray canacsinaarsl KP 3aH-Hama
HeTi3/IepiH, KOMIBIOTEPIIK OpTara PYKCATChI3 KIipyA€H akmaparThl KOpFay-AblH THIITIK
OarapiamMalbIK-annapaTThiK Kypajaapsl MEH JKyhenepid Oinei.

Kyrinerin  wotmxkenep:  Toyekenmepai, aKTHBTEpAl, HWHOWACHTTEPMi, TEXHHUKAJBIK
OCaJIIBIKTapAbl, KaTepiepll, KayilnTepre TEXHHKaJbIK Kapchl iC-KMMBUIIApAbI, OM3HECTIH
Y3aiKci3airin 6ackapy mponectepin KamMtuThiH AK Oackapy mporectepin Oaranay jkoHE icke
aceIpy djicTemMesiepi MeH dicTepiH TaHaay/pl Tanganasl. AK KamTamacei3 €Ty KypajjapbiH,
OCaJIIBIKTapAbl MOHUTOPUHITEY KyihenepiH, AK MOHHUTOpPHHII XyHenepiH jKoHe aKmapaTThIH
arblll KeTyiH 00JbIpMay JKYHesepiH, skyHenepiH Kopray TeTikTepiH Oiei.

BekcetitoBa A.B. -ara
OKBITYILIbI, TEXHUKA
FBUTBIMIAPBIHBIH
Marucrpi

Ipepexsusutsr:L{uppoBbie TEXHOIOTHH

Toctpexsusutsr: [Ipodunupyromiye ANCHUATUTHHBL

Henb: Llenpto wu3ydeHHs JUCHMIUIMHBL «3amuTa HHGOpMAMU W UH(OpPMaLMOHHAs
0e30macHOCTE) sBIseTCS (OPMHUPOBAHHE Yy OOYYAIOIIUXCS TCOPETHYCCKUX 3HAHUH U
IPaKTHYECKUX HABBIKOB B 00JACTH oOecredeHns NHPOPMALOHHON 6e30M1aCHOCTH M 3aIlUThI
nH(opMau B COBpeMEHHBIX HH(POPMALTMOHHO-KOMMYHHKAIIMOHHBIX cUcTeMax. JucuumnnmrHa
HaIlpaBJIcHa Ha U3Y4YCHHE OCHOBHEIX yrpo3 HH(GOPMALMOHHOW OE30MaCHOCTH, IPHUHIUIIOB U
METOJIOB 3alIUTHl HH(POPMALMH, OPraHU3aHOHHBIX, IIPABOBBIX, IIPOrPAMMHO-TEXHUYECKUX H
Kpunrorpaguyeckux cpeicTB obecrieueHuss OS30MACHOCTH, a TAKKE HA Pa3BUTHE YMEHHIA
BBISBJISITH  YSI3BUMOCTH, OLCHMBAaTh PHUCKM M pa3padaThiBaTh KOMIUIEKCHBIE MEpBI IO
obecrieyeHHI0 KOH(GUACHIMATEHOCTH, LEJIOCTHOCTH M JOCTYHNHOCTH HH(OPMAIIMOHHBIX
pecypcoB.

Kpartkoe copepxanue: OCBOCHHE IUCHMIUIMHBI IPEIyCMAaTPHBACT H3YYEHHE OCHOBHBIX
MPUHLHUIOB 3aIIUThl MHOOPMALMK; KIACCU(HKAIUIO OCHOBHBIX Yrpo3 0e30macHOCTH
nHbOpMALNK, pa3rpaHUYCHHC BHIOB OXpaHseMONH HH(OpPMAllMM IO BHAAM H CTEHCHIM
CEKPETHOCTH, 3HAHHE OCHOBHBIX MPAaBHJI M CTaHAAPTOB CHUCTEMBI CEPTH(UKALMH IO
nHdopmanmonnoii 6e3omnacuoctu PK.

BbexkceiitoBa A.b.-
Crapmmuit
Mperno/aBaTelb,
MarucTp TeXHHYECKUX
HayK




. Komnerenuuii: 3naeT ocHOBbI HH(MOPMALMOHHON 0€30-MIACHOCTH M 3alUThl MH(OpPMALUH,

MIPUHIMITBI KPUIITOrpahUUeCcKUX Mpeod-pa3oBaHuii; OCHOBBI 3akoHOaTenbeTBa PK B 00macTu
3aIuUThl HHGOPMALIMH; TUIIOBBIC IPOrPAMMHO-AINIIAPATHBIC CPEICTBA M CHCTEMBI 3aIUUTHI HH-
(bopManuK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA B KOMITBIOTEPHYIO CPELy

. O)KI/ILLHCMLIC Ppe3yJibTaThl: AHa.III/ISI/IpyeT BLI60p METOAUK U METOJAOB OLCHKU U peain3aliuu

npoueccoB ynpasieHus Vb, oxBaTbiBaioliue MpoLEcChl YNpPaBICHHsS PUCKAMH, aKTHBAMH,
HHLUJICHTAMH, TEXHUYECKUMH YSI3BUMOCTSIMU, YTPO3aMU, TEXHUYECKHMHU MPOTHBOICHCTBUAMU
yrpo3am, HelpephIBHOCTBIO On3Heca. 3HaeT cpeacTa obecneuenus Wb, cucteM MOHHTOpUHTA
ysi3BUMOCTeii,ciicteM MOHUTOpuHra b u cucteMm mpemoTBpalieHus yTeuek HH(OpMALH,
3aIIUTHBIX MEXaHU3MOB CUCTEM.

DN =

. Prerequisites: Digital Technologies
. Post requisites: Profile disciplines
. Aim of the discipline: The objective of studying the discipline "Information Protection and

Information Security" is to develop students' theoretical knowledge and practical skills in the
field of information security and information protection within modern information and
communication systems. The course is aimed at studying the main threats to information
security, the principles and methods of information protection, organizational, legal, software,
hardware, and cryptographic security measures, as well as developing the ability to identify
vulnerabilities, assess risks, and design comprehensive measures to ensure the confidentiality,
integrity, and availability of information resources.

. Shortcontent: Mastering the discipline provides for the study of the basic principles of

information security; classification of the main threats to information security, differentiation of
types of protected information by types and degrees of secrecy, knowledge of the basic rules and
standards of the information security certification system of the Republic of Kazakhstan.

. Competence: He knows the basics of information security and information protection, the

principles of cryptographic transformations; the basics of the legislation of the Republic of
Kazakhstan in the field of information protection; standard hardware and software and
information protection systems against unauthorized access to the computer environment.

. Expected Results: Analyzes the choice of methods and techniques for assessing and

implementing information security management processes, covering the processes of managing
risks, assets, incidents, technical vulnerabilities, threats, technical countermeasures to threats,
business continuity. Knows the means of ensuring information security, vulnerability monitoring
systems, information security monitoring systems and information leak prevention systems,
protective mechanisms of systems.

Bekseytova A. -Senior
Lecturer, Master of
Technical Sciences
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. IIpepexBusut: L{udpIsik TexHONMOTHATIAP
. Toctpeksusut: KocinTik moumep
. TlonHniH MakcaTsl: «KoMIBIOTEpITiK KeTiIep )KoHE SKIMIILTIK €Ty» IOHIH OKBITYIBIH MaKCaThI

OiTiM amyIIbuIap/a KOMITBIOTEPIIK JKeJIepi skodanay, Kypy, OanTay »koHe OKIMIIiIEHIIpY
CcaachIHIaFbl TEOPHSUTHIK OiMiMIEp MCH MPAaKTHKAJBIK JaFIbLIapAbl KAIBINTACTHIPY OOIBII
TaObUIaABl. [IoH XKENTK TEXHOJOTHAIAP MEH XaTTaMasapiblH KYMBIC iCT€y KaruJaTTapbiH,
JKEPTUTIKTI KOHE FaIaMJIBIK JKeJIJIEPIiH apXUTEKTYPAChIH, MAapIIPyTH3ALHS KOHE KOMMY TallUst
OMiCTEepiH, IKENUIK KayilCi3MiK TEXHOJIOTHSJIAPBIH 3epielieyre, COHJAAai-aK IKeJIiK
KaOIbIKTap/Asl Oamray, XemTK HHPPaKYPBUIBIMHBIH TYPAaKThl KYMBICHIH KaMTaMachl3 €Ty,
KOMITBIOTEPITIK JKeJiiep/ie MOHHTOPHHT, JHAarHOCTHKA JKSHE aKayJiaplbl KO OiikTepin
JIAMBITyFa OaFbITTAJIFAH.

Typnyrynosa H.A.-
JKapaTbUIBICTAHy
MarucTpi, ara OKbITYIIBI




4.

Kpickama ma3zmyssl: OKbITY OapbIChIHIAa CTYACHTTED JKEJi apXHTEKTYPachIMEH, IKENiiK
XaTTaMalapMeH, JKENTK KaOAbIKThl KOH(MUTYpaLUsIay JKOHE KbI3MET KOPCETY OIICTEpiMEH,
COHJali-aK JKeJiiep MeH >KyHenepHiH KayincCi3AiriH KaMTamachl3 €Ty MPUHLUNTEPIMEH
tanbicanpl. Kypc Ethernet, TCP/IP, DNS, DHCP cusikTbl Herisri yFeIMIap MeH
TEXHOJOTHsIApaH 0acTal >KelliHi BUPTYaJJaHIBIPY, OYITTBIK €CelTeyliep KOHE JKeli
Kayinci3/iri CUsKThl KeHEHTIITeH TaKbIPbINTapFa JCHiHTT KOMIIBIOTEPIIIK JKEIUIEPIiH dpTypIii
acnekrinepin kamtuabsl. COHOal-aK CTyAEHTTEp ONepalHsJIbIK XXYHeHi Oackapy Heri3uepi,
COHBIH iLIIH/E ONEePAHSIBIK JKYIenepai OpHaTy Ibl, KOHPUTYpalHsIIayibl, OaKbUIAY/IbI HKIHE
JKAHAPTYbl, IEPEKTEP/IiH CAKTHIK KOLIIPMECIH yKacay MEH KaJllblHa KeNTipyai YiipeHei.
Kyssiperriniri: Xemninik texHonorusmapapie epekmeniktepin, KX xikrenyin, xeninepai
annaparThblK JKOHE MPOrpaMMalblK KaMCBI3JaHABIPbUTYbIH Oinesni. JKeminmik-ammaparThik
MKaOIBIKTApbl OPHATY/IbI JKOHE ONApABbIH KYHIEpiH e3repry oaictepin kKoimana Oineni; KOK
YHBIMAACTBIPY XKoHE KoHGbUrypa-tmsianasr, KK mMozmenin Kypaabl xoHe Tangaiabl op Typii
ecentepai menry kesinme KWK anmapaTTeik sxoHe OarjapiamManblK KOMIIOHEHTTEPIH mMaii-
JaJIaHy IbIH TUIMJIUTITIH aHBIKTaJIbl.

Kyrinerin Hotmwxke: KommbroTepiik, cepBepiik JkaOIObIKTap MEH NEepUEPHSIIBIK
KYPBUIFbLIAPABIH KyitiH Oaranaiinel. ¥itbimabiH AT-uHbpakypeuibiMbiabiH ayautin, AX, b
JKoHe OepineTiH xabapiamanapibl PYKCATChI3 KIpyACH KOPFayAbl YHBIMIACTBIPA aliajibl.
KoMnbroTepiik, cepBepiik aOAblKTap MeH NepuepUsuIbIK KYPbUIFBUIAP/bI, OJIap.IbIH
yilleciMAiMiriHiH TypJiepiH, TeXHHKalblK cunarramanapein Outemi. AK kamTamacei3 ety
Kypanaapbid, AK omictepi MeH NPUHIMITEPiH KOJIIAHA/IBI.

—_

IIpepexBuznt: Lludpossie TexHOIOTNI

[ocrpexBusur: [Ipodunupyroniue TMCIUTLITHHEL

Hens mucummumasl:  llenpto  wm3ydeHuss aucuuiuiiabel  «KommbloTepHble cetH  H
aJIMAHHCTPUPOBAHKE» SIBISCTCS (HOPMUPOBAHUE Y OOYUAIOLIMXCS TECOPETHUYCCKUX 3HAHHU U
MPAKTUYECKUX HABHIKOB B OOJNAaCTH IPOCKTUPOBAHUS, IOCTPOCHHS, HACTPOWKH W
aJMAHHCTPUPOBAHHUS KOMIBIOTEPHBIX ceTed. JIuCHUMIUIMHA HampaBieHa Ha W3y4YeHUE
MPUHIMIOB  (YHKIMOHUPOBAHUSI CETEBBIX TEXHOJOTHH U TPOTOKOJIOB, apXHUTEKTYPhI
JIOKATBbHBIX U TJO00ANbHBIX CETEW, METOJOB MAPIIPYTH3ALUH W KOMMYTALUH, TEXHOJIOTHI
ceTeBOi 0E30MacHOCTH, a TaKk)Ke Ha PA3BUTHE YMEHHH BBINOJIHSTH HACTPOMKY CETEBOTO
o0opyioBanus, 00ecreunBaTh CTAa0MIbHYI0 paboTy ceTeBOH HH(PACTPYKTYphl, OCYIIECTBIISAT
MOHHUTOPUHT, IUAaTHOCTHUKY M yCTPaHEHUE HEUCTIIPABHOCTEH B KOMIIBIOTEPHBIX CETSIX.

Kparkoe conepxanue: Kypc oXxBaTbIBaeT pa3IM4HbIC aClIEKThl KOMITBIOTEPHBIX CETEH, HaunHast
OT OCHOBHBIX ITOHATHI U TexHoJorui, Takux kak Ethernet, TCP/IP, DNS, DHCP, u 3akaHuuBas
MPOABUHYTHIMUA TEMaMH, TAKUMH KaK BUPTYaIH3aLUsl CETeH, 00IauHbIC BBIYKMCIICHHS U CETeBas
6e3omacHOCTh. CTyIEHTBl TAaK)KE M3y4arOT OCHOBBI aJMHHHUCTPUPOBAHUS OIEPAIUOHHBIX
CHCTEM, BKJIIOYasl YyCTAaHOBKY, HACTPOHKY, MOHUTOPHHT U OOHOBJICHHE OIEPALMOHHBIX CHCTEM,
a TaKk)Ke Pe3ePBHOE KOMMPOBAHHUE M BOCCTAHOBJICHHUE TAHHBIX

KoMnereHTeHTHOCTh: 3HaeT OCOOCHHOCTH CeTeBBIX TexHouyoruil, wmaccuduxammo KC,
amnmapaTHOE U IPOTPaMMHOE oOecTieueHre ceTeil. Y MeeT yCTaHaBINBATh TMHEHHO-alapaTHRIe
CpeCcTBA M MPUMEHSATh METO/bI U3MEHEHHS UX COCTOSHMI; opraHu3yeT u HactpauBaeT KC;
cozmaer U anHamuzupyer wmoxenb KC, onpenenser >(QEKTHBHOCTb MCIIOIb-30BaHUS
amnmapaTHBIX ¥ IporpaMMHBIX KoMnoHeHTOB KC npu pemeHnn pa3nuaHbIX 3a1a9

.Oxunaemslii pe3ynbraT: OLEHHBACT COCTOSIHUSI KOMITBIOTEPHOTO, CEPBEPHOTO 000pYI0BaHHS
n  rnepudepuiHbIX ycTpocTB. YMeeT opraHuzoBbiBaTh ayaur HT-unpactpykTypsl
opranm3auuu, 3amuty WUC, BJ] u mepenaBaeMbIx COOOIICHHII OT HECAaHKIMOHHPOBAHHOTO
JOCTyma. 3HAeT KOMITBIOTEPHOE, CepBepHOe 00OpyHoBaHHE M HepudepHiiHbIe yCTpOHCTBA,
THIIBI, TEXHUYECKUE XapaKTEPUCTHKH UX COBMECTUMOCTH. [IprMeHsieT cpeacTBa odecneueHus
Wb, metoas! u npununs! 1b.

Typnyrynosa H.A.-
MarucTp
€CTECTBEHHBIX HayK,
CTapIIuit
HpeTIoiaBaTellb




. Precondition: Digital Technologies
. Post-requirement: Profile disciplines
. The purpose of the discipline: The objective of studying the discipline "Computer Networks

and Administration" is to develop students' theoretical knowledge and practical skills in the
design, implementation, configuration, and administration of computer networks. The course is
aimed at studying the principles of network technologies and protocols, the architecture of local
and wide-area networks, routing and switching methods, network security technologies, as well
as developing the ability to configure network equipment, ensure stable operation of network
infrastructure, and perform monitoring, diagnostics, and troubleshooting in computer networks.

Turlugulova N.- Master
of Natural Sciences,
senior lecturer

. Summary: The course covers various aspects of computer networks, ranging from basic

concepts and technologies such as Ethernet, TCP/IP, DNS, and DHCP, to advanced topics such
as network virtualization, cloud computing, and network security. Students also learn the basics
of operating system administration, including installation, configuration, monitoring, and
updating of operating systems, as well as data backup and recovery.

. Competence: Knows the features of network technologies, classification of IP, hardware and

software support of networks. Is able to apply methods for installing network and hardware
equipment and changing their state; organizes and configures the CS; builds and analyzes the
CS model determines the effectiveness of using the hardware and software components of the
CS when solving various problems.

. Expected result: Evaluates the status of computer, server hardware, and peripheral devices. He

is able to organize an audit of the organization's IT infrastructure, protect the IP, database and
transmitted messages from unauthorized access. Knows computer, server equipment and
peripheral devices, types, and technical characteristics of their compatibility. Applies
information security tools, methods and principles of information security.
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. IpepexkBuzutlind pabik TeXHOTOTHSIIAD
2. Toctpexsusur: KacinTik monaep
. TlonHiH MakcaThl: ByJ1 Kypc cTyieHTTep/i KOMIBIOTEPIIIK JKEeNiIep i Kypy MEH MaiiianaHyablH

HETI3Ti KaFuaanapsl MCH d/IiCTepiMeH, COHal-aK OChI JKelliiep/ie KOJAaHbUIATHIH XaTTaManap
MeH OaiilaHbIC CTaHAAPTTAPBIMEH TAHBICTHIPYFa OaFBITTAIFaH. BYJI Kypc KOMITBIOTEPITIK KeTiHi
YHBIMAACTBIPYIBIH ~ TEXHHKAJBIK  aCleKTUIepiH,  ONapAblH  CHIATTaMajapbl  MEH
TOMNOJIOTHUSUIAPBIH, COHMAM-aK >KeprilikTi xeninep MeH MHTepHeTTi yibIMAacTeIpy oicTepiH
3eprreiiai. Kypc xeminik Moaenbaep MeH TOMOIOTHSIIAP CUSIKTBI HETi3r1 YFhIMIAp/Ibl, COH/Iai-
aK OKENUTK JKaOJbIKTapasl KOH(UTypauusuiay >koHe Oackapy OOWBIHINA ITPAKTHKAIBIK
JaFIbuIapAbl KAMTHABL. ByJl KypcThl asKTaFraHHaH KEeWiH CTYIEHTTep OpTYpJi eJeMieri
KOMITBIOTEPIIIK JKEJIJIep/i cayaTThl Typle jkobajay >KOHE YHBIMIACTBIPY, KaXKETTi KEJTiK
JKaOABIKTAP b OPHATY JKoHE KOH(UTYpanusiay, COHAAN-aK KEITiK MOCceeNep i TaAay KoHe
JIUarHOCTUKallay MYMKIHJITIHE e O0JaIbl.

Typnyrynosa H.A.-
JKapaTbUIBICTaHy
MarucTpi, ara OKbITYIIBI




Kpickama wmasmysbl: [IoH KOMIIBIOTEPIIK JKyHelep MEH IKelIepiai jKochaplayFa,
OpHaNacThIpyFa, KOHPHUTypaLusiayFa XKoHE KbI3MET KOPCEeTyre, pecypcTap/ibl 0acKapyFra KoHe
Kayinci3aiKTi KAMTaMachl3 €Tyre KaThICThI KONTEreH TAKbIPBITAP Ibl KAMTHIBI.
Kyseiperriniri: JKeminik TexHonormsuapisly epekmenikrepin, KK xikrenyin, sxeminepai
armaparThlK JKOHE IPOrpaMMaliblK KaMCBI3IaHIABIPEUTYBIH Oinemi. JKemimik-anmapaTTsik
»KaOABIKTapIbl OPHATYIbI JKOHE OJIApAbIH KYIepiH e3repTy omictepiH KoiaaHa Oimeni; KK
YHBIMIACTBIPY XKoHE KoHbUrypa-tmsiianasl; KX mMozmenin Kypaabl xoHe Tangaiabl op Typii
ecentepai wemry kesinge KK ammapaTThiK jkoHe OarmapiaMaiblK KOMIIOHEHTTEPIiH Iaii-
JaJlaHyIbIH TUIM/IUTITIH aHBIKTAHIbI.

KyTinerin HoTmxe: KoMmbproTepiik sKemiiepiH apXUTEKTypachl MEH JKYMBIC MPHUHIMIITEPIH
menrepeni; OSI xone TCP/IP monensiepin Tanmaiinel; IP-mexemxkaiimay MeH subnetting
QMICTEPiH KOJIaHAIbL; )KEILTIK KYPhUIFbLIAP MEH HETI3T1 XaTTaManap sl OanTaipl; )epriikTi
JKeIiIepi sK00amalabl JKoHE JUArHOCTHKATANIbI, KUK aKayaapasl aHBIKTANIbL, KeTiHiH
Kayilci3irii KaMTaMachl3 €Ty/IiH HETi3ri MeXaHU3M/EepiH KOJAaHabl KOHE KOMIIBIOTEPIIiK
JKEIUICp/IiH OHIMJIUIITT MEH Kayinci3airin Oaraiaii anajpl..

IIpepexBuznt: Lludpossie TexHOTOTHI

Ioctpeksusur: [Ipodunupyromiye qUCIUMITHHBI

Henb nucnumuinnel: Llenplo MCUUIUIMHBL SBISIETCS MO3HAKOMUTBH CTYIEHTOB C OCHOBHBIMH
MIPUHIMIIAMA ¥ METOJIJaMHU TIOCTPOCHUS U (DYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH, a TaKkKe
C MIPOTOKOJIAMH U CTAaHAAPTAMHU CBS3U B ATUX CETAX. B paMKkax JaHHOW TMCHUIUIMHEI CTY ICHTHI
U3YYal0T TEXHUYECKHE OCOOCHHOCTH OpraHU3alMU KOMITBIOTEPHBIX CETEH, UX XapaKTePUCTUKH
¥ TOIOJIOTHH, a TAK)KE METObl OpraHM3alluK JOKAJIBHBIX ceTei U cetell IHTepHeT. O0yueHue
BKJIIOYACT B ce0si OCBOCHME 0A30BBIX IMOHATHH, TAKUX KAaK CETEBBIC MOJEIU M TOIOJOTHH, a
TAKKe MPAKTUYECKUE HABBIKM HACTPOMKM M yHpaBieHHs ceTeBbIM oOopyanoBaHueM. [locne
3aBEepIICHUs Kypca CTYIEHThl CMOTYT TIPaMOTHO IIPOEKTHPOBAaTb W OPraHH30BBHIBATH
KOMITBIOTEPHBIE CETH Pa3JIMYHOTO MaciiTada, yCTaHABIMBAaTh M HACTPaMBaTh HEOOXOAMMOE
ceTeBoe 000pyI0BaHKE, a TAKXKE MPOBOJUTH aHAIN3 M JUATHOCTHKY CETEBBIX MTPOOIIEM.
Kpatkoe conepxanne: JIMCUUIUIMHA OXBATHIBAET IIMPOKHHA CIEKTP TEM, CBA3aHHBIX C
IUIAHUPOBAHUEM, Pa3BEPTHIBAHUEM, HACTPOMKOH M 00CITyKHBAHUEM KOMIBIOTEPHBIX CUCTEM H
CeTei, a TaKke ¢ yNpaBJIeHUEM pecypcaMu 1 o0ecreueHueM 0e3011acHOCTH.
KommereHTeHTHOCTE: 3HAaeT OCOOCHHOCTH CETEBBIX TEXHOJIOrHH, Kiaccupukammo KC,
armapaTHoOe U MPOrpaMMHOE 00eCTiedeHUE CeTeil. YMeeT yCTaHaBINBAaTh JIMHEHHO-aMnapaTHbIe
CpelcTBa M NPUMEHSTH METOJABI M3MEHEHUSI MX COCTOSHHM; opraHusyer u HactpamBaeT KC;
co3zaet u aHammsupyet mozens KC, onpenenser 3pQeKTHBHOCTD NCTIONb-30BaHMS allllapaTHBIX
U TIPOrpaMMHBIX KoMITIOHeHTOB KC mpu penieHnn pa3inyHbIX 3a1ad.

OxuaaeMblil pe3ybTaT: BIaJeeT apXUTEKTYPOH U MPUHIUIIAMU PaOOThI KOMIIBIOTEPHBIX CETEH;
aHaimusupyer moneau OSI m TCP/IP; ucnonsdyer meronsl IP-ampecanuu u subnetting;
HACTpanWBaeT CETEBbIE YCTPOHCTBA U OCHOBHBIE NPOTOKOJIBI, MPOEKTHPYET U JHATHOCTHUPYET
JIOKAJIBHBIE CETH; BBUSIBJISCT CETEBbIE HEUCIPABHOCTH; HCIOJB3YeT OCHOBHBIC MEXaHH3MBI
obecrniedeHus: 6E30MaCHOCTH CETH U MOXKET OLICHUBATH MPOU3BOAUTENIBHOCTD M 0€3011aCHOCTh
KOMIIBIOTEPHBIX CETEH.

Typnyrynosa H.A.-
MAarkcTp €CTECTBEHHBIX
HayK, CTapIIAA
HpEeToiaBaTelib




1.
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3.

Precondition: Digital Technologies

Post-requirement: Profile disciplines

The purpose of the discipline: This course aims to introduce students to the fundamental
principles and methods of building and operating computer networks, as well as the protocols
and communication standards used within these networks. This course explores the technical
aspects of computer network organization, their characteristics and topologies, and methods for
organizing local area networks and the Internet. The course covers basic concepts such as
network models and topologies, as well as practical skills in configuring and managing network
equipment. Upon completion of this course, students will be able to competently design and
organize computer networks of various sizes, install and configure the necessary network
equipment, and analyze and diagnose network problems.

. Summary: Introduction to computer networks. The reference seven-level OSI model. The

physical data transfer environment. Methods of access to the data transmission medium. Data
transfer between network nodes. Transport protocols. Application protocols and Internet
services. Network software.

. Competence:design computer systems that use network communication tools; test computer

networks and their components; organize the interaction of a network software package with
applications; programmatically manage network services; choose tools for building networks in
accordance with the specified operating conditions.

. Expected result: master the architecture and principles of operation of computer networks;

analyze OSI and TCP/IP models; apply IP addressing and subnetting methods; configure
network devices and basic protocols; design and diagnose local networks; identify network
problems; apply basic network security mechanisms and evaluate the performance and security
of computer networks.

Turlugulova N.- Master
of Natural Sciences,
senior lecturer
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. IIpepexBusutTepi: AIFALIKb OCKEPH KOHE TEXHOJIOTHSUIBIK AAHBIHIBIK (MEKTEI KypChl)
. IoctpekBusurrepi: OHIIpiCTIK NPaKTUKA
. INonnin makcarbl: [loHHIH MakcaThl — OUTIM adymIbUIAPIBI €HOEK KbI3METI MEH KYHJIENIKTI

eMip/ie Kayinci3aikTi KaMTaMachl3 eTyre qaibiaaay. byt eHOek Kayinci3miri Heri3aepiH, )KyMbIC
OpHBIH/A JKapakaTTap MEH KOCINTIK aypyiap/blH ajIblH aly, COHAai-aK opTYpii TeTeHIle
JKaraiiap, TaOUFM )KoHE TEXHOTCHIIK anaTTap JKarJaiblHIa aJjaM Kayilci3qiriH KaMTaMachl3
€Ty MoceNeliepiH 3epTTeyAi KaMTHAbl. biliM anymisiiap eHAIPICTIK JKOHE TIpIIUIIK OpeKeTi
JKaFAaiapeiHaa OMIp/Ii, JCHCAYIIBIKTBI XKOHE KOpIIAaFaH OPTaHbI KOPFAy YINiH KaXeTTi Oimim
MEH TPAKTHKAJIBIK JaFAbUIapAbl MEHIePE/Ii.

. Kpickamia masmyHsr: [ToH mieHOepinae eHOeK KayilCi3MiriH KaMTaMachl3 eTy, Kaciou aypysap

MEH JKapaKkaTTapAblH alOblH aly OOHBIHINA KYKBIKTBIK, YIBIMIACTBIPYIIBUIBIK SKOHE
TeXHHUKAJIBIK IIapajap, COHAal-aK TOTEHIIE XKaFaalinapaa opekeT eTy epeskerepi MeH apeKeTTepi
(epTTep, TEXHOTEHMIK amaTTap, SKOJOTHSUIIBIK KayinTep jkoHe T.0.) KapacTeIpbutajbl. bimim
aJTylIblIap a3aMaTThIK KOPFayIblH HETI3/IepiH, aIFallKel Aopirepre JeiiH KOMEK KOPCETy JKoHe
KYTKapy JKYMBICTApbIH YHBIMAACTBIPY Heri3fepiH 3eprreiini. [len Oimim  amymsuiapia
Kayinci3gik MocenenepiHe X yieni ke3Kapac KaJBIITACTBIPYFa JKOHE JKYMBIC OPHBIHZA JKOHE
KYHJENIKTI eMipJe Kayilci3aikTi KAMTaMachI3 €Ty YIIiH NPAaKTHKAJBIK AaFIbUIapabl JaMBITyFa
OarbITTAJIFaH.

Hypxanosa /JI.b. —
TEXHHKa
FBUIBIM/IAPBIHBIH
MAarucTpi, ara OKbITYIIBI




Kysbipertiniri: KopuiaraH opTaHbl KOpray KOHIHIETi 3aHHAMaHbBIH, Kayilci3 eHIipicTik
MpOoLeCTep/li YHBIMAACTBIPY KaFUIaT-TapbIHbIH HETi3iH/e TAOMFH OPTaHbIH YKOJOTHSUIBIK JKaii-
KYHiH Oaranail anajbl, @HAIPICTIH KOpIIaFaH OpTara TEXHOTCH/IK dCepiH Oaranayabl XKyprise
anajpl, TAOWUFU pecypcTapibl mNaiganaHyMeH OalJIaHBICTBI KOJOTHSIIBIK-9KOHOMHKAIIBIK
Ky#enepaiH JaMy YpAICTEpiH CBIHM TYPFBIIAH TYCIHE ayajbl JKOHE OJApbIH DKOJOTHSUIBIK
cajlapblH cunaTTai ajganabl.

KyTinerin HoTmKe: eHOEK >KoHE TIPIIUIK KayilcCi3AiriHiH HEri3ri TalanTapblH MEHIrepe/i;
JKYMBIC OPHBIHJAFbl KayilTi oHE 3MSHIbI (aKTOpiapjbl aHBIKTAIl, KICIOM Toyekenaep.i
Oaramnaii/ipl; SJIEKTp )KOHE OPT KayIINCi3/Airi TaJanTapblH CaKTaiIbl; TOTCHIIIE JKaFAaiiap Ke3iHae
KayiIci3 9peKeT eTy TOCUIIepiH KOJIaHa Ibl; alFallKbl MeTUIIMHATIBIK KOMEK KOPCETYAiH Heri3ri
QMiCTepiH MEHIepe/li; JKEKe HKIHE YKBIMIBIK KOPFAHBIC KYpaJlapblH TyPbIC MaiilaaHa/Ibl JKHE
Kayilci3 eHOSK JKaraiyiapblH KAMTaMachl3 €Ty TAJIANTAPbIH OPBIH/AHN aJajibl.

[pepexBusutel: HauanbHas BOGHHAst M TEXHOJIOTHYECKAs TOATOTOBKA

(LIKONBHBIN KYypPC)

IoctpexBusuthl: [IpOU3BOACTBEHHAS IPAKTHKA

Henb mucuuruinabl: L{enpi0 JUCUUILIMHBL SBIISICTCS MOATOTOBKA 00YYAOINXCSl K 00eCIIeUeHUIO
0€30MacHOCTH B MPOLIECCE TPYAOBOM IEATEIBHOCTH U MOBCEAHEBHOM KM3HU. JTO BKIIOYACT B
ce0si M3ydyeHHE OCHOBHBIX MPHUHIMIOB OXpaHbl TpPyJa, NPEIOTBPAILCHUS TpPaBM U
npodeccHoHabHBIX 3a00JeBaHuil HA paboyeM MecTe, a Takxke obecriedeHre 0e30MacHOCTH
YeJO0BEeKa B YCIOBHSX Pa3IMYHBIX UYPE3BBIYAWHBIX CHTYalUi, MPUPOAHBIX U TEXHOTCHHBIX
kartactpod. OOyyaronecs MpuoOPETaoT 3HAHUS ¥ IPAKTUYECKHUE HABBIKY JUISl 3AIUTHI KU3HHU,
3[0POBbS U OKPYIKAIOLICH CPeJibl B YCIOBHSIX POM3BOICTBEHHOM 1 XU3HEHHOW aKTHBHOCTH.
Kpatkoe coxepkanue: B paMkax JUCHMIUIMHBI M3y4alOTCs MMPABOBBIC, OPraHU3AlMOHHBIC U
TEXHMYECKHE Mepbl 1o  oOecreyeHHi0  OE30MacHOCTH  TPpyJAa,  NPEAOTBPALICHHIO
npodeccHoHaNBHBIX 3a00JIEBaHUI M TPaBM, a TAKKe NpaBWiia M JEHCTBUS B YpPE3BbIYAHHBIX
curyanusax (MOXapbl, TEXHOTCHHbIE KaTacTpOo(bl, 9SKOJOTHYECKHE Yrpo3bl U  T.J.).
OOy4aroluecs: HW3y4aroT OCHOBBI TPaXKAAHCKOW 3allMThl, OCHOBBI OKa3aHHS TEpPBOi
JOBpayeOHOW TOMOILIM M OPraHU3allMu CIIacaTeNIbHBIX padoT. JlucuumiMHa HampaBlieHa Ha
(opMupoBaHHE Y CTYACHTOB CHCTEMHOIO MOAXO0/a K BOMPOCaM 0E30MacHOCTH U BHIPAOOTKY
MPAKTUYECKUX HABBIKOB [UIsl 00ecTieueHus 6e30MacHOCTH Ha paboveM MeCTe U B KU3HH.
Komnerentuu: Ha ocHOBe 3aKOHOATEIbCTBA [0 OXPAHE OKpPY- XKAIOIICH Cpe/ibl, MPUHIKIIOB
OpraHu3anyy 0e30IacHBIX MPOU3BOACTBEHHBIX IPOLEC-COB YMEET OLEHHBATh 3KOJIOTHUECKOES
COCTOSIHHE MPUPOIHON Cpe/Ibl, TPOBOJUTH OLICHKY TEXHOTCHHOTO BO3/ICHCTBUS MPOU3BOJCTBA
Ha OKPYXKAIOIIYI0 Cpely, KPUTHYECKH OCMBICIMBATh TEHACHIMH Pa3BUTHSI JKOJOIO-
9KOHOMHYECKHX CHC-TEM, CBSI3aHHBIX C HCIIOJb30BAaHHEM MPU-POIHBIX pPECYypcoB H
0XapaKTepH30BaTh UX IKOJIOTMYECKUE OCIIEICTBUS

OxuaemMple pe3yJIbTaThl: BIaJeeT OCHOBHBIMH TpPeOOBaHHSAMH O€30MacHOCTH Tpyla |
JKHU3HEICATEeIHOCTH; BBISABILSIET ONACHBIC U BPeAHbIe (haKTOphI HAa paboueM MeCTe U OLICHUBAET
npoeccHOHANIBHBIE PUCKH; cOONOaeT TPeOOBaHMS AIEKTPO-M IOXKAPHOH Oe30MacHOCTH;
MpUMEHSIeT Oe30MacHble CIMOCOOBI PearupoBaHHMs B YPE3BBIYANHBIX CHUTYaIMsIX; BIAJeeT
OCHOBHBIMH METOJAMH OKa3aHHs MEPBON MEIUIMHCKOW TOMOIIHN; MPABHILHO HCIIOJIb3YET
Cpe/ICTBAa WHIMBUAYAIBHOW M KOJUICKTHBHOW 3alUTBl U MOXKET BBIMOJHATH TPeOOBAHHUS
obecrniedeHnst 6E30MACHBIX YCIOBHH TPY/Ia.

Hypxanosa /1.b. -
MAarucTp TEXHUYECKUX
HayK, CTapIIni
IIpEnoaBaTeb
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opment

. Prerequisites: Initial military and technological training (school course)
. Postrekvizites:
. Aim of the discipline: Course objective — to prepare students to ensure safety during labor

activities and in everyday life. This includes studying the basic principles of labor protection,
preventing injuries and occupational diseases in the workplace, as well as ensuring human safety
in various emergency situations, natural and man-made disasters. Students acquire knowledge
and practical skills to protect life, health, and the environment in the context of production and
daily activities.

. Shortcontent: The course covers legal, organizational, and technical measures to ensure labor

safety, prevent occupational diseases and injuries, as well as rules and actions in emergency
situations (fires, man-made disasters, environmental hazards, etc.). Students study the basics of
civil defense, first aid, and the organization of rescue operations. The discipline is aimed at
developing a systemic approach to safety issues and developing practical skills to ensure safety
in the workplace and in life

. Competences: Based on the legislation on environmental protection, the principles of organizing

safe production processes, he is able to assess the ecological state of the natural environment,
assess the technogenic impact of production on the environment, critically comprehend the
trends in the development of ecological and economic systems related to the use of natural
resources and characterize their environmental consequences.

. Expectedresults: master the basic requirements of Labor and life safety; identify dangerous and

harmful factors in the workplace, assess professional risks; comply with electrical and fire safety
requirements; apply safe methods of response in emergency situations; master the basic methods
of First Aid; correctly use individual and collective protective equipment and meet the
requirements for ensuring safe working conditions.

Nurzhanova D.B. -
Senior Lecturer, Master
of Technical Sciences
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. IlpepexBusurrepi: buonorus (MekTen Kypcol)
. IoctpekBusurrepi: OHIIpiCTIK NPaKTUKA
. INonnin Makcatsl: CTyIEHTTEpIH SKOJIOTHSIIBIK OHIaybIH KJIbIITaCTRIPY, TAOUFU pecypcTapibl

YTHIMIBI TAMIalaHy KaruaajdapblH MEHTEPTY KOHE TYpPaKThl HaMy MPHUHIMIITEPI HeTisiHze
KOpIIIaFaH OPTaHbl KOPFay MOJCHHUETIH AaMbITy. [[oHHIH MIHAETTEpi — SKOJOTHUSHBIH HETi3ri
3aHJIBUIBIKTAPBIH TYCIHAIPY, aJlaM MEH TaOUFATThIH ©3apa OalIaHbIChIH TaNAay, SKOJIOTHSIIBIK
rpoGJieMaliap bl aHBIKTAY JKoHe Oaranay, TYPaKThl IaMy TYXKbIPbIMIaMaChlH MEHI€PTY, COH/Iai-
aK 9KOJIOTHSIJIBIK KAYaNKEPILIiIiK MeH TAOUFATTHI KOPFay JaFbUIapbIH KaJbINTACThIPY.

. KLICKaI_Ha Ma3MYHBI: HQHHiH Ma3MYHBIHa 5KOJIOTUSHBIH HETI3ri 3aHJABUIBIKTApPHI, TaburaT

pecypCTapbIHbIH CapKbUTybl, KIUMATTBIH ©3repyi, KOpIlaraH OPTaHbIH JIACTAHYBI, KalIbIKTap
Maceeci jkoHe 6acKa SKONOTUAIBIK MoceseNnep KapacThIPhLIAIbL.

. Kysbiperriniri: KopuiaraH opTaHbl KOpray J»OHIHIETI 3aHHAMaHbBIH, Kayinci3 eHIipicTik

npouecTepi YHbIMAACTBIPY KaFUAaT-TapbIHBIH HETi31HAe TaOUFU OPTaHbIH HKOJIOTHUSUIBIK JKaii-
KYHiH Oaranail anajsl, OHAIPICTIH KOpIUAFaH OpTara TEXHOTCHIIK ocepiH Oaranayibl XKyprize
amafpl, TAaOMFM pecypcTapipl MaifganaHyMeH OaifTaHBICTBI 3KOJIOTHSIBIK-3KOHOMHKAIBIK
KyHelepaiH maMy YpAICTepiH CBHIHH TYPFBIIAH TYCIHE anaibl )KOHE OJApABIH 3KOIOTHSIBIK
caJlapblH CUIIaTTal ajnajabl

. KYTiJ’[eTiH HIOTHIXE. DKOJIOTHAHBIH HETI3r1 3aHABUIBIKTapbl MEH TYPAKThl JaMy KaruJaTTapblH

MEHIepe/ii; alaMHBIH KOpIIaraH OpTara oCcepiH Talmaii/ibl oHE SKOJOTHSIIBIK ToyeKeaepi
Oaranaiipl; TAOUFH pecypcTap bl THIMI MTaiianaHy MEeH KOpIIaraH OpTaHbl KOpFay ToCiiiepi
KOJJAaHAlbl; 3aMaHayd OKOJOTHMSUIBIK  MOcelenepaiH  ceOem-caniapblH  aHBIKTaWIbI;
9KOJIOTHSUIIBIK KAyIIci3 KOHE TYPaKThl MICIIIMICP YChIHAbI, KACIOU KbI3METIH/IE IKOIOTHSIIBIK
JKAyanKepIIiliK MPUHIUITEPIH CaKTal anabl.

Kyxambepauera C.K.
TOIBIPAKTAHy
FBUTBIM/IAPBIHBIH
MAarucTpi, ara
OKBITYIIIBI




IIpepexBusnTel: bronorus (IKOJIBHBIA Kypc)

[ToctpexBuzuthl: IIlpon3BoacTBeHHAs MpaKTHKa

Hene auctumiuasl: QOpMHUPOBAaHUE Y CTYAEHTOB 3KOJIOTHYECKOTO MBILIIICHUS, OCBOCHUE
MIPHUHIMIIOB PAIIOHAIBFHOTO UCIIOJIB30BAHHS IIPHPOIHBIX PECYPCOB U Pa3BUTHE SKOJIOTHYECKOM
KYJBTYPbl Ha OCHOBE YCTOWYMBOTO PA3BUTHA. 3a/Jaddl IUCLHUIUIMHBI — M3YYEHHE OCHOBHBIX
3aKOHOMEPHOCTEH JKOJOTMH, aHAJIU3 B3aMMOJCHCTBMS 4YEIOBEKAa M IPUPOABI, BBIIBICHHE U
OLIEHKA 9KOJOTHMYECKHX NPOOJEeM, OCBOCHHE KOHLENIMH YCTOHMYMBOIO DPa3BUTHS, a TaKKe
(opMHPOBaHHE IKOJIOTHYESCKOI OTBETCTBEHHOCTH U HABBIKOB OXPaHbI OKPYIKAIOIICH CPEIbl.
Kpatkoe conmepxanue: B pamkax Kypca paccMaTpuUBalOTCs OCHOBHBIE 3aKOHBI JKOJIOTHH,
HCTOILEHHUE MPUPOIHBIX PECYPCOB, H3MEHEHHE KJIMMATa, 3arpsA3HEHHE OKpY’KarolleH cpenpl,
pOOJIEMBI OTXOJIOB U IPYTHE SKOJIOTHYECKHUE BOIIPOCHI

Kommnerenun: Ha ocHOBe 3aKOHOAATENBCTBA MO OXPAHE OKPY’KArOWIEH CPerpbl, IPHHIMIIOB
opraHu3anyy 0e30MacHbIX MPOU3BOACTBEHHBIX MPOLIECCOB yMEET OLECHHBATH KOJIOTHYECKOE
COCTOSIHHE TPUPOAHON CPEJIbl, MPOBOAUTH OLIEHKY TEXHOT€HHOTO BO3JCHCTBMS NMPOU3BOICTBA
Ha OKpPYXAalOIIyl0 Cpelay, KPUTHYECKH OCMBICIMBATH TEHJACHIUH pPAa3BUTHA 3KOJIOTO-
SKOHOMUYECKMX CHCTEM, CBS3aHHBIX C HCIOJB30BAHUEM IIPU-POJHBIX PECypcoB U
0XapaKTepPU30BaTh UX SKOJIOTMYECKHE MOCIEACTBUSA

Oxumaemple pe3ylbTaThl: BIIAJCET OCHOBHBIMH 3aKOHAMHM O3KOJOTHM M IPUHIUINAMHI
YCTOWYHMBOTO pa3sBUTHUsA; aHAIM3UPYET BO3JAECHCTBUE YEIIOBEKA HAa OKPYXKAIOUIYI0 Cpely H
OIICHUBAET 3KOJIOTHYECKUE PUCKH; UCIOJIB3YET HOAXOIbI K PAI[IOHAIFHOMY HCIIOJIB30BAHHIO
MIPUPOHBIX PECYPCOB U OXpaHE OKPY’KAIOUIEH Cpeabl; BBLIBISAECT NPUYUHHO-CICICTBCHHBIC
CBSI3M COBPEMEHHBIX 9KOJOTHMYECKHX IpoOseM; mpeularaeT 3KOJOTMYeCKH Oe30macHble U
YCTOWYMBBIC PEILCHUS; MOXKET COOJIOJATh HMPUHIUIBI KOJOTMYECKOH OTBETCTBEHHOCTH B
cBoell MpohecCHOHATBHOM ACSTEIBHOCTH.

—_

Prerequisites: Biology (school course)

Postrekvizites: Manufacturing practice

Aim of the discipline: Formation of students' ecological thinking, mastering the principles of
rational use of natural resources and the development of ecological culture based on sustainable

development. The objectives of the discipline are to study the basic laws of ecology, analyze

the interaction between man and nature, identify and assess environmental problems, master the

concept of sustainable development, as well as form environmental responsibility and

environmental protection skills.

Shortcontent: The objectives of the discipline are to explain the connection and differences
between ecology and sustainable development; to teach how to conserve natural resources and
find solutions to environmental problems.

Competences: Based on the legislation on environmental protection, the principles of organizing
safe production processes, he is able to assess the ecological state of the natural environment,
assess the technogenic impact of production on the environment, critically comprehend the
trends in the development of ecological and economic systems related to the use of natural
resources and characterize their environmental consequences

Expectedresults: master the Basic Laws of Ecology and principles of sustainable development;
analyze human impact on the environment and assess environmental risks; apply approaches to
the efficient use of Natural Resources and Environmental Protection; identify the causes and
consequences of modern environmental problems; offer environmentally safe and sustainable
solutions; comply with the principles of environmental responsibility in professional activities.

Kyxambepauera C. XK.
MarucTp
HOYBOBEIUECKUX HaYK,
CTapHIuii
NpenoaBaTelb.

Kuzhamberdieva S. zh.
master of Soil Sciences,
senior lecturer
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IpepexBusurrepi: Kykpik Herizaepi (MEKTeH Kypchl)

ToctpexBu3uTTepi: OHAIPICTIK MPAKTHKA

Ionnin MakcaTbl: [IoHHIH MaKcaThl — OLUTIM aTylIbLIapia OPHBIKTBI ChIOANIAC JKEMKOPJIBIKKA
Kapchl CaHaHbl, KOCiOM 9THKA MPHHIMUITEPIH KOHE Kap)KbUIBIK Tepic MaijanaHylIblUIbIKTapFa
MYJIIEM Te30eyUIUIKTI KaJlbIITaCThIPy, COHJAAN-aK KOMILIa€HC-0aKbLIayIbIH, KapyKbLIBIK
onepauusiapiaFbl  ChI0aNIac >KEMKOPJBIK TOYEKENJCPiH aHBIKTAayIblH, 3aHCHI3 KipicTepai
3aHIACTBIPYbIH aJJIbIH alyJblH JKOHE AaKTHUBTEPJAl aNasKThIK CXeMauapJaH KOpFayIblH
KOJIIaHOAJIbI JaFbLIaPhIH JaMBITY..

Kpickama wmasmyssl: Kypera cpiainac KeMKOPJIBIKKA Kapchl 1C-KMMbUT — OOWBIHIIA
XaJIBIKAPAIBIK J)KOHE OTaH/IBIK TOKIPUOECIHE, a3aMaTThIK KOFaM OKIIICpiHiH, KaCTap/IblH KOHE
JKAJIITBI JKYPTIIBUIBIKTBIH POJI TypaJibl aKIapaTTapra Tajjaay ’kKacaiabl.

KysbIperTiiiri: O3iHiH KociOM KbI3METIHIH CanJapbl YLIIH OJCYMETTIK JXKOHE KYKBIKTBIK
JKayanKepIIiliKk KaFuIaTTapblH YCTaHy JaFAbLIapbiH; -Chl0aiaac sKeMKOPJIIBIK MiHE3-KYJIKbIHBIH
OpTYpJi HBICAHIAPBIH AHBIKTAY JaF[bUIAPBIH, - KBI3METTIK JKOHE JKAIIbl KOFaMJBIK
KaTbIHacTapAarbl ChI0aiIac YKEMKOPJIBIK KOPIHICTEPiHIH XKOJIBIH KECy JAaFIbUIaphIH, - chl0aiiinac
JKEMKOPJIBIKKA KATBICTBI dPTYPIli KYOBLIBICTAPIbI, KYKBIKTBIK (hakTiiep/ii, KYKbIKTBIK HOpMaliap
MEH KYKBIKTBIK KaTbIHACTAp/Ibl TAJIIay XKOHE Oaranay JafablIapblH MEHIepe/Ii.

KyTinerin HoTHXKE: chibaiinac )KeMKOPIBIKTHIH MOHI MEH TYpJiepiH Oineni;

chI0aiyiac KEMKOPJIBIKKA KapChl 3aHHAMAHBI TYCIHEII; JKEMKOPJBIK TOyEKeIIepiH aHBIKTal
asajipl; aJa/IbIK MIEH apacaTThUIBIK KaFUIalapblH YCTaHAIbI, ChIOANIAC JKEMKOPJIIBIKKA KapChl
MOJICHHETTI KaJIbINTACThIPAIbIL.

—_

IIpepexBusnTel: OCHOBBI NpaBa (IIKOIBHBII Kypc)

IoctpexBusutsl: [Ipon3BoCTBEHHAs IPAKTHKA

Henp muctmmumunel: Llens aucuumniaunHel — QopMupoBaHue y 00ydalolUXcs yCTOHYMBOIO
QHTUKOPPYIIMOHHOTO CO3HAHWS, NPHHIMIOB NPO(GECCHOHATIBHON 3THKM W aOCOJIIOTHOM
HETEPIUMOCTH K (PMHAHCOBBIM 3JI0YHOTPEOICHUSM, a TAK)KE Pa3BUTHE MPAKTUYECKUX HABBIKOB
KOMIIJIACHC-KOHTPOJIS, BBISBICHUS KOPPYILIMOHHBIX PHUCKOB B (DHHAHCOBBIX OIeEpanusx,
MIPEIOTBPALICHHS JIETATH3a[MH HE3aKOHHBIX JIOXOI0B M 3aIl[UThl aKTUBOB OT MOLICHHHUYECKUX
CXeM.

Kpartkoe comepxanue: B kypce Oyner npoBesieH aHaIN3 MEXyHapOAHOTO U OTEYECTBEHHOTO
OTIBITA 10 MPOTHUBOJCHCTBHIO KOPPYIILIUH, HHPOPMALINH O POJIU PEACTABUTEICH IPaskIaHCKOTO
00111eCTBa, MOJIOZICKH U IIUPOKOH OOIIECTBEHHOCTH.

Kommnereniun: Brageer HaBbI-KaMH CIICOBaHUS MPUHIMNAM COLMAIBHOH W TIPaBOBOM
OTBETCTBEHHOCTH 3a IIOCIEICTBHS CBOEH NPO(ECCHOHATBHON [ESTEIFHOCTH; -HaBBIKAMU
BBISIBJICHUSI PA3IMYHBIX (OPM KOPPYNLHOHHOTO TOBEICHHS, -HABBIKAMU IPECEYCHHS
KOPPYIILMOT€HHBIX TPOSBICHUH B CIYy)XEOHBIX M B I1I€JIOM OOIIECTBEHHBIX OTHOIICHUSX, -
HaBBIKAMH aHAJIN3a ¥ OLCHKU PA3JIMYHbIX SBJICHHUH, IOPUANYECKUX (DAKTOB, IPABOBBIX HOPM U
MIPAaBOBBIX OTHOWICHUI, OTHOCSIIUXCS K KOPPYILIHH.

Oxunaemple  pe3yjbTaThl:  3HAGT  CYHNIHOCTh M BHABl  KOPPYINIHH;  ITOHHMAaeT
AHTUKOPPYIIIMOHHOE 3aKOHOJATENbCTBO; CHOCOOCH BBIBISITH KOPPYILHOHHBIE PHCKH;
MPUICPKUBACTCS ~ NPUHIUIIOB ~ YECTHOCTH M JOOPONOPSAOYHOCTH;  (OpPMHUpYET
AHTHKOPPYILHOHHYIO KYJIBTYDY.

Aunraes E.-3aH
FBUTBIMIAPbIHBIH
KaHIUJAThL.

Aunraes E.-xanmunar
IOPUIMYECKUX HaYK.
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. Prerequisites: Fundamentals of law (school course)
. Postrekvizites: manufacturing practice
. Aim of the discipline: Course objective - to develop students’ sustainable anti-corruption

awareness, principles of professional ethics, and zero tolerance towards financial misconduct, as
well as to develop practical skills in compliance control, identification of corruption risks in
financial operations, prevention of money laundering, and protection of assets from fraudulent
schemes.

. Shortcontent: The course analyzes international and domestic experience in combating

corruption, information about the role of representatives of civil society, youth and the general
public.

. Competences: Has the skills to follow the principles of social and legal responsibility for the|

consequences of his professional activity; -skills in identifying various forms of corrupt behavior,)
-skills in suppressing corrupt manifestations in official and public relations in general, - skills in|
analyzing and evaluating various phenomena, legal facts, legal norms and legal relations related|
to corruption.

. Expectedresults: knows the essence and types of corruption; understands anti-corruption|

legislation; is able to identify corruption risks; adheres to the principles of integrity and integrity;
forms an anti-corruption culture.

Altaev E.-candidate of
law

’kasbarra-
aypI3Ia
MTHUCBMEHHO,
YCTHO
written form,
orally

. IIpepexBusurrepi: C++ opraceiHaa Oargapiamanay
. TloctpexBusurrepi: OHAIpICTIK PaKTHKA
. Tlonnin Makcatsl: «FBUIBIMU 3€pTTEY 9ICTEP1» MOHIHIH MaKCAThl — OLITIM alyIbuIap/a FhUTBIMU

TaHBIMHBIH OJ[iICHAMACBHI TypaJlbl JKYHeNl TYCIHIK KaJbITACTBIPY, FHUIBIMH 3epTTEyJep.i
YHBIMIACTBIPY XKOHE JKYPTi3y JaFIbUIapbiH JaMBITY, COHIAi-aK FRUIBIMH aKIIapaTThl TAJIIay MEH
OHJICY/IIH 3aMaHayH dJicTepiH KonaaHyFa yipery. [IoH aschiHaa FRUIBIMUA 3€pTTEY/IiH HErisri
Ke3eHepi, ICPEKTEP/Ii KUHAY, OHJCY JKOHE TalAay dMICTEpi, FEUIBIMH JJNIENACY KaFUAaTTaphbl
JKOHE FBUIBIMH JKYMBICTApJbl PACIMJCY Talanrtapbl KapacTelpbUiaabl. I[IoHII MeHrepy
HOTIKECIH/IE OUTIM alyIibl FRUIBIMH 3€PTTEYAIH HETI3rl 9JicTepi MEH KaruaaTTapblH Olneni,
3epTTey JKYMBICHIH JKOCIApIIAll JKOHE KYpri3e ajajipl, JCpeKTepal Taljay >KOoHE FBUIBIMHU
HOTIDKETIeP/Ii YChIHY aFAbLIapbIH MEHTEPEIi. .

. Keickamia mMa3myHsl: FBUIBIME - 3epTTey KYMBICBIHBIH OJliCHAMA MEH OIICTEMECiHiH HeriziH

YHpeTy, TypJii aknapar Ke3AepiMeH KYMBIC icTey OUTIKTUINH KaJIbIITaCThIPY, Me1arOTHKaJIbIK
Ypaic 6apbIChIH/IA TPAKTUKAIBIK MIHICTTEP/I ICIY/Ie, 3ePTTeY /IiCTEpPiH KOIAaHY Il MCHIEPY
KY3BIPETTUTIKTEPIH AaMBITY.

. Kyssiperriniri: bineni: F3-H TeopHsuIbIK aJFbl MIapTTapbiH; TEOPUSUIBIK KOHE IKCIEPUMEHTTIK

3epTTEYIiH 3aMaHayu dAICTEePiH; 3epTTey MIHACTTepiH mienry Tociaaepid. beiini Ooiibiama 3
a3ipieMernepiHe KaTbICyFa KaOLIeTTi, 3epTTey TaKbIPhIObI OOWBIHINA aKMapaTThl JKYHEIeH i,
aJbIHFaH JiepeKTepAl eHjeil amanel. F3 JKYMBICTapbIH KYpri3yie TEOpHsUIBIK OUTiM MeH
MIPAaKTUKAJIBIK JAFbUIApIbl TOKIpHOEae KoJaHyFa KaOlIeTTi.

. Kyrinetin HoTMKe: FBUIBIMH 3€pTTEY 9IiCTepiH Olnexi; 3epTTey MakcaThl MEH MIiHICTTEpiH

aHBIKTAll aaJpl; aKNapaTThl XKUHAY JKOHE Tallay AaFAbUIAPBIH MEHTEPe/li; FRUIBIMH XKYMBICTEI
JKOcTiapiiar, HOTHKEIIePiH pociMIel anajibl; 3epTTey HOTHKENEPiH Tajjar, KOPhITIHIBI Kacail
ajajpl.

Anpanosa A.b.- Ph.D,
ara OKbITYIIbI




1. Ilpepexsusutsr: IIporpammupoBanue B cpege C++
2. IloctpexBusutsl: [Ipon3BoacTBEHHASI IPAaKTUKA
3. Henp aucuumunel: Llens aucuumiuael «MeTOAbl HAyYHBIX HCCIEIOBAHUID) 3aKIIIOYAeTCs B

¢dopMupoBaHHE y O00y4aromuUXcs CHCTEMHOIO IPEACTaBICHUS O METOJOJIOTUHM Hay4HOTO
[TO3HAHMS, Pa3BUTHH HABBIKOB OPTaHU3alMK U IIPOBEJCHUS HAyYHBIX MCCIICAOBAHUM, a TaKKe
YMEHHH NPUMEHATh COBPEMEHHbIE METO/bl aHanu3a U 00paboTku HayyHoW MH(popMmaiuu. B
paMKax JUCLMIUIMHBI U3Yy4YalOTCS OCHOBHBIE JTAIbl HAYYHOIO MCCIEIOBAaHMsS, METObI cOopa,
00pabOTKM ¥ WHTEpHpEeTAlMM [aHHBIX, NPHUHIMIBI HAYYHOW apryMEHTallud, a TaKkKe
TpeboBaHus K OG(OPMICHHIO HAyuHbIX padoT. [lo 3aBepiieHMM W3YYeHUS AMCLUIUIMHBI
o0y4Jaronuics 3HA€T OCHOBHbIE METOJbI M HPUHIMIBI HAYYHOTO HCCIIEIOBAHUS, yMeEeT
IUTAHUPOBATh M IPOBOJUTH HUCCIIEIOBATEIbCKYIO paboTy, BlaJiceT HaBbIKaMU aHAJM3a JTAHHBIX
Y TIPEJICTABJICHHUS Pe3yJIbTaTOB HAYYHOU AEATEIBHOCTH.

Kpatkoe conepxanue: OOydyeHHE OCHOBAM METONOJOTHM M METOJOJOIUH HAy4yHO -
HCCIIE0BATENbCKOH paboThl, GOpMUpPOBaHME HABBIKOB PAOOTHI C PAa3IMUYHBIMU MCTOYHUKAMU
nHGOpMALNK, pPa3BUTHE KOMICTCHIMH B PpELNICHHM IPaKTHYCCKUX 3aJad B  XOJIE
IeIaroruuecKoro MpoLecca, OBJIaJeHUE UCIIOIb30BaHUEM METOI0B HCCIIE0BAHMUS.
Komnerenuuu: 3HaeT: Teopermyeckue mpexanoceuiku  HU; coBpeMmMeHHBIE  METOZBI
TEOPETUYECKOTO U DKCIEPUMEHTAIBHOTO HCCIIEIOBAHMUS; croco0bl  perieHust
HcclleoBaTeNbeKUX  3agad. CrocoOen yuactBoBath B HU paspaboTkax mo mpodumo,
CHUCTeMAaTH3UPOBaTh MHGOOPMALMIO IO TeMe MCCIeA0BaHus, 00padaThiBaTh MOJTy4YECHHbIE
nanuble. CriocoOeH NPUMEHATh HA IPAKTUKE TEOPETHUECKUE 3HAHUS U IIPAKTUYECKUE HABBIKU B
nposeaeann HHP.

OrxuziaeMble pe3ysIbTaThl: 3HAET METO/Ibl HAyYHOTO HCCIEI0BAHMS; MOXKET ONPEJEIUTh LEelb U
3a/1a4u MCCIIeIOBaHUs; BJaieeT HaBbIKaMu cOOpa 1 aHanu3a MHGOPMALMU; MOXKET IUNIAHUPOBATh
HayuyHyl0 paboTy H (opManu3oBaTh pe3yabTaThl; MOXET AHAIM3MPOBATH PE3YJIbTATHI
UCCJIE0BAHMUS U JIeIaTh BHIBOJIBL.

—_—

Prerequisites: Programming in the C++ environment

Postrekvizites: manufacturing practice

Aim of the discipline: The purpose of the course “Methods of Scientific Research” is to develop
students’ systematic understanding of research methodology, as well as to build skills in
organizing and conducting scientific research and applying modern methods of analyzing and
processing scientific information. The course covers the main stages of scientific research,
methods of data collection, processing and interpretation, principles of scientific argumentation,
and requirements for formatting scientific works. Upon completion of the course, students will
know the fundamental methods and principles of scientific research, be able to plan and conduct
research activities, and possess skills in data analysis and presentation of scientific results.
Shortcontent: to teach the basics of methodology and methodology of research work, to develop
skills in working with various sources of information, to develop competencies in solving
practical problems during the pedagogical process, to master the use of research methods
Competences: Knows: theoretical prerequisites for scientific research; modern methods of
theoretical and experimental research; methods of solving research problems. Able to participate
in research developments by Profile, systematize information on the research topic, process the
data obtained. Able to apply theoretical knowledge and practical skills in practice in conducting
research work.

Expectedresults: knows the methods of scientific research; is able to determine the purpose and
objectives of the study; has the skills of collecting and analyzing information; is able to plan
scientific work and formalize the results; analyze the results of the study and draw conclusions.

Anpanosa A.b.- Ph.D,
CT.MIPENoAaBaTesb

Adranova A. — senior
lecturer, Ph.D
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1. IlpepexBusurrepi: [Icuxonorus
2. TMocTpekBU3UTTEpI: KOCINTIK MPAKTHKA
3. IMonniy makcatbl: [IoHHIH MakcaTbl — HHXEHepIiK xoHe [T MaMaHIBIKTaphl CTyICHTTEPIH/C

KocidM  KbI3METTEri  MHKIIO3MBTI  Toclimepre  kyidemi — TYCiHIK  KaJIBIITACTHIPY,
naiIanaHybUIapblH  OPTYPJi KAKETTUTKTEPiH, COHBIH ILIIHAE MYMKIHIIr MIeKTeysi
aJaMJIapIblH TaJlaNTapblH €CKEPETIH TEeXHUKAIBIK KOHE aKMapaTThIK IIEIIiMAepl xobanay,
o3ipiey KOHE EHri3y JaF[bUIapblH [JaMbITy. [IoH HWHXXKCHEpIiK JKOHE aKMapaTThIK-
TEXHOJOTHSIJIBIK ~ NPAKTHKAJaFbl HMHKIIO3MSHBIH ~HETi3ri  KaFuaaTTapbl MEH JIiCTepiH
KapacThipabl. VHXeHep/AiH oJeyMEeTTIK jKayanmKkepluiniri, HHOPaKyppUIbIM MEH UHUPIBIK
HmIennMaIepAiH KOJDKETIM/IUNIN, COHAai-aK HMHKJIFO3UBTUIIKTI PETTEHUTIH CTaHIApTTap MeH
HOPMATHUBTIK Ky)KaTTap (XaJblKapajblK )KOHE YITTHIK KY)KAaTTapbl KOCa alfaH/ia) 3epTTeNe/.
Epexuie Hazap om0Oe0anm [u3aiiHFa, J3ProHOMHUKAFra, NalJaIaHYIIBUIAPABIH OPTYPJILIIriH
eckepeTiH uHTepdeiictep MeH eHimzaepai a3ipieyre aynapbuianbl. CTYICHTTED WHKIIO3HMBTI
TEXHUKAIBIK [ICHIMICPAIH YATUIEpiH Taijamn, TEHAIK, KOJDKETIMIUIIK JXOHE OJICYMETTIK
MaHBI3/IBLIBIK KaFUIATTAPhIH €CKEePEe OTBIPHII 63 yK0o0aIapbIH d3ipaeiii.

Kpickamia masmyHsl: [IoH HHXKEHEPIK KOHE aKIapaTThIK-TEXHOJOTHSUIBIK IMPAKTHKAIAFbI
WHKJTIO3USHBIH HETi3rl MPUHIMOTEPI MeEH OficTepiH amaabl. MHXeHepaiH oIeyMeTTiK
JKayankepuriiri, HHQppakypeUibiM MeH HUMPIBIK MISHIIMACPIIH KODKETIMALIIT, COHaai-aK
MHKIIFO3UBTUTIKTI PETTEHTIH CTaHAapTTap MEH HOPMATHBTEP (XaJbIKapasiblK JKOHE YJTTHIK
Ky)KaTTappl Koca ajfaHga) KapacThIpbuiaibl. ©OMOebam u3aiiHFa, 3PrOHOMHUKAFa,
naiiananyubUIap sl H OPTYPIILIITiH eCKepeTiH nHTepdeiicTep MeH OHIMIEP/i 93ipIieyre epeKiiie
Hazap aynapbuianpl. CTYIOEHTTEp MHKIIO3MBTI TEXHUKAJIBIK I[IEHIMICPAIH MBbICAJIapbIH
TaJIIANlbI )KOHE TEHIK, KOJDKETIMIUIIK J)KOHE JICYMETTIK MaHBI3IbUIBIK IIPUHIMIITEPIH eCKepe
OTBIPBIII, 63 XKOOATAPBIH d31IpIIeHIi.

Kyssiperriniri: Umkenepiik xone [T camaceinia WHKIIO3UBTI Oi1iM MEH KBI3METTiH HETi3ri
KaFUJIaTTapelH MEHrepy. OpTypii KaKeTTUlikTepl 0Oap NaljanaHyIibuiapra KOJDKETIMIL
TEXHOJIOTHSUIBIK HICIIIMAED J3ipiey koHe OeiiMaey JarapuiapbiH aambITy. KociOu KplamerTe
TEH MYMKIHIIKTEp/i KAMTaMachl3 €TeTiH HHKIIFO3UBTI OpTa KYPY KaOUIETiH KalBIITACTHIPY.
Kyrinerin Hotike: YKapaTbUlblCTaHy-FBUTBIMH, TYMAaHHTAPIbIK, 9JI€YMETTiK-DKOHOMHKAJIBIK,
KocINKepIlik cajajapya OutiMai KoiJaHy KaOieTi MeH JaibIHIBIFBIH KepceTei. AKIapaTThIK
Kayilci3QiK canachlHAAFbl KBI3METTI PETTEUTIH XaJbIKApANbIK JKOHE YJTTHIK 3aHHAMAJBIK,
YHBIMIACTBIPYIIBUIBIK JKOHE POCIMIIK aKTiIepAiH Oa3alIblK TadanTapblH 0Ty

IIpepexBusursl: Ilcuxonorus

IMocTpekBU3UTHI: IPON3BOACTBEHHAS IIPAKTHKA

Hens auctummuasi: ChopMmupoBaTh y CTyAeHTOB HHXEHEpHbIX U IT-crermansHOCTEH
CHCTEMHOE MOHUMaHHUEe WHKIIFO3UBHBIX ITOJIX0/I0B B MPO(ECCHOHAIBHON AESTEIBHOCTH, PA3BUTh
HaBBIKM MPOCKTUPOBAHUS, pa3pabOTKM U BHEAPEHUS TEXHMYECKUX U HMHQOPMALMOHHBIX
peleHui, yYUTBIBAIOIUX pa3HooOpa3ue MOTpeOHOCTeH Monb3oBareleld, BKIouas oael ¢
OTPaHMYCHHBIMH BO3MOKHOCTSMH.

Konpip6aes H.b.- PhD,
ara OKbITYLIBI

Konsip6aes H.b. - PhD,
CTapIIui
NpernoJaBaTelb.




4.

Kpatkoe coneprkanune: J{ucrumniamnaa packpsiBaeT OCHOBHBIE IPUHIIUIIBI U METO/IbI HHKIIIO3HU B
HWH)XEHEPHOW M HMH(OPMAIMOHHO-TEXHOJOTMYECKOW MpaKkTHKe. PaccMaTpHBalOTCS BOMPOCHI
COLMAJIBHOW OTBETCTBEHHOCTH MHXKEHEpa, JOCTYIMHOCTH HHQPACTPYKTyphl U LU(PPOBBIX
pelICHNH, a TakKe CTaHIAAPThl U HOPMATHUBBI, PETYJIHPYIOIINE WHKIIO3UBHOCTH (BKIIOYAs
MEXIYHapOAHbIE W  HaIMOHAIbHBIE JOKyMEHTH). Ocoboe BHUMaHHE  yIEISETCS
YHUBEPCAIbHOMY JAM3aliHy, OpPrOHOMMKE, pa3paboTke HHTEp(PeicoB U  HPOAYKTOB,
YUHUTBHIBAIOIIMX ~ MHOrooOpasue moib3oBatenell. CTyIeHTbl aHAJIU3UPYIOT — HPHMEPbI
MHKJIFO3UBHBIX TEXHMYECKHX PEIICHHH U pa3pabaThiBalOT COOCTBEHHBIC MPOCKTHI C YYETOM
MIPUHLUIIOB PaBEHCTBA, JOCTYITHOCTH U COLMAIBLHOM 3HAYUMOCTH

Komnereniuu: OcBoeHHE OCHOBHBIX IPUHIUIIOB MHKIIIO3UBHOTO 00pa30BaHUs M IEATEIbHOCTH
B umkeHepHoil U IT-cdepe. PaszBurie HaBBIKOB pa3paOOTKU M aJalTalUM TEXHOJOTHYESCKUX
peuieHuii A TMOJB30BaTeNe ¢ pa3inuHbBIMH MOTpeOHOCTsIMU. DPOopMHpOBaHHE YMEHHI
co3qaBaTh  MHKIIO3UBHYIO — Cpely, OOECNeYMBAIOLIyI0  paBHbIE  BO3MOXHOCTH B
podecCHOHANBHON e TEIbHOCTH.

Oxumaemble pe3ynbTaThl: J[eMOHCTPUPYET CIIOCOOHOCTH M TOTOBHOCTH IPUMEHSTH 3HAHUS B
€CTECTBCHHO-HAYYHOW, T'yMaHUTapHOH, COLMaIbHO-IKOHOMHYECKOH, IpeIIpUHUMATEILCKON
chepax. 3HaHue 0a30BbIX TPEOOBAHUI MEXAYHAPOAHBIX U HALMOHAIBHBIX 3aKOHOJATEIbHbIX,
OpPraHM3alMOHHBIX M HPOLEAYPHBIX aKTOB, PETYIUPYIOIMX AEATENBHOCTh B 00JacTH
nH(opMaIMOHHON 6e30MacHOCTH

—_

Prerequisites: Psychology

Postrekvizites: manufacturing practice

Aim of the discipline: To form a systematic understanding of inclusive approaches in
professional activities among students of engineering and IT specialties, to develop skills in
designing, developing and implementing technical and information solutions that take into
account the diverse needs of users, including people with disabilities.

Shortcontent: The discipline reveals the basic principles and methods of inclusion in engineering
and information technology practice. The issues of social responsibility of an engineer,
accessibility of infrastructure and digital solutions, as well as standards and regulations
governing inclusivity (including international and national documents) are considered. Special
attention is paid to universal design, ergonomics, and the development of interfaces and products
that take into account the diversity of users. Students analyze examples of inclusive technical
solutions and develop their own projects based on the principles of equality, accessibility and
social significance.

Competences: Mastering the key principles of inclusive education and practice in engineering
and IT fields.Developing skills in designing and adapting technological solutions for users with
diverse needs.Acquiring the ability to create an inclusive environment that ensures equal
opportunities in professional activities.

Expectedresults: Demonstrates the ability and willingness to apply knowledge in the natural
sciences, humanities, socio-economic, and business fields. Knowledge of the basic requirements
of international and national legislative, organizational and procedural acts regulating activities
in the field of information security

Konyrbaev N. —
senior lecturer,
Ph.D
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IMpepexBu3uTTepi: AKIApaTTHIK KayilCi3ik Heriznep

IoctpexBusurrepi: Python kemeriMeH nepekTep KOpbIH maiinanany, Taparbeuira xyienep
JKOHE OJIOKYEHH TEXHOJIOTHSCHI, KOCIMTIK MOHAED

Ionnin Makcatbl: «JlepekTep Oa3achlH YHBIMIACTBIPY, Oackapy »KoHE KOpFay» MoHIH
OKBITYJIbIH MaKcaTbl OUTIM anymibliapia Jepektep OazanapblH jxo0anay, YHBIMIACTBIPY,
OKIMILIICHIPY JKOHE OJIApJbIH KayilCI3AIriH KaMTaMachl3 €Ty CalachlHIAFbl TEOPUSIIBIK
OlmimMaep MeH MPaKTUKANBIK JaFIbUIap/bl KaJIbIITACThIpy Oobin Tabbuiazbl. [loH mepextep
0a3zacelH Oackapy IKyHelepiH Kypy KaFUIATTapblH, JEPeKTepAl cakray, OHJICY IKOHE
OHTAMIAHIBIPY OMICTEPiH, TPaH3AKUHAJIAPAbl Oackapy IKOHE JEpeKTep TYTACTBIFbIH
KaMTaMachl3 €Ty TEeXHOJOTHSJIAPBIH, COHJMAaW-aK Jepekrep Oas3anapblH pPYKCATChl3 KOJ
JKETKI3y/IeH, aKMapaTTblH TapallyblHaH jKoHe Oacka Ia KayilTep/ieH KOpFay KypajjapbiH
3epaeneyre OarbitranFaH. COHBIMEH Karap AepeKTep 0a3achlH OKIMIIIIEHIIpy, Kayincimik
TETIKTEepiH OanTay jKOHE aKMmapaTThIK XKyHeJIepaiH CEHIM/IUIIrT MeH KOpFalyblH KaMTaMachi3
eTY/IiH 3aMaHayH TOCUIIEPiH KOJIAaHy JaF/IbUIapbIH JaMbBITyFa €pPeKIle KOHLT OoiHei.
Kpickamia masmynsl: Kypc aepekrepai Moaenbaeyi, I1ePEeKKOp CXeMachlH jKo0anayabl, KO
JKETIMAUTK TIeH NalJajaHylmibl pejiiepiH KOH(QUrypaunusulayabl, NEpPEeKTEpIiH CaKThIK
KOIIIPMECIH JKacaybl JKOHE KalblHA KENTIPYAi KOHE KAyilCi3miKk KaTepiepiHeH Kopray
OMiCTEepiH KAMTHU/IBL.

Kysbipertiniri: Crynenrrepaiy [Ab Kypy, yHbIMAacTelpy — OHE KOpFay YIIIH KaXKeTTi
Kypanjap/sl TaHqay MEH HaiijanaHyna KociOM JarapUIapblH KaJlbIITacThIPY, JEPEKTEPIiH
KOJIAIIBI MOJICITIH aHBIKTAY, ICPEKTEPl CAKTAY IbIH THIM/I KYPBbUIBIMBIH YHBIMAACTHIPY.
KyTinerin HoTmXke: Ka3ipri 3aMaHfbl JEpeKTep KOPBIH jkobajlay KypaiJapbIMEH >XYMBIC
icrey;SQL TiniH naiiganana OTBIPBIN JEPEKTEPMEH KYMBIC YHBIMAACTHIPY;ACPEKTEP KOPbIHAA
caKTanaThlH Tpolieaypanap MeH tpurrepiaepai Kypy; AK kayincisairin Oy3yra OarbITTanFaH
MYMKiH Kayintepai adkeiHAay;HakTel JIKBXK-Hme komnmaHpuiaTelH OepiareHaepiai Kopray
TEXHOJOTUsIapbiH Oiny;/IK TYTaCTBIFBIH KaMTaMachl3 €Ty KypajIapblH OiTy jKoHE oJlapMeH
KYMBIC YitbiMaacTeipa 6iny;JK KoprayablH 9[icTepi MEH MpOrpaMMaliblK JKOHE armapaTThIK
Kypangapsl Konmana Oury;JJKBXK Oepinrenaepin Oackapyra pykcar aixy MEH OJapiblH
Kayilci3iriH KaMTaMachl3 eTyiH TUIIK KypajaiapbiH Oury7

Mpeip3amypaToBa A.A.
-TE€XHHUKa XKOHE
TEXHOJIOTHS
Marucrpi., ara
OKBITYIIIB

Ipepexsusutsl: OCHOBBI HHPOPMALIMOHHOH 0€30I1aCHOCTH

IoctpexBusutsl: Pabora ¢ 6a3amu nanubix B Python, PacripesenenHbie CHCTEMBI 1 TEXHOJIOT U
610KYeHH, TPO(QUINPYOIIIE AUCIUTLTHHBI

Hens pucturuiunst: Llenbio n3yueHus Aucuuuineel « OpraHusanus, ynpasjieHue 1 3amura 6a3
JAHHBIX» SBISETCS (POPMUPOBAHUE Y OOYUAIOIIUXCSA TEOPETUUECKUX 3HAHUM U NPAKTUYECKHUX
HABBIKOB B OOJACTH NpPOEKTHUPOBAHUS, OPTaHH3ALUM, aJMUHHUCTPUPOBAHMA U 0OECIICUCHHST
OesomacHocTH 6a3 JaHHBIX. JJUCIMIUIMHA HAaIpaBICHA HA W3YYCHHE IMPHHIUIOB HOCTPOCHHSA
CHUCTEM yIpaBJieHHs 0a3aMM JaHHBIX, METOJIOB XpaHeHUs!, 00pabOTKH M ONTUMU3ALNH JAHHbIX,
TEXHOJIOTUH YIpaBJIeHHs TPAH3aKLUSIMH M OOECIEUeHHUs] LENOCTHOCTH [AaHHBIX, a TaKkKe
CpPEICTB 3aIUTHl 0a3 JaHHBIX OT HECAHKIHOHHPOBAHHOTO JOCTYIIA, YTEUEeK H APYTUX yrPo3.
Ocoboe BHHMaHHE yOensdeTcs Pa3sBHTHIO yMEHHI [0 aJAMHHHCTPHPOBAHHUIO 0a3 JaHHEBIX,
HACTpOMKE MEXaHM3MOB O0€30IIaCHOCTH M TNPHMEHEHHIO COBPEMEHHBIX IIOJXOJ0B K
00ecneyeHHI0 Ha/ISKHOCTH U 3aLUIEHHOCTH HHYOPMALMOHHBIX CUCTEM. .

Kpatkoe comepsxanme: Kypc BKIIOUaeT MOJACIMPOBAHHE JAHHBIX, IPOCKTHPOBAHHE CXEMBI
0a3pl JAHHBIX, HACTPOMKY IOCTYIa W poJieH IoJb30BaTeled, pPe3epBHOE KOIMMPOBAHHE H
BOCCTAHOBJICHHE JIAHHBIX, @ TAKXKE METO/IbI 3aILIUTHI OT YIPo3 O€3011aCHOCTH.

Kommnerennust: ®dopmupoBaHHe HPO(YECCHOHANBHBIX HABHIKOB CTYACHTOB B BBIOOpE U
HCIIONIb30BAaHUM CPEACTB , HEOOXOAWMBIX U CO3JAaHMS, OpraHW3aluH ¥ 3amuTel BJI,
OIpeZieNIeHue TpPUEMIIEMOH MOJENH [JaHHBIX, oOpraHuzanus >(GQEeKTUBHONH CTPYKTYpBI
XpaHEeHUs! JaHHBIX.

Meip3amypatoBa
A.A.- maructp
TEXHHUKHU U
TEXHOJIOTUH, CTapIIui
IpenoaBaTesb




6. OsxumaeMblii pe3yibTaT: paboTa C COBPEMEHHBIMH HHCTPYMEHTAMH HPOCKTHPOBaHHS 0a3

JaHHBIX;0praHu3anys paboThl ¢ JAHHBIMH C UCHIOJIB30BaHUEM s3blka SQL;co3nanue npouenyp
U TPUTTEPOB, XPAHSILIMXCS B 0a3axX NaHHbBIX; BBISBICHUE BO3MOXKHBIX YIPO3, HAIIPABJICHHBIX Ha
HapymeHue Oe3omacHocTH bBJI; 3HaHWME TEXHOJNOTWI 3alIMTHl JTAHHBIX, NPHUMEHIEMBIX K
kxoHKpeTHBIM CYB/I; 3HaHuMe cpencTB obecnedenus nenoctHoct! b/ 1 ymenue opranuszoBats
paboTy ¢ HUMM;3HAHHE METOIOB U IPOTPAMMHBIX CpeACTB 3aiuThl b/l 1 anmapaTHbIX CpeJICTB;
3HAHUE SI3BIKOBBIX CPEACTB IOJYyYEHHUsS pa3pelieHuil Ha ynpaieHue BolgaHHbIMH CYB/[ u
obecnieueHns ux O6e30macHOCTH/

. Prerequisites: Basics of information security
2. Postrequisites: Using Databases with Python, Distributed systems and blockchain technology,

profile disciplines

. The purpose of discipline: The objective of studying the discipline "Organization, Management

and Protection of Databases" is to develop students' theoretical knowledge and practical skills
in the design, organization, administration, and security of database systems. The course is
aimed at studying the principles of database management systems, methods of data storage,
processing and optimization, transaction management and data integrity assurance technologies,
as well as techniques for protecting databases against unauthorized access, data leakage, and
other threats. Special emphasis is placed on developing skills in database administration,
configuring security mechanisms, and applying modern approaches to ensure the reliability and
protection of information systems.Summary: Includes data modeling, database schema design,
access control and user roles configuration, data backup and recovery, as well as security threat
protection methods.

. The course includes data modeling, database schema design, user access and role configuration,

data backup and recovery, and methods to protect against security threats.

. Competence: Formation of students ' professional skills in choosing and using the necessary

tools for creating , organizing and protecting databases, determining the appropriate data model,
organizing an effective data storage structure

. Expected result: work with modern database design tools;Organization of work with data using

the SQL language; creation of procedures and triggers stored in the database; identification of
possible threats aimed at violating the security of the database;knowledge of technologies for
protecting data used in specific DBMS;knowledge of tools for ensuring the integrity of the
database and organization of work with them;ability to use methods and software and hardware
to protect the database; knowledge of language tools for managing DBMS data and ensuring
their security.

Myrzamuratova A.A.
- Master of
Engineering and
Technology, Senior
Lecturer
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. IpepexBusutTepi: AKIapaTThIK-KOMMYHHUKAIHSIIBIK TEXHOJIOTHSIIAP
. TloctpexBusurrepi: Python kemerimMeH aepextep KOpbIH MaijanaHy, TapaTbUiFaH jKyhenep

JKOHE OJIOKYCIHH TEXHOJIOTHSCHI, KSCINTIK ITOHAEP

. TlonniH makcaTbl: «CepBepitik JiepekTep 0a3achklH jxobanay jkKoHE KOpFay» IOHIH OKBITYIBIH

MaKcaThl OLTIM ajylbUIapaa cepBepilik AepexTep OasanapbiH xxodanay, eHrizy, SKiMIIICHIIpY
JKQHE OJIapABbIH KayiNCi3iriH KaMTamachl3 €Ty CaJlaChIHAAFbl TEOPUSUIBIK OlTiMaep MeH
MPaKTHUKAIBIK JaFAblIapAbl KajelnTacTelpy Oosbin  TaObimamsl. Ilon cepsepuik  JIBBXK
APXUTEKTYPAChIHBIH KaFMJATTAPBIH, ACPEKTEpPAl CaKTay KYpbUIBIMIApBIH THIMII jxobanay
QniCTepiH, IePEKTEp TYTACTHIFHI MEH OHIMIUTITH KAMTaMachl3 €Ty TEXHOJIOTUSUTAPbIH, COHIa -
aK CepBeplIK AepexTep 6azamapblH PYKCATCHI3 KON JKETKi3yJeH, JIepPeKTepiH aFrbll KeTyiHeH
kKoHe Oacka KayinTepleH KOpray KypajgapblH 3epaeneyre OarbiTTanraH. COHBIMEH KaTap
KOPIIOPAaTHBTIK aKmaparThlK Jkydenepne cepBepiik CYB/I-Hbl Oanray, KOJDKETIMIUTIKTI
Oackapy, pe3epBTIK KeIuipy, MOHHTOPHHT KOHE NEPEKTEpIiH CEHIMIUNri MEH KOpFalyblH
KaMTaMachl3 €Ty JaFbUIaphIH IaMbBITyFa epeKIle KOHUI OoiHeI].

Tynerenosa 2.H.-
3.F.K., aFa OKBITYIIIBI




4. Keickama Ma3myHsl: Kypcra cepBepiepai Oipiecin okiMurinenipyre karsicy; SQL cepBepiHiH,
nepekTep 0a3achlHBIH JKOHE JepeKTep Oa3achIHBIH JKEKeNereH OOBEKTUICPIHIH Kayilci3aik
casicaThlH d3ipJiey; MAJIMETTep 0a3achiH xkobanay xoHe Kypy; SQL TiniHae nepektepai eHaey
OOUbIHIIA CYypaHBICTapbl OPBIH/IAY; MOJiMeTTep Oa3achlH OacKapy IbIH Herisri QyHKIHsIIapbIH
XKy3ere acelpy; OarmapiaMalblK jKacaKTaMaHbl CEpTH(UKATTAy TEXHOJOTHSIAPBIH MEHIepy
Mocelienepi KapacTbIpblUIabl.

5. Kyswiperriniri: Crynenrrepain b Kypy, yHbIMIAacTblpy  KOHE KOpFay VIIIH KaKeTTi
Kypanjapisl TaHIay MEH IaijanaHyfa KociOM JarJbUIapblH KalbIITACTBIPY, ACPEKTEPIiH
KOJIaHIIbl MOJICINIIH aHBIKTAY, JCPEKTEP/l CAKTAY IbIH THIM/I KYPBbUIBIMBIH YHBIMAACTHIPY.

6. KyrineriH HOTWXe: Kasipri 3aMaHfbl JIEpEKTEep KOPbIH Kobanay KypajaJapbIMEH >KYMBIC
icTey;nepekTep KOpBIHJA CaKTalaThlH IIpoLedypamap MeH Tpurrepiepai  Kypy:;JdK
Kayinci3airin Oy3yra OarbITTalFaH MYMKIH Kayintep/i aiikeranay; K KopraynsIH oictepi MeH
MporpaMMaibIK JKOHE amlmapaTThlK KypamaapeiH kosigana Oiny;JIKBXK Gepinrenaepin
Oackapyra pyKcaT ajqy MEH OJIapfblH KayilcCi3iriH KaMTaMachl3 eTyIiH TULAIK KypaiaapbiH
Oimy;raparsutran xoHe xkeninik JKBX-nme Oepinrenzepai Kopray Abl YHBIMAACTBIPYIbIH
epekiuenikrepin  Oury;[JK  aAMMHHCTpaTOpbl KYMBIC ~NPHUHLUNTEPIH  OlIy;KOpFaHbIC
MeXaHU3M/IepiH Oaraay MeH Tajuay jkacai Oiry.

1.pepexBusutsr: MHpopMannoHHbIe 1 KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH

2.TlocrpexBusutsl: Pabota ¢ 6a3amu nanHbIX B Python, PacripeneneHHble cucTeMbl M TEXHOJIOTHS
OJ10K4eHH, TPOGUINPYIOIIUE JUCLMUILTHHBI

3. Henp quctunumnsl: Lenpio 00ydyeHus TUCHMIUTMHE» NPOSKTUPOBAHUE U 3aIllUTa CEPBEPHBIX 0a3
JaHHBIX " gBIseTCS (POPMUPOBAHUE y OOyYArOUIMXCS TEOPETUYECKUX 3HAHUHM W NPAKTUYECKHUX
HaBBIKOB B O0JIaCTH IPOCKTUPOBAHUS, BHEIPECHUS, AJAMHUHUCTPUPOBAHUS M OOECHECYCHUS
0e30MacHOCTH cepBepHbIX 0a3 JaHHBIX. JMCHMIUIMHA HampaBieHa HAa HM3y4YeHHE HPHHIIUIIOB
apxutekTypsl cepBepHbix CYB/I, MeTo10B 3 (HEeKTUBHOTO MPOSKTUPOBAHHKS CTPYKTYP XPaHEHHUS
JAHHBIX, TEXHOJIOTHI 00ECHEeYEeHUs IEJIOCTHOCTH WM TPOU3BOIMTEIILHOCTH MAHHBIX, a TaKKe
CpPEJCTB 3aIlIUTHI CEPBEPHBIX 0a3 JaHHBIX OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA, YTEUEK JAHHBIX
U Ipyrux yrpo3. Oco6oe BHUMaHHUE TaKkKe YAeNSeTCs Pa3BUTUIO HaBBIKOB HACTPOMKHU CEPBEPHBIX
CYB/l B KOpIOpaTUBHBIX MH(DOPMAIMOHHBIX CHCTEMaX, YIPaBICHUS TOCTYIIOM, PE3EPBHOTO
KONMPOBAaHMS, MOHUTOPHHIa W OOECIeYeHHs HaJIe)KHOCTH M 3alluThl JaHHBIX.KpaTkoe
coepxanue: B kypce paccMaTpuBaloTCs BOIIPOCH! yUacTHsl B COBMECTHOM aJIMHHUCTPHPOBAHUU
cepBepoB; pa3paboTku monuTHK Oe3zomacHoctH SQL-cepBepa, 0a3bl JAaHHBIX M OTAEIBHBIX
00BEKTOB 0a3bl JaHHBIX; MPOCKTUPOBAHUS M CO3JaHUs 0a3 JaHHBIX; BHITOJHEHHS 3aIPOCOB 110
oOpaboTke maHHBIX Ha sA3blke SQL; peann3anuy OCHOBHBIX (DYyHKIMI yrpaBiieHus 0azamu
JIAHHBIX; OCBOCHUSI TEXHOJIOTHI CepTU(UKALNK TIPOTPAMMHOTO 00eCTIeYeHHSI.

4. Kommnerenius: @DopmupoBanne MNpodhecCHOHATBHBIX HABBIKOB CTYJCHTOB B BBIOOpE U
WCTIOJIE30BAHUH CPEACTB , HEOOXOMWMBIX JUIS CO3JaHMs, OpraHM3aluu W 3amuThl B/l
OTpeJieNICHNEe IPUEMIIEMON MOJIEIIN JaHHBIX, OpraHu3amys 3(Q(GEKTUBHON CTPYKTYPbl XpaHCHUS
JIAHHBIX.

Tynerenosa 2.H.-
K.3.H., CT
[perno/jaBarellb

5.OxugaeMblii pe3ynbTaT: paboTa ¢ COBPEMECHHBIMHM HHCTPYMEHTAMH IIPOCKTHPOBAHHA 0a3
JIAHHBIX;CO3/JaHKE POLIEAYP U TPUTTEPOB, XPaHSIIUXCS B 0a3aX JaHHBIX;BBISIBICHHE BO3ZMOXKHBIX
yrpo3, HampaBIeHHBIX Ha HapyuieHue OesomacHocTH bBJl; ymeHue NpUMEHSTh METOIbl U
IpOrpaMMHBIC W allllapaTHbIC CpeICTBa 3amuThl bJ[;3HaHHE SA3BIKOBBIX CPEICTB IIONYYCHUS
paspemeHnii Ha ynpasieHue BbiiaHHEIME CYBJ/l u oGecrieueHns nx 6e30MacCHOCTH; 3HAHHUE
cpenctB pacnpeneneHHold U cereBoit CYBJI-0iny 3HaTh 0COOCHHOCTH OpraHM3aLUH 3alHTHI
JaHHBIX; 3HATH MPHHIUIBI paboTHl agMHUHHCTpaTopa BJI; yMeTh OIeHHBATh U aHAIU3UPOBATh
3aI[UTHBIC MEXaHU3MBL




Prerequisites: Information and communication technologie

Postrequisites: Using Databases with Python, Distributed systems and blockchain technology,
profile disciplines

The purpose of discipline: Formation of students' practical professional skills for mastering the
methods and techniques of practical application of Case software products for database design.
Summary: The purpose of teaching the discipline" design and protection of Server databases "
is the formation of theoretical knowledge and practical skills in the field of designing,
implementing, administering Server databases and ensuring their security. The discipline is
aimed at studying the principles of server DBMS architecture, methods of effective design of
data storage structures, technologies for ensuring data integrity and performance, as well as
means of protecting Server databases from unauthorized access, data leakage and other threats.
At the same time, special attention is paid to the development of skills in configuring server
SUBDS in corporate information systems, access management, backup, monitoring and
ensuring the reliability and protection of data.

Competence: Formation of students ' professional skills in choosing and using the necessary
tools for creating , organizing and protecting databases, determining the appropriate data model,
organizing an effective data storage structure

Expected result: work with modern database design tools;create procedures and triggers stored
in the database;identify possible threats aimed at violating the security of the database;be able
to use methods and software and hardware of the database protection;know the language tools
for obtaining permission to manage the transmitted DBMS and ensuring their security;know the
features of the organization of protection of transmitted in distributed and network DBMS;know
the principles of work of the database administrator;be able to evaluate and analyze defense
mechanisms..

Tulegenova E.-
Candidate of
Economic Sciences,
senior lecturer
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. IlpepexBusurrep: MaremaTnka
. TloctpexBusurrep:  Kpumrorpadust koHe  Kpunroraniay, AKIapaTThl — KOPFayIbIH

KpHITOrpadusibIK daicTepi

. Tlonnin wmakcaTel: «JluCKpeTTi MaTeMaTHKa» KYPCBIHBIH HETi3Ti MakcaThl - CTYICHTTEpre

JMUCKPETTI MaTeMaTHKAIIBIK €CENTepi MICITy OJICTEPiH JKOHE OFaH COWKEeC OWiay MpOLeciH
yiipety. Kypc GapbIcbIHIa CTyIeHTTEep QUCKPETTI MaTeMaTHKaHBIH HETI3Ti callajlapbl TypaJibl
HeTi3ri OLTIM anazpl skoHe Oy OLTIMAI THUNTIK JUCKPETTI MAaTEeMaTHKAIBIK €CENTepAl MIEHTy
YIIiH panyuoHaNbI XKoHe THIM/II madgananyasl yiipeHeni. CoHmai-ak, CTyIeHTTep JUCKPETTi
MaTeMaTHKaHbl KeH ayKbIMJbl OOBEKTiNep MEH NPOLECTEpl 3epTTey dfici peTiHie TyciHyai
JAMBITa Ibl.

. Kpickamia masmyssr:. OKy TpoIeciHIe CTYACHTTEpre MUCKPETTIK MaTeMaTHKaHBIH HeETi3ri

Oemimzaepi OoiipiHIIa 0a3anblk OUTIMHIH KOpPBIH Oepy, aiblHFaH OUTIMII THUCKPETTi
MaTeMaTHKaHbIH THIITIK €CeNTepiH MICNIyAe YTBIMIBI XKOHE THIMII TMaijamaHyasl yipery
KaXXeT; CTyJICHTTEpIiH IUCKPETTI MaTeMaThka Typajbl TYCIHIN MEH HbBICAaHAAp MEH
MIPOLIECTEP/IIH KeH CHEKTPIH 3epTTey SAICi PeTiHAe KaIbIITACTHIPY.

. Kyswiperrinikrep: Kypcra KapacTBIpBUIATBIH TeopeMalapZbl, Oouenney, (opMyaanapist

KOPBITY, aJiFaH OLTIMAEPiH MaTeMaTH-KaHbIH 0acka cajlajlapblH/ia: TEOPHSIBIK HHYOPMAaTHKA,
»KacaH/Ibl aKbUI-OM TEOPUSCHIH/IA, JIOTUKAJIBIK OaFapiia-Masay/ia KoJjiiaHa anabl.

. Kyrinerin Hormxenep: [loHai oKy HoTWKeciHAe OLTIM amyIIbl JKUBIHIAP TEOPHSCHI,

MaTeMaTHKaJIBIK JIOTHKa, KOMOWHATOpHKa, TpadTap TEOPHSCHl, PEKYPPEHTTIK KaTbIHacTap
»koHe byneB anreOpace! OoiibIHIIA OiTiMIEPIH MEHTepe li; ANCKPETTI MaTeMaTUKAJIBIK dHiCTep/i
aKMapaTThIK TEXHOJOTHSIAp, AITOPUTMICY JKOHEe OafFmapiiamanay ecenTepiH IIerry/e
KOJIIaHA/Ibl; MaTEMAaTHKAJIBIK MOJEJbICp KYpbIN, €CeNTepAiH LICMIMIH TalAaiapl JKoHe
HETI3IeN/I. .

YKan6siposa K.T. -
"MaremaTHKa jKoHe
KOJIIaHOAJIBI
MexaHuka'"
CEKIUSCHIHBIH
JKETEKIIICI, 3.F.K.




IIpepexBusnTel: MatemaTnka

ToctpexBusuter: Kpuntorpadus u kpunroananus, Kpunrorpaduueckue MeETOIbI 3alHUTHI
uHpOpMAIIU

Hesns mucummummesl: [aBHOW Henbi0 JUCHUIDIMHBL "JIMCKpeTHas MaTeMaTHKa' SBISETCS
o0ydyeHHe CTYyJEHTOB METOJaM  peIIeHus 3ajad  JUCKPEeTHOH  MaTeMaTHKd U
COOTBETCTBYIOIIEMY MBbIIUIEHHIO. B mpouecce oOyueHust CTyAeHTbI NpUOOPETYT 3amac
0a30BbIX 3HAHUH 10 OCHOBHBIM pa3ienaM JUCKPETHOW MaTeMaTHKH, 0O0ydarcs
panuoHaNBHOMY U 3((EKTHBHOMY HCIIONB30BAHMIO IOJYYCHHBIX 3HAHUH IIPU pEIICHUU
THUIIOBBIX 3a/1a4 AUCKPETHON MaTeMaTUKH; OyeT c(OPMHUPOBAHO y CTY/ACHTOB IPE/ICTABICHHUE
0 JIMCKPETHOM MaTeMaTHKe KaK METOJIe N3YUEHHUsI LIMPOKOTrO Kpyra 0ObEKTOB U IPOLIECCOB.
Kpatkoe conepxanue: B mponecce o0ydeHus TpeOyercs IaTh CTyJeHTaM 3amac 0a3oBBIX
3HaHUI 10 OCHOBHBIM pa3jenaM JUCKPETHOH MaTeMaTHKH, OOyUHTh palMOHAIBHOMY U
9 (EeKTUBHOMY HCIIONB30BAHUIO MOJYYEHHBIX 3HAHMHA INPHU PELICHUH THIIOBBIX 3a/a4
JMCKPETHON MaTeMaTHKU; CHOPMHPOBATH Yy CTYJEHTOB MPEACTABICHUE O JUCKPETHOU
MaTeMaTHKe KaK METOJIe U3yUEeHHs IIMPOKOT0 Kpyra 0OBbEKTOB U IIPOLIECCOB.
KomnerentHocTs: Teopemsl, paccyxaeHus, 00o0menue GopMyi, paccMaTpuBaeMsle B Kypce,
MOTYT HNPHMEHSATH IOJYYeHHbIE 3HAHUS B APYTHX OONACTIX MAaTEMaTHKU: TEOPETUYECKON
nH(popMaTHKe, TEOPUH UCKYCCTBEHHOTO MHTEIUIEKTA, JOTHYECKOM MPOrpaMMHUPOBAHHUH.
OrxuziaeMble pe3yJibTaThl: B pesynbraTe U3ydeHus JUCHMILUIMHBI 00yYalOIUHACs OBIIaieBacT
3HAHUSIMU 110 TEOPUH MHOXKECTB, MATEMAaTHYECKOM JIOTHKE, KOMOMHATOPHKE, TEOPHUH rpadoB,
PEeKypPEeHTHBIM OTHOIICHUSM U anredpe bysea; nmpuMeHseT QUCKpeTHbIE MaTeMaTHYeCKHe
METOJbl MpPH pEIIeHUM 3aJady HHOOPMALMOHHBIX TEXHOJIOTMH, alropuTMHU3alUUd U
[IPOrpaMMUPOBAHUS; CTPOUT MATEMaTUUECKUE MOJEIM, aHAIU3UPYeT U OOOCHOBBIBAET
peleHus 3a1au.

Kanbsrposa XKT..-
PYKOBOIUTEb
cekiuy "MaTteMaTHKu
U IPUKIIAJHON
MEXaHUKH", 3.F.K.

DN =

Prerequisites: Mathematica

Post-Requirements: Cryptography and Cryptanalysis, Cryptographic methods of Information
Protection

The purpose of discipline: The main goal of the "Discrete Mathematics" course is to teach
students methods for solving discrete mathematics problems and the corresponding thinking
process. During the course, students will acquire a foundational knowledge of the main areas of
discrete mathematics and learn to rationally and effectively use this knowledge to solve typical
discrete mathematics problems. Students will also develop an understanding of discrete
mathematics as a method for studying a wide range of objects and processes.

Summary: In the learning process, it is required to give students a stock of basic knowledge in
the main sections of discrete mathematics, to teach the rational and effective use of the
knowledge gained in solving typical problems of discrete mathematics; to form students'
understanding of discrete mathematics as a method of studying a wide range of objects and
processes.

Competencies: Theorems, proofs, generalizations of formulas that will be considered in the
course, will be able to apply the acquired knowledge in other areas of mathematics: theoretical
computer science, artificial intelligence theory, logical programming.

Expected results: As a result of studying the discipline, the student acquires knowledge in Set
Theory, mathematical logic, combinatorics, graph theory, recursive relations and Bulev
algebra; uses discrete mathematical methods in solving problems of Information Technology,
algorithmization and programming; builds mathematical models, analyzes and substantiates
solutions to problems.

Zhalbyrova Zh - head
of the section
"Mathematics and
Applied Mechanics",
Candidate of
Economic Sciences
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1.
2.

3.

[pepexBusurrep:Matemaruka

IMocTpexBusurrep: MammHaiblk okbiTy, Kubepkayintep MeH madybU1Iapibl aHBIKTAy HKOHE
asaiiTy, YJIKeH JepeKTep Kayinci3airi

IMonnin wMakcatel: KyperbiH Maxcatbl: CTyIGHTTEpIiH MaTeMaTHKAIbIK CTATHCTHKA
calachlHZIArbl OimiMAepi MEH JaribUIapblH JaMBITy, OJIApFA JCPEKTEpAl Taljayra,
CTaTUCTUKANIBIK MOJEbACPAl KYPYFa JKOHE BIKTHMANIBIK dJICTepiHe HETI3/eNreH Menimaep
Kabbu1IayFa MyMKiHIIK 6epy. KypcTel askraraHHAH KeiiH CTYACHTTEp MbIHAJIAP/bI ICTEH amybl
KEpeK: CTaTUCTHKANIBIK ICPEKTep/i JKHHAY, OHJACY J>KOHE TalJay; HEri3ri CTaTHCTHKAJIBIK
cUnarTaMaap/pbl eCenTey jKOHe TYCIH/AIPY; CTATHCTUKAIIBIK THIIOTE3aNIap bl TEKCEPY 9ICTEPiH
KOJIJIaHy; J)KOHE PErpeccHsUIbIK KOHE KOPPEIALMsUIIBIK Tanaay Kyprizy. byn kypc nepexrepai
Talgay, MOJACNBICY JXKOHE OOJDKayMEH >KYMBIC iCTEHTIH MaMaHIap YIIiH Herisri OOJbIIn
TaObLIAJIBI.

Kpickamia masmynbl: Jlepektep omictemenepi MeH craHmapTrapel, crisp DM crangapTeiHa
HETI3[e/ITeH JAePEKTepAl TalAay; HOMHUHAIBIL, CAHIbIK, HOMHHAI/bI )KOHE CaHJBIK Oenrinep
apachIH/IaFbl CTATUCTHKANBIK OailylaHbICTap/Ibl 3ePTTEY; MapaMeTpIiK KOHE MapaMeTpIliK eMec
KpHUTEpHIlIep/Ii 3epTTeY, MaHBI3AbLIBIK OAFachIH Ay KapaCThIPbLIAIbL.

Kyssipertiniri: bIKTUManapiKTap TEOPUSCHIHBIH KOHIICNITYal[bl HETi3iH JKOHE OHBIH
MaTeMaTHKa FbUIBIMBIHIAFBI OPHBIH, T€OpeMajapibl AdNeINeY SAIiCTEpiH, COHbIMEH KaTap
BIKTUMAJJIBIYTAp TEOPHUSICBIHBIH ©3r¢ JI€ KapaThbUIBICTaHy FhUIBIMAAPHIMEH OailJIaHbICHIH
oineni.

KyTinerin HOTHXE: MaTeMaTHKAJbIK CTATUCTHKA MEH JepeKTepi Talaay/ablH Herisri
YFBIMJIAPbIH MEHI'ePE/li; CTATHCTHUKAIBIK JICPEKTEp/l KUHAY, OHJCY KOHE Talliay SAiCTepiH
KOJIJIaHA/Ibl; BIKTUMAJIBIK JKOHE CTATHCTHKAIIBIK KOPCETKILITepAl ecenTeii; AepeKTep/i
BU3YAIIM3ALMSIAI, AIbIHFAH HOTHXKENEepl MHTepIpeTalysUIaii/bl; CTATHCTUKAIIBIK SAICTepai
MIPAKTHUKAJIBIK KOHE aKIapaTThIK TEXHOJIOTHSIAP eCeNTepPiH LISIyAe KOJIaHAIbI.

Jinman T.B. -
"MaremartHKa >xoHe
KOJ11aHOAaJIbI
MexaHuKa"
CEKIMSCHIHBIH aFa
OKBITYILIBICHI, ()-M.F.K.

IIpepexBusutel: MaremaTuka

IoctpexBu3utel: MammaHOe 00y4deHne, OOHapyKeHHE W CMATYCHHE KUOEpyrpo3 W arak,
BesonacHocTh OONBIIMX TaHHBIX

Hens mucummmsel: Llens Kypca: pa3BUTHE Y CTYACHTOB 3HAaHMH M HaBBIKOB B 00JacTH
MaTeMaTH4YeCKOW CTATHCTHKH, MPEIOCTaBICHUE MM BO3MOXKHOCTH aHAJIM3WPOBAThH JaHHEIC,
CTPOUTH CTATHCTHYECKHE MOJICTIH ¥ IPHHUMATh PEIICHHS Ha OCHOBE BEPOSITHOCTHBIX METOJIOB.
ITo oxoHYaHHHM Kypca CTYIEHTBI JODKHBI YMETh: cOOMpaTh, 00pabaThiBaTh U aHAM3UPOBATh
CTaTUCTUYECKUE JaHHBIC, BBIUUCIATE W HHTEPIPETUPOBATH OCHOBHBIE CTATUCTHYECKHE
XapaKTEPUCTHKH; TPUMEHSITH METOJBI NPOBEPKH CTATHCTHYECKUX THIOTE3; M IIPOBOJHTH
PETPECCHOHHBII W KOPPEISIHOHHBIN aHamM3. OJTOT KypC SBISETCS OCHOBHBIM ISt
npodeccrHoHaoB, pabOTAIONIMX C aHATN30M, MOJICTTMPOBAHUEM U IIPOTHO3UPOBAHUEM JJAHHBIX.
Kpatkoe conepxanue: PaccMaTpuBaroTCsi METOJOJIOTHH M CTaHAAPTHI JaHHBIX, aHAJIN3 JAHHBIX
Ha ocHoBe cranmapra CRISP DM; wmccrnenoBaHne CTaTHCTHYECKUX CBSI3eH MEXIY
HOMUHAJIBHBIMH, KOJMYECTBCHHBIMH, HOMHHAJIBHBIMA ¥ KOJMYECTBEHHBIMH IIPHU3HAKaMU;
W3yYeHWE TapaMEeTPUYECKUX ¥ HEMapaMeTPHUYECKHX KPHUTEPHUEB, TIOMyYEHHE OLEHKH
3HAYUMOCTH.

KommnerenTenTHOCTE: 3HaeT KoHLenTyanbHble OCHOBBI TEOPUH BEPOSITHOCTEH M €€ MECTO B
o01el CTPYKType MaTeMaTHKU. MeToIbl J0Ka3aTeNIbCTB TEOPEM TeOpUH BeposiTHocTed. CBsi3u
TEOPHH BEPOSTHOCTEH C €CTECTBEHHO-HAYYHBIMU JUCLUTUIMHAMH.

OXuaaeMblil pe3ysbTaT: BIaJIeeT OCHOBHBIMHM TIOHATHSIMH MaTE€MaTHYECKOHl CTATHCTHKU U
aHaJM3a JaHHBIX; UCIIOJIb3YeT METOIbI cOOpa, 00pabOTKU 1 aHaIN3a CTATUCTUYECKUX JTAHHBIX;
BBIUUCISIET BEPOSTHOCTHBIE M CTAaTUCTUYECKHE IIOKA3aTeNd; BHU3YyaJU3HpyeT IaHHBIE W
WHTEPIPETHUPYET TOJYYCHHBIC pPE3YJbTaThl; NPUMEHSET CTATHCTHYECKUE METOABI IpH
peIICHNH 3a/1a4 MPAKTUUECKUX U MHPOPMAIIMOHHBIX TEXHOJIOTHH.

Jwunman T.b.-
CTapIIui
NpernoaBaTellb
cekiuy "MateMaTHKu
U IPUKIIaJHON
MeXaHHUKH", K.()-M.H.




. Prerequisites: Mathematic
. Post-requirements: Machine learning Detecting and Mitigating Cyber Threats and Attacks, Big

data security

. The purpose of the course: to develop students ' knowledge and skills in the field of

Mathematical Statistics, to give them the opportunity to analyze data, build statistical models
and make decisions based on probabilistic methods. After completing the course, students
should be able to: collect, process and analyze statistical data; calculate and interpret basic
statistical characteristics; apply methods to test statistical hypotheses; and conduct regression
and correlation analysis. This course is basic for professionals who work with data analysis,
modeling and forecasting.

. Summary: Data methodologies and standards are considered, data analysis based on the CRISP

DM standard; the study of statistical relationships between nominal, quantitative, nominal and
quantitative features; the study of parametric and nonparametric criteria, obtaining an
assessment of significance.

. Competence: Knows conceptual basic theory probabilities and her place in common structure

mathematics,proof methods of theorems probability theory, connections of theory probabilities
with other natural sciences disciplines.

. Expected result: master the basic concepts of Mathematical Statistics and data analysis; apply

methods for collecting, processing and analyzing statistical data; calculate probabilistic and
statistical indicators; visualize data and interpret the results obtained; apply statistical methods
in solving practical and information technology problems.

Dilman T. - Senior
Lecturer of the section
"Mathematics and
Applied Mechanics" ,
candidate of physical
and Mathematical
Sciences
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. MpepexBuzurrepi: Ludpiibik TeXHOTOTHSLIAP
. TloctpexBusurrep: Kacibn monnep
. Ilonnin Maxkcatel: bByn kypc cryaeHtrepaiH Linux omepanusuiblk SKyHeNlepiH OpHATy,

KOH(pUrypauusiiay, 6ackapy KoHe THIM/I MaijanaHy OOMbBIHIIA TEOPUSUIBIK OlLTiMaepi MeH
IPaKTHKAJbIK JaFAbUIapbIH JaMbITYFa, COHAAN-aK aKMapaTThIK TEXHOJOTHSIAP CaaChIHAAFbI
Kocibu Mocernenepni LIEIly YIIH 3aMaHayd OICpallMsUIbIK JKyHelepAi YHBIMIAacTHIpy JKOHE
nmaiiianany NpPUHOUNTEpiH MeHrepyre OarpittanFad. CTyIeHTTEp OKYHemK —OKIMIIiTiK
KypangapblH THaifanaHy jkoHe Linux »KyHeciHiH THMTIK >KYMBIC ICT€y MOCENENEpiH MISITy
OOMBIHIIIA TIPAKTHKAIIBIK TKIPHOE XKUHAKTAWABL. By KypcThl asKraraHHaH KeHiH CTyIEHTTEep
MBIHaJIApABI icTei anapl: Linux onepauysuiblk sxKyHelepiHiH apXUTEKTypachkl MEH KYMBIC icTey
MPUHIMITEPIH TyciHy; Linux aucTpuOyTHBTEpiH OpHATY >oHe KoH(urypamwmsay; Linux
KOMaH/JaJIbIK KaOBIFbIHIA THIMII JKYMBIC iCTEY; JKOHE MaiJallaHyIIbuIap/bl, MPOLECTepi,
(balnabIK XKyHenepi xoHe Kipy KYKbIKTapblH OacKapy

. Kpickamia ma3myssr: KoMaHaanbIk KOJIMEH KYMBIC icTey, GallipIK xKyiieHi 6ackapy, skemiHi

OpHaTy, OarqapiIaMaiblK XKacaKTaMaHbl OPHATY XKOHE JKaHapTy, MalAalaHyIIbIIapabl backapy,
JKYHEHIH Kayilci3qiriH OHTaiIaHABIpy TypaJibl OiTiM aaibl.

. Kyssiperrep: Kazipri OXK-H Teopusutslk, OiTimi, oJ1apAbIH MaKCaTbl, KbI3MET1, KYPBUIBIMBI KOHE

JKYMBIC TIPUHLUNTEPI Typaibl TyciHikke ue; OXK MakcaThl MeH cumaTTamanapbl OOibIHIIA
Tangaid anansl; OXK-H AMCTpUOYTHMBIH TaHIAalABl XoHE OHBI AepOec KOMIBIOTEpre OopHaTa
amanpl; OXK-H JKyMBIC icTey OpTachIH/A@ HETi3ri KOH(QUIypauusIChIH KaMTaMachl3 €Te ajiajibl.
OX-i GackapyablH Herisri xyienik Oarnapinamansik Kypangapbid,; OXK-H Herisri KoinaHOambl
OarapiaaMa’blK KacaKTaMachlH MEHIepPTeH.

. Kyrinerin Hotmke: Toyekenzepai, akTUBTEpAi, HHIMICHTTEP/li, TEXHUKAJIBIK OCAJIABIKTAPIBI,

KaTepiepi, Kayinrepre TeXHUKaIbIK KapChl iC-KMMbLIIAP/IbI, OM3HECTIH Y3AIKCI3AIrin 6ackapy
npouecTepin KaMTUThIH AK Gackapy mporuecTepin Oaranay jKoHe iCKe achIpy dicTeMenepi MeH
omictepiH TaH#aynsl Tammaimsl. AK KamMTamachl3 eTy KypalJapblH, OCAJIBIKTapAbl
MOHUTOPUHITEY XyHernepiH, AK MOHHTOpPHHII JKy#enepiH j>KoHE aKIapaTThIH aFblll KEeTYiH
OosibIpMay KyHenepiH, xKyhenepiiH Kopray TeTikTepiH Ouiesi.

EcipkenoBa A.Y. ara
OKBITYIIIBI, TEXHHKA
FBUTBIMAAPBIHBIH
MarucTpi




1. IIpepexBu3utsl: UHPOPMAHOHHO-KOMMY-HHKAIHOHHbIC TEXHOJIOT UK
2. Moctpexusuts: [Ipodunupyromiyee JUCHUITAHBI
3. Hens aucummuubl:  Llenpto  nucnMIuinHbl - siBisiercs  (opMUpOBaHME y  CTYIEHTOB

TEOPETUYECKUX 3HAHWH W TPAaKTUYECKUX HABBIKOB II0 YCTaHOBKE, HACTpOMKe,
aJIMAHUCTPHPOBAHHIO U 3 ()EKTHBHOMY HCIIOIB30BAHUIO OIIEPAL[HIOHHBIX CHCTEM CEMEHCTBA
Linux, a Takke OCBOCHHWE NPHUHIMIIOB OPraHU3alMU U (yHKIMOHHUPOBAHUS COBPEMEHHBIX
ONEpPALMOHHBIX ~ CHCTEM JUIl  pelieHus NpodeccHoHaNbHBIX 3aJad B 00JacTu
nH(OPMAIIMOHHBIX TeXHONOTHH. CTYIEHTHI NOJNYYaIOT IPAKTHYSCKHN OIBIT UCTIONb30BAHUS
HHCTPYMEHTOB CUCTEMHOT'O aJIMMHUCTPHPOBAHMS U PELIEHHs THIOBBIX 33a4 KCILTyaTalluU
Linux-cucrem. Ilo 3aBepuieHMH AWCUMIUIMHBI CTYICHT OyIeT CHOCOOCH: MOHHUMATh
ApPXUTEKTYpy M TPUHLMUIBI PabOThl OHEPAlMOHHBIX CHCTEM Linux; ycTaHaBIMBAaTh U
HacTpauBaTh Linux-aucTpuOyTHBbL;, 3Q¢deKkTHBHO paboTaTh B KOMaHIHOU obonouke Linux;
YIPaBIATh NOJIb30BATEISIMH, ITpoLeccaMy, (aiiJIoBBIMU CHCTEMAMH U IIPAaBaMHM JIOCTYTIA.
Kpatkoe comeprkanue: M3yuaT OCHOBBI yCTaHOBKH, HACTPONKHU U yIPaBIICHUS ONEPALIMOHHON
cucteMoil Linux, a Takxe paboTy ¢ KOMaHIHOW CTPOKOH, ynpasieHue (ailioBoll CHCTEMOIA,
HACTPOMKY CETH, yCTaHOBKY M OOHOBJIEHHE IIPOrPAMMHOT0 00€CIIeUeHNs, 8 IMUHUCTPUPOBAHUE
T0J1b30BAaTENeH 1 0€30MaCHOCTb CHCTEMBI.

Komnerenuuu: MMeer mpenacraBieHne O TeOpeTHUECKHMX 3HaHUM coBpemeHHbIX OC, ux
Ha3HaueHus, PyHKIMAX, CTPYKTYpe U IPUHIMIOB paboThl. YMeeT coBepuats Beibop OC 1o ee
HA3HAYCHUIO U XapaKTEePUCTUKAM;IPOBOIUTH BbIOOp aucTpudytiBa OC M yCTaHOBKY €ro Ha
MEPCOHANIBHBIA  KOMIIbIOTEP; oObecneunBath 0Oa3oByro Hactpoiiky OC B cpeme ee
(GyHKIMOHMpPOBaHKS. BilajeeT OCHOBHBIMU CHCTEMHBIMHM IIPOIPAMMHBIMH  CpPEICTBAMU
ynpasinenus: OC; 6a30BbIM IPUKJIAJIHBIM IPOrpaMMHBIM obecriedenueM OC

O>xuzaeMblii pe3ynpTaT: AHAIM3UPYET BHIOOP METOJUK M METOJOB OLEHKH U pealu3aliu
npoueccoB ynpasneHus Vb, oxBarbIBaioIiue MpoLECcChl YNpaBlICHHsS PUCKAMH, aKTHBAMHU,
WHIUJCHTAMH, TEXHUYECKUMH YS3BUMOCTSIMH, yTPO3aMH, TEXHUYECKIMH POTHBOACHCTBUSIMU
yrpo3am, HelpephIBHOCThIO Ou3Heca. 3HaeT cpeicTsa obecnieuenus Ub, cucrem MoHMTOpUHTa
ysI3BUMOCTeH, cucteM MoHuTopuHra Ub u cucteM npenoTBpaiieHus yTedek MH(popMariuu,
3aIIUTHBIX MEXaHU3MOB CUCTEM

Ecupkenosa A.Y.
Crapumit
Hpero/aBaTessb,
MAarucTp TEXHHYECKUX
HayK

Prerequisites: Information and Commu-nication Technologies

Post-requirements: Profile disciplines

The purpose of the discipline: This course aims to develop students' theoretical knowledge and
practical skills in installing, configuring, administering, and effectively using Linux operating
systems, as well as mastering the principles of organization and operation of modern operating
systems to solve professional problems in the field of information technology. Students gain
practical experience using system administration tools and solving typical Linux system
operation problems. Upon completion of this course, students will be able to: understand the
architecture and operating principles of Linux operating systems; install and configure Linux
distributions; effectively work in the Linux command shell; and manage users, processes, file
systems, and access rights.

Summary: Learn the basics of installing, configuring, and managing the Linux operating system,
as well as using the command line, file system management, network configuration, installing
and updating software, user administration, and system security.

Esirkepova A. -
Senior Lecturer,
Master of Technical
Sciences




Competencies: Has, an idea of the theoretical knowledge of modern OS , their purpose,
functions, structure and principles of work; Is able to make a choice of the OS according to its
purpose and characteristics;to select the OS distri-bution and install it on a personal computer;
to provide basic configuration of the OS in the environment of its functioning. Owns the basic
system software for OS management; basic application software of the OS.

Expected result: Analyzes the choice of methods and techniques for assessing and implementing
information security management processes, covering the processes of managing risks, assets,
incidents, technical vulnerabilities, threats, technical countermeasures to threats, business
continuity. Knows the means of ensuring information security, vulnerability monitoring systems,
information security monitoring systems and information leak prevention systems, protective
mechanisms of systems.
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Ipepexsusurrep: Lindpiblk TexHONOTUSIIAD

Toctpexsusurrep: Kocibu monmep

Ionnin Makcatel: «OmnepanusuiblK JKYHENIepaiH KayilcCi3giriH KamTamachl3 €Ty» [OHIH
OKBITYJbIH MakcaTbl OUTiM adyliblIapia aknapaTThIK XKYHeNepaiH aKmapaTThlK Kayinci3mik
ayAUTIH YHBIMIACTHIPY, XKYPri3y KOHE oficTeMeNiK cyHeMeley calachblHIAarbl TEOPHSUIBIK
OlmimMaep MeH MPAKTUKANBIK JaFIbUIAPAbI KAIBINTACTBIPY 00JbIN Ta0buiansl. [IoH akmapaTThik
Kayilnci3gik — ayQWTiHIH HOPMATHBTIK-O/ICTEMENiK  0a3achlH, aKHapaTThIK  Kayilci3aik
TaJanTapblHa COMKECTIKTI Oaranay KaruIaTTapblH, TOyeKeIJep MEH OCAJIBIKTapIbl Tajiay
o/iCTepiH, aKMapaTThIK JKYHeJIepAiH KOpFalIyblH TEKCEpy PICciMIepiH 3epierneyre, CoOHaan-aK
aymuT OaFgapiamanapbl MEH O[icTeMesiepiH o3ipiey, KOprajly JeHreiliH Oaranay KoHe
aKMapaTThIK KayiNci3aik xKyHeciH xeTinaipy 6oibIHIIa yebIHBICTap Oepy OLTIKTEpiH JaMbITyFa
OarbITTaJIFaH.

Kpickamia masmyHsl: Byn moHmi oky OapbIChiHIA CTYICHTTED ONEPALMSUIBIK IKyHenep/ae
KOJJIAHBUIATBIH aKmapaT IeH JepeKTep/Al KOpFay/AblH 3aMaHayd OJICTepi, COHIai-aK
ocalbIKTap MeH malybUIapabl aHbBIKTAY, TAJAy JKOHE OJIApFa KapChl TYPY TOCUIAEepi Typaisl
yiipeneni.

Kyssiperriniri: Kopraynsiy triMzitirin 6aranaii ananer, OC KOpFaHBICBIHBIH 9JICI3 )KaKTapbIH
aHPBIKTAi aa/bl )KoHE OJIap ikl KOPFAHBICTHI allly YIIiH KOJIIaHA ala/ibl; ONepalysIbIK Kyhenep
YCBIHATBIH KOPFaHBIC KYPAIJIAPbIH KOJIIaHA aJlajibl.

Kyrinerin HoTHXe: onepaumsuIbIK KyHenepluiH Kayinci3IiriH KaMTamachl3 eTyHiH Herisri
OMiCTepiH MeEHrepe[i; mnaiimamaHymbuiapapl ayTeHTU(GHUKANMIAY JKOHE aBTOpH3AlMsIIAY
MEXaHU3MIEPiH KOJIIaHaAbl; KODKETIMAUTIKTI Oackapy »koHe JepeKTepii KOpray ToculiepiH
naianaHanpl; ONEpalMsUIBIK JKyHeneperi KayinTepli aHbIKTall, KayilcCi3mik IapagapblH
YHBIMIACTBIPA/IBI;, JKYHENK pecypcTapisl KOpFay »KOHE KayilCi3mik casicaThlH Oanray
JIaFIbUIapBIH KAJIBINITACTHIPAIbL.

AmmmoBa MLE. —
TEXHHKA
FBUTBIMIAPBIHBIH

MarI/ICTpi, ara OKbITYIIIbL

IpepexBu3uTsl: MHPOpMAIIMOHHO-KOMMY-HUKAIIMOHHBIC TEXHOJIOTHH

IMoctpexBusutsr: [IpodeccoHabHbie TUCIUTLTHHBI

Lens auctmmast: Lenpo u3ydeHnst AucHUIUIAHEL «MeToapl obecredeHnst 6e30macHOCTH
OTIEPAIIMOHHBIX CHCTEM» SIBISICTCST QOPMHUPOBAHHE y 00YUAONINXCS TEOPSTHICCKUX 3HAHUMN U
MPAKTHYECKUX HABBIKOB B OOJACTH OpraHM3alliH, TPOBEACHUS H  METOJHIECKOTO
COTPOBOX/ICHHS ayanTa HHOOPMALMOHHONH 6€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM.
JMCUMIUIMHA HampaBlicHA HA W3yYeHHEe HOPMATHBHO-METOAMYEcKoW 06a3pl aymura UB,
MPHHIIAIOB OLCHKH COOTBETCTBUsI TPEOOBAHHAM MH(POPMAIIMOHHON GE30MACHOCTH, METOIOB
aHaJM3a PUCKOB M YS3BHMOCTEH, MPOIEAYp IMPOBEPKH 3aIIUIIEHHOCTH HH()OPMAIMOHHBIX
CHCTEM, a TaKKe Ha Pa3BUTHEC yYMCHHI pa3pabarhiBaTh MPOTPAMMBI M METOAWKH AyIHTa,
MPOBOANTH OIICHKY YPOBHSI 3aIMIIEHHOCTH W (OPMHPOBATH PEKOMECHAAIMH [0
COBEPILICHCTBOBAHUIO CUCTEMBI o0ecreueH s HHPOPMaMOHHOM 6E30IIacHOCTH.

Amnmosa M. E.-

MarucTp TEXHUYCCKUX

HayK, CTapIInit
HpeToiaBaTellb




. Kpatkoe comeprxanue: B xo/1e H3y4eHUst 3TOI TUCHHUILIMHBI CTYACHThI Y3HAIOT O COBPEMEHHBIX
METO/IaX 3aIUThl HH(YOPMALIUH U IAHHBIX, HCIIOJIb3YEMbIX B OTIEPAIHOHHBIX CHCTEMAX, & TAKIKE
0 croco6ax BBISBICHHSI, aHAIN3a U IPOTHBOJIEHCTBHS YS3BUMOCTSIM M aTaKaM.

. KomnerentHocTs: YMeeT oueHuBaTh 3p(HEKTUBHOCTD 3aIUTHI; BBISBIATH CIAa00CTH 3aIlUTHI
OC ¥ WCHoNb30BaTh HMX JUIsI BCKPBITHS 3alUThI, II0JIb30BATHCS CPEICTBAMH 3aI[HTHI,
MIPEI0CTABISIEMBIMH OTIEPAIHOHHBIMU CHCTEMAMH.

. OxugaeMblii pe3ysbTaT: BJIaJeeT OCHOBHBIMH METOJaMH OOecredeHus Oe30MacHOCTH
ONEPAIMOHHBIX CHCTEM; HCIOJIB3YeT MEXaHU3Mbl ayTeHTU(GHUKAIMK U  aBTOPU3AIMU
0JIb30BATEJIEH; UCIIONB3YET CIOCOObI YIPABIEHHs JAOCTYIIOM M 3AIMThI JAHHBIX; BBISBIISCT
yrpo3bl B OMEPALMOHHBIX CHCTEMaX M OpPraHu3yeT Mepbl 0€30IacHOCTH; (POPMHUPYET HABBIKH
3aIIUThI CHCTEMHbBIX PECYPCOB M HACTPOUKH MOJUTUKH OS30IIaCHOCTH.

. Prerequisites: Information and Commu-nication Technologies

. Post-requirements: Professional disciplines

. The purpose of the discipline: The objective of studying the discipline "Methods for Ensuring
the Security of Operating Systems" is to develop students' theoretical knowledge and practical
skills in organizing, conducting, and methodologically supporting information security audits of
information systems. The course is aimed at studying the regulatory and methodological
framework of information security auditing, principles of compliance assessment with
information security requirements, methods of risk and vulnerability analysis, procedures for
assessing the security of information systems, as well as developing the ability to design audit
programs and methodologies, evaluate the level of security, and formulate recommendations for
improving information security management systems.

. Summary: Overview of the architecture of operating systems (OS). The structure and functions
of the operating system. Multitasking mode hardware. Core building technologies. Program
interface. User environment. The file system. Organization of data storage. The physical layer
of the file system. Operations in file systems. Generalization of the concept of a file. The
structure of the UNIX OS file system. Identification of objects and links. Devices as OS objects.
Character and block devices. Identification and mounting of disk partitions. Virtual devices.
Multi-user environment. Users and groups. Superuser. Accounts.

Ashimova M. E. -
Master of technical
sciences, senior lecturer

Discretionary access control system. Additional access attributes. Processes. Modes and states
of the process. The context of the process. Creating and completing the process. Environment
variables. Types of processes. Priority of processes. Means of interprocess communication.
Overview of the means of interaction of processes. The mechanism of signals. Standard I / O
streams and channels. Changed channels. Sockets. Semaphores. Message queues. Shared
memory. The user interface. The command shell. Alphanumeric terminals. Remote network
access. The X Window graphics system. Terminals of the "thin client" type.

. Competence: Is able to evaluate the effectiveness of protection; identify weaknesses of OS
protection and use them to open the protection; use the means of protection provided by
operating systems

. master the basic methods of ensuring the security of operating systems; use mechanisms for
authenticating and authorizing users; use approaches to access management and data protection;
identify threats in operating systems and organize security measures; develop skills in protecting
system resources and setting security policies.




K

BIV/
TK
Bl
KB
BD/E

AKS

3207
SUIB
3207
SIS

3207

a)AKIapaTThIK
Kayinci3iKTi
CTaHIapTTay
JxKoHe Oackapy /
CrangapTusanyu
sl M yIpaBlieHUE
HHPOPMAIIMOHH
ot
06€30MacHOCTHIO
/
Standardization
and information
security
management

Emtux
aH
DK3am
eH
Exam

Tect
Tect
test

1. IlpepexBU3UTTEP: AxnapaTThik Kayincisaik Herizaepi
2. TIorpexsusutrep: KocinTik monaep
3. IMonHiH MakcaTbl: AKIapaTThIK KayilCi3IiKTI CTaHIapTTay XKOHE OacKapy» MOHIH OKBITYIBIH

MakcaThl OiLTiM allylibUIapAa aKmapaTThIK KayilCi3[giK CajachIHIAFbl XaJbIKAPAJIBIK JKOHE
YITTBIK CTAaHAAPTTAp/bl KOJJIaHy, COHJai-aK yilbIMaapaa aknaparThlK Kayinci3mikTi Oackapy
YZepiCTepiH YHBIMAACTHIPY jKoHE OacKapy OOMBIHIIA TEOPHSUIBIK OLTIMACD MEH MPAKTHKAJIBIK
JaFabUIap/abl KaelnTacTeipy Oombin Tabbutazbt. [Ton ISO/IEC 27000 cepusich xoHe Oacka na
CTaHJapTTap/blH HOPMATUBTIK 6a3achlH, aKIAPaTTHIK Kayilci3nikTi 6ackapy xyitecin (AKBX)
KYpy KaruJaTTapblH, CTaHAapTTapFa COMKECTIKTI Oafanay oJicTepiH, TOyeKeiaep MeH
MHIMICHTTEPAI OacKapyabl 3epjeneyre, COHAal-aKk aKmapaTThiK KayilCi3ik casicaTTapblH,
paciMzepin xoHe Oackapy TETIKTEpiH a3ipiey, SHIi3y kKoHe Koyjay OLTIKTepiH JaMBITyFa
OarbITTaJIFaH. .

Kpickamra masmyHbl: By moHae KoChIMIIAapAbl Kayilci3aiK TYPFBICBIHAH )KOcmapiay, Kayirn-
KaTepiepaeH KOpray jKoHEe aKHNapaTThIK JKYHeJIep/iH TYTacThbIFbl MEH KYIHMSIBLIBIFBIH CAKTay
YIIH KaXETTi TEXHOJOTHUIAp MEH oJicTep KapacThIpbliaasl. IIoHII WrepreH CTyAEHTTEp
Kayilci3 KOChIMIIanap MeH XyHenepai obamayra »XoHE JIaMbITyFa KaXeTTi OULTiM MeH
JIaFIbUIap /il MEHIePei.

Kyssiperriniri: Hudprisik KypbUIFbLIapAbIH 3aMaHayH JIEMEHTTIK 0a3achIH, OHBIH JaMYybIHBIH
Heri3ri OarbITTapblH, LMQPIBIK Ti30EKTEpAl CXEMOTEXHMKAJIBIK >k00anay HEri3[iepiH >KoHe
KOJIJAHBICTAFbI CTAHAPTTAPFa COMKEC IEMEHTTEP/IH IaPTThI TpaduKabIK Oenrineyid oineni,
JKQHE 16 MUKPOIIPOLIECCOPIIBIK KYHEIepiHiH apXUTEKTypachl, CHIIATTaMajaphl )KoOHE KOJIIaHy
onictepi GOMbIHIIA TYCIHIrT GosabI.

KyrineTin HoTHXe: aKNapaTThIK KayilCi3OiK CTaHIApTTapbl MEH HOPMATUBTIK TallalTapibl
Oinesi; akmapaTThIK Kayinci3aiKTi Oackapy MPUHIMITEPIH KOJIJaHAIbL; aKITapaTThIK KayilcCi3maik
Toyekenaepin anpikran, Oaramaiiner; ISO/IEC 27001 »xone Gacka craHAapTTapAblH HEris3ri
TaJanTapblH KOJJAaHAABl; AaKIapaTTHIK KayilCI3#ik cascaThl MEH 06ackapy KyXKaTTapblH
o3ipuIeiii; Kayinci3aik ayJiuTi MeH MOHMTOPHUHIIH XYPri3y HerizJiepiH MeHrepeui.

Jlayr6aesa A.O.-
T.F.K., JOLEHT.

IpepexBusuter: OcHoBBI HHGOpManThHOHHOH 6€30MaCHOCTH

Toctpexsusutsr: [Ipodunupyromiye TUCIUTLTHHBL

Henp muctmruiieel:  Llenpio u3ydeHns: AWCUMIUIMHBL «CTaHIapTH3alMs W yIpaBJieHHE
nH(OpMAIMOHHON 6€30MaCHOCTBION» ABISIETCS (POPMHUPOBAHKE Y 00YUAIOIINXCS TEOPETHUECKUX
3HAHUH U NPAKTHYECKHX HABBIKOB B 00JIACTH MPUMEHEHHS MEXITyHAPOAHBIX ¥ HAIMOHAIBHBIX
CTaH/JapTOB HMH(POPMAILMOHHOW O0E30MacHOCTH, a TaKKe OpraHW3allMd U YIPaBJICHUS
nporeccamu obecriedeHus MHPOPMAaLHOHHON OE30IIaCHOCTH B OpraHM3alusX. JlucnuriiHa
HaTpaBlicHa HA M3yYeHHE HOPMATHBHO-TIPaBoBO# U ctaHmapTHoit 6a3sl (ISO/IEC 27000 series
U Jp.), TPHUHIMIIOB IOCTPOCHHS CHCTEM YIMpPAaBICHUs HHPOPMAIMOHHON Oe30MacHOCTHIO
(CYUB), MeTOI0B OLICHKH COOTBETCTBHUSI TPeOOBAHUSIM CTAHIAPTOB, YIIPABJICHUSI PHCKAMH U
HHIUJICHTAMH, a TaK)Ke Ha Pa3BUTHE yYMEHHH pa3pabaThiBaTh, BHEIPSTH W MOIACPKUBATH
MOJIUTUKY, TPOLEAYyphl M MEXaHW3Mbl YIpaBIeHUs HWH(POPMAIMOHHONH OE30MacCHOCTBIO B
COOTBETCTBHH C COBPEMEHHBIMH CTaHJAPTAaMHU U TPEOOBAHUSIMHU.

Kpartkoe conepkanue: B 3TOH MUCIMIUIMHE pacCMaTPUBAIOTCS TEXHOJOTHH W METOJIBI,
HEOOXOIMMbIE JUIsl TUITAHUPOBAHHUS MPUJIOKEHHH C TOYKH 3PEHHUs OE30IMAaCHOCTH, 3alIUTHI OT
YIpo3 M THOACPKAHUS LENOCTHOCTH M KOH(UACHIMAIPHOCTH WH(OPMAIMOHHBIX CHCTEM.
CTyaeHTbl, OCBOMBIIHE TPEAMET, NPHOOPETAIOT 3HAHWS W HAaBBIKH, HEOOXOIUMBIC LIS
[TPOEKTHPOBAHHMS U pa3pabOTKH 0e30MaCHBIX MPUIIOKEHHUI U CHCTEM.

JaytbaeBa A.O.-
K..T.H., JOUCHT




. KommereHTHOCTB: 3HaeT COBPEMECHHYIO 3JIEMEHTHYIO 0a3y HH(POBBIX YCTPOHCTB, OCHOBHEIC

TEHJCHIMH €€ Pa3BUTHS, OCHOBBI CXEMOTEXHMYECKOTO IPOESKTUPOBAHHS LU(PPOBBIX CXEM U
YCIOBHO Tpaduueckue o0003HAYEHMSI JJIEMEHTOB B COOTBETCTBMH C JICHCTBYIOIIMMH
CTaHAapTaMH, a Takke o0llee IOHUMaHHE AapXUTEKTYPbl, XapaKTEPUCTHK H METOJOB
MIPUMEHEHH MUKPOIIPOLIECCOPHBIX CUCTEM

. Oxuaemblil pe3ynbTaT:3HaeT CTaHAApThl MH(POPMALMOHHON OE30IaCHOCTH U HOPMAaTHUBHBIE

TpeOOBaHMs; MPUMEHSIET IPHHLHUITBI YIIPABICHNS HHOOPMALIMOHHOM 6E30IIaCHOCTBIO; BBIBILSIET
U OLEHHMBACT PHCKH HMH(OPMAIMOHHON OE30MACHOCTH; NMPUMEHSET OCHOBHBIC TPEOOBAHUS
ISO/IEC 27001 u papyrux craHIapTOB; pa3padaThiBacT MOJUTUKY HH(POPMAIIMOHHON
0€30MMaCHOCTH M YIPABICHYCCKHE TOKYMEHTBI; BIAJCCT OCHOBAMH MPOBEACHUS ayquTa H
MOHHTOPUHIa OE30aCHOCTH.

. Prerequisites: Basics of information security
. Post-requirements: Profile disciplines
. The purpose of the discipline: The objective of studying the discipline "Standardization and

Information Security Management" is to develop students' theoretical knowledge and practical
skills in applying international and national information security standards, as well as in
organizing and managing information security processes within organizations. The course is
aimed at studying the regulatory and standards framework (such as the ISO/IEC 27000 series),
principles of Information Security Management Systems (ISMS), methods for assessing
compliance with standards, risk and incident management, as well as developing the ability.

. Summary: This discipline examines the technologies and methods necessary to plan applications

in terms of security, protect against threats, and maintain the integrity and confidentiality of
Information Systems. Students who master the discipline acquire the knowledge and skills
necessary for the design and development of secure applications and systems

. Competence: Knows the modern elemental base of digital devices, the main trends of its

development, the basics of circuit design of digital circuits and the conditional graphic
designations of elements in accordance with current standards, as well as a general understanding
of the architecture, characteristics and methods of application of microprocessor systems.

. Expected result: knows information security standards and regulatory requirements; applies

information security management principles; identifies and evaluates information security risks;
applies the basic requirements of ISO/IEC 27001 and other standards; develops Information
Security Policy and management documents; Masters the basics of conducting security audit and
monitoring..

Dautbaeva A.-
Candidate of

Technical Sciences,

docent
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HpepeKBI/ISI/ITTep: AKmapatTbIK Kayirci3aik Herisaepi

IMotpexBusurtep: Kacinrik monnep

TlonniH MakcaThl: «AKHNApaTTHIK KayilCi3AiK CTaHAAPTTAPhI JKOHE TOyeKelmepAi Oackapy»
IIOHIH OKBITYIBIH MakcaThbl OUTIM aiymisuiapfa aKnapaTTblK KayilCi3iK —callaChIHIAFbl
XaJIbIKApaJIbIK JKOHE YITTHIK CTaHIAPTTapAbl KOJJAHY, COHMAN-aK aKNapaTThIK Kayilci3mik
TOyeKeJJIepiH aHbIKTay, TalAay jkoHe OacKapy ojicTepi OOMBIHIINA TEOPUSUIBIK OlTiMaep MeH
NPaKTUKAJbBIK JAaFAbLIapabl KaabmTacTelpy Oombin tadbutansl. [Ton ISO/IEC 27000 cepusicst
KoHe Oacka [a CTaHAapTTapibl, aKNapaTThIK Kayilci3mikTi Oackapy >KyHelepiH Kypy
KaruaTTapblH, ToyeKelaepi Oaranay skoHe a3alTy 9iCTepiH, KayinTep MEH OcalIbIKTapbl
MOJIENBICY Il 3epAeNeyTe, COH/Iai-aK aKapaTThIK XKyHelepAiH KOpFaly JeHreiiH KaMTaMachI3
€Ty YIIIH ToyeKeliep/i TOMEH/CTY IapajapblH d3ipiiey XKoHE eHri3y OUTIKTEepiH JaMbITyFa
OarbITTaNFaH.

Keickanria Ma3myHbl: byl moHzie KOChIMITaNapabl Kayinci3aik TYpFBICBIHAH jKOCTIapIiay, Kayir-
KaTepJepeH KOpray oHEe aKIapaTThIK JKYHeJIep/iH TYTaCThIFbl MEH KYIHSUIBLIBIFBIH CaKTay
YIIiH KXXETTI TEXHOJIOTHUSIIIAP MEH d/IiCTep KapacThIPbLIAIbL.

Anpanosa A.b. - PhD,

ara OKBITYUIbI




5. IloHai UrepreH CTyJEHTTEp Kayilici3 KOChIMILAIap MEH Kyienep/i xobatayra KoHe JaMbITyFa
KaXXeTTl OUTiM MEH JafIpliap bl MEHrepeIi.

6. Kyssipertiniri: Hubpnblk KypbUIFbUIapIblH 3aMaHayH 3JIEMEHTTIK 0a3achblH, OHBIH JaMybIHBIH
HEri3ri OarbITTapblH, LHUGPIBIK Ti30SKTEpHl CXEMOTEXHMKAJIBIK jK00ajay HETi3JepiH >KoHe
KOJIJaHBICTaFbI CTAHJAPTTapFa CAHKec 3IEMEHTTEP IiH IAapTThl TpaduKaIbIK Oenrineyin Oineni,
JKOHE 1€ MHKPOIPOLIECCOPIIBIK JKYIENepiHiH apXUTEKTypachl, CUMIATTaMalaphbl KOHE KOJIaHy
oaictepi OofibIHIIA TYCiHIrT 60maabL./

7. KytineriH HOTIDKE: aKmapaTrTBIK KayilCi3giK CTaHAApTTapsl MCH HOPMATHBTIK TaJalTap.pl
Oineni; aKmapaTThIK Kayinci3aikTi 6ackapy MPUHLMOTEPiH KOJIaHAa b, aKIapaTThIK Kayinci3aik
Toyekenaepin aHbikTamn, Oaranmaiigp;; ISO/IEC 27001 »xoHe Oacka CTaHAApTTApIbIH HErisri
TaanTapblH KOJIAaHa bl; aK[apaTThIK KayilCi3/ik cascaThl MeH OacKapy KyKaTTapblH 33ipieiii;
Kayilci3/IiK ayAnTi MEH MOHUTOPHHTIH XKYPTi3y Heri3epiH MEHIrepeIi.

7. TpepexBusutsl: OcHOBBI HHPOPMaThHOHHOH Ge30MacCHOCTH

IoctpekBusutsr: [Ipodunupyromiye THCIUTLTHHBL

9. Uens pucuumuusel:  Llenslo  u3yuenus aucuuiuinHbl  «CraHapThl  MHGOPMALMOHHON
0e30MacHOCTH W YNpaBJIEHHE pPUCKaMHU» sBisercss QopMmupoBaHue Yy 0O0yuaromuxcs
TEOPETUYECKUX 3HAHMH M MPAKTHYECKUX HABBIKOB B 00JACTH NPUMEHEHHS MEXYHAPOIHbIX U
HALMOHAIBHBIX CTaHAAPTOB MH(OPMALMOHHON OE30MaCHOCTH, a TAKXKE METO/OB BBIBICHHS,
aHaJM3a U YIpapJIeHHs pUCKaMH MH(POPMALMOHHOH Oe3onacHocTH. JUCHUIUIMHA HaMpaBlleHa
Ha u3ydeHue craHzaproB B obOnactu UB (Bxmouas ISO/IEC 27000 series), MpUHIMIIOB
MOCTPOCHHSI CUCTEM YINpPABJICHUS MH(POPMAIMOHHONH OE30MacCHOCTBIO, METOJIOB OLEHKU U
MHHUMU3ALUM PHCKOB, MOJENEH yrpo3 M ysA3BUMOCTEH, a TakkKe Ha pPa3BUTHE yMEHHMI
pa3pabaTbIBaTh U BHEAPATH MEPBI [0 CHH)KEHUIO PHUCKOB U 00€CIeUeH IO TpeOyeMOoro ypoBHs
3aIIUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM.

10.Kpatkoe conepxkanue: B 95Tol IUCHMIUIMHE PACCMATPUBAIOTCS TEXHOJOTUM M METOJBI,

HEoOXOJMMbIE JUISl TUIAHUPOBAHUS NPUIOKEHHUH C TOUKH 3pEHHUs OE30IaCHOCTH, 3aLIUTHI OT

yrpo3 U TOJJEPKaHUs LEJOCTHOCTH U KOH(HUICHIMAIBHOCTH HH(POPMALMOHHBIX CHUCTEM.

CTyZAeHTbl, OCBOMBIIME IIPEAMET, NPHOOPETAIOT 3HAHUS M HAaBBIKH, HEOOXOJUMBIC JUIS

MIPOEKTUPOBAHHUS U Pa3pabOTKU O30MaCHBIX MPUIIOKEHUI U CHCTEM.

.KomnereHTHOCTB: 3HaeT COBPEMEHHYIO JIEMEHTHYIO 0a3y LU(POBLIX YCTPOHCTB, OCHOBHbIE

TEHIEHLUH €€ Pa3BUTHS, OCHOBbI CXEMOTEXHHYECKOIO NPOEKTHPOBAHUS LU(PPOBBIX CXeM U

YCIOBHO Tpaduyeckue 0003HAYEHMSI DIIEMEHTOB B COOTBETCTBHH C JICHCTBYIOIIMMH

CTaHZapTaMM, a Takke ofllee IOHMMaHHe AapXUTEKTYpbl, XapaKTePUCTHK M METOJ0B

MIPUMEHEHHS] MUKPOIIPOLIECCOPHBIX CUCTEM

O>xUIaeMblil pe3ysbTaT: 3HaeT CTaHAAPThl MHPOPMAMOHHOM 0€30MacHOCTH U HOPMAaTHUBHBIE

TpeOoBaHMs1; IPUMEHSET NPHHIIUIIBI yIIPaBICHUSI MTHPOPMAILIMOHHON 6€3011aCHOCTBIO; BBISBIISIET

U OLEHMBAEeT PHCKH HMH(OPMANMOHHON OE30MaCHOCTH; NPUMEHSET OCHOBHBIC TPeOOBaHUS

ISO/IEC 27001 wu papyrux craHmapToB; pa3pabaTbiBaeT MOJUTUKY WH(OPMALMOHHOMN

0e30MacHOCTH M YIpaBIeHYECKHE JOKYMEHTHI; BIaJeeT OCHOBAMH MPOBEICHUS ayAuTa M

MOHHMTOPUHIA O€30IaCHOCTH. .

o0
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Anpanosa A.B. - PhD,
CT. TIPENo/IaBaTeb




Adranova A. - PhD,
senior lecturer

7. Prerequisites: Basics of information security
8. Post-requirements: Profile disciplines
9. The purpose of the discipline: The objective of studying the discipline "Information Security

Standards and Risk Management" is to develop students' theoretical knowledge and practical
skills in applying international and national information security standards, as well as methods
for identifying, analyzing, and managing information security risks. The course is aimed at
studying information security standards (including the ISO/IEC 27000 series), principles of
Information Security Management Systems, methods for risk assessment and mitigation, threat
and vulnerability modeling, as well as developing the ability to design and implement risk
reduction measures and ensure the required level of security for information systems.

10.Summary: This discipline examines the technologies and methods necessary to plan applications
in terms of security, protect against threats, and maintain the integrity and confidentiality of
Information Systems. Students who master the discipline acquire the knowledge and skills
necessary for the design and development of secure applications and systems

11.Competence: Knows the modern elemental base of digital devices, the main trends of its
development, the basics of circuit design of digital circuits and the conditional graphic
designations of elements in accordance with current standards, as well as a general understanding
of the architecture, characteristics and methods of application of microprocessor systems.
Expected result: : knows information security standards and regulatory requirements; applies
information security management principles; identifies and evaluates information security risks;
applies the basic requirements of ISO/IEC 27001 and other standards; develops Information
Security Policy and management documents; Masters the basics of conducting security audit and
monitoring.

=

BIl/ PTB | a)Python Emtu- XKazbarra 1. TpepexBusutrep: C# Tininae 6armapnamanay Kownpip6aes H.b.-
TK 3208 | Timinme XaH IMucemenno | 2. IMoctpekBusurrep: JKacanapl uHTewekT, MammHaneik OkbiTy, Al & CyberSecurity, | PhD
B/ PYaP | Garpmapnamanay 9K3a- written form Kayinciznik Hefiponakerrepi
KB 3208 | / MeH 3. IlonHiH MakcaThl: By Kypc cTyaeHTTepIiH KoJiaHOabl, FBIIBIMH 5KOHE HHKEHEPIIIK ecenTep/i
BD/E | PP TIporpammupos exam mienty yiriH Python Tinin madganmansin GarmapiaMalibik jkacakTama o3ipieyaeri TEOPHsIIBIK
C 3208 | aHwue Ha A3BIKE OimimMaepi MEH TPAKTHKAIBIK JaFibLIapblH JaMbITyFa, COH/Aal-aK 3amaHayu Oarmapramarnay
Python/ KOHE JIepeKTepil Tajjgay oHicTepiH MeHrepyre OarbiTTanraH. bynm kypc Python
Python OarnapiamMalnayblHBIH HeETi3/lepiHe, COHBIH ILIIHAE HEerisri TUINIK KypbUIBIMIApFa, IepeKTep
programming KypbUIbIMIapbIHa, QyHKIUsIIApFa, 00ObEKTIre OarbITTaNFaH OaFqapiaManayfa, epeKIemiKTepIl

eHJIeyre JoHe (aiinmapabl Oackapyra OarbiTranraH. CoHpal-ak, alrOpHTMICpAl d3ipiey,
MOZYJIBAIK OaFmapiamManapibl Kypy jkKoHE CTAHIAPTTHI KiTallXaHajap MEH 3aMaHayH d3ipiiey
KypangapblH maiiganany Mocesienepin Kamtuabl. Keickama masmysbl: By kypcra Python
TUMHIH OapIiBIK HETi3ri MYMKIHIIKTEepi jKoHe oyap/pl Oargapramanapisl d3ipiey KesiHuae
KoJIlaHy KapacThIpbulajibl. barnapinamanapiblH KeH ayKbIMbIH Kypy yuie Python Tinminig
KiTanxaHajapblHa cunarTaMa Oepiiesi.

4. Kyseiperriniri: OBIl npuHnunrepin Oimemi, nporpamMmanay OpTalapbIMEH SKYMBIC

MPUHLUITEPUH HWIepreH; MporpaMmaiay Tilli KYpbUIBIMBIH, YFBIMAAPBIH, MYMKIHIIKTEPiH
oineni. I1T omictemeci MEH KypalmapblH KOJJaHa aiajpl; TUIAIH CTaHAAPTThl KiTalXxaHaChIH
MEHrepreH; OariapiaMaHbl xo0anaiiiel, Oanrtaii anausl

Kytinerin Hatmkenep: Python Tininge anropurmaep MeH OaFiapiaMaibIK HICSHIIMAED 3ipIIe/i;
JepeKTep KypbUIBIMIApPbl MEH (GYHKUHSsUIApAbI THIMII KOJIaHAIbl, OaraapiiaMalblK KOATHI
TanAai b, TECTIICH Il KoHE OHTalIaHABIPAIbL; (hailiiapMeH, MOIYJIbASPMEH KoHE IepeKTepIi
OHJICY KypaJllapbIMEH KYMbIC iCTEl/1i; MPaKTUKAJIBIK €CeNnTep i alTOPUTMAIK TCIIAEP apKbUIbI
LIEIIEI]. .




1.
2.

3.

IpepexBu3uTtsl: TeXHOIOTUS IPOrpaMMpoBaHus Ha si3bike CH#

IoctpexBusutsr: MckyccTBeHHbII nHTELIEKT, MamnaHoe o0y4enue, Al & CyberSecurity/ Al,
Heiipomnaketsl 6e30macHOCTH

Henp aucummmeel:  Llenplo  ITUCHMIUIMHBL  sIBIsSETCS (OpMHpOBaHHE Yy  CTYJCHTOB
TEOPETUUECKUX 3HAHMI U MPAKTUYSCKUX HABBIKOB Pa3padOTKU MPOrPaMMHOIO 00eCIIeUEHHS C
HCIIOJIb30BaHKEM s13bIka Python juist perieHns npukiaHbIX, HAYYHbIX 1 HH)KEHEPHBIX 33714, a
TAK)Ke OCBOCHHE COBPEMEHHBIX METO/I0B IIPOrPAMMMPOBAHHMS ¥ aHAIM3a AAHHBIX. Jluciunina
HalpaBJieHAa Ha W3YYCHHE OCHOB MPOrpaMMHUpOBaHus Ha si3bike Python, Bkirowas Ga3oBble
KOHCTPYKUMH  5I3bIKa, CTPYKTYpbl JaHHbIX, (QYHKLIHH, OOBEKTHO-OPHEHTUPOBAHHOE
MporpaMMHpoOBaHue, 00pabOTKy HCKIOUeHHH u paboTy ¢ dainamu. PaccmarpuBarotcs
BOIPOCHl  pa3pabOTKU aJIrOPUTMOB, CO3/aHUSI MOMAYJBHBIX IPOTPaMM, HCIOJIb30BAHUS
CTaH/IapTHBIX OMOIMOTEK U COBPEMEHHBIX HHCTPYMEHTOB Pa3pabOTKU

. Kpartkoe comeprxanne: B 1aHHOM Kypce pacCMaTpHBAIOTCSI BCE OCHOBHBIC BO3MOYKHOCTH SI3bIKA

Python u ux npumeHenue mnpu paspadbotke mporpamm. Jlaetcst omucanne OHOIMOTEK SI3bIKA
Python, He0OXOAUMBIX /ISl CO3@HHS IIKPOKOTO KPyra IMporpaMm.

. Kommerentnocts:  3naer mpuanmunel  OOIl, npuHmumsl  paboTel  co  cpepamu

MIPOrPaMMHPOBAHHUS; 3HACT CTPYKTYPY, MOHSATHS, BO3MOXKHOCTU SI3bIKa MPOrPAMMHUPOBAHHS.
YMeer nosp30BaThCsi MeToAuKOi u cpenctBamu [1T; Brajeer craHmapTHO#H OuOIMOTEKON
SI3bIKa; IPOEKTUPYET, HACTPAUBACT IIPOTPAMMY

. Oxunaemble pe3ynbTaThl: PazpabarhiBaeT alropuTMbl M IPOTrPAMMHBIE PEIICHUS Ha sI3bIKE

Python; s3ddexTHBHO HCHOIB3yeT CTPYKTYPHI AAHHBIX U (DYHKINH; aHATH3UPYET, TECTUPYET U
ONTHMH3HUPYET MPOTPaMMHBIA KoOj; paboraer ¢ (ailamu, MOAYIIMH W HHCTPYMEHTAMH
00pabOTKH JIAaHHBIX; PEIIAeT NPAKTHYCCKHE 331241 C HOMOIIBIO AITOPUTMHUYECKUX MOAXO/IOB. .

Konsip6aes H.b.- PhD

. Prerequisites: Programming technology C #
. Prerekvizites: Artificial intelligence,/Machine learning, Al & CyberSecurity/ Al, Neuropackages

of security.

. Aim of the course This course aims to develop students' theoretical knowledge and practical

skills in software development using Python to solve applied, scientific, and engineering
problems, as well as to master modern programming and data analysis methods. This course
focuses on the fundamentals of Python programming, including basic language constructs, data
structures, functions, object-oriented programming, exception handling, and file management.
It also covers issues of algorithm development, modular program creation, and the use of
standard libraries and modern development tools.

. Short content: This course covers all the basic features of the Python language and their

application in program development. The description of Python libraries necessary for creating
a wide range of programs is given.

. Competence: Knows the principles of OOP, knows the principles of working with programming

environments; knows the structure, concepts, and capabilities of the programming language.
Uses PT methods and tools; owns the standard library of the language; develops and configures
the program

Expected results: Develops algorithms and software solutions in Python; effectively uses data
structures and functions; analyzes, tests and optimizes program code; works with files, modules
and data processing tools; solves practical problems through algorithmic approaches..

Konyrbayev N. B.
PhD
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IpepexBusurrep: C# Tininae Garmapiamanay TEXHOJIOTHSCHI

IoctpexBusurrep: acaunel wuHTennekr, MammHanslk okpiTy, Al & CyberSecurity,
Kayincizaik HeiiponiakerTepi

[MonnHin Makcatel: «Python kemeriMen MoniMeTTep KOpBIH MaiiianaHy» IOHIH OKBITYIbIH
Makcatbl OuriM anymsuiapaa Python Garmaprmamanay TimiH HaiinanaHa OTBIPBIT JIEpPEKTEp
0a3ajapbIMEH ©3apa 9pPEKeTTeceTiH OaFaapiaMalnblK KOCHIMIIATIAp/bl 93ipiiey calachIHAAFbI
TEOPHSIIBIK OLTiMIEp MEH MPAaKTUKAIBIK JaFIbUIap bl KalbINITaCThIpy O0Jbin Tabbunaabl. [lon
PEIBILUSIIBIK JKOHE PESILUSIIBIK eMec IepeKTep OasanapbIMeH KYMbIC icTey HeriznepiH, Python
apkbuibl  SQL-cypaynapiasl OpblHIAY oHE Kocbuly omictepiH, ORM TexHoNOrusapbiH
KOJIaHyJIbl  3epielieyre, COHJIAaW-ak JepeKTepil cakTay, OHJAey OJKOHE Tajjay YILUiH
OarqapaMa’blk MeimMaep i xooanay, icke achlpy jKoHE OHTAMIaHIBIPY, ONApAbIH TYTACTHIFbI
MEH Kayilci3airid KaMTaMachl3 ety OUTIKTEepiH JaMbITyFa OarbITTalFaH.

Kpickama masmynsl: Sqlite3 kitTamxaHacbl KypcTa MoamiMeTTep 0a3achlH Oackapy Kyieci
petinae Konmanbuiaabl. Kypcra i3mey poOOTTapeiH, COHIAl-aK [OepeKTepli >KMHAYy MeH
BU3yaJIM3aLMsIAYIbIH KOI CaThUIbI MPOLECTEPiH KYpy KapacTblpbuiaipl. JlepekTepii oHaii
BU3yasM3alpsiay yuria D3 kiTanxaHacsl KOJIIaHbLIa bl

Kyseiperriniri: OBIl  npunmunrepin Outemi, mporpammainay OpTaJapbIMEH  KYMBIC
MPUHIMITEPUH WrepreH; mporpaMmanay Tilli KYpbUIBIMBIH, YFBIMIApbIH, MYMKIHAIKTEpPiH
oineni. I1T smicremeci MEH KypalmapblH KOJJIaHA aiajpl; TUIAIH CTaHAAPTTHI KiTallXxaHachIH
MeHrepreH; OarapiaMaHbl xobanaiiiel, Oanrtait anaast

Kytinerin votmxenep: Python mepexxopnapeina koceuiaas; CRUD sxone SQL cypaynapbia
OpBIHJAN/IBI; ePEeKTepIi OHICH/II KOHE TaJaii/ibl; TpaH3aKUHsIAp MEH KaTelepii eHIey.i
KOJIJAHA/IbI; MAJIIMETTep 0a3achIH OipiKTIpeTiH KOCHIMIIAIAP/IbI 93ipiIeiiii.

WWW.coursera.com

IIpepexBusutsr: TexHomorust mporpaMMpoBaHus Ha s3bike CH#

IoctpekBusutsr: VickyccrBenHbIl nHTELICKT, Marmuuoe ooyuenue, Al & CyberSecurity/ Al,
HeiiponakeTs! 6e30macHOCTH

Hens aucummuumuel: Llensio uzydeHus aucuuiuimeel «Pabota ¢ 6azamu naHHbIX B Python»
siBIsieTcst GOpMHUpOBaHUE Y 00YYAIOLIMXCS TEOPETHYECKUX 3HAHUH M NMPAKTHYECKUX HABBIKOB
pa3paboTKM TPOrpaMMHBIX TIPWIOKEHHH JUI B3aUMOJACHCTBHS ¢ 0a3aMM JaHHBIX C
UCIIOJIb30BaHHUEM si3bIKa IporpaMmupoBanust Python. /lucuumivHa HampasieHa Ha U3ydeHHE
OCHOB pabOTHI C PENIALMOHHBIMU U HEPEIALHOHHBIMU 0a3aMM IaHHBIX, METOO0B TOIKIIOUEHHUS
u BoeimonHeHus: SQL-3ampocoB u3 Python, mcmons3oBanns ORM-texHOMOTHiL, a Takke Ha
pa3BUTHE YMEHUI IPOEKTUPOBATh, PEaIM30BbIBATE U ONITUMH3UPOBATD IPOIPAMMHBIEC PEIICHHS
UL XpaHeHus, oOpaOOTKM W aHalu3a JaHHBIX € OOECIeYeHHEM HX ILEIOCTHOCTH U
0e301acHOCTH.

Kpatkoe conmepxanne: bubnmoreka Sqlite3 ucmosip3yeTcss B KaueCTBE CHCTEMbI yIPABICHUS
0azamu JaHHBIX B Kypce. B Kypce paccmaTpuBaeTcst Co3laHUE TOMCKOBBIX POOOTOB, a TaKxkKe
MHOT'OCTYTIEHYAThIX IPOLIECCOB cOOpa M BU3yalM3allMU JaHHBIX. JUJIs JIeTkod BU3yalu3aluu
JAHHBIX UCTIONB3yeTcst Onbanoreka D3.

KommerenTtHocTh:  3Haer mpuHmumsl OOIl, npuHOUNBI  paboTBI €O CpefaMu
MIPOrpaMMUPOBAHHUS; 3HAET CTPYKTYDY, IMOHSATHS, BO3MOXKHOCTH S3bIKA IPOTrpPaMMHPOBAHMUS.
YMeer monp3oBaThCs MeTOAMKOW W cpenctBamu IIT; Biaseer craHmapTHOH OMOIMOTEKOM
SI3BIKA; TIPOCKTHPYET, HACTPAUBALT MPOTPaMMy

OrxuziaeMble pe3ysbTaThl: MOAKIIOYaeTcst K 6a3am NaHHBIX U3 Python; BbImosHser onepanuu
CRUD u SQL-3anpockl; 00pabaTeiBaeT U aHAIM3UPYET JAHHbBIE; NMPUMEHSET TPaH3aKLUH U
00paboTKy omMOOK; pa3padaThiBacT MPUIIOKEHHUS C MHTErpauner 6a3 TaHHBIX.

wWww.coursera.com
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. Prerequisites: Programming technology C #

WWW.coursera.com

2. Post-requirements: Artificial intelligence,/Machine learning, Al & CyberSecurity/ Al,
Neuropackages of security.
3. The purpose of the discipline: The objective of studying the discipline "Using Databases with
Python" is to develop students' theoretical knowledge and practical skills in developing software
applications for interacting with databases using the Python programming language. The course
is aimed at studying the fundamentals of working with relational and non-relational databases,
methods of connecting to databases and executing SQL queries from Python, the use of ORM
technologies, as well as developing the ability to design, implement, and optimize software
solutions for data storage, processing, and analysis while ensuring data integrity and security..
4. Summary: The Sqlite3 library is used as a database management system in the course. The
course discusses the creation of search robots, as well as multi-stage data collection and
visualization processes. The D3 library is used for easy data visualization.
5. Competence: Knows the principles of OOP, knows the principles of working with programming
environments; knows the structure, concepts, and capabilities of the programming language.
Uses PT methods and tools; owns the standard library of the language; develops and configures
the program
Expected results: connects to databases from Python; performs CRUD and SQL queries;
processes and analyzes data; applies transactions and error handling; develops database
integration applications.
TpaekTopusl
M | BIl/ AKA a) AKNapaTThIK Emtux Tect 1. IlpepekBesurrep: AKIApaTTHIK KayilCi3MiKTi CTaHAApTTAY JKoHE OacKapy JlaytbaeBa A.O.-
5 TK gg(lm Kayincizaik aH Tect 2. Iocrpexsusurrep: Kocinrik nonaep T.F.K., IOIICHT.
BI/K ooal | (AK) aynurin Dk3am test 3. IlonHIH MaKcaThl: «AKHaparThIK Kayinci3mik (AK) ayanTiH yibIMIacTRIpyIIBUIBIK KAMTaMachI3
B B yHBIMIACTBIPY eH eTy» MOHIH OKBITYIbIH MakKcaThl OUTIM anylibliapia aKmapaTThlK Kayilci3mik —ayauTi
BDJ/E | 3301 IBUTBIK Exam yaepicTepiH YHBIMAACTBIPYHIBUIBIK Oackapy canachlHAAFbl TEOPHUSJIBIK OLTIMAED MEH
C OSIS | kamramachI3 MPAKTHKAIBIK JaFAblUIapAbl KaIbIITACTRIPY OOJIBINT TaObUtaabl. [1oH aKmapaTThIK Kayirci3mik
?3 o1 ety / ayAUTIH YHBIMIACTBIPY JKOHE JKOCTIapiIay KaFuIaTTapblH, ayIUTKe KaThICYIIBUIAPIBIH PoJaepi
OpraHu3anuoH MEH KayamnKepuImikTepiH Oeiymi, akKmapaTThIK KayilCi3miKTi KamMTaMachl3 eTYAiH
HOE HOPMATHUBTIK-KYKBIKTBIK KOHE YHBIMAACTHIPYIIBUIBIK HETi3/IepiH, OeiMInenep apachlHAaFbl
obecrieyeHne e3apa OpEKeTTeCY pociMIepiH 3epieieyre, COHAAi-aK aymUTTiH YHBIMIACTHIPYLIBIIBIK
aynuTa MOJISIIB/ICPIH 93ipJiey, aKMapaTThIK JKYHEeIep/IiH KOpFalyblH TEKCepy YIepicTepiH yiuecTipy
“HPOPMAIIMOHH JKOHE aKMapaTThIK KayirCi3MiKk AeHreiiH apTThipy OOMbIHINA OacCKapYIIBLIBIK MISHIiMICD
ol KaObl1ay OUTIKTEpiH JaMBITyFa OarbITTalFaH.
6e3omacHOCTH 4. KpicKkama Ma3MyHbI: AKNapaTThIK KayilCi3iK calachblHAArbl HETi3ri YrbIMIap. AKHapaTThl
(UB)/ KOpFay TETIKTepi, KOMIBIOTEPIIK IKEIUIepAiH Kayilci3miriH KamMTaMachl3  eTeTiH
Organizational OarapiamMalbIK-anmnapaTTeiK Kypauaap. AKIapaTThIK Kayilci3aik )KyHeciH Kypy IpUHIIUITEpI,
support for OpangmayspiepaiH Herisri Oackapy dieMeHTTepi. CBIMCBI3 KEIUICpAIH  Kayincizgik
information TEXHOJIOTHSCHI
security audit 5. KyssIperTinik: AKnapartTsl KOpFayablH Oariap-IaMaiblK-anapaTThiK KYpalaapbIMeH; ecenTey

JKeJTJIepiHJIeT] KOpFay Kypaj-IapbIMeH; AepeKTep 0azacklH Oackapy JKyiienepiHaeri akmaparTTsl
KOpPFay bl KAMTaMachl3 €Ty KypalaapbIMeH XKYMbIC icTeil ataipl; KOMITBIOTEPIIK XKyHe-epIiH
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KOpFally KPUTEPHUIIEpiH; aKIa-paTTaHIblpy OOBEKTLIEpiHIH HOPMATHUB-TIK KY)KaTTap.blH
TaJanTapblHa COMKECTITIH TeKCepy dicTeMeciH Oinei.

KyTinerin Hotmxke: AK ayanTiH yilbIMIacThIpy IbIH HOPMATUBTIK-KYKBIKTBIK JKOHE 9/IiCTEMEITiK
Heri3aepiH MeHrepei. ¥YUBIMHBIH aKIapaTThIK KayilCi3NiK ToyeKelIepiH aHBIKTal, Oaraail
anajpl. AyAWTTIH  MakcaTblH, AayKbIMBIH, KpPUTEpHIIEpiH JKoHE OarJapiaMachiH
KanbIoTacTeipagsl. Kayincizgik cascatel MeH iIKi Oakpliay IMIapaiapblHbIH THIMIUIICH
Oaramaiinpl. AyAUT HOTIKeNepi OOMBIHIIA ecell, KOPBITBIHIABI XKOHE TY3CTY LIapaapbIHBIH
JKOCTIApBIH 33ipJieil ajajibl. AKNapaTThlK KayillCi3[JiK TalanTapblHbIH OPBIHIATYbIH OaKbLIay
JKOHE JKETIIIIPY MEXaHU3MICPiH YChIHA L.

IIpepexBU3UTHL: Cranaaprusauus u ynpasieHue HHOPMAMOHHOI 6e30MaCHOCTBIO

ToctpexBusutsr: [Ipodunupyromiye TMCUUTLTHHBL

Henb aucuumussl: Llenbio n3ydenns qucuumiuibl « OpraHu3alioHHOE 00eceYeHre ay/uTa
unpopmarmonHoit  6e3omacHoctu  (UB)» sBusercs  QopmupoBaHue y  00ydarommxcs
TEOPETHYECKUX 3HAHUH M NPAKTHYECKHX HABBIKOB B 00JACTH OPraHU3ALMOHHOTO yIIPABICHUS
IporeccaMu ayauTa HHQOPMAIMOHHOH Ge30nacHOCTH. JIUCIMILINHA HAaIpaBIeHa Ha H3YYCHHE
NPUHLIUIOB OpraHM3allid W IUIaHWpoBaHuWs ayauta Wb, pacnpeneneHus poseil u
OTBETCTBEHHOCTH YYaCTHUKOB ayJUTa, HOPMAaTHBHO-NPABOBBIX M OPraHM3ALMOHHBIX OCHOB
obOecrieuennss WH(POPMALMOHHOW O€30MACHOCTH, MNPOLEAYP B3aUMOICHCTBUS  MEXIY
HOZIpa3/eICHUSIMH, a TAKXKE Ha pa3BUTHE YMEHHUI pa3pabaTbiBaTh OpraHU3allHOHHBIE MOJEIH
ayauta, ~ oOecreynBaTh  KOOPIMHALMIO  IIPOLECCOB  IPOBEPKH  3AINHIICHHOCTH
HH(OPMAIMOHHBIX CHCTEM U (POPMHUPOBATH YIIPABICHYECKHE PELICHHS T10 ITOBBILICHUIO YPOBHS
nH(POPMAIINOHHON 6e30I1aCHOCTH.

Kpatkoe conepxanue: OCHOBHbIE HOHSTHSA B oOnacth MH(OPMALMOHHONH O6E30MacHOCTH.
MexaHu3Mbl 3alIMThl MH(OPMAIMK, HPOrPaMMHO-ANNApaTHbIE CpPEACTBA OOeCIeYeHHs
0€30MacHOCTH KOMIIBIOTEPHBIX ceTeid. [IpHHIMITBI TTOCTPOCHUSI CUCTEMbI MH(OPMAIUMOHHON
0e30macHOCTEl, OCHOBHBIC OJJEMCHTHI YIPABJICHHS MEXKCETEBBIX OSKPaHOB. TEXHOJOIHs
6e3omacHoOCTH OecIIpOBOIHBIX ceTelt

Komnerenmus: Ymeer paboTaTh ¢ HpOrpaMMHO-aINapaTHBIEMH CPEICTBAMH  3aIlUTHI
nH(OpMaIMKY; CPEINCTBAMM 3alUTHI B BBIYUCIHUTEIBHBIX CETAX; CPEACTBAMH OOECTICUCHUS
3alUTBl WHPOpPMAIMK B CHCTEMaxX yIpaBlicHHWs O0a3aMH [aHHBIX;  3HAET KPUTEPHH
3AIUIICHHOCTH KOMIBIOTEPHBIX CHCTEM; METOAWKH IIPOBEPKH 3alUIICHHOCTH OOBEKTOB
nH(popMaTH3aLNK Ha COOTBETCTBUE TPe-O0BaHUSIM HOPMATUBHBIX JJOKYMEHTOB.

OskupaeMblii pe3yibTaT: BiageeT HOPMAaTHBHO-NPaBOBBIMH M METOIAMYECKHMH OCHOBAMH
opranuzanuu ayauta VB, MoXeT BBISBIATH M OLCHHUBATH PHCKH HH(POPMALHOHHOM
6esomacHocti Opranuzanuu. GopMUpyeT 1esb, MaciTad, KPUTEPUU U MPOTPaMMy ayJuTa.
OrnennBaer 3(GHEKTUBHOCTh MONUTHKH OE30MACHOCTH W Mep BHYTpeHHEro KoHTpois. Ilo
pesyibTaTaM ayauTa MOXET COCTAaBIISATh OTYET, 3aKIIOYCHHE U IUIAH KOPPEKTHPYIOLIHMX
MeporpusaTiil. ObecrieunBaeT MEXaHH3Mbl KOHTPOJISI M COBEPIICHCTBOBAHHS BBIMOJIHCHUS
TpeboBaHHil HHYOPMAIMOHHOHN 0E30MaCHOCTH.

JaytbaeBa A.O.-
K..T.H., JOUCHT




. Prerequisites: Standardization and information security management

. Post-requirements: Profile disciplines

. The purpose of the discipline: The objective of studying the discipline "Organizational Support
for Information Security Audit" is to develop students' theoretical knowledge and practical skills
in the organizational management of information security audit processes. The course is aimed
at studying the principles of organizing and planning information security audits, defining roles
and responsibilities of audit participants, understanding regulatory and organizational
foundations of information security, procedures for interdepartmental coordination, as well as
developing the ability to design organizational audit models, ensure coordination of information
system security assessments, and support managerial decision-making to improve the overall
level of information security..

. Short content: Basic concepts in the field of information security. Information protection
mechanisms, software and hardware tools for ensuring the security of computer networks. The
principles of building an information security system, the main controls of firewalls. Wireless
network security technology

. Competence: Knows how to work with software and hardware means of information protection;
means of protection in computer networks; means of ensuring the protection of information in
database management systems; Knows the criteria for the security of computer systems;
methods of checking the security of informatization objects for compliance with the
requirements of regulatory documents

. Expected result: Master the regulatory, legal and methodological foundations of the
organization of the audit of JSC. Can identify and assess the organization's information security
risks. Forms the purpose, scope, criteria and program of the audit. Evaluates the effectiveness
of security policy and internal control measures. Based on the results of the audit, it can develop
a report, final and corrective action plan. Provides mechanisms for monitoring and improving
the implementation of information security requirements..

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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IIpepexBe3uTTEP: AKnapaTThIK KayilCi3aikTi cTaHKapTTIay jKoHe GacKapy,

ToctpekBu3uTTep: AKNapaTThIK XYHenep Kayinci3airiHii ayuTi MeH MEHEKMEHTI, 3USH/IbI
OarapnamanapaH KOpray ,oHEe HHIMACHTTEPAl aHbIKTay, YJIKeH AEPEKTep Kayirci3iiri.
IToHHIH MakcaThl: «AKIApaTTHIK KayilCi3AiKk ayJUTiH oiCTeMEIK KaMTaMachl3 €Ty» IOHIH
OKBITY/IbIH MaKCaThl OLTIM alyIIblIap/a aKIapaTThIK Kayilci3ik ayIuTiH YIHBIMIACTBIPY KOHE
JKYPri3y YIIH 9iCTeMEeNiK TOCciIAepai o3ipiey >KoHE KOJaHy CallachIHIAFbl TEOPHSUIBIK
OimimMIep MEH IPaKTUKANBIK JaFAbLIap/Abl KIbINTaCThIPy O0ubin Tabbuiabl. [1oH akmapaTThiK
Kayilci3[Qik ayIuTiHIH HOPMATHBTIK-d/iCTeMeNiK 0a3achblH, aKMapaTThIK KayiICi3mik
TaJanTapblHa COMKECTIKTI Oaraiay KaruIaTTapblH, TOYEKeNiep MEH OCAJJbIKTapbl Taniay
oNiCTEepiH, aKMapaTThIK KYHeJIepaiH KOPFalyblH TEKCepy PICiMAEpiH 3epaeneyre, CoHaan-aK
ayJUT dJiCTeMENepiH d3ipiey, aKnapaTThlK PecypcTapblH KOpFaly NeHreiliH Oaranay joHe
aKIapaTThIK KayilCi3OiKTi KeTinmipy OOMBIHIIA YCHIHBICTAp Oepy OLTIKTEpiH IaMbITyFa
OarbITTANIFaH.

Kpickama mazmyssl: [ToHHIH cunaTTamachl: Byt moH Ka3ipri 3aMaHfbl TEXHOJIOTHSIAP/bI JKOHE
KOMITBIOTEPIIIK aKIapaTThl KOPFayIblH OariapiiaMaliblK-TeX HUKAJIBIK KYpaJIapblH 3epTTEyre
apHanraH. OHBIH Ma3MyHBI Oec Heri3ri OarbITTBl KaMTHJIBI: KOMITBIOTEPIIK INa0ybUIIapbl
aHBIKTAy, OpaHaMaysp, BHPTYaJ/bl KEKE KENijIepai YHbIMIACTBIPY, aKmapaTThl eHJACYIiH
KayiIci3 TeXHOIOTHsIAPhI )KOHE KOMITBIOTEPITIK JKEIIepAeri aknapaTThlK Kayirnci3aiK ayauTi.
Hormxe: Kyperbl asikraraHHaH KeWiH CTYJCHTTEpP KOMIIBIOTEPIIIK JKENiIeperi akmapaTThl
KOpFay/IbIH 3aMaHayH diCTepl MEH TEXHOJIOTHsIAPBI Typasibl OitiM anaasl. Onap akmapaTThiK
KyHenepai maiiianaHyMeH OaiIaHbICThI KayinTep MEH TOyeKeNAepl Tajaai anasl, COH/aii-
aK aKMapaTThIK KayilCi3iKTi KaMTaMachl3 €Ty YIUiH THICTI KOpray oJicTepi MEeH KypallapblH
YCbIHA aJla/ibl KOHE KOJIJJaHa aJla ibl.

KysblperTinik: AKnapatTbl KOprayablH OaraapiaMasblK-annapaTThlK KYpaiaapbIMeH; ecenTey
JKeIIepiH/Ieri Kopray Kypaji-JapbIMeH; JepekTep 6a3achkiH OacKapy jKyHenepiHaeri aknapaTTsl
KOpFay/ibl KAMTaMachl3 €Ty KypaJiiapbIMEH )KYMBIC iCTEH ana/ibl; KOMITBIOTEPIIK Ky#e-JepIin
KOpFally KpUTEpUIIEpiH; aKMa-paTTaHIblpy OOBEKTLIEpiHiH HOPMATUB-TIK KYXKaTTapJbIH
TaJanTapblHa COMKECTITIH TEKCepy dIicTeMeciH Oinei.

Kyrinerin notuxe: AK ayanTin yYHBIMIACTBIPY IbIH HOPMATUBTIK-KYKBIKTBIK JKOHE 9JIiCTEMEIiK
HeTi3JepiH MeHrepeai. ¥WBIMHBIH aKIapaTThIK Kayilci3giK ToyeKeJIepiH aHbIKTal, Oaraiail
amanpl.  AYIOWTTIH  MakCaThlH, AayKbIMBbIH, KPHUTEPHIJIEpPIH JkoHE OarmapiaMachiH
KanbInTacTeipaasl. Kayimnci3mik cascatel MeH imKi Oakpiiay MIapaiapblHBIH THIMIUTITIH
Oaranaiipl. AyauT HOTHXKeJepi OOMbIHIIA ecerl, KOPBITBIHABI JKOHE TY3€Ty MIapaiapbiHbIH
JKOCTIAPBIH d3ipiieil amajbl. AKNapaTThlK KayillCi3[MiK TalanTapblHBIH OPBIHIATYBIH OaKbLIay
JKOHE JKETUIIIPY MEXaHU3MACPIH YChIHAIBL

Jlayr6aesa A.O.-
T.F.K., JOLEHT.
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IpepexBusuthr: OCHOBBI HHGOPMAIIMOHHOW OE30MACHOCTH,

ITocTpeKBU3UTEL: AyUT ¥ MCHEIDKMEHT 0€30I1acHOCTH HH(POPMALIOHHBIX CHCTEM, 3alUTa OT
BPEIOHOCHBIX NIPOrPaMM U OOHApyKEHUE HHIUICHTOB, 5e30acHOCT GOJIBIINX JaHHEIX
Lens pucnumumess: Lenbio u3ydeHnst gucuuiumasl «Mertogudeckoe oOecredeHne ayauTa
nHdopmarmonnoii  6ezomacHoct  (UB)» sBusercs QopmupoBanume y 0oOyuarommxcs
TEOPETHYCCKUX 3HAHMN M MPAKTHYECKHX HABBIKOB B 00JACTH Pa3pabOTKH M NPUMCHEHHS
METOAMYECKUX IOAXOMOB K OpraHM3alMd M MPOBEACHHIO ayIuTa HHGOPMALHOHHON
OesomacHocTH. J[MCIMIUIMHA HAmpaBiieHa HA H3y4YCHHE HOPMATHBHO-METOAMYECKOIl 0a3bl
ayauta 1B, DNpPUHOMIOB OLEHKH COOTBETCTBUS  TPeGOBaHMSIM  HH(OPMALOHHOMN
0€30MaCHOCTH, METOIOB aHaIN3a PUCKOB M yS3BHUMOCTEHl, IPOLELYyp MPOBEICHHS IPOBEPOK
3QIIMNICHHOCTH HH(POPMALIMOHHBIX CHCTEM, a TAKXKE Ha Pa3BUTHE YMCHHMIT pa3pabaThBaTh

JaytbaeBa A.O.-
K..T.H., JOLECHT




3.

METOJUKH ayJquTa, OLEHHBATh YPOBEHb 3alUIICHHOCTH HH(OPMAIMOHHBIX PECYpCOB H
GbopMHpOBaTh  PEKOMEHJAMM 10  COBEPLIEHCTBOBAHHIO  CHUCTEMbI  OOeCreYeHHs
UHPOPMAIIMOHHON 0E30MaCHOCTH.

Kpatkoe conepskanue: [laHHas MUCUMIUIMHA TpeJHA3HAYCHA Ui M3y4YCHHs COBPEMEHHBIX
TEXHOJIOTHI U IPOTrPAMMHO-AIAPaTHBIX CPEJICTB 3aIUThl KOMITbIOTEpHOU HHpopMarmu. B ee
coJiep)KaHHe BXOMAT MATh OCHOBHBIX HAIpaBJEHHH: OOHAPYKEHHE KOMIIBIOTEPHBIX arak,
MEKCETEBOE ODKPAaHMPOBAHWE, OPraHU3alMs BHUPTYaJbHBIX YACTHBIX CETEH, TEXHOJIOTHH
3aMMIIEHHON 00paboTKM wHGpOpPMAMK W ayauT HH()OPMAIMOHHOW 0E30IacHOCTH B
KOMITBIOTEPHBIX ceTsiX. Pesynbrar: [10 3aBepiieHrn Kypca CTyJEHThI MPUOOPETAIOT 3HAHUS O
COBPEMEHHBIX METO/IaX U TEXHOJIOTHAX 3alIUThl HHPOPMALMH B KOMIIBIOTEPHBIX CeTsX. OHH
YMEIOT aHAJIN3UPOBATh YIPO3bl M PHCKH, CBSI3aHHBIC C HCIIOJIb30BAaHHEM HH()OPMAIMOHHBIX
CHCTEM, @ TaKXe MOTYT HPE/JIOKUTh U MPUMEHUTh COOTBETCTBYIOIIHE METOIBI M CPEICTBA
3alMThl JUTs o0ecneyeHus: HHPOPMAIMOHHON 0e30MacHOCTH

Kommerenums: Vmeer paboTath ¢ OPOrpaMMHO-ANIapaTHBICMH CPEACTBAMH  3aLIUTHI
nH(OpMAIMKY; CPEICTBAMH 3all[UTHl B BBIYUCIHUTEIBHBIX CETSAX; CPEACTBAMH OOECIICUCHUS
3alUThl MHPOpPMAIMK B CHCTEMax yNpaBlicHWs O0a3aMH JaHHBIX;  3HACT KPUTEPUH
3AIMHIICHHOCTH KOMIBIOTEPHBIX CHCTEM; METOAMKH IPOBEPKH 3aIIHUIICHHOCTH OOBEKTOB
nH(bOPMATU3ALKHI Ha COOTBETCTBHE TPE-00BaHUSIM HOPMATUBHBIX IOKYMCHTOB.

Oxumaemblii pe3ynbTar: Bnajgeer HOPMAaTHBHO-NIPABOBBIMA M METOJMYECKHMH OCHOBAMH
opranuzauuu ayauta VB, MoeT BbISBIATH M OLCHUBATH PHCKH HH(POPMALHOHHOM
6esomacHoct Opraumsanun. Popmupyer 1enb, MaciuTad, KPUTEPHU U IPOTPAMMy ayIHTa.
OueHuBaet 3QPeKTUBHOCTh MOJUTHKH OE30MaCHOCTH M MEp BHYTPEHHEro KOHTpoust. Ilo
pe3yiabTataM ayJuTa MOXKET COCTaBISITh OTYET, 3aKIIOYCHHE M IUIaH KOPPEKTHUPYIOLIHMX
MmeponpusaTuil. OGecreynBaeT MEXaHU3MBl KOHTPOIS M COBEPLICHCTBOBAHHS BBIIOJIHCHHS
TpeboBaHuid MHGOPMAIIMOHHOW OE30MaCHOCTH.

N —

Prerequisites: Basics of information security,

Post-requirements: Information systems security audit and management, Malware protection
and Incident Detection, Big data security

The objective of studying the discipline "Methodological Support for Information Security
Audit" is to develop students' theoretical knowledge and practical skills in developing and
applying methodological approaches to organizing and conducting information security audits.
The course is aimed at studying the regulatory and methodological framework of information
security auditing, principles of compliance assessment with security requirements, methods of
risk and vulnerability analysis, procedures for evaluating the security of information systems,
as well as developing the ability to design audit methodologies, assess the level of protection of
information resources, and provide recommendations for improving information security
management systems.Short content: Description of the discipline: This discipline is intended
for the study of modern technologies and software and hardware for protecting computer
information. Its content includes five main areas: detection of computer attacks, firewalling,
organization of virtual private networks, secure information processing technologies and audit
of information security in computer networks. Result: Upon completion of the course, students
acquire knowledge about modern methods and technologies for protecting information in
computer networks. They are able to analyze threats and risks associated with the use of
information systems, and can also propose and apply appropriate methods and means of
protection to ensure information security.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent




4. Competence: Knows how to work with software and hardware means of information protection;
means of protection in computer networks; means of ensuring the protection of information in
database management systems; Knows the criteria for the security of computer systems;
methods of checking the security of informatization objects for compliance with the
requirements of regulatory documents

5. Expected result: Master the regulatory, legal and methodological foundations of the
organization of the audit of JSC. Can identify and assess the organization's information security
risks. Forms the purpose, scope, criteria and program of the audit. Evaluates the effectiveness
of security policy and internal control measures. Based on the results of the audit, it can develop
a report, final and corrective action plan. Provides mechanisms for monitoring and improving
the implementation of information security requirements..

TpaekTopus 2
M | BIV/ AKZ | a)AxknapaTtbl Emtux Tect 1. IIpepexBu3uTTep: AKNApaTThIK KayiICI3AIKTI CTAaHIAPTTAY KOHE OacKapy Anpanosa A.b. - PhD,
5 TK hAT | xopray aH Tect 2. Moctpexusurrep: Kocinrik mauaep aFa OKbITYIIBI
B/ KE KyHhenepin DKx3am test 3. JlMcuMivHAHBIH MaKCcaThl: «AKMapaTThl KOpFay OKyHelepiH anmapaTThIK-TEXHUKAIBIK
KB 3209 | anmaparTbIK- eH KaMTaMachl3 €Ty» IOHIH OKBITYABIH MakcaTbl OiNiM alymbliapia akmnaparTbl KOPFay.blH
BD/E | ATO | TeXHHKaJbIK Exam anmaparThlK JKOHE almaparThIK-OarJapilaMajblK KypalJapblH kobamay, eHri3y JKoHe
C SZ1 KaMTaMachbI3 naiiianany caaachlHAAFbl TEOPHUSIIBIK OLTIMIEP MEH MPAKTUKANBIK JaFIbLIAP bl KATBIITACTHIPY
3209 | ery/ Oombinm  TaObutagpl. [loH akmapaTTel KOPFAayAblH alapaTThIK JKOHE OafmapiamMaibiK-
HTSI | Anmaparso- anmnapaTThIK KYpalfapblH KYpy MEH OJIapIbIH JKYMBIC iCTe€y KaFHAaTTapblH, PYKCATCHI3 KOI
SS TEXHUYECKOE KETKI3yAiH ~ alAblH  aly  OAiCTepiH, mNaiJanaHylmbUIapabl  COMKECTEHAIpY  XKOHe
3209 | obecneueHue ayTeHTH(UKALMsUIAy — KypajJlapblH, Kayinci3mikrti  Oakbliay JKOHE  MOHHUTOPHHITEY
CHCTEM 3aIlUThI TEXHOJIOTUSIAPBIH  3eplelieyre, COHAAM-aK aKMapaTTHIK pecypcTap MEH aKIapaTThIK-
uHpOpMann/ KOMMYHMKAUMSUIBIK  JKYHENepJiH KYNUSJIbUIBIFBIH, TYTACTBIFBIH KOHE KOJDKETIMIUIrH
Hardware and KaMTaMachl3 €Ty YIIiH 3aMaHayd TeXHHKAaJbIK HICHIIMACPl TaHIay, Oanray >KoHE KOJAaHY
technical OLUTIKTEpiH AaMbITYFa OaFrbITTAFaH.
support of 4. Kpickama  Ma3MyHBI:  AKNapaTTbl — anmaparTelK-Oarzapnamanslk — Kopray.  Ecentey
information TeXHHMKACBIHBIH aNmaparTelk Kypannapel, AX Kypy npuHUunTepi. ABTOMATTaHIbIPbUFaH
security JKYHenepAiH Kayinci3airine TOHETIH KaTepIiep/Ii aHbIKTay 9IiCTepi MEH Kypaliiapbl, AKIapaTThl
systems TEXHUKAIBIK KOpray amictepi. JKyiienepaiH KOpraayblH Oaranay KpHTEpHiliepi, akmapaTThiK
Kayilci3[iKTI KaMTaMachl3 eTyJiH OaraapiaMaiblK-alnapaTThlK  KYpalJIapblH — THIMII
naiaanany

5. KyssIpertep: AKmaparThl anmapaTThiK-0ariapia-Maiblk KOpFay TeXHOJIOTHSIIAPBIH MEHTepei,
KOPFaHBICTBIH alMapaTThIK KYPalJapbIHbIH XKYMBIC IPUHIUNTEPiH urepeni, AXK kayincisairine
TOHETIH KaTepiieplli aHbIKTay 9JlicTepl MEH KypallapbliH TaHbIcabl, JKyienepain KopraimybH
Oaranay KpuTepHiiepin Konmana Oury, AK kamMmTamaceI3 eTyIiH OaraapiamManbiK-amnnapaTThiK
Kypanaa-pelH THIM/II Taliaanana oiaesri.

6. KyrineriH HoTmxe: AKNapaTThl KOPFAayAblH allapaTTHIK-TEXHUKAIbIK KypallapbIHBIH

KYPBUIBIMBI MEH JKYMbIC TMPUHIMITEPIH MeHrepemi. Kopray skyienepiHmeri TeXHHKAJIBIK
OCAABIKTAp/bl aHBIKTAN, Kayin paeHredin Oaramaiinel. [ludprnay, ayrenTndukaums,
KOJDKETIMIUTIKTI Oakpuiay JKOHE JKENUTK KOpFay KypanaapblH KoJJaHalbl. AKIApaTThIK
JKYHenepAiH TYTacTBIFbIH, KYNUSUIBUIBIFBIH JKOHE KOJDKETIMALNNIH KaMmTaMachl3 eTeTiH
TEXHUKAJIBIK MIemimMaepal taHpaiasl. Kayincizmik sxaOabIKTapblH jkobanay, Oamray XoHeE
TUIMIIIIriH Oaranay NaF[bUIapblH KAJIBIITACTHIPAAbl. ANNApaTThIK KOPFay KypajlapbIHbIH
JKYMBICBIH TJIJIAIl, KAYiNCi3/liK TaJanTapblHa COMKECTIriH aHbIKTaH bl




IIpepexBU3UTHI: CranaapTusauus u ynpaeienue uH(OpMauuoHHOH GezonmacHocThio [1OCTPEKBU3UTHI:
Ipoduupyiomniye AUCHHIIHHBL

Henp aucumminHel: B kypce paccmarpuBaroTcss MeTobl 3(Q(EKTHBHON MPOBEPKH 3aLIUTHI
naHHbIX. O0CYXIAI0TCSl BO3MOXKHOCTH M METO/[bI OJIOKUPOBAHHS

Lenb mucuuuubl: Lenpro M3yueHHs TUCLMIUIMHBI «ANIIApaTHO-TEXHUYECKOE OOecreueHue
cUCTeM 3aluThl HHGOpPMaLUW» SBISETCS (OPMHUPOBAHUE Y OOYYAIOIIMXCS TEOPETHYECKHX
3HAHUH U MPaKTHYECKUX HABBIKOB B 00JACTH NMPOCKTHPOBAHMS, BHEJAPCHHS M DKCILTyaTalluu
annapaTHO-TEXHUYECKUX CPEACTB 3aliuThl HH(pOpMauuu. JlucuuminHa HampapjeHa Ha
H3y4YeHHEe IPUHLMIOB IMOCTPOCHUS U (YHKIHMOHMPOBAHMS ANNApPaTHBIX M IPOrpaMMHO-
annapaTHbIx CpenCTB 3aIUTHI nHdopmanuu, METO/I0B NPEeI0TBPALLIECHUS
HECAHKLIMOHUPOBAHHOTO  JOCTYyIa, CPEICTB  HMICHTH(GHUKAIMK M  ayTCHTU(HKAIUH
I10JIb30BATENEH, TEXHOJIOTHH KOHTPOJISI U MOHUTOPUHIA 0E30MaCHOCTH, a TAK)KE Ha Pa3BUTHUE
yMeHHIl BbIOMpaTh, HACTpauBaTh U NPHUMEHSATh COBPEMEHHBIC TEXHHYECKHE PEIICHUS s
obecriedeHusi KOH(HACHIUATBHOCTH, IEJIOCTHOCTH U JIOCTYITHOCTH HH()OPMAIMOHHBIX
pecypcoB U HHPOPMALMOHHO-KOMMYHHKAI[HOHHBIX CHCTEM.

Kpatkoe coaepkanue: AmNmapaTHO-MPOrpaMMHas 3amura uHGOpMAIMU. ATmnapaTHbIC
CpelCcTBa BBIYMCIUTENBHOW TEXHHUKH, NpuHOuNbI noctpoeHus WMC. Metongsl u cpenctsa
BBISIBJICHHUSI yTP03 0€30MaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, METO/IbI TEXHUYECKOM 3aLIUTHI
nadopmarmu. Kputepuu OLEHKH 3allUIIEHHOCTH CHCTeM, 3()(GEKTHBHOE HCIOJB30BAHUE
MPOrpaMMHO-aMIMapaTHIX CPeACTB obecreueHus HHPOPMAIMOHHOH OE30MaCHOCTH.
Komnereniuu: Biaseer TeXHOIOTHSIMY annapatHO-porpam-muoii 3U, BiiajieeT npuHIHIaMI
paboThl anmapaTHbIX CPEJCTB 3aLIUThI, 3HAKOMUTCS C METOJAMH M CPEACTBAMU BBISBIICHUS
yrpo3 6GezomacHoctu MC, ymeeT NMpUMEHATb KPUTEPHU OLEHKH 3alUIIEHHOCTH CHCTEM,
3¢ (GeKTUBHO HCIIONB30BaTh MPOrPAMMHO-aIapaTHbIe cpeicTBa obecneuenus Ub.

6. OxupaeMslii pe3ysbTaT: Biaseer crpykTypoii U npuHIMIIaMU paboThI alNapaTHO-TEXHUUECKUX

CPEICTB 3alUTHl HHpOpMaNnH. BEIABIsIET TEXHUUECKHE YSI3BUMOCTH B CHCTEMax 3alllUTHI U
OLICHHMBAET yPOBEHb OMAcHOCTU. Mcmonme3yer cpencrBa MMQpOBaHHs, ayTeHTH(HUKALNH,
KOHTPOJISl JOCTYIa U CETeBOH 3aIUThl. BriOMpaeT TeXHUYECKHE pelieHus], 00ecreunBaoIme
LIEJIOCTHOCTB, KOH(UACHIIMAIBHOCT U JOCTYIHOCTh MH(pOpManMoHHBIX cucteM. dopmupyer
HaBBIKA TIPOCKTHPOBAHWs, HACTPOWKM W ONECHKHM OS(QQPEKTUBHOCTH  00OpYyIOBaHHUS
Oe3omacHoCcTH. AHanmu3uMpyeT paboTy anmapaTHBIX CPEICTB 3allUThl W ONpeIeNsier
COOTBETCTBUE TPEOOBAHUSIM O€30IMACHOCTH.

Anpanosa A.b. - PhD,
CT. PENO/IaBaTelb

N —

Prerequisites: Technologies for protecting computer information/

Post-requirements: Information systems security audit and management, Malware protection
and Incident Detection, Big data security

The purpose of the discipline: The objective of studying the discipline "Hardware and Technical
Support of Information Security Systems" is to develop students' theoretical knowledge and
practical skills in the design, implementation, and operation of hardware-based information
protection mechanisms. The course is aimed at studying the principles of construction and
operation of hardware and hardware-software security tools, methods for preventing
unauthorized access, user identification and authentication technologies, security control and
monitoring mechanisms, as well as developing the ability to select, configure, and apply modern
technical solutions to ensure the confidentiality, integrity, and availability of information
resources and information and communication systems. Summary: Course content: hardware
and software protection of information. Computer hardware, principles of creating is. Methods
and means of identifying threats to the security of automated systems, methods of technical
protection of information. Criteria for assessing the protection of systems, effective use of
software and hardware to ensure information security.

Adranova A. - PhD,
senior lecturer
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. Competencies: Master the technologies of hardware and software protection of information,

master the principles of operation of hardware protection, get acquainted with methods and tools
for identifying threats to the security of Information Systems, be able to apply the criteria for
evaluating the security of systems, effectively use software and hardware tools for ensuring
information security.

. Expected result: Master the structure and principles of operation of hardware and technical

means of Information Protection. Identifies technical vulnerabilities in protection systems and
assesses the level of threat. Uses encryption, authentication, access control and network
protection. Selects technical solutions that ensure the integrity, confidentiality and accessibility
of Information Systems. Develops skills in designing, configuring and evaluating the
effectiveness of safety equipment. Analyzes the operation of hardware protection devices and
determines their compliance with safety requirements.

o —

. IpepexBusurrep: KoMmbroTepiik aknaparTbl KOpFay TEXHOJIOTHsIIAPbY/
. TloctpekBusutrep: AKIapaTThIK XKyienep Kayinci3miriHiH ayuTi MEH MEHEKMEHTI, 3USH/IbI

OarapiamanapiaH KOpray KoHE HHIMACHTTEPAl aHbIKTay, YJIKeH AEePeKTep Kayilci3iiri.

. IlonniH Makcatel: Byn Kypc CTyZeHTTepAiH aKIapaTThIK >KyHelep MeH Kejiiepaeri

JNEPEKTEeP/iH KYMUSUIBLIBIFBIH, TYTACTBIFBIH JKOHE KOJDKETIMIUIINH KaMTaMachl3 €Ty YVIIiH
anmapaTThIK XKOHe OaraapiaMabIK )KacakTaMa aKMapaTThIK Kayilci3aik KypaiaapblH TaHaay,
eHrizy, KOoH(uUrypalusay >KoHe maijanaHny OOWBIHINA TEOPHSUIBIK OlmiMaepi MeH
MPAKTHKAIBIK JaFIbUIapPbIH JaMbITyFa OaFbITTaliFaH. Byl Kypc akmapaTThIK KayilCi3Iikke
KaTepiepai, ecenTey Kynenepit, )KenmiK nHPPaKyPbUTBIM/IBI )KOHE aKIaPaTThIK PECYPCTaP/IbI
PYKCaTChl3 KIpy/EH, aFblll KeTyJICH, ©3repTY/ACH JKOHE JICpPEKTepiH JKOUBbUIYbIHAH KOPFay
onmictepi MeH KypanaapsiH 3eprreiifi. CTyaeHTTep KpunTorpadusuiblK akmapaTThl KOpray
KypanaapbiHbIH, OpaHaMayd3piep/IiH, Oachll Kipy/i aHBIKTAY JKOHE aJ[bIH aly >KYHelepiHiH,
AHTHBUPYCTBHIK KOpPFay KypalIapbIHbIH, almapaTThlK Kayilci3mik MOIYyJbACPIiHIH, Kipy.i
Oakputay jkoHe Oackapy KYHeNepiHiH, COH/ail-aK MaiJaaaHyIbuIapabl ayTeHTUUKAnUsIay
JKOHE COMKECTEHIPY TEXHOIOTHSUIAPBIHBIH KYMBIC TIPUHIUITEPIMEH TaHbICAbl. By KypCThI
asKTaFaHHAH KeHiH CTYASHTTEp: aKMapaTThIK JKyHenepseri KayinTep MEH OCaJIbIKTapibl
Tangai anajpl; OargapiamMaiblK JKOHE alapaTThlK aKMapaTThIK KayilcCi3diKk KypalgapbiH
TaHJal, KOJJaHa  ajajbl; »OKOHE Kipydl Oakpuiay SKOHE — IMaiilaylaHyIIbIIapIIbl
ayTeHTH(HUKAIMIIAY KYpaiaapbliH KOHOUTypalysiai anaisl.

. Kpickama Ma3MyHbI: AKIapaTThl KOPFay KYpalIapbIHbIH KEIIEHASpPiH TEXHHKAIBIK jXo0anay

HKOHE iCKe achlpy. AKIapaTThl KOpray KypaIapblH Kypy Tocinuepine moiy. Kopray TeTikrepin
xobalay KoHe icke acklpy Macelenepi. AKIapaTThl KOpFay MEXaHM3MJIEPiH iCKe achIpyIbIH
TEOPHSIIBIK HeTi3aepi. AKIapaTThl KOPFay TETIKTEPiH iCKe achIpYAbIH YHBIMIACTHIPYIIBLIBIK
Herizaepi. AKHapaTTbl KOpPFayIblH OaFIapliaMalblK-afmapaTThIK dAICTepi MEH KypaliapbiH
KOJIJaHy bl PErJIAMEHTTEHTIH HOPMATUBTIK-KYKBIKTBIK KYXKaTTap.

. Kyseipertep: AKnaparTsl annapaTThIK-0aFapia-MaiblK KOpFay TEXHOJIOTUSUIAPEIH MEHTepeIi,

KOPFaHBICTBIH alMapaTThIK KYPalJapbIHbIH XKYMBIC IPUHIUNTEPiH urepei, AXK kayincisairine
TOHETIH KaTepyiepAi aHbIKTay 9iCTepi MEH KypajaapblH TaHblcamsl, JKyitenepain KopratysiH
Oaranay KpuTepHiiepiH KosigaHa Oury, AK kaMTamachI3 eTyliH OaraapiiaManiblK-arnapaTThiK
Kypaija-pblH THIM/II TalianaHa Oinesi.

. Kytinerin nHoTmke: AKmapaTThl KOpFayIblH OarmapliaMaiblK-alNapaTThIK KypalgapbIHbIH

ApXUTEKTypackl MEH NPHHLIMUNTEPIH MeHrepei. Kpunrorpapusuibik, ayTeHTH()UKAIMSIBIK
JKOHE KOJDKETIMIUTIKTI 0ackapy MeXaHU3MJIepiH KojjnaHanpl. barmapiamanblk —koHE
annaparThlK KOMIIOHEHTTEpIiH OipJieckeH IKYMBICBIH KkoOanam, Oanraiinsl. Kopray
KYpalJapblHblH THIMAUICH, CEHIMIUITIH »KOHE aKmapaTThlK KayilCi3[iK TajanTapbiHa
COMKeCTITiH Tanjaiibl. AKNapaTThlH KYNUSUIBUIBIFBIH, TYTACTBIFBIH XKOHE KOJDKETIMIUIITIH
KaMTaMachI3 €TeTiH KeICH/l MIeiMIep d3ipiaei.

Haceipanun B.K.-
TeXHHUKa
FBUIBIM/IAPbIHBIH
MarucTpi , ara
OKBITYIIBI




1.
2.

3.

[pepexBu3uThl: TeXHOIOTUH 3ALIUTHI KOMITBIOTEPHOH HH(pOpMAaLn/

[MocTpexBU3UTHI: AyIUT U MEHEIKMEHT 0€3011aCHOCTH MH(POPMALIMOHHBIX CUCTEM, 3aIlUTa OT
BPEZOHOCHBIX POrpaMM M OOHApY>KeHUE MHIMAEHTOB, be3onacHocTh OONbIINX JaHHBIX
Henb qucumnunsl: LIepio AUCHUIUINHEI SBIIsieTCst JOPMUPOBAHUE Y CTYICHTOB TEOPETHIECKUX
3HAHUM M NPAKTUYECKUX HABHIKOB MO BBIOOPY, BHEIPCHHIO, HACTPOMKE M JKCIUIyaTaluH
MIPOrpaMMHO-AIIAPAaTHBIX ~ CPEACTB  3aliuThl  MHpOpMALMU Uil OOecreyeHus
KOH(MUICHIMATBHOCTH, LEJIOCTHOCTH M JOCTYITHOCTH JaHHBIX B MH(MOPMALMOHHBIX CHCTEMaX
u ceTsix. B pamkax Kypca paccMaTpHBalOTCs yrpo3bl HHPOPMALMOHHOW 6€3011aCHOCTH, METO/IbI
W CPeACTBA  3alllUTHl  BBIYHUCIMTEIbHBIX  CHUCTEM, CETeBOH HHQPAcCTpyKTypbl U
HH(OPMAIIMOHHBIX PECYpPCOB OT HECAHKIIMOHMPOBAHHOTO JIOCTYIA, YTEUKH, MOIUpuUKauu 1
YHUUTOXKCHUS AaHHBIX. CTYIEHTBI 3HAKOMSITCS ¢ MPUHIMIIAMU (DYHKIMOHUPOBAHHS CPEICTB
kpunTorpaduueckoil 3ammThl HHPOPMAIIMH, MEKCETEBBIX IKPAHOB, CUCTEM OOHAPYKEHHS H
MPEOTBPALICHHST BTOPXKEHHH, CPEICTB AHTMBUPYCHOM 3allUThl, AaNMapaTHbIX MOJIYJEH
0e30MacHOCTH, CHUCTEM KOHTPOJISI M YNpPaBJICHUS JOCTYIOM, a TaKkKe TEXHOJOTHMH
ayTeHTH(HUKALMK ¥ HICHTU(UKALNK 1oJb30BaTeneil. [1o 3aBeplieHHN IUCUUILIMHBI CTYACHT
OyzeT crocoOeH: aHaIU3UPOBATh YIPO3bI U YA3BUMOCTH HH()OPMAIIMOHHBIX CUCTEM; BBIOUpATh
U TPUMEHSATH NMPOTPaMMHBIC M alapaTHbIE CPEACTBA 3alMThl MH(OOPMALUM; HACTPAaUBATh
CpeACTBa  KOHTpOJISL  jJocTyma M ayTeHTHdukammu — monbs3oBareneid.  Kpatkoe
cojiepxanue: TeXHNUeCKOe MPOCKTHPOBAHKE M PEaIH3alis KOMILUICKCOB CPEICTB 3allUTh
uapopmarmu. O630p MOAXOAOB K CO3JAHHMIO CPEACTB 3aliuThl uHpOpMaimu. [Ipobiembr
MIPOEKTUPOBAHMS U PEATU3ALMU MEXaHU3MOB 3alIUThL. TeOpeTHYECKHE OCHOBBI peaIn3aluu
MEXaHU3MOB 3alIUThl HHpopManuy. OpraHu3allMOHHBIE OCHOBBI peajnM3allii MEXaHH3MOB
3alIUThl  MHOPMALHH. HopMmaTHBHO-ITPAaBOBBIC  JIOKYMEHTBI, PErJIaMEHTHPYIOLINE
MIPUMEHEHHE MPOrPAMMHO-AMIAPATHBIX METOJJOB U CPE/ICTB 3alIUThl HH(POPMALHMH.
Komnerennuu: BrnageeT TeXHOMOTHSME amnmapaTHO-porpaMmMHoi 31, BinageeT nmpuHIKATIAME
paboThI anmapaTHeIX CPEICTB 3aLIUThI, 3HAKO-MHTCS C METOAaMH M CPEJICTBAMH BBISBIICHHUS
yrpo3 6GezomacHoctd MC, ymeeT NMPUMEHATh KPUTEPHH OLEHKH 3allUIICHHOCTH CHCTEM,
3¢ (GeKTUBHO KCIIONB30BaTh MPOTPAMMHO-AIIapaTHbBIC cpeicTBa obecneueHus Ub.

. Oxxunaemblil pesysbraT: Brazeer apXuTekTypoil W IPUHIMIIAME MPOrPaMMHO-AMNIAPaTHOTO

obecniedeHuss  3amuThl  uMHGoOpMauuu.  Mcmonb3yer  MeXaHU3MBl  Kpunrorpadwuu,
ayTeHTH(HKALMK ¥ yHpaBieHus: JocTynoM. [IpoekTupyer u HacTpauBaeT COBMECTHYIO paboTy
MPOrPaMMHBIX M alIapaTHBIX KOMIOHEHTOB. AHamu3upyeT 3(QEeKTHBHOCTh, HA/IEKHOCTh M
COOTBETCTBHE  CPEACTB  3alUUTBl  TPeOOBaHMSAM  HMH(OPMALMOHHOH  OE30MaCHOCTH.
Pa3pabarbiBaeT  KOMIUIEKCHBIE  pelIeHMs, oOecneuuBaromve  KOH(UACHIHAIBHOCTD,
LIEJIOCTHOCTh U JIOCTYITHOCTh MH(POPMALIMU

Haceipagun B.K.-
MarucTp TeXHUYECKUX
HayK, CT.IIpen
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Prerequisites: Technologies for protecting computer information/

Post-requirements: Information systems security audit and management, Malware protection
and Incident Detection, Big data security

The purpose of the discipline: This course aims to develop students' theoretical knowledge and
practical skills in selecting, implementing, configuring, and operating hardware and software
information security tools to ensure the confidentiality, integrity, and availability of data in
information systems and networks. This course examines information security threats, methods,
and means for protecting computing systems, network infrastructure, and information resources
from unauthorized access, leakage, modification, and destruction of data. Students are

Nasyradin B. K.-
master of technical
sciences, senior
lecturer




. introduced to the operating principles of cryptographic information protection tools, firewalls,

intrusion detection and prevention systems, antivirus protection tools, hardware security
modules, access control and management systems, and user authentication and identification
technologies. Upon completion of this course, students will be able to: analyze threats and
vulnerabilities in information systems; select and apply software and hardware information
security tools; and configure access control and user authentication tools.

. Summary:Technical design and implementation of information security complexes. Review of

approaches to creating information security tools. Problems of designing and implementing
protection mechanisms. Theoretical foundations of the implementation of information security
mechanisms. Organizational bases for the implementation of information security mechanisms.
Regulatory and legal documents regulating the use of software and hardware methods and
means of information protection.

. Competencies: Master the technologies of hardware and software protection of information,

master the principles of operation of hardware protection, get acquainted with methods and tools
for identifying threats to the security of Information Systems, be able to apply the criteria for
evaluating the security of systems, effectively use software and hardware tools for ensuring
information security.

. Expected result: Master the architecture and principles of software and hardware information

protection. Uses cryptographic, authentication and access control mechanisms. Design and
configure the joint work of software and hardware components. Analyzes the effectiveness,
reliability and compliance of protective equipment with information security requirements.
Develops comprehensive solutions that ensure the confidentiality, integrity and availability of
information

=
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a) Xacaunmsr
HMHTEJUICKT/
HckyccTBeHHBI
W MHTEIUIeKT /
Artificial
intelligence
(MuHOp, minor)

EmTux
aH
DKk3am
eH
Exam

Tect
Tect
test

. IIpepexBusutrep: Python Tininge 6armapnamanay
2. Moctpexsusurrep: Kocibu moumep
. TlonniH MakcaTbl: «JKacaHIpI MHTEIUICKT» IIOHIH OKBITYIBIH MakKcaTbl OUTIM ajymibliapna

KOJIIaHOa bl ecenTep/i IIeNry YIIiH JKacaHAbl MHTEIUIEKT SICTEpiH d3ipiiey KoHE KOJJIaHy
canachlHIAFsl 0a3aJbIK TEOPHSUIBIK OUTIMIEp MEH MPAKTHKAJBIK AaFAbUIAPIbl KAIBINTACTHIPY
Oonbin  Tabbutanpl. [ToH JKacaHIBl WHTEIUICKTTIH HEri3Ti YFBIMOAphl MEH OarbITTaphiH,
MAlIMHAJBIK OKBITY MEH HHTEUICKTYalJbl JCpEeKTepli Tajjay MPUHIMITEPiH, HEeHPOHIBIK
JKeJTijIep HeTi3AepiH jkoHe IIeliM KaObliay alropuTMIEpiH 3epaeneyre, COHai-aK akInapaTThl
OHJICY, MHTEJUICKTYaIbl XKYHenepai MOIeNbAey XKOHEe dPTYpJil canajnapia aBTOMATTAHIBIPY
MIHJETTepiH INeNly YIIiH >KacaHIbl HMHTEIUICKT OMICTEpiH KOJJaHy OUIKTepiH JaMbITyFa
OarbITTaJIFaH.

. Kpickama masmyns:  KommbroTeprmik  kKepy, TaOHFH TN JKOHE ecenTepii IIeuryi

aBTOMATTaHABIPY bl KOCA alFaHa, opTypi cananapna KU konnanyra 6aca Ha3ap ayAapbUiajibl.

. Kyssiperriniri: JKH Heri3ri yreIMIapbIH, oJlicTepi MEH TEXHOJIOTHsIIApbIH Oiiy,

ManmHanbIK OKBITY, HEHPOHIBIK JKeJlilep, capanTaMalblk kyifenep, TaOMFu Tl eHaey,
KOMITBIOTEPITIK KOpy OaFbITTap Typaubl kyieni OimiMi 6ap, Hakrer mingertepre KU apictepin
Tanay xkoHe Kongany, JKU anropuTmaepin xysere acbipasl.

. Kyrinerin Hormkenep: JKacaHmbl HMHTENIEKT KYHEJEpiHIH KYpbUIBIC NPHUHLIUNTEPI MEH

ApPXUTEKTYPAChIHBIH TYpJIEpiH KosimaHanusl. KockMianapapl »kobanay Imporeci, MajiMerTep
0a3achIHBIH  KYpPBUIBIMBI, ~ OaFmapiamansik — uHTepdeiicrep  meHOepiHae — YilBIMHBIH
OeunimIneniepiMeH e3apa apekeTrecei. JKacaH bl MHTEIUIEKTTIH HETi3Ti KypaigapblH, COHaal-aK
JKacaH 1bl HHTEJUISKT XKYHelepiHiH )KYMBICBIH TeKCEpY dJicTepi MeH KypaaapbiH Giseti.

Konpip6aes H.b.
PhD, nouenr, ara
OKBITYIBI




1.
2.

3.

[pepexBusuts: [IporpammupoBanue Ha si3bike Python

ToctpexBusuter: [IpodeccnoHanbHas MpakTHKA, OCYAAPCTBEHHBIH 3K3aMeH, TUILIOMHBIN
MIPOEKT

Hens auctmmummnel: Llensro n3yuenns aucuumuinHbl «VICKyCCTBEHHBIH MHTEIUIEKT SBIISETCS
(bopmupoBaHue y 00ydaromuxcs 6a30BbIX TEOPETHYCSCKUX 3HAHUI U MPAKTHYECKUX HABBIKOB
B 005acTu pa3pabOTKU U NPUMEHEHHs] METOJIOB MCKYCCTBEHHOI'O MHTEJUICKTA JUISl PELICHUS
NPUKJIAJHBIX 3ajad. JlUclMIuIMHA HampaBieHa HAa M3YyYEHHE OCHOBHBIX MHOHATHH H
HANpaBJICHU HCKYCCTBEHHOIO HHTEIUICKTa, NPHHIMIOB MAIIMHHOTO OOy4YeHHs U
HHTEJUIEKTYalbHOTO aHalM3a JAHHBIX, OCHOB HEWPOHHBIX CETEH M AJrOPUTMOB HPHHATHUS
peLIeHH, a TAKXKE Ha Pa3BUTUE YMEHUI IPUMEHSTh METO/Ibl HCKYCCTBEHHOT'O MHTEIJUICKTA JIst
00paboTKH MH(POPMAIMH, MOJICIUPOBAHUS HMHTCIUICKTYalbHBIX CHCTEM M PELICHHUS 3a1ad
aBTOMATH3AlUK B PA3JIMYHBIX IPEAMETHBIX 00JIaCTAX

Kpatkoe comepikanue: PaccMOTpST airOpUTMbI MAIIMHHOTO OOy4YeHHMsI, HSUPOHHBIE CETH H
MeToAbl riybokoro oOyuenus. OcHOBHOe BHHMMaHME yaAedsercs npumenenuto WU B
pa3nM4HBIX OOJIACTAX, BKIIOYAs KOMIIBIOTEPHOE 3pEHHE, ©CTECTBEHHBIH S3BIK U
aBTOMATH3aLUIO PEILECHNs 3a/1a4.

KomnerenTHocTh: Braseer cHUCTEMHBIMM 3HaHUSIMHM 00 OCHOBHBIX TOHSTHSX, METOJAX M
Texnonorusix MU, o HanpaBieHUsIX MANIMHHOTO O0Y4eHUs, HEHPOHHBIX CETEH, SKCHEPTHBIX
cucreM, 00pabOTKH €CTECTBEHHOTO S3bIKA, KOMIIBIOTEPHOTO 3PEHHS, OCYLIECTBIISICT BEIOOP 1
npuMenenue MetooB M kK KOHKpeTHBIM 3a/1auaM, peanusyet anroputmsl M.

Oxxunaemble pe3ybTaThl: [IpuMeHseT MPUHILMIIBI TIOCTPOSHUS U BUJIbI ADXUTEKTYPhI CHCTEM
HCKYCCTBEHHOTO MHTEJUIEKTa. B3auMoIeCTBYeT ¢ 1ogpa3aeieHIsIMHI OpTaHU3aIlK B paMKax
mporecca NPOSKTHUPOBAHMS TPIIOKEHHH, CTPYKTypsl ©0a3pl JaHHBIX, HPOTPaMMHBIX
uHTepdeiicoB. 3HaeT OCHOBHBIE HHCTPYMEHTAJIbHBIE CPEACTBA HCKYCCTBEHHOIO MHTEIUICKTA,
a TaKkKe METOAbl M CpEeICTBA IMPOBEPKH PabOTOCHOCOOHOCTH CHCTEM HCKYCCTBEHHOTO
HMHTEJUIEKTA.

Konsip6aes H.b.- PhD,
JIOLIEHT, CT.IPeIL.

—_—

Prerequisites: Python programming

Prerekvizites: Professional practice, state exam, diploma project.

The purpose of the discipline: The objective of studying the discipline Artificial Intelligence" is
to develop students' basic theoretical knowledge and practical skills in designing and applying
artificial intelligence methods to solve applied problems. The course is aimed at studying the
core concepts and areas of artificial intelligence, principles of machine learning and intelligent
data analysis, fundamentals of neural networks and decision-making algorithms, as well as
developing the ability to apply Al methods for information processing, modeling intelligent
systems, and solving automation tasks in various domains

Competence: Knowledge of the basic concepts, methods and technologies of Al, systematic
knowledge of the areas of machine learning, neural networks, expert systems, natural language
processing, computer vision, selection and application of AI methods for specific tasks,
implementation of Al algorithms.

Applies the principles of construction and types of architecture of artificial intelligence systems.
Interacts with organizational units as part of the application design process, database structure,
and software interfaces. He knows the basic tools of artificial intelligence, as well as methods
and means of verifying the operability of artificial intelligence systems.

Konyrbayev N.
PhD, associate
professor, senior
lecturer




B)PoboroTexHukan
BIK KYHenep/
PoGoToTexHnueCcKH
e cucrembl/Robotic
system

1.TIpepexBusurrep: Python tininne 6arnapaamanay

2.IMoctpexBusurtep: Kocibu monaep

3.ITonHiH MakcaTbl: Bya KypcThlH MakcaTbl - CTYJCHTTEPIIH POOOTTBIK JKYHeNlepi Kypy,
naiilaaHy sxoHe OacKapy NpUHIUNTEpi Typaibl OUTIMAEpIH NaMBITy, COHIAii-aK OJapbl
xobanay, Oarlapiamarnay >KOHE OpTYpJi cajanapia KoJAaHy OOMbBIHIIA MPaKTHKAIBIK
narapuiapael urepy. Kypera poOoTThIK kyienepai jkobanay, onap/abl 6ackapy HpHHIUITEPI,
CEHCOPJIBIK, XKYielnep, aTKapylibl MEXaHU3MIEP KOHE POOOTTHIK MiHE3-KYJIBIK alropuTMaepi
KapacTeipbitaabl. KypcTa coHgaii-ak poOOTTBIK KoJjmaHOanapiarbl KacaHIbl HHTEIUICKT
Heri3/iepi koHe aBTOHOM/IBI OacKapy d/icTepi KapacThIpblIaibl. AJNBIHFAaH OiTIM CTyIEHTTEpre
pOOOTTBIK  JKyWenepai  WHXKEHepHs,  OHAIpiC  KOHEe  3epTTeylepiae  d3ipieyre,
KOH(UTypanusiiayFra sxoHe IalinanaHyra MyMKIHAIK Oepeni.

4.Kpickama Ma3myHbl: [IoH pOOOTOTEXHHMKAIBIK IKYHENepAiH KYpbUIBIMBI MEH JKYMBIC
MPUHIMITEPIH, POOOTTApABIH HEri3ri KOMIIOHEHTTEpPiH, CEHCOpJAap MEH AaTKapyIIbl
MeXxaHu3M/ep/i, 0acKapy *KyiieaepiH, Oarapiamanay skoHe poOOTTap bl MOICIIbICY HEeTi3AepiH
KapacThIpaipbl.

5.KysbIperTiniri: poO0TOTeXHUKAJBIK XKYHeaep/i xobaay xaHe o3ipiey; Oarnapiamainay xoHe
Gackapy TeXHOJOTHSIAPBIH KOJIaHy; TEXHHKAIBIK MOCETIENeP Il Talaay )KOHE ISy, 3aMaHayH
pOOOTOTEXHHUKA KYpalJapbIMEH JKYMBIC ICTEY; JKOOAlblK JKOHE KOMAHMAIBIK HKYMBIC
T ABLIAPbL.

6.Kyrinerin HoTmxenep: POOOTOTEXHUKAIBIK JKYHENEPiH KYPbUIBIMBI MEH HPHHIUITEPIH
TyCiHe/i; pOOOT KOMIIOHEHTTEpI MEH CEHCOpJapiAbl TaHAal, KOJJaHaibl, pPOOOTTap/bI
Oarapiamaay >koHe OacKapy TociigepiH MeHrepe/i; poO0TOTEXHUKAJIBIK XKYHenepai skobanay
JKOHE TECTLICY JaFAbUIAPIH KaJIbIITaCThIPAIBL.

Konpip6aes H.b.
PhD, nouenr, ara
OKBITYLIBI

1. IpepexBu3uThL: IporpammupoBanue Ha Python

2. [MocTpekBU3UTHI: MPOHECCHOHATBHBIC TUCITUTLTHHBI

3.lens gucuummebl: Llens AUCIMIUIMHBEI — (QOPMHpPOBAaHHE Yy OOYYarOIIUXCsl 3HAHWH O
MPUHIMIIAX ITOCTPOEHHs, (YHKIMOHUPOBAHHUS ¢ YIPABJICHHS POOOTOTEXHUYECKHMHU
CHUCTEMaMH, a TaKKe MNPUOOpEeTeHHe TMPAKTUYECKUX HAaBBIKOB HX IPOCKTHPOBAHHMS,
MPOrPaMMHPOBAHMSl U NPUMEHEHHs] B Pa3InMuHbIX cdepax AesTeNbHOCTH. B pamkax Kypca
paccMaTpuBalOTCd  KOHCTPYKIUS  POOOTOTEXHMYECKHMX  KOMIUICKCOB, TIPHHIMIBI  HX
YIpaBIICHUS, CEHCOPHBIC CHUCTEMBbI, MCIIOJIHUTEIbHBIE MEXaHU3Mbl U AITOPUTMBI TTIOBEJICHUS
poGoroB. M3y4aroTcsi OCHOBBI MCKYCCTBEHHOTO MHTEJUICKTa B  POOOTOTEXHMYECKHX
MPWIOXKEHHUSX W METOJAbl aBTOHOMHOTO YympaBieHus. llosydeHHBbIC 3HAHHS TTO3BOJISIOT
oOyuaronuMcs pa3pabaTblBaTh, HACTPAUBATh U HCIOJIB30BaTh POOOTOTEXHUYECKHE CHCTEMBI B
HWHXEHEPHOH, MPOU3BOICTBEHHOHN U MCCIIEI0BATEIbCKON AEATEIHHOCTH.

4. pe3roMe: TUCIMILIMHA PACCMAaTPUBAET CTPYKTYPY U NPHHIMIBI pPAOOTH POOOTOTEXHUYECKUX
CHCTEM, OCHOBHBIE KOMITIOHEHTHI pOOOTOB, JATYUKU M UCIIOJTHUTEIBHBIC MEXaHU3MBI, CHCTEMBI
YIpaBIICHHUS, OCHOBBI IIPOTPAaMMHPOBAHHSI U MOJICITHPOBAHHS POOOTOB.

5. KOMIIETEHIIMHN: TTPOCKTHPOBaHKHE U pa3paboTka pOOOTOTEXHUUECKUX CHUCTEM; NPUMEHEHHE
TEXHOJIOTHI IPOrpaMMHUPOBAHUSI U YIIPABIICHUS; aHAM3 U PEIICHUE TEXHHYECKHX MpoOieMm;
paboTa C COBPEMEHHBIMH CpEICTBAMU POOOTOTEXHHMKH; HABBIKM MPOEKTHOH M KOMaHIHOW
paboTHL.

6.0)Ku1aeMble Pe3yJIbTAThl: HOHUMAET CTPYKTYPY M HPHHIMIEI POOOTOTEXHUYECKUX CHUCTEM;
BBIOMpAacT W TPUMEHSCT KOMIIOHEHTHI pPOOOTOB M JAaT4YMKW; BIAJeeT IpHEeMaMu
MPOrpaMMHPOBAHMSl W YIpaBJIeHHs poOoTamu; (GOpMHPYET HABBIKM HPOCKTHPOBAHHS W
TECTUPOBAHUSI POOOTOTEXHUUESCKUX CHCTEM.

Kownsip6aes H.B.-
PhD, nouenr, ct.mper.




Prerequisites: programming in Python

Post-requisites: professional disciplines

Purpose of the discipline:The goal of this course is to develop students' knowledge of the
principles of construction, operation, and control of robotic systems, as well as acquire
practical skills in their design, programming, and application in various fields. The course
examines the design of robotic systems, their control principles, sensor systems, actuators,
and robotic behavior algorithms. The course also covers the fundamentals of artificial
intelligence in robotic applications and autonomous control methods. The acquired
knowledge enables students to develop, configure, and use robotic systems in engineering,
manufacturing, and research.

Summary: The Discipline examines the structure and principles of operation of robotic
systems, the main components of robots, sensors and executive mechanisms, control systems,
the basics of programming and modeling robots.

Competencies: design and development of robotic systems; application of programming and
control technologies; analysis and solution of technical problems; working with modern
robotics tools; project and teamwork skills.

Expected Results: understand the structure and principles of robotic systems; select and use
robotic components and sensors; master the techniques of programming and controlling
robots; develop skills in designing and testing robotic systems.

Konyrbayev N.
PhD, associate
professor, senior
lecturer
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JKyitenep MeH
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€ M 3alMTa KOMIIb
FOTEPHBIX CUCTEM U
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Management and
protection of
computer systems
and networks
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. Ilpepexsusurrep: Komnbrotepiik xeiaep koHe OKIMIIITIK eTy
. TloctpekBusutrep: OcHiHIIK TOHACD
. Ilonnin Maxcatbl: «KommbroTepiik xyienep MeH xeninepai 6ackapy» INOHIH OKBITYAbIH

MakcaTbl OUTIM alylIbulapia KOMIIBIOTEpJIK JKyienep MeH JKeIUIiK HHQPaKypbUIBIMIbI
OKIMILIICHIPY, MOHHUTOPHHITEY KOHE OacKapy cajachlHAAFbl TEOPHUSUIBIK OiTiMIep MeH
IPAKTHKAIbBIK JaFIbIapAbl KAIBITACTEIPY Oonbin TabbL1afsl. [1oH KoMIbIOTEpIiK XKyiienep
MEH XKeNiIepAiH )KYMbIC iCTey KaFUJaTTapblH, 0JIap bl OanTay jKoHe OHTalIaHbIPY oJliCTEpiH,
KYHENIK JKOHE JKeJIUNK OKIMIIIEHJIPY TeXHOJOTUSUIAPbIH, KayilCi3liK NeH CeHIMALTIKTI
KaMTaMachl3 €Ty KypaJllapblH 3epieleyre, COHIaii-aK ecenTey XyHelepiHiH pecypcTapblH
Oackapy, OmapIblH TYPaKThl JXXYMBICBIH KaMTaMachl3 €Ty, aKayJapAbl JUArHOCTHKAAy,
MOHHMTOPUHT KOHE JKOI0 OUTIKTEpiH 1aMbITYFa OarbITTaJFaH. .

. Keickama masmynbsl: Ecenrey okelniciHiH aKmapaTTBIK pecypcTapbiH Oaranay. AKmapar

Kayircizairi. JKeminepmeri akmapartsl Kopray. KoprmopaTHBTIK >kenmiiepii Kem IeHreimi
Kopray. Kayinciznik xxyiecin 6ackapy. CepBepnepai 6ackapy.

. KysbiperTiiri: AKMapaTThIK >KeIIepleri akmapaTTbl KOpFay oJiCHAMACBIHBIH HETi3IepiH;

ayTeHTU(HUKANMSIIBIK aKMapaTThl CaKTay >KoHE Oepy Kypajigapsl MEH OJicTepiH; e
a0OHEHTTEPiH COMKEeCTeHIIPY JKOHE ayTeHTU(HUKALUSLIAY AbIH HeTi3ri xaTTa-manapbeia; TCP/IP
KeJiIepinae madybuiapAbl iCKe achlpy TETIKTepiH; NNk KayilCi3mikTi KaMTaMachl3
eTy/liH KOpFay TeTiKTepi MeH KypajjapblH; Oachill KipyAi OoJJblpMay >KoHE aHBIKTAay
Kypaniapbl MeH aicTepin Oineni, AXK aknmapatThik Kayincizirinig karepaepine, AXK koprainy
JKarJaliblHa TaJiay JKyprise ajnajsl.

Kyrinerin noTmkenep: JKemimik Kayincizmik skydenepiH Oackapy KaruIajdapblH MeEHrepeni;
KEJIUTIK KayinTep/l aHbIKTam, Toyekeinepai Oaranaiablfirewall, IDS/IPS, VPN xone Oacka
KOPFaHBIC KypalIapblH KOJIaHaIbl; JKENUIK KayilCi3MiKTi MOHHTOPHHITEY >OHE Oaxpuiay
oicTepiH MaijanaHajpl; Kayilci3aik WHIMACHTTEpPIH aHBIKTAll, OJlapFa jkayan Oepy TociiepiH
KOJIIaHAJIbL..

Typnyrynosa H.A.
Ara OKBITYIIIBI,
KapaTbUIBICTAHy
FBUTBIMIAPBIHBIH
MarucTpi




[IpepexBu3nTel: KoMIbloTepHBIE CETH U aIMUHUCTPUPOBAHIE

[MocTpexBU3UTHL: NPOGUINPYIOIINE AUCLUILIAHEI

Henb aucummiuuel: Llenbio u3ydeHus: TUCHMIUIMHBL « Y IPaBIeHHE KOMIIBIOTEPHBIX CHCTEM U
cereit» sABisieTcs (pOPMUPOBAHUE Y OOYUAIOIIMXCS TCOPETUUSCKUX 3HAHUHA M IPAKTHYCCKHX
HaBBIKOB B 00JACTH aJIMHUHUCTPHPOBAHHS, MOHHTOPHUHIA M YIPABICHHS KOMIIBIOTEPHBIMU
CHUCTEMaMH M CETeBBIMH HMHQpacTpyKTypamu. JlMCUMIUIMHA HampaBieHa Ha H3ydeHHe
MPUHLMIOB  (QYHKIMOHMPOBAHMS  KOMIIBIOTEPHBIX CHCTEM M CETeH, METOJOB HX
KOHQUIYpUPOBAaHUS W ONTHMH3ALMH,  TEXHOJOTHH  CETEeBOrO M CHCTEMHOTO
aJIMUHUCTPUPOBAHUS, CPEACTB oOecrneueHus: Oe30macHOCTH M HAJEKHOCTH, a TaKKe Ha
pa3BUTHE YMEHMH YHPaBIATb PECypCaMH BBIYMCIMTENbHBIX CHCTEM, OOECIeYMBaTh HX
YCTOWYMBYIO pabOTy, MPOBOJANUTH JUATHOCTUKY, MOHUTOPHHT ¥ YCTPaHEHNE HEUCIIPABHOCTEH B
HH()OPMAIIMOHHO-KOMMYHHUKAI[MOHHBIX CHCTEMAX.

Kpatkoe conepxanue: OreHka HHOOPMAIMOHHBIX PECYPCOB BBIYMCIUTEIBHON CETH.
BesomacHocts uHbopmaiuu. 3amura uHGOpMAIMH B CeTsAX. MHOrOypoBHEBas 3aluTa
KOPIIOPATUBHBIX CEeTeH. AMUHUCTPUPOBAHUE CHUCTEMbI 0€30MacHOCTH. AJIMHHUCTPUPOBAHUE
CEepBEPOB.

KomnerentHocts: Brnanmeer ocHoBamu wmeromonoruun 3U B UC; cpeactBamMu U MeToAaMu
XpaHEeHUs U Nepeiauy ayTeHTU(HUKAIMOHHON HH(}.; OCHOBHBIMM NPAaBUJIAMU HJCHTU(UKA-LITH
U ayTeHTU(UKaUUK aOOHEHTOB Ce-TH, MeXaHW3MaMH peanu3anuu arak B cetsx TCP/IP;
MEXaHU3MaMU M CPEeICTBAMHU 3alIUThl o0ecredeHHs: CeTeBOH Oe30MacCHOCTH; CPEACTBAMH U
METOJaMH TpPEJOT-BpallleHuss W OOHapykeHus BTOpxeHuit, yrpo3amu UB UC, wmoxer
MIPOBOJIUTH aHAJIM3 COCTOSHHUS 3aLUIICHHOCTH.

Oxumaemple pe3ynbTaTel: Brajeer NpUHIMIIAMH YIpaBICHUS CETEBBIMH CHCTEMaMH
0€30aCHOCTHU;BBISBIISICT CETEBBIC YTPO3bI M OLICHUBACT pUCKH; ucmoab3yet firewall, IDS/IPS,
VPN u npyrue cpecTBa 3allUThL; HCIIOIb3yeT METOIbI MOHUTOPUHTa U MOHUTOPUHTA CETEBOM
0€3011acHOCTH; BBISIBIISICT HHIIMICHTHI 0€301TaCHOCTH M HCIIOJIB3YET CIIOCOOBI pearnpoBaHus Ha
HUX..

Typnyrynosa H.A.
Crapumit
Hpero/aBaTessb,
Marucrp
€CTECTBCHHBIX HayK




Prerequisites: Computer networks and administration

Postrekvizites: Profile disciplines

Aim of the course: The objective of studying the discipline "Management of Computer Systems
and Networks" is to develop students' theoretical knowledge and practical skills in administering,
monitoring, and managing computer systems and network infrastructures. The course is aimed
at studying the principles of computer systems and networks operation, methods of configuration
and optimization, system and network administration technologies, security and reliability
mechanisms, as well as developing the ability to manage computing system resources, ensure
stable operation, and perform diagnostics, monitoring, and troubleshooting in information and
communication systems

Short content: Evaluation of computer network information resources. Information security.
Information protection in ad networks. Multilevel protection of corporate networks. Security
system administration. Server administration.

Competence: Knows the basics of information security methodology in information networks;
means and methods of storing and transmitting authentication information; basic protocols for
identifying and authenticating network subscribers; mechanisms for implementing attacks in
TCP/IP networks; protective mechanisms and means of ensuring network security; means and
methods for preventing and detecting intrusions; Is able to analyze threats to information
security of IP; analyze the state of IP security. Owns software and information tools for solving
practical problems in the field of professional activity.

. Expected results: Master the principles of managing network security systems; identify

network threats and assess risks;use firewall, IDS/IPS, VPN and other protection tools; use
methods of monitoring and monitoring network security; identify and respond to security
incidents..

Turlugulova N. - Senior
Lecturer, Master of
Natural Sciences
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TIpepexBusurrep: KoMmbroTepsaik xemisep koHe 9KIMIUILTIK eTy

IMocTpexBusuTTep: OeHiHAIK TOHIED

ITonnix Makcatsl: bys Kypc cTyIeHTTep IiH YHBIMHBIH KeJUIiK HHPaKypbUIBIMBIH OacKapy,
KoHpuUrypanmsiay, OakplIay >KOHE KOpFay OOWMBIHIIA TEOPUSUIBIK Oimimumepi MeH
NPaKTUKAJbIK JaFJbUIapPbIH JIaMBITYFa, COHAAM-aK JKEIUIK pecypcTapibsl 3aMaHayH
KnOepKayinTeplieH >KoHE PYKCAaTChl3 KipyleH Koprayra OarbITTanraH. Kypcra keni
apXUTEKTypachl, Oepy KesiHIe IepeKTepli Kopray MeXaHH3MIEpi, JKeliHi CerMeHTTey
TEXHOJOTUSUIAphl, MalfalaHyIIbIHBl  ayTeHTH(UKAIMSIAY OJKOHE Kipyai Oackapy
KapacThlpbiIafpl. KypCTBIH IpakTHKalbIK —OeJiri  3aMaHayd O KENITK — OKIMIIUIK
KypaJJapbIMEeH jKoHE aKIMapaTThIK KayiNci3MiK KypajlJapbIMEH jKYMbIC iCTEyai, COHal-aK
OPTYpJi JKENiTK Mmalbybll CIEHAPUIIEPIH JKOHE KapChl MIapanapibl MOJACIbACY MEH
Tayayabl KaMTHABL. byJl KypcThl askTaraHHaH KeiiH CTyJeHTTep MbIHAIAPABI iCTeH anabl:
Kayinci3 KedinK WHQPaKypsUIBIMABI jko0ajiay jkoHe OacKapy; >KeNimK Kayilci3aik
KypalgapblH KoHQurypanusuiay >xoHe KoJJay; KOHe IaiijamaHylbuiap/IblH KeNilik
pecypeTapra Kayincis KipyiH KaMTaMachI3 eTy.

Typnyrymnosa H.A.
AFa OKBITYIIBI,
KapaTbUILICTAHY
FBUIBIM/IAPBIHBIH
MarucTpi




Kpickama masmyHbl: Ecenrtey »kemiciHiH aKmapaTTBIK pecypcTapbH Oaramay. AKmapatr
Kayincizairi. Xeninepaeri akmapaTtel Kopray. KopropaTHBTiK skeminepai Kem JeHreii
kopray. Kayincizaik sxyiiecin 6ackapy. Cepsepiepai 6ackapy.

KyssIperTiniri: AKIapaTThIK >KeIIepAeTi aKIapaTTsl KOpFay 9/[iCHAMACHIHBIH HETi3lepiH;
ayTeHTH(UKAIIUIBIK aKIapaTThl CaKTay jkoHe Oepy Kypanjapbl MEH OJICTepiH; kel
a0OHEHTTEpPIH COMKECTeHIIPY JKoHE ayTeHTU(UKAUMsUIAyAblH HEeri3ri XaTTa-MalapblH;
TCP/IP xeninepinne malOybuLAapAbl ICKE achlpy TETIKTEPiH; JKEIUIK KayilcCi3mikTi
KaMTaMachl3 eTyAIH KOpFay TeTIKTepi MEH KypailapblH; 6achll Kipynai Goiisipmay skoHE
aHBIKTAay Kypajjiapbl MeH oficTepin Oineni, AXK akmapaTThIK Kayinci3airiHiy KaTepiepite,
AX Koprany jxaFaaiblHa Tajaaay jKyprize ajaajbl.

Kyrinerin motmxenep: XKeninik Kayincisnik xyienepin 6ackapy KaFHaaIapblH MEHIepei;
JKENLIIK KayinTep/i aHbIKTall, ToyeKkenaepai 6aranaiinsr; firewall, IDS/IPS, VPN xone Oacka
KOPFaHBIC KYpaJIapbIH KOJIJaHA IbI; KEIUTIK KayilcCi3AikTi MOHUTOPHHITEY KoHE OakpLiay
oicTepiH mNaWamaHaabl; KayilCi3AiK WHIMIACHTTEPIH aHBIKTAlNl, OJlapFa jkayam Oepy
TOCUIACPIH KOJIJJAHAIBL..

=

10.

IpepexBu3uThl: KoMIbioTepHBIE CETH U aIMUHUCTPUPOBAHHE

[MocTpexBu3uUTHL: NPOGUINPYIOIINE AUCIUILINHEL

Hens nucnmmumsel:  Llenslo  aucummiuHel — siBaseTcss  (GOPMHPOBaHME Yy  CTYACHTOB
TEOPETUUCCKUX 3HAHUH M TMPAaKTUYECKHX HABBIKOB 10 aIMHHHUCTPHPOBAHHIO, HACTPOIKE,
MOHHUTOPUHIY U 00€CIIeYeHHUIO 6e30MaCHOCTH CeTeBON HH(PACTPYKTYPBI OPraHU3aLIMH, & TAKKE
3aIlUTEe CETEBBIX PECYPCOB OT COBPEMEHHBIX KHOEPYTpO3 U HECAHKIIMOHHUPOBAHHOTO IOCTYIIA.
B pamkax kypca paccMaTpuBarOTCsi apXWUTEKTypa CETeH, MEXaHW3MBI 3aIUTHl JAHHBIX IPH
nepeade, TEXHOJOTHH CErMEHTAlMH CETH, ayTeHTU(HKAIMK MOJIb30BATENCH U YIPaBICHUS
noctynoM. [IpakTuueckass dYacTh Kypca IpeaycMaTpuBaeT padoTy C COBPEMEHHBIMU
HHCTPYMEHTaMHU CETEBOTO aIMHHUCTPUPOBAHHS U CPEICTBAMH 3aIUThI HHPOPMALHH, A TAKKE
MOJICJIMPOBAHKE W aHAJIM3 PA3INYHBIX CIICHAPHEB CETEBBIX aTak M METO/IOB IPOTHBOACHCTBUS
nMm. Ilo 3aBeprieHMM JUCHUIUIMHBI CTYAEHT OyJIeT CHOCOOCH: IPOCKTUPOBATH U
aJIMHHUCTPUPOBATH 3AIIUIICHHYIO CETEBYIO MH(PACTPYKTYpY; HACTPAUBATh U CONPOBOXKIATH
cpelcTBa CeTeBOW 0e30MacHOCTH; Oo0ecreynBaTh O€30MACHBIM JJOCTYI IMOJb30BaTelne K
CETEBBIM pecypcam.

Kpatkoe conepxanme: OreHka HHGOPMALMOHHBIX PECYPCOB BBIYHCIUTEILHON CETH.
BesomacHocts unHbopmaruu. 3amura uHOGOpMAIMH B CceTsAX. MHOTOypOBHEBas 3alluTa
KOPITOPATHUBHBIX CEeTeH. AIMMUHUCTPUPOBAHUE CHUCTEMbI 0€30MacHOCTH. AJIMHHUCTPUPOBAHUE
CEpBEPOB.

KomnerentHocts: Bnanmeer ocHoBamu wmeromonoruun 3U B UC; cpeactBamMu U MeTomaMu
XpaHEeHUs U Tepeiauyl ayTeHTU(HUKAIIMOHHON MH(Q.; OCHOBHBIMU NPAaBUIIAMU HICHTU(HKA-IIUH
" ayTeHTH(UKanuK aOOHEHTOB Ce-TH; MeXaHHW3MaMM peann3anuu atak B cerax TCP/IP;
MEXaHM3MaMH M CPEACTBAMHU 3aIUTHl O0OECHEYEHUs] CETEBOI OE30MaCHOCTH; CPEACTBAMHU M
METOaMH INPENOT-BpPAIlCHU M OOHapyXeHHs BTOp)keHHH, yrposamu Wb UC, moxer
MIPOBOJUTH AHAJIU3 COCTOSIHUS 3aLIUICHHOCTH.

. O)KI/IZ[aeMBIe pe3yJIbTaThI: Bna)lee"r TNpUHOUIIAMU  YIIPpABJICHUS CCTEBBIMU CUCTEMaMU

0€30I1aCHOCTH;BBISIBIISICT CETEBBIE YIPO3bI U OLIEHMBACT PUCKH; Ucmoib3yet firewall, IDS/IPS,
VPN u apyrue cpenctsa 3allliThl; HCTIOIb3YeT METOJbl MOHUTOPUHTa M MOHUTOPHHTA CETEBOIT
0€3011acHOCTH; BBISIBIISICT MHIMACHTHI 0€30MaCHOCTH M UCIIOJIB3YET CIOCOOBI pearupoBaHus Ha
HUX..

Typayrymnosa H.A.
Crapmuit
NpernoaBaTelb,
MarucTp
€CTECTBEHHBIX HAYK




Prerequisites: Computer networks and administration

Postrekvizites: Profile disciplines

Aim of the course: This course aims to develop students' theoretical knowledge and practical
skills in administering, configuring, monitoring, and securing an organization's network
infrastructure, as well as protecting network resources from modern cyberthreats and
unauthorized access. The course examines network architecture, data protection mechanisms
during transmission, network segmentation technologies, user authentication, and access
management. The practical portion of the course includes working with modern network
administration tools and information security tools, as well as modeling and analyzing various
network attack scenarios and countermeasures. Upon completion of this course, students will
be able to: design and administer a secure network infrastructure; configure and maintain
network security tools; and ensure secure user access to network resources.

Short content: Evaluation of computer network information resources. Information security.
Information protection in ad networks. Multilevel protection of corporate networks. Security
system administration. Server administration.

Competence: Knows the basics of information security methodology in information
networks; means and methods of storing and transmitting authentication information; basic
protocols for identifying and authenticating network subscribers; mechanisms for
implementing attacks in TCP/IP networks; protective mechanisms and means of ensuring
network security; means and methods for preventing and detecting intrusions; Is able to
analyze threats to information security of IP; analyze the state of IP security. Owns software
and information tools for solving practical problems in the field of professional activity.
Expected results: Master the principles of managing network security systems; identify
network threats and assess risks;use firewall, IDS/IPS, VPN and other protection tools; use
methods of monitoring and monitoring network security; identify and respond to security
incidents..

Turlugulova N. - Senior

Lecturer, Master of
Natural Sciences
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. HpepeKBI/BI/ITTep: AKmapar ’oHE KOATay TEOPHUSICHI
. TloctpexBusurrep: Kacibu monmep
. Tlonnin Makcatsl: KypcThIH MaKkcaThl CHMMETPHSLIIBI KOHE ACHMMETPHSIIBIK KPUIITOXKYHenepae

KOJIIaHBIIATBIH KPUNTOTpaUsUIBIK alrOPUTMAEPAI 3epTTey; KPHITOXKYHEHI KYpy Typasl
OLTiMAI KaJIBIITACTBIPY, KPUIITOJOTMSHBI MAaTEMAaTHKAJIBIK MOJEINBJICY; KPUITOTPagUsIIBIK
KOCBIMILIAJIApJa HETi3ri TeOpHSIbIK-CAHABIK alrOPUTMACPAI HKy3ere achlpy JaFJbUIapblH
KaJIBINTACTBIPY; KAYINCI3MIKTI KAMTaMachl3 €Ty YILIiH aKIMapaTThl KOPFayIblH MAaTeMaTHKAIIBIK
QNICTEPIH JKoHE KPUNTOIpaUsUIBIK alrOpUTMIAECPI TalayIbIH 3aMaHayH dIICTEPiH KOIIaHy
JaFIbUIAPBIH KAJIBINTACTHIPY OOJBIN TaObLUIa bI.

. Kpickania ma3zmy#sl: kpunrorpadusra kipicre. CUMMETPUSUIIBIK KPHUIITOXYiienep. AIIBIK KiiTi

0ap kpunTorpaduMsUIBIK JKyHenep. AKHapaTThl KOpFayIblH (QH3MKaIbIK MeXaHH3MAEpiHe
HETi3/IeNITeH KPUITOTrpadusIIbIK XKyienep.

. Kyssiperrep: AkmapaTTs! KOpFayAblH KpUNTOrpadHsIBIK ONICTEPiHIH HErisri MiHACTTepiH,

anictepiH, mudpiIapra KOWbUIATHIH TalaNTap JXKoHE MIU(P-TapIblH HETi3ri cuiaTramMalapbiH
6ineni. TanceipMara coiikec WUQp TYpiH AyphIC TaHmal Oineni. AKnapaTThl KOpray XKeHIHJer]
JKYMBICTapbl YHBIMIACTBIPY Ke3iHAE KpUNTOrpadHsuIbIK oicTepAi naiiianany KabijgeTiHe ne

. Kyrinerin Hotmxke: KpunrorpadusHbIH HETi3ri HNPUHIMOTEPI MEH OMICTepiH KOJaHABI;

CUMMETPHSUIBIK ~ KOHE aCUMMETPHSUIBIK ~ KPUITOXYHelepMeH YKYMBIC icreiii;
KpUNTOrpadusiblK ~ aNrOpUTMACPAI  TaAAiapl  JkoHe Oaramaiipl; KpUNTOTpagHsIIBIK
XarTamanap MeH HU(PIBIK KOJATaHOAHbI KONAAaHAIbI; IH(PIapIblH TYPaKThUIBIFBIH Oaraar,

KPHUITOTAJIay S/IICTEPIH MaiiianaHabl.

JaytbaeBa A.O.-T.F.K.,

JIOLICHT.




. IIpepekBU3UTHL: Teopus HHOPMALMK U KOAHPOBAHUS

. ToctpekBusuts: Kpunrorpadus u kpunroananus 2, npoduibHbIe AUCIUIUTAHBI

. Henp mucuurumsel: Llenpio Kypca sBIsieTcss M3ydeHHE KPUOTOrpadUuUECKUX alropHTMOB,
HCIOJIb3YEMbIX B CHMMETPHYHBIX M aCHMMETPHUYHBIX KPUITOCHCTEMax; (opmupoBanue
3HAHUM O TMOCTPOCHUH KPHIITOCHCTEMBI, MATEMATHYECKOTO MOJICIUPOBAHUS KPHIITOJIOTUH;
(bopMHUpOBaHHE YMEHHWH peaM3allMd OCHOBHBIX TEOPETHUKO-YUCIOBBIX aJIrOPUTMOB B
KpunTorpaguueckux — NPHIOKEHHSX; (hopmupoBaHue HABBIKOB UCIIONB30BAHUS
MaTeMaTH4eCKUX METOJOB 3alIUThl MHGOPMALMM M COBPEMEHHBIX METOIOB aHalM3a
KpUnTorpapuyecKux aaropuTMOB s oOecreueHns: 0e30MacHOCTH.

. Kpartkoe COJICpIKaHHUE: Beenenue B Kkpunrorpaduto. CuMMeTpUYHbIE
kpuntocucteMsl. Kpunrorpaduueckue CHCTEMBbI ¢ OTKPBITHIM KitouoM. Kpunrorpaduueckue
CHCTEMBI, OCHOBaHHBIC Ha (PM3UYECKUX MEXaHU3MaX 3alIUThl HHPOPMALHH.

. Komnerenuuu: 3HaeT OCHOBHBIC 3aJa4d, METOJIbl KPUITOIPA()UUYECKUX METOJOB 3aIlUTHI
uHpopMaru, TpeOoBaHUs K wmUdpaM M OCHOBHBIC XapaKTEPUCTHUKH MIH(PPOB. YMeer
MPaBHJIBHO BBIOMPATh THI M(ppa B COOTBETCTBHU ¢ 3ajaHueM. OOnazaer cnocoOHOCTbIO
HCIIOJIb30BAaTh  KPUITO-rpaM4ecKie METOAbl IPH OpraHu3aluu paboT 10  3aluTe
uHpopMauub.

. Oxuagaemblii pe3ynbTaT: MCIOJb3yeT OCHOBHBIE NPHMHLIMIBI M METOIbl KpunTorpaduu;
paboTaeT ¢ CHMMETPUYHBIMH W ACHMMETPUYHBIMH KPUITOCHCTEMaMH; aHAJIM3UPYeT |
OLICHUBAET KPUNTOTrpaMIECKHE AITOPUTMBI; UCTIOIb3YeT KPUNTOrpadhuIeCKHe MPOTOKOIBI U
UUPPOBYIO TMOMMKCH, OIEHHBACT CTAOMIBHOCTh MH(POB H  HUCIOIB3YET METOJBI
KPHUITOAHAIN3A.

Jlayr6aesa A.O.-
K..T.H., IOLEHT

. Prerequisites: Theory of information and coding

2. Post-requirements: Cryptography and Cryptanalysis 2 , specialized disciplines

. The purpose of the discipline: The purpose of the course is the study of cryptographic algorithms
used in symmetric and asymmetric cryptosystems; formation of knowledge about the
construction of a cryptosystem, mathematical modeling of cryptology; formation of skills for
the implementation of basic number-theoretic algorithms in cryptographic applications;
formation of skills in the use of mathematical methods of information protection and modern
methods of analysis of cryptographic algorithms to ensure security.

Summary: Introduction to Cryptography. Symmetric cryptosystems.Cryptographic systems
with a public key. Cryptographic systems based on physical mechanisms for protecting
information.

. Competencies: Knows the main tasks, methods of cryptographic methods of information
protection, requirements for ciphers and the main characteristics of ciphers. It is able to correctly
choose the type of cipher according to the task. Has the ability to use cryptographic methods in
the organization of work on Information Protection

Expected results: uses the basic principles and methods of cryptography; works with symmetric
and asymmetric cryptosystems; analyzes and evaluates cryptographic algorithms; uses
cryptographic protocols and digital signatures; evaluates the stability of ciphers and uses
cryptanalysis methods.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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1.
2.
3.

IpepexBu3uTTEp: AKIAPAT jXoHE KOATAY TEOPHSCHI/

ToctpexBusutTep: OCHiHIIK TOHACD

IonniH Makcatbl: bys Kypc cTyneHTTepaiH creraHorpadusbK diCTepAl KOJaHa OTBIPHIIL,
aK[apaTThl JKachlpy CalaChIHIAFbl TCOPHUSJIBIK OLTIMIEpI MEH MPaKTUKAIBIK JaFIbUIapbIH
JaMBITyFa, COHJIali-aK JKachIPbIH XabapiaMaiap/ bl CaH/IbIK HbICAHIAPFa CHII3y JKOHE OJIap/ibl
aHbIKTAyFa Kapchl Typy apKbUIbl JAEPeKTepIi KOpFay TEXHOJOTHSIAPBIH 3epTTeyre
OarpiTTanFad. CTylneHTTep KYIHs aKHapaTThl CaH/BIK KECKiHAepre, ayauo jKoHe OeiliHe
Gaitnnapra, MOTIHAIK KyXKaTTapra >KOHE JKEILIIK XaTTaMallapFa eHIi3y oiicTepiH, coHnaii-aK
creraHorpadsuIbIK alrOPUTMACPIIH OPTYpil madysligap MEH JepeKTepAi TypJeHAipyiepre
Te3iMALNIriH Oaranay omictepid 3eprreiii. CaHIbIK Cy OeiriiepiHe, aBTOPJBIK KYKBIKTBI
KOpFayFa, akmapatTbl O€py[iH KYIHSUIBUIBIFBIH KaMTaMachl3 €Tyre JKOHE IKACBIPBIH
xabapJamasap/ibl aHbIKTayFa OaFbITTaIFaH CTEeraHAIN3 S/IICTEPiHe ePEeKIe Ha3ap ayAapbLUIajibl.
Byn KkypcTbl asiKTaraHHaH KeHMiH CTyAEHTTEp: CTEeraHorpaMsUIbIK aKmapaTThl KOpFay
MPUHIMIITEPI MEH 9[IICTEPiH TYCiHyTe; cTeranorpad s MeH KpunTorpausHbIH MYMKIHAIKTEPI
MEH KOJJIAHBLTYbIH aXbIPAaTyFa; XKOHE OPTYPJi CaHIBIK HBICAHIApAa ACPEKTEPAl >KachIpy
oAicTepiH KolaHyFa KabineTTi 6oa bl

Kpickamia masmysbsr: [loHai wurepy kesinge creraHorpadusHblH TEOPHUSJIBIK HETI3zaepi,
creraHorpadusiHbIH 3aMaHayHd OJicTepi, CTeraHorpadusibK >Kyienaepre a0ybUIIapAbIH
HETI3T1 ChIHBINTAPBI KapacThIpblUIagbl. CypeTTep MeH ay 1o xoHe OeitHe daiinnapaa aknaparTsl
JKACBIPY JAF/IbLIAPBI KaJbIITACA IbL.

Ky3ssipertep: AKnapaTrel creraHOrpaUsUIBIK KOpPFAay[blH HETI3ri MpUHIMOTEPiH Oinesi;
aKmaparThl CHIIPYAIH 3aMaHayd O;ICTEpPiH KOJJAaHANBl JKOHE CTEraHOrpadMsUIBIK
mabysULIap bl aHBIKTAII, OJIapJjaH KOpFaHa aJlajibl

KyTinerin HoTmXe: cTeraHorpadusHbIH HETi3ri NPUHIMNTEPI MEH OiCTepiH MeHrepeni;
aKmapaTThl )KACBIPhIH CHII3y JKOHE IIBIFApy OMICTEPiH KOJJAHAMAbI, MOTIHMAIK, IpadUKaIbIK,
ayauo >koHe OeiiHe daiinmapMen >KymbIC icTeii; creraHorpaUsuIbIK alropuTMIAEpIiH
THIMAUTNT MEH Te3IMAUNIIH Oaramaiibl; aKkmapaTrTbl KOpFay YIIIH CTeraHorpagHsIblK
TEXHOJIOTHSIIAP Ibl KOJIAHAIBI.

Jlayr6aesa A.O.-
T.F.K., JOLEHT.

—

HpepeKBI/ISI/ITLIZ Teopus nudpopMaLu U KOJUPOBAHUS

IMocTpexBU3HUTHL: NPOGUINPYIOIIUE AUCIUIUINHBI

HGJ'[B JUCIUIIIIUHBI HeJ'IBIO JUCHOUIIIIMHBI ~ SABJIACTCA (1)0pMI/Ip0BaHI/Ie Y CTYACHTOB
TEOPETUUECKUX 3HAHUA W TPAKTHYECKUX HABBIKOB B OOJIACTH COKPBITHS HH(POPMAIUHU C
HUCIIOJIb30BAHUEM CTCFaHOFpa(bH'—[eCKI/IX METOA0B, a TAKXKE H3YUCHHEC TEXHOJIOTHI 3alMUThI
JAAHHBIX ITYTEM BHEAPCHUS CKPBITHIX COO6IJ.I€HI/II‘/’I B I_[I/I(i)poBbIC 00BEKTHI U HpOTI/IBOI[CI\/'ICTBI/IH
ux oOHapyxeHnto. CTyAEHTHI W3y4alOT METOJbI BHEAPCHHs CEKpeTHOW HWH(OpMAIUH B
uudpoBbie M300paXKeHUs, ayamo-, BUaeo(dailbl, TEKCTOBBIE TOKYMEHTHI U CETEBbIC
IIPOTOKOJIBI, a TaK¥XKeE CITOCOOBI OLICHKHU ycTOﬁ‘{HBOCTH c*reraHorpa(quecxHx AJITOPUTMOB K
Ppa3jInYHbBIM BUJIaM aTaK U npeoGpasosaHHﬁ JAHHBIX. Ocob0e BHUMaHUE yaensaercs LII/IquOBLIM
BOSIHBIM 3HAKaM, 3alIUTEC aBTOPCKHX IIpaB, o0ecreueHuIo KOH(bI/I,HeHIlI/IaHI)HOCTI/I nepegain
PIHCbOpMaHI/II/I 1 METOJaM CTE€TOaHaIM3a, HAITPABJICHHBIM Ha BBISABJIICHUE CKPBITHIX COO6IlIeHHfI.
Ilo 3aBECPLICHUU NUCHUIUIUHBI CTYACHT 6y}1€T croco0eH: MOHUMAaTh NpUHLOUIIBI U METObI
CTeFaHOT‘pa(l)I/I‘[eCKOI‘;I 3alIUThI HH(I)OpMaHHH; pasjimyaTtb BO3MOXXHOCTH U obJractu TIPUMCHCHU S
creranorpaduu W KpUNTOrpaduu; MPUMEHSITH METOAbI CKPBITHS MTAaHHBIX B HU(BPOBBIX
00BEKTaX Pa3IMYHOTO THIIA.

JayTtbaeBa A.O.-
K.T.H., TOL[EHT




. KpaTKOG COACpIKaHUC!: HpI/I OCBOCHHH JUCHUILIMHBI paCCMaTpPpHUBAIOTCA TCOPETUICCKHUE OCHOBBI

creraHorpaduy, COBPEMEHHBbIE METOJbl CTeraHorpauu, OCHOBHBIE KJIAcChl aTak Ha
creraHorpaguueckue cucteMsl. PopMUPYIOTCS HABBIKM COKPBITHS HHYOPMALIUK B KAPTUHKAX
U ayuo-u Buaeodaiiiax.

. KOMHCTCHL{I/II/IZ 3HaeT OCHOBHBIC TPUHIUTIBL CTeI‘aHOFpa(bH‘{CCKOfI 3alIUThI I/IHd)OpMaI_[I/II/I;

UCIIOJIb3YyeT COBPEMEHHBIE METO/bl BCTPaMBaHHA HMH(POPMALMU U MOXET OOHApYKUBATh
cTeraHorpadguueckue aTaky U 3alliIaThCsl OT HUX.

. O)KPIL[&CMLIP‘I peE3yIbTaT: BJIAACCT OCHOBHBIMHU IIPpUHOWUIIAMU WU MCETOAaMH CTeFaHOI‘padJI/II/I;

HCIIONIB3YeT METOJBI CKPBITOTO BBOJAA H BHIBOAA HH(popMauuu; paboTaeT ¢ TEKCTOBBIMH,
rpadHyecKUMH, ayauo-u BuAeOo(ainaMu; OIEHUBACT I(PPEKTUBHOCTh U JOJNTOBEYHOCTH
cTeraHorpaUueckux ajJrOpUTMOB; HCIIONB3YeT CTeraHorpauueckue TEXHOJIOTHUH IS
3aIIUThI HHPOPMALHH.

o —

. Prerequisites: Theory of information and coding
. Post-requirements: Profile disciplines
. The purpose of the discipline This course aims to develop students' theoretical knowledge and

practical skills in the field of information concealment using steganographic methods, as well
as to study data protection technologies by embedding hidden messages in digital objects and
countering their detection. Students study methods for embedding secret information in digital
images, audio and video files, text documents, and network protocols, as well as methods for
assessing the resistance of steganographic algorithms to various types of attacks and data
transformations. Particular attention is paid to digital watermarks, copyright protection,
ensuring the confidentiality of information transmission, and steganalysis methods aimed at
identifying hidden messages. Upon completion of this course, students will be able to:
understand the principles and methods of steganographic information protection; distinguish
between the capabilities and applications of steganography and cryptography; and apply
methods for concealing data in various types of digital objects.

. Summary: When mastering the discipline, the theoretical foundations of steganography, modern

methods of steganography, the main classes of attacks on steganographic systems are
considered. Skills of hiding information in pictures and audio and video files are being formed.

. Competencies: Knows the basic principles of steganographic Information Protection; uses

modern methods of information penetration and is able to detect and defend against
steganographic attacks.

. Expected result: master the basic principles and methods of steganography; apply methods of

hidden input and output of Information; work with text, graphic, audio and video files; evaluate
the effectiveness and tolerability of steganographic algorithms; use steganographic technologies
to protect information.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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1.

Ipepexsusurrepi: LHudpablk TexHONOTUSIIAD

2. Moctpexusurrep: brnokueiin xone Web3 kayinciziri, kKociOu nmoHaep
3. IMonniy Maxcatel: «Web TexHoJOrusiapy» MOHIH OKBITY/BIH MakKcaThl OLTIM anyIibuiapjaa

3aMaHayH BeO-KOChIMIIIANap MEH BeO-CepBUCTEPI d3ipIiey callachlHaFbl TEOPHSIIBIK OlTimMaep
MEH IpPaKTUKaJbIK JaFAbUIapAbl  KaJbITacTelpy  Oosbim  TaObutaael. [loH  BeO-
TEXHOJIOTUSIIAP/IbIH KYMBIC iCTey KaFMIaTTapblH, KIMEHT-CEPBEPIIIK ApXUTEKTypaHbl, Oenriney
xoHe Oarmapnamanay tinaepin (HTML, CSS, JavaScript), cepBepiik OarmapramanayibiH
HETi3/IepiH JKoHE JepekTep Oas3anapbIMEH e3apa OpeKeTTEeCyAl 3epielieyre, COHIan-ak
Kayinci3aik, eHIMIUTIK XOHE MalanaHyIIblFa bIHFAWIBUIBIK TalalNTapblH €CKEPE OTHIPHII,
HMHTEPAKTUBTI koHe OeiliMaerneTiH BeO-KochIMIIanap/pl sxobanay, 93ipiey jKoHe OPHANACTHIPY
OLNIKTepiH JaMbITyFa OarbITTAIFaH.

Kpickamia ma3myHbl: Byt nonne PHP mporpaMmaray TitiHiH JKaumsl HEri3aepi KapacThIpbUIFaH.
PHP rininae BeO-KochIMIIANap KYPYAbIH Heri3ri yreiMaapsl Oepinemi. PHP Tinminin Herisri
YFBIMIAphI, KYPBUIBIMIBIK Heri3aepi, QaingapmeH xymbic ictey epekmeniktepi, Web-
nporpammainay, HTML men CSS-tin 6a3anslk TycinikTepi KapacTelpsiiansl. CTyaeHTTEpAe
PHP TiniHiH KypbUIBIMBI, OHBI HaiilajiaHa OTBIPBIN BEO KOCHIMILAIAP KYPYAbIH TECOPHUSUIBIK
JKOHE IPAKTUKAJIBIK MAIIBIKTAPbIH KAJIBII-TACTHIPY.

Kyssiperrinik: Beb caiitrapas sxobanay npuHuuntepin meHrepred. HTML-kyxatTapast Kypa
anajpl; UHTepakTHBTI WEB-KyXKaTTapasl KypyjAa 3aMaHayd TEXHOJOTHMsUIApIbl KOJAaHa
amanpl; CSS crumbiepiHiH KipicTipeni; aHHUMAIMsSHBI KOJAAHA/bL, JUHAMHKAIBIK Web-
KocbIMIanapel Kypyaa PHP Tinin komganast

Kyrinerin Hotike: web-6ertep Men KocbiMinanap st a3ipieiini; HTML, CSS sxone JavaScript
TEXHOJOTHSIAPbIH KOJIaHa b, web-unrepdeiictepi xobanaiiapl xoHe OeiiMaei/Ii; KIneHT-
CepBepJIiK 63apa OPEKETTECY MPUHIMOTEPIH KOJIaHAIbI.

Mpeip3amypaToBa A.A.
TexHuKa xoHe
TEXHOJIOTHsI MaruCTpi,
ara OKBITYIBI

—_

IpepexBusuter: L{udpossie TexHOIOTHI

IMoctpexBusutsl: brokueitn u 6ezonacHocts Web3, TpouiIbHbIE TUCLUTUTHHBI

Hens aucummumuel:  Llenslo u3ydyenus aucuuiuinHel «Web  TeXHOJIOTHM»  sIBISeTCS
¢dopmupoBaHHe y OOyJaromuxcs TEOPETHYCCKHX 3HAHMH U IPAKTHIECKUX HABBIKOB
pa3paboTKu COBPEMEHHBIX BEO-MPUIIOKEHUN U BeO-cepBHCOB. JlUCIMIUIMHA HAMpaBieHA HA
n3ydeHHe  NPUHLUUNOB  (YHKIHOHUPOBAHUS ~ BEO-TEXHOJIOTHMH,  KIMEHT-CEpBEpHOM
APXUTEKTYPHI, S3bIKOB pasMeTku U nporpammupoBanus (HTML, CSS, JavaScript), ocHoB
CepBepHOH pa3pabOTKU W B3aMMOJCHUCTBHS ¢ 0a3aMu JaHHBIX, a TAK)KE Ha Pa3BUTHC YMEHHI
MPOEKTUPOBaTh, pa3pabaThiBaTh M pPa3BEpPTHIBATh HMHTEPAaKTUBHbIE M aJaNTHBHbIE BeEO-
MPUJIOXKEHUST € YydeToM TpeOoBaHUil 0e30macHOCTH, NPOU3BOAUTENBHOCTH U y100CTBa
MOJIb30BaTENEH.

Kpatkoe comepxanme: B »sToM pasgene mpencTaBieHa oOmas CTIPYKTypa A3BIKOB
nporpammuposanust PHP. TIpencraBieHbl OCHOBHbIE KOHLEIMU CO3/IaHUs BEO-TTPUIIOKEHUH
Ha PHP. Ocnosusle nonsitust PHP, ero crpykrypa, ocodennoctu pabotsl ¢ (aitnamu, Beo-
nporpammupoanue, ocHoBHble noHATHss HTML u CSS. Ctpyxtypa PHP y cTyenToB, ymenue
IPHMEHATh TEOPETHIECKUE U IPAKTHICCKUE HABBIKH CO3JaHUS BEO-IPII0KCHUH.
Komnerennusa: BnageeT mpuHIMNIaMu NpoeKTHpoBaHUs caiiToB.Ymeer cos3naBate HTML-
JOKYMEHTBI; HCIIOJIB3yeT COBPEMEHHbIE TEXHOJIOTMHM B CO3JaHMM HMHTepakTUBHbIX WEB-
JIOKyMeHTOB; BcTaBisieT ctmm CSS; mcrmonp3yeT aHMMaIuio; ucmois3yeT s3sik PHP mpnm
CO3JJaHUU TMHAMHYECKUX Web-TpUIosKeHui.

OxuaeMblii  pe3yibTar: paspabaTbiBaeT Web-CTpaHULI U IPWIOKEHHS; HCHOJIB3YeT
texHomornut HTML, CSS wu JavaScript; npoektupyer u agantupyeT web-unTepdeiicsr;
IIpHMEHSET IPUHIUIIBI KIHCHT-CePBEPHOr0 B3aNMOICHCTBHS.

MeipzamypartoBa A.A.
MarucTp TEXHUKH U
TEXHOJIOTUH, CTapIIui
NpenoaBaTellb




. Prerequisites: Digital technologies
. Postrequisites: Blockchain and Web3 security, Profile disciplines
. Purpose: The objective of studying the discipline "Web Technologies" is to develop students'

theoretical knowledge and practical skills in developing modern web applications and web
services. The course is aimed at studying the principles of web technologies, client-server
architecture, markup and programming languages (HTML, CSS, JavaScript), the basics of
server-side development and database interaction, as well as developing the ability to design,
develop, and deploy interactive and responsive web applications while considering the
requirements of security, performance, and user experience.

. Summary: This topic provides a general framework for PHP programming languages. The basic

concepts of creating web applications in PHP are provided. Basic concepts of PHP, its structure,
features of working with files, Web-programming, basic concepts of HTML and CSS. The
structure of PHP in students, the ability to apply theoretical and practical skills of creating web
applications.

. Competence: Knows the principles of web site design. Can create HTML documents; use

modern technologies to create interactive WEB documents; use CSS styles; use animation; use
PHP to create dynamic Web applications.

. Expected result: develops web pages and applications; uses HTML, CSS and JavaScript

technologies; designs and adapts web interfaces; applies the principles of client-server
interaction.

Myrzamuratova, A.-
Master of Engineering
and Technology, senior
lecturer
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. TIpepexBusutrepi: Ludpabik TexHOTOTHIIAD
2. Ilocrpexsusurrep: biokueiin sxone Web3 Kayinciziri, kociOu monaep
. Ilonnin Makcatsl: «Web Oarmapimamanay» IIOHIHIH MakcaThl BeO-KOCBIMIIANAp MEH BeO-

cafiTTap/ibl Kypy HeTi3/IepiH OKBIN YipeHy, COHbIMEH KaTap BeO-0OaFiapiamanay AafabUIapbiH
nambiTy. By moH asceiHAa CTyAeHTTep OaFmapiaManay Tingepi MeH BeO-KOChIMILAmapabl
d3ipriey YIIH KOJJIAHBUIATBIH TEXHOJOTHsUIapAbl TepeHuerin okuasl. Herisri Hazap PHP,
Python (Django, Flask), Ruby (Ruby on Rails) cusKTBI cepBepitik TeXHOJIOTHSIApFa, COHIAM -
ak HTML, CSS, JavaScript xone omapusiH (peiimBopkrapsl (React.js, Angular) cHsKTBI
(poHTaNTBABI TEXHOJOTHSIIApFa OarbITTaiFaH. , Vue.js). JlepekTepMeH KYMBIC iCTEy YIIiH
MySQL, PostgreSQL, MongoDB cusikTel MoyliMeTTep KOpBI, COHBIMEH Karap OJIapMEH
apekeTrTecy axicrepi 3eprreneni. [ToHl asKTaraHHaH KeHiH CTYJCHTTEP BEO-KOCHIMIIANAP MEH
BeO-caliTTap/bl kacayra jKOHE HaMbITyFa KaOineTti BeO-OarmapiamanayiblH MPaKTHKAIBIK
narapliapsiHa ue 6onanel. Onap o3ipiey yAepiciH skelenaeTy YIIiH 3aMaHayu (GppeiiMBOpKTap
MEH KiTalxaHanap/bl Kajai maiiianany KepekTirin Ouieni, connaii-aK aKnapaTThl cakTay *oHe
OHJIEY YIIIH MamiMeTTep 0Oa3achiMeH THIMII opekerTece/i. ANbIHFAH OLTIM MEH AaFabLiap
CTyZIeHTTepre BeO-a3ipiiey calachlHIarbl KOCiOM KbI3METTE 03 JaF/bUIapblH COTTI KOJJaHyFa
MYMKIHIIK Oepeni.

MeipzamypartoBa A.A.
TexHuka xoHe
TEXHOJIOT sl MAaruCTpi,
ara OKBITYIIIBI




4. Kpickama Ma3myHbl:ByJ IoH ascbiHIa CTyIeHTTep Oariapiamainay Tinmepi MeH BeO-
KOCBIMIIIANIAP/Ibl 93ipJiey YILIIH KOJAaHbUIATHIH TEXHOJIOTUIIAPAbl TepeHAeTin OKuabl. Herisri
nazap PHP, Python (Django, Flask), Ruby (Ruby on Rails) cuskrsl cepepiik
TexHosorusnapra, conpaii-ak HTML, CSS, JavaScript xoHe omapislH (peiMBOPKTaphl
(React.js, Angular) cuskTel (QpOHTANBIABI TEXHOJOTHSIApFa OaFbITTAFaH. , Vuejs).
Hepexrepmet sxymsic ictey yurid MySQL, PostgreSQL, MongoDB cusikTsl ManiMeTTep KOpBbI,
COHBIMEH KaTap OJIapMeH dpeKeTTecy oaictepi 3eprreneai. Hormke: [Tonni askraraHHaH KeiiH
CTY/ICHTTEp BeO-KOCBIMIIAJIap MEH BeO-calTTapibl yKacayra OHE JaMbITyFa KaOineTTi BeO-
Oarjapiamainay/JblH NPaKTHKAIbIK JAaFdbUiapeiHa ue Oomansl. Omap o3ipaey yzepicin
JKeJIeNACTY YILiH 3aMaHayu (hpedMBOpKTap MEH KiTanxaHanapbl Kajiail maiianaHy KepeKTiria
Oimeni, coHmai-aK aKmapaTThl CaKTay OHE OHACY YIIH MoliMeTrep 0a3achIMEH THiMIi
opekerTecei. AJbIHFaH Oi1iM MEH JaFblIap CTyJCHTTEpre Be0-a3ipiiey canachlHaarbl Kacioun
KBI3METTE 63 Jaf/IbIIapbIH COTTI KOJIaHYFa MYMKIH/IIK Oepei..

5. Kyssiperrinik: Be6 caiitrapast s)xo0anay npuHuunrepin meHrepred. HTML-kyxarTapast Kypa
anajpl; UHTepakTHBTI WEB-KyKaTTapapl KypyAa 3aMaHayd TEXHOJOTHWsUIApIbl KOJAaHa
anazael; CSS crunmblepinid  KipicTipeni; aHUMaUUsSHBI KOJJIAHAIbI, JHHAMUKAIBIK Web-
KocbIMianapel Kypyaa PHP Tinin komganast

6. Kyrinerin Hotmxke: web-0errep MeH Kochiminanapast a3ipaeiai; HTML, CSS xone JavaScript
TEXHOJIOTHSIAPbIH KOJIaHa b, web-unrepdeiictepi xobanaiapl xoHe OeiiMaei/Ii; KIneHT-
CepBepJIK ©3apa OPEKETTECY MPUHIMOTEPIH KOJIaHAIbI.

1. IpepexBusutsr: L{udpossie TexHoIOrHI MeipzamypartoBa A.A.
IMoctpexBu3uthl: biokueiH u 6esonacHocTs Web3, npod IbHbIe TUCIUILTHHEL MarucTp TEXHUKH U

3. Uenps qucummmasl: Lens qucnuumuel "Web nporpamMMupoBanue” 3aKiII04aeTCsl B U3yYCHUH | TEXHOJIOTUH, CTapIInii
OCHOB CO3JaHMs BEO-IPUJIOKEHHMH M CalTOB, a TaKke B pa3BUTHM HABHIKOB BeO- | mpernojaBarelib
[porpaMMHpoBaHus. B paMkax 3TOH AUCHMIUIMHBI CTYAEHTBI YIIIyOJNCHHO M3YYaloT SI3bIKH
MPOrpaMMHpPOBAHUSI M TEXHOJIOTUM, HPHMEHSEMbIe JUIl pPa3pabOTKH BeO-IPHIOKEHUH.
OCHOBHOE BHUMaHHUE yJesIeTCsl CepBEPHBIM TeXHOJIOrHAM, TakuM kak PHP, Python (Django,
Flask), Ruby (Ruby on Rails), a Takxe ¢dpontena-rexHonorusm, takum kak HTML, CSS,
JavaScript u ux ppetimBopkam (React.js, Angular, Vue.js). /lnst paGoTbI ¢ TaHHBIMU H3Y4YaKOTCS
0a3bl qaHHBIX, Takue kak MySQL, PostgreSQL, MongoDB, a Takxe MeTo/1pI B3anMOAEHCTBUS
¢ Humu. Ilo 3aBeplIeHUN JUCLUILIMHBI CTYJEHTBI IIPUOOPETAIOT MPAKTHYECKUE HABBIKU BeO-
MIPOrpaMMHPOBAHHMS, CHOCOOHBIE CO37aBaTh M pa3BHBATh BEO-NMPUIIOKEHUS M caiiThl. OHH
YMEIOT UCIIOJIb30BaTh COBPEMEHHbIE (DpEHMBOPKH M OMOIMOTEKH Ul yCKOPEHHMs Ipolecca
pa3paboTku, a Take 3(h(EeKTHBHO B3aUMOJIEHCTBOBATh C 0a3aMH JaHHBIX IJIS XpaHEHUS U
obpaborku uHpopMarmu. [TonydeHHbIe 3HAHUS U HABBIKK TO3BOJLSIIOT CTYJEHTAM YCIIELIHO
MPUMEHATh CBOM HABBIKK B MPO(ECCHOHANBHONW JesTenbHOCTH B cdepe Beb-
pa3pabotku.Kparkoe comepkanme: B pamkax 5TOH AMCHMIUIMHBI CTYAEHTHI YIiIyOJIEHHO
U3Y4aloT SI3bIKM NPOrPAMMMpPOBAHUS U TEXHOJIOTMH, TPUMEHseMble Ul pa3paboTku BeO-
npuioxeHnii. OCHOBHOE BHHMAHHE YCNACTCS CEPBEPHBIM TEXHOJIOTHSIM, TakuMm kak PHP,
Python (Django, Flask), Ruby (Ruby on Rails), a Taxxe QppoHTEHA-TEXHOIOTHAM, TAKUM KaK
HTML, CSS, JavaScript u ux ¢peiimBopkam (React.js, Angular, Vue.js). s paboTsl ¢
JTAHHBIMH M3y4aroTcsi 0a3bl JaHHbBIX, Takue kak MySQL, PostgreSQL,




. MongoDB, a Taxxe Meronsl B3amMoneHcTBHA ¢ HHMMH. Pesynsrar: [lo 3aBepmieHnu

JMCUHMIUTMHBL CTYICHTHI MPHOOPETAIOT TMPAKTHYECKHE HABBIKH BEO-IPOrPaMMHUPOBAHNS,
crocoOHbIe CO37[aBaTh U pa3BHBaTh BEO-MPUIIOKEHUS U caidThl. OHM YMEIOT HCIOJIb30BaTh
cOBpeMeHHbIe (PeHMBOPKH U OMOIHOTEKH JJIsl YCKOPEHUsl Ipolecca pa3paboTKH, a TaKkikKe
3¢ EeKTHBHO B3aUMOACHCTBOBATH ¢ 0a3aMK TAHHBIX JJIS XPAHSHUsI 1 00paOOTKH HHPOPMAIHH.
IMosy4eHHBIC 3HAHUS U HAaBBIKU MO3BOJISAIOT CTYJACHTAM YCIICIIHO MPUMEHAITH CBOU HABBIKU B
npo¢ecCHOHAIBHOM esTEeIbHOCTH B chepe BeO-pa3paboTku

. Komnerenuus: Bnageer nmpuHumunamMu npoeKTupoBaHusi caifToB.Ymeer coszgaBate HTML-

JOKYMEHTBI; HCIHOJb3YeT COBPEMEHHbIC TEXHOJOTMU B CO3JaHMU HHTEpakTHBHbIX WEB-
JOKYMEHTOB; BcTaBisier ctwii CSS; ucnosp3yeT aHumMaluio; ucnonbdyer sizbik PHP mpu
CO3JaHUU TUHAMUYECKUX Web-TpUIoKeHHUiA.

. O)I(I/I[[aeMHﬁ pe3yJibTat: pa3pa6aTLIBaeT Web—CTpaHI/II_ILI n  TIpUIIOKCHUS; UCIOJIb3YET

texnonorun HTML, CSS wu JavaScript; mpoektupyer u agantupyer web-uHTEp(EHCHI,
[PUMEHSICT IPUHLHUIIBI KIMCHT-CEPBEPHOTO B3aUMOICHCTBHSL.

—_

. Prerequisites: Digital technologies
. Postrequisites: Blockchain and Web3 security, Profile disciplines
. Purpose: The purpose of the discipline "Web Programming" is to study the basics of creating

web applications and websites, as well as to develop web programming skills. Within this
discipline, students study in depth programming languages and technologies used to develop
web applications. The main focus is on server-side technologies such as PHP, Python (Django,
Flask), Ruby (Ruby on Rails), as well as front-end technologies such as HTML, CSS, JavaScript
and their frameworks (React.js, Angular, Vue.js ). To work with data, databases such as
MySQL, PostgreSQL, MongoDB, as well as methods of interacting with them, are studied.
Upon completion of the discipline, students acquire practical web programming skills capable
of creating and developing web applications and websites. They know how to use modern
frameworks and libraries to speed up the development process, as well as effectively interact
with databases for storing and processing information. The acquired knowledge and skills allow
students to successfully apply their skills in professional activities in the field of web
development.

. Summary: Within this discipline, students study in depth programming languages and

technologies used to develop web applications. The main focus is on server-side technologies
such as PHP, Python (Django, Flask), Ruby (Ruby on Rails), as well as front-end technologies
such as HTML, CSS, JavaScript and their frameworks (React.js, Angular, Vue.js ). To work
with data, databases such as MySQL, PostgreSQL, MongoDB, as well as methods of interacting
with them, are studied. Result: Upon completion of the discipline, students acquire practical
web programming skills capable of creating and developing web applications and websites.
They know how to use modern frameworks and libraries to speed up the development process,
as well as effectively interact with databases for storing and processing information. The
acquired knowledge and skills allow students to successfully apply their skills in professional
activities in the field of web development.

. Competence: Knows the principles of web site design. Can create HTML documents; use

modern technologies to create interactive WEB documents; use CSS styles; use animation; use
PHP to create dynamic Web applications.

. Expected result: develops web pages and applications; uses HTML, CSS and JavaScript

technologies; designs and adapts web interfaces; applies the principles of client-server
interaction.

Myrzamuratova, A.-
Master of Engineering
and Technology, senior
lecturer
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1.
2.

3.

IIpepexBU3UTTEP: AknapaTTel KOpFay XKyiielepiH aNnapaTTbIK-TEXHUKAIBIK KAMTaMAachl3 €Ty
ToctpekBusurrep: Kayincizaik HelponakeTTepi, AKMnapaTThIK
HEHPOTEXHONOTUsIIIAp KICION TOHAED

[TonHiH MakcaTbl: « BHOMETPHSUIBIK ayTeHTU(HKALUS KyHenepi» MOHIH OKBITYIIbIH MaKCaThl
OUTiM anylbuIap/a aKmapaTThIK JKyHenepieri naijalaHylibuiapbl COUKECTCHAIPY MKOHE
ayTeHTH(GUKALMUIAY YLIIH OMOMETPUSUIBIK  TEXHOJOTHSJIApAbl KOJJAHYy —CallaChIHIAFbI
TEOPHSIIBIK OLTIMAEP MEH MPAKTHKAJBIK JaFAbUiapAbl KaJablITacTeIpy OoJbin Tadbutazabl. [Ton
OMOMETPUSIIBIK JKYHENepAiH JKYMBIC iCTeY KarHIaTTapblH, OMOMETPHUSIIBIK NEPEKTEp/i OHICY
JKOHE Taljlay OICTEepiH, aJaMHBIH OpTYpJi OMOMETPHSIIBIK OeNriepiHiH epeKLIeTKTepiH,
TYJIFaHbl TaHY JKOHE BepUHKaLMsIIay TEXHOIOTHSUIAPBIH 3epelieyre, COHAAM-aK aKmapaTThIK
Kayilci3[ik TajanTapblH, aepOec JepeKTepli Kopray KaFuIaTTapblH JKOHE aKMNapaTThIK
pecyperapra KoJl JKETKi3yAiH CeHIMIUIITIH KaMTaMachl3 €Tyl €CKepe OTBIPbII, OHOMETPHUSIIBIK
ayTeHTU(HUKALMS KYHEIepiH xkobanay, eHrizy )KoHe OJNap/blH THIMALTICIH OaFanay OLTIKTEpiH
JIAMBITYFa OaFbITTAIIFAH.

Kpickamia ma3myHbl: BHOMETpusuIbIK JKyifenepaeri KatelnepiiH Typiepi. BuoMerpusuibik
KyienepaiH xKyMbIc canachl. Tepic ayTeHTH(HKALMS YFBIMBI; HIETi OOMBIHIIA COHKECTECHIIPY,
PpaHKXHUpIIey KOMETIMEH COUKECTEHIIPY; OMOMETPHUSUIBIK JKYleie CyObeKTiep i Tipkey. 300mapk
MOJIei; TipKey XYHEeHi OKbITY peTiHJe; OMOMETPHSUIBIK aKIapaTThl MHTErpalusiiay daicTepi.
BromeTpusiibIK akmapaTThl HHTErpanusuiay aicrepi. TuicTinik gopexenepiniy Tapaiy JeHIeii.
Kyssipertiniri: BuoMeTpusiiblK TeXHONOTHsUIApAa KOJAaHbUIATBIH HeHpoHIBIK Kyitenep
omictepin Oinmemi. AKmapaTThl KOpPFay[IblH OHOMETPHUSUIBIK TEXHOJIOTHSIAPBIH KOJIaHyFa
kabOinerri. [IlpakTukanblk ecentepai Iiemly YIIiH HEHPOHABIK >KyHere HerisjenreH
ITOPUTMICP/i iCKe achIpy/bl KojgaHa aiajbl. BHOMETPHUSIIBIK JKyiienep cumarramanapbiH
OH/IPICTIK MiHJCTTEPMEH OaiIaHBICTBIPA aJia/Ibl; KE3-KeJIr'eH OMOMETPHSIIBIK TEXHOIOTHsLIap/ia
JKOHE TaHBIMaJI XKy#ieaep/IiH Heri3ri KOMIIOHEHTTEepl MeH MPUHIUIITEPIH MEHrepe i

Kyrinerin HoTmkenep: OMOMETPUSIBIK ayTEHTU()UKALUSIHBIH HETi3ri 9MiCTepiH MeHrepeni;
OUOMETPUSIIBIK XKYienep/iH KypbUIbIMbI MEH XKYMBIC IIPUHLUIITEPIH TyCiHEl; caycak i3i, Oer-
QNMET, JAaybiC KOHE Ke3 Oenrimepi apKpUIbl ayTeHTU(GHUKALUS OiCTepiH KOJIaHAJIBL,
OMOMETPHSUIBIK OKYHeNepIiH CeHIMIUIIrNT MeH Kayinci3airin Oaramaiiibl; OHOMETPHSUIIBIK
JIepEKTEpli KOpFay TOCIIIepiH KOJIIaHa bl

Kayincizaikreri

AnpanoBa A.b. - PhD,
ara OKBITYIIIbI

IIpepeKkBU3UTHI: AnnapaTHO-TeXHHYECKOE 0OECTIEYEHNE CHCTEM 3aLUTH HHPOPMALUK

ToctpexBusuter: Heiipomaketsl Oe3omacuoctH, HeiporexHonornun B WHPOPMAIMOHHOMN
Oe3omacHocTH, YHpaBieHue puckaMu HHPOPMALMOHHOHM KnbepOe3onacHoCTn

Lens mucrmmumuer:  Llenpro  M3y4eHUs  JUCHMIUIMHBI  «BHOMETpHYECKHE  CHCTEMbI
ayTeHTHOHKanUM» sABIAeTcs (opMupoBaHHE y OOyJaromUXCs TEOPETHUECKHX 3HAHUH H
IPAKTHYECKUX HABBHIKOB B OOJNACTH NPUMEHCHUA OMOMETPUYECKHX TEXHONOTUH I
UICHTUGUKAME M ayTeHTH(HKALMM IO0JIb30BaTeNiel B HH(POPMALVIOHHBIX CHCTEMax.
JIMCIMIUIMHA HalpaBlcHAa Ha M3YYCHWE NPHHIUNOB (YHKIMOHHPOBAHHS OMOMETPUYECKHX
CHCTEM, METOZOB 00pPaOOTKH U aHAIN3a OHOMETPHYECKUX JaHHBIX, 0COOCHHOCTEH pa3IHIHBIX
OHOMETPHYECKHX IPH3HAKOB UEIOBEKa, TEXHOJOTHIl paclo3HaBaHHA M BepHU(HKAIUH
JMYHOCTH, a TAaKKe Ha pasBUTHE YMCHHMH IIPOEKTUPOBATh, BHEIPATH U OLCHHUBATH
3¢ deKTUBHOCT, OHOMETPUYECKHX CHCTEM ayTeHTH(UKAMU C ydeToM TpeOoBaHMI
nH(MOPMAIMOHHOK 0€3011aCHOCTH, 3aIUThI IEPCOHAIBHBIX JaHHBIX X 00€CIeUCHHS HaIeKHOCTH
JocTyna K ”HQOPMALMOHHBIM pecypca.

Anpanosa A.b.- PhD,
CTapIIuit
HpeToiaBaTelib




Kpatkoe coneprkanue: Bunsl ook B Onomerpudeckux cucremax. Kpussie PXITY; KauectBo
paboTel  OMOMETpPUYECKHMX  CHUCTeM. [lOHATHE  OTpPHULATENBbHOM  ayTeHTH(UKAIHH;
Wnentuduxanys no nopory, uMaeHTU(GUKALWs NPH IOMOLIM PaH)XUPOBaHMs; Permcrpaums
CcyOBeKTOB B OHOMeTpHuecKkod cucTeMe. Mojenb 3oomapka; Perucrparms kak oOydyeHue
cUcTeMbl; MeTo/pl MHTerpanuu OrnoMerpuyeckoil MH(poOpManuu. ByneBo KOMOMHHpOBaHHE,
Mertonpl uHTErpauuu OHOMeTpuYeckord HH(OpMAalUH. YPOBEHb paclpe/eieHUl CTeneHei
MIPUHAISKHOCTH.

KoMnereHTHOCTh: 3HAaeT METOJbl HEHPOHHBIX CHCTEM, NPUMEHSIEMBIX B OHOMETPHYECKHX
TexHosorusax. CrocoOeH MPUMEHATh OMOMETPUYECKHE TEXHOJOTHMH 3allUThl MH()OPMALUH.
MoskeT HCIONB30BaTh Peajn3alMi0 alrOPUTMOB, OCHOBAHHBIX HA HEWPOHHOH cHCTeMe, IS
peleHHS TPAaKTHYECKUX 3a7ad. YMEET COOTHOCHTh XapaKTEPHCTHKH OMOMETPUIECKIX CHCTEM
C TPOW3BOJCTBEHHBIMHU 3a/ladyaMM; BJIAJECT OCHOBHBIMH KOMIIOHCHTAMH M TPUHIUIIAMH B
J00BIX OMOMETPUYECKHUX TEXHOJIOTUSIX U MOIMYJISIPHBIX CUCTEM

OrxuziaeMble pe3ysbTaThl: BIAIeeT OCHOBHBIMH METOIaMU OHOMETPUYECKO ayTeHTH()UKAIHY;
[TOHUMAET CTPYKTYpY W HPHUHIUIEI pabOThl OMOMETPHYECKUX CHCTEM; HCIIOJIB3YET METOMIbI
ayTEeHTU(HUKALNY C TIOMOIIBIO OTIIEYAaTKOB ITAJIbLIEB, JIUII, [OJIOCA U INIa3HBIX 3HAKOB; OIICHUBAET
HAJISKHOCTh M 0E30MacHOCTh OMOMETPUYECKUX CHCTEM; HCIOJb3YeT MOAXOIbI K 3alluTe
OMOMETPUUYECKUX JAHHBIX.

. Prerequisites: Hardware and technical support of information security systems

. Post-requirements: Neuropackages of security, Neurotechnologies in information security,

Profile disciplines

. Aim of the discipline: The objective of studying the discipline "Biometric Authentication

Systems" is to develop students' theoretical knowledge and practical skills in the application of
biometric technologies for user identification and authentication in information systems. The

course is aimed at studying the principles of operation of biometric systems, methods for

processing and analyzing biometric data, the characteristics of various human biometric traits,

technologies for personal recognition and verification, as well as developing the ability to

design, implement, and evaluate the effectiveness of biometric authentication systems while

considering information security requirements, personal data protection principles, and the

reliability of access to information resources.

. Shot content: Types of errors in biometric systems. RCPU curves; Quality of work of biometric

systems. The concept of negative authentication; identification by threshold, identification by

ranking; registration of subjects in the biometric system. Zoo model; Registration as a training

system; Methods for integrating biometric information. Boolean combination; Methods for

integrating biometric information. Level of distribution of degrees of belonging

. Competence: Knows the methods of neural systems used in biometric technologies. Able to use
biometric information protection technologies. Can use the implementation of neural system-
based algorithms to solve practical problems. Biometric systems can relate their characteristics
to production tasks; in any biometric technologies and master the basic components and
principles of popular systems.

. Expected results: know: master the basic methods of biometric authentication; understand the

structure and principles of operation of biometric systems; use authentication methods using

fingerprint, facial, voice and eye signs; evaluate the reliability and security of biometric

systems; use biometric data protection methods.

Adranova A.- PhD,
Senior Lecturer
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IpepexBusurrep: KoMmbroTepIiik aknapaTTsl KOpFay TEXHOJIOTHsIIaphl
ToctpekBusurrep: Kayincizaik HelponakeTTepi, AKMnapaTThIK
HEHPOTEXHONOTUsIIAp KICION TOHAED

[TonHiIH MakcaThl: Bys1 KypcThIH MakcaTbl - OMOMETPHSIIBIK JEPEKTEpre HETi3/IeNIreH TaHy,
COUKECTCHAIPY JKOHE ayTeHTU(HKAIUS MOCENe]epiH IIelly YIIiH HEeHpOHABIK Keminepni
KYPY/IbIH, OKBITYIbIH JXOHE KOJIAAHYbIH TCOPHUSUIBIK HETi3/Iepi MEH MPAKTHKAJBIK dJiCTepPiH
3eprrey. CTyIeHTTep Keneci camanapga OUTIM MEH JaFipUIapiIbl Hrepefi: KacaHzbl
HEUPOHJIBIK XKeJIiIep MEH TePEH OKBITYIBIH HEeTi3/iepi; OMOMETPHSIIBIK aKIIaPATThI OHACY JKOHE
Tangay ddicTepi; OeT-oNmeTTi, caycak i3/AepiH, KO3/iH KapalllbiFblH, JaybICThI )KOHE Oacka Ja
OMOMETPUSUIBIK ~ epPEeKILENKTepAl TaHy; JKOHE OHOMETPHSIIBIK JKyWelepre apHajfaH
MAIlMHAJIBIK OKBITY MOJEIbICPIH 33ipiey koHE OKbITy. TyJeKTep akmapaTThIK Kayilci3aik,
JEpeKTepli OHAIPY JKOHC AaBTOMATTaHABIPBUIFAH TaHy OKyHelepiHmeri KoiaHOaibl
MOcemenepal HIelly YIIiH HEHPOHABIK JKeli XOHE OMOMETPHSIIBIK TEXHOJOTHSIIAPIbl 63
OeriHie d3ipieii )KoHE KOJIIaHa aa/ibl.

Keickama Ma3myHbl: Byn 1oH OoOfbIHINA CTYAEHTTCP MAIIMHAIBIK OKBITYABIH HETi3ri
TYKbIPbIMAMaNapblH, 9JiCTEPI MEH AITOPUTMJEPIH, COHMAM-aK OMapibl dpTYpIi ecentepii
LIeHIy/ie KOJIAaHy bl YipeHeni

Kyssiperriniri: BuoMeTpusiiblK TeXHONOTHsUIApAa KOJAaHbUIATBIH HeHpoHIBIK Kyitenep
onicrepin Ounreni. AKnapatTbl KOprayJblH OHOMETPHSUIBIK TEXHOJOTHSIAPbIH KOJJAHyFa
kabinerti. [lpakTukamplk ecenmTepii i€y YIIH HEHPOHABIK JKyHere Heri3ielnreH
NTOPUTMIEP/I iCKe achlpy/abl KojgaHa anajbl. BUOMETpHSIIBIK JKyienep cumarTamaiapblH
OHJIIPICTIK MiHIETTEPMEH OalIaHBICTBIPA aJla/Ibl; KE3-KeJIreH OMOMETPUSIIBIK TEXHOJIOTHsIapaa
JKOHE TaHbIMAJI JKYHenepAiH Heri3ri KOMIOHEHTTEepi MeH NPUHIMITEPIH MEHrepe/i

KyTtinerin HoTMXenep: HEUPOHIBIK KEIUICPAIH HEri3ri apXHUTEKTypaiapbl MEH IKYMbIC
MPUHIMIITEPIH MEHIepe/Ii; OMOMETPUSIIBIK ACPEKTEP/Ii OHJICY JKOHE TaHy dICTepiH KOIIaHA b,
HEHpPOHABIK JKeNijepli OHOMETPHSUIBIK COHKECTCHJIIpY MIHAETTEpiHAE IaiifaiaHapl;
MOJICNIB/ICP/Il OKBITY, TECTIJIey KOHE HOTIDKENepiH Oaranaiiipl; OMOMETPHSIBIK XKyHeaepaiy
THIMJILTIT] MEH KaYilCi3AiriH Tajanpl.

Kayincizaikreri

AnpanoBa A.b. - PhD,
ara OKBITYIIIbI

N —

[IpepekBU3UTHI: TEXHOJIOTUH 3aLUThl KOMIIBIOTEPHOH HH(pOpMaLUn

TocrpexBusuter: HeliporakeTsr Oe3zomacHocty, HefiporexHomornn B WH(POPMaNMOHHON
6e30macHOCTH NPOQMIBHbIE AUCIAILTHBL

Hene muctumuesl: llenplo OUCHUIUIMHBL ABISETCS H3Y4YEHHE TEOPETHYECKHX OCHOB U
MIPAKTUYECKUX METOJIOB TOCTPOCHHMSI, 00Y4EHHS M IPUMEHEHHSI HEHPOHHBIX CETEH JUTS peIICHUS
3aJad  pAcro3HAaBaHWS, WICHTUPHUKAMM W ayTCHTH(UKAIMKM JIMYHOCTH HA OCHOBE
OMOMETPUUYECKUX JaHHBIX. B paMKax TUCHMIUIMHBI CTYJEHTHI MPUOOPETAIOT 3HAHUS U HaBBIKU
10: OCHOBAaM MCKYCCTBEHHBIX HEHPOHHBIX CETel U TIIyOOKOTo 00ydYeHus; MeToiaM 00paboTKH 1
aHayiM3a OMOMETPUYECKOH WH(pOpMAIMM;, paclO3HABAHUIO JIMI, OTIIEYAaTKOB IaJIbLICB,
paxyxHoil 00010UYKH IiIa3a, Trojoca U APYrux OMOMETPHYECKHX INPU3HAKOB; pa3paboTke H
00y4eHHIO MOJeNied MAalIMHHOTO OOy4eHMs sl OMOMETPHYECKHX CHCTeM. BBIMyCKHUK
CHOCOOCH CaMOCTOSITENIBHO pa3padaThiBaTh M IPUMEHITh HEWPOCETeBbIe M OHOMETPHUYECKUE
TEXHOJIOTHHU JUIsl PEUICHUs] NPUKJIAJHBIX 33/1a4 B 001acTH MHGOPMAIMOHHOW OE€30MacHOCTH,
HMHTEJUICKTYaJIbHOTO aHAJIM3a JIAHHBIX U aBTOMAaTU3UPOBAHHBIX CUCTEM PacO3HABAHUSL.

Anpanosa A.B.- PhD,
CTapIIui
NIpenoaaBaTeb




Kpatkoe coneprkanue: B paMkax 3TOM AUCHUIUIMHBI CTYACHTHI U3Y4a0T OCHOBHBIC KOHIICIIIIUH,
METOJbl W AITOPUTMbl MALIMHHOTO OOY4YeHHUs, a TaKkKe HMX HPUMEHCHHWE B PELICHUU
pa3HoOOpa3HbIX 337124

KoMnereHTHOCTh: 3HAaeT METOJbl HEHPOHHBIX CHCTEM, NPUMEHSIEMBIX B OHOMETPHYECKHX
TexHoJOorusx. CrocoOeH NPUMEHSATh OMOMETPHYECKHE TEXHOJOTHH 3alIUThl MH(OPMALUH.
MoskeT HCIONB30BaTh PEaH3alMi0 aIrOPUTMOB, OCHOBAHHBIX HA HEWPOHHOH cHCTeMe, IS
pelieHus: NPaKTHYECKHUX 3a7a4. YMeeT COOTHOCUTb XapaKTePUCTUKH OMOMETPHUYECKUX CUCTEM
C TPOU3BOJICTBEHHBIMH 3a/la4aMU; BJIAJICET OCHOBHBIMH KOMIIOHCHTaMH M IPHHLHUIAMH B
J00BIX OMOMETPUYECKHUX TEXHOJIOTUSIX U MOIYJIIPHBIX CHCTEM

Oxuzaemble pe3yJIbTaThbl: BIAJEET OCHOBHBIMH ApXUTEKTypaMH M NPHHLUIAMH PadOTHI
HEHPOHHBIX CETEH; MCIONb3yeT METO/Abl 00pa0OTKM M pPACIO3HABAHHS OHOMETPHUYCCKUX
JAHHBIX; HCIOJIB3YeT HEHPOHHBIE CETH B 3aJadax OWOMETPHYECKON HIeHTH(HUKAINY,
OLICHUBAET 00y4YeHHe, TECTUPOBAHKE U PE3YJIbTAaThl MOJIeNel; aHanu3upyer 3GpHeKTUBHOCTD U
6€301acHOCTh OMOMETPHYECKUX CHCTEM. .

N =

Prerequisites: technologies for protecting computer information

Post-requirements: Neuropackages of security, Neurotechnologies in information security,

Profile disciplines

Aim of the discipline: The goal of this course is to study the theoretical foundations and
practical methods for constructing, training, and applying neural networks to solve problems

of recognition, identification, and authentication based on biometric data. Students acquire

knowledge and skills in: the fundamentals of artificial neural networks and deep learning;

methods for processing and analyzing biometric information; recognizing faces, fingerprints,

irises, voice, and other biometric features; and developing and training machine learning

models for biometric systems. Graduates are able to independently develop and apply neural

network and biometric technologies to solve applied problems in information security, data

mining, and automated recognition systems.

Short content: In this discipline, students study the basic concepts, methods and algorithms of
machine learning, as well as their application to a variety of problems.

Competence: Knows the methods of neural systems used in biometric technologies. Able to use
biometric information protection technologies. Can use the implementation of neural system-
based algorithms to solve practical problems. Biometric systems can relate their characteristics
to production tasks; in any biometric technologies and master the basic components and
principles of popular systems.

Expected results: know: master the basic architectures and principles of operation of neural

networks; apply methods for processing and recognizing biometric data; use neural networks

in biometric identification tasks; train, test and evaluate the results of models; analyze the

effectiveness and safety of biometric systems.

Adranova A.- PhD,
Senior Lecturer
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[pepexBu3uTTEpi: AKNapaTThl KOpFay XyHeaepiH annapaTThlK-TeXHUKAJIbIK KAMTaAMAachI3 €Ty

ToctpexBu3uTTEpi:KACiON MOHAEP

Ilonnin Makcatel: «Kubepkayinci3mik mnpouecTepiH MOJeNbAey JKOHEe Oackapy» MoHIH
OKBITYZIBIH MaKcaThl OLTIM alymblIapAa akmapaTThIK KyHenepmeri KubepkayincizmikTi
KaMTaMachl3 €Ty YICpICTepiH MOJeNbjey, Taljay JKoHe 0acKapy CcalachlHIAFbl TEOPHUSUIBIK
OlmimMIep MeH NPaKTHKAJIBIK JaFAbLIap/ibl KAIBINTACTHIPY 00bin Tabbutazp!. [IoH KayinTep MeH
TOyEKeNJep/i MOJENbACy OIICTEpiH, KayilCi3AiKk HHIUACHTTEpIH Oackapy yAepicTepi,
KuOepKayinci3aik xylelepiHiH apXUTEKTypachl MCH OMIpIiK IUKIIH 3epAeieyre, coHmaii-aK
KOpFajlly JeHreWliH Tanaay, Kayilci3mikti Oackapy YHIEpiCTepiH OHTaWIaHIBIPY JKOHE
KHOCPKEHICTIKTErT  aKmapaTrThl KOpPFay  IIapalapblHbIH THIMAUICIH — apTThpy  YIIiH
MaTeMaTHKAJIBIK JKOHE aKMapaTThIK MOJCIIbICP Il KOJIaHy OUTIKTepiH 1aMbITyFa OarbITTalFaH.
KsIckama Ma3MyHsI: Byl mon kubepkayincizfik nponecrepid 6ackapy MeH YinecTipy, OnapibH
TUIMALTICIH Oaranay jKOHE JKaKcapTy YIIH KOJJaHBLIATBIH TEOPHUSIIBIK JKOHE MPAKTHKAIBIK
Kypaiiap/isl MEHrepyre OarbITTallFaH

Kyssipertiniri: AkmaparTsl KOpray XKyHeJepiH MOJENbACYIH HETi3ri 9icTepiH, 3amMaHayHh
TEXHHUKAJBIK KYpal#apibl JKOHE OJApABIH MOJEIBACY MOCEINENepiH ILeIIyre apHaFaH
OarapiamMaibIK JKacaKTaMachblH Oinefi. 3epTTeNeTiH TeXHUKAIBIK Kypanaap MEH MOJCIbACY
OMICTepiHiH Ka3ipri AaMy TEeHACHUIUIAPbI TYPaJIbl TYCIHIKKE He.

KyTinerin HoTmke: KuOEpKayiIlCi3lik INPOLECTEpiH MOJCNBACY JXOHE Oackapy oJicTepiH
KOJIJaHa/Ibl; KHOEpKAayinTep MEH TOYEKeNAep/Ii aHbIKTall, OaFanai/ibl; Kayinci3aik mporecTepin
Tanjan, OHTAJIaHAbIpa/Ibl; HMHUMACHTTEpAI Oackapy J>KOHE MOHMTOPHHI KypajgapblH
KOJIJaHa Ibl; KHOepKayilci3mikTi Oackapy menriMaepid a3ipiaemi.

Typembaes A.T. -
¢h-m.F.K., aFa
OKBITYLIBI

IpepexBusutbl: KoMIbIOTEpHBIC TEXHOJIOTMH 3amuThl HHGOpMammu , IIporpammuo-
anmapaTHbIE CpeJCTBa 3aIUTHI HHPOPMAILIUU

IMocTpeKkBU3UTHI: IPOGUIIBHBIE JUCIUILIHHBI

Lene mucrmmmser: Llenplo n3ydeHHs AUCHMIUIMHBL «MOJIENMPOBAaHHE U YIpPaBICHHE
nporeccaMmu Kubepoe3onacHoCTH» sBIsieTcs: GOPMUPOBAHUE y 00YUAIOIIUXCS TEOPETHUECKUX
3HAHUH M TNPaKTHYECKMX HABBIKOB B OOIACTH MOJCIMPOBAHMSA, AHAIM3a U YIPaBICHUS
mporeccaMu obecredeHus KnoepOe30macHOCTH B HHPOPMAIIMOHHBIX crcTeMax. JluciuminHa
HaIlpaBJIcHa Ha M3y4YeHHE METOJ0B MOJCIUPOBAHMS YIPO3 U PUCKOB, NIPOLIECCOB YIIPABICHHUS
MHIMACHTaMH 0€30IIaCHOCTH, apXUTEKTYpP U >KM3HEHHOTO LIUKJIa CHCTEM KHOepOe30nacHOCTH,
a TaKoKe Ha Pa3BUTHE YMEHUH NPUMEHATh MaTeMaTUYecKue U HHOPMAIMOHHBIE MONEIH JULL
aHaJIN3a COCTOSHMS 3aIlUIIEHHOCTH, ONITUMU3ALMH TIPOLIECCOB YIPABICHUS O€30IIaCHOCTHIO U
MOBBIIEHUS APHEKTUBHOCTH MeP 3aUTHI HHPOPMALMU B KHOEPIIPOCTPAHCTBE.

Kpatkoe cozepxxanne: DTa AUCHMIUIMHA HAIPABICHA HA OBIANCHHE TEOPETHUCCKUMH H
MPAKTHYECKUMH HHCTPYMEHTaMH, HCIOIb3yeMBIMU JUI YIPaBICHHS M KOOPIHHAINH
IPOLIECCOB KNOEPOE30IIaCHOCTH, OLIEHKHU U HOBBIICHHUS HX 9 ()EKTHBHOCTH.

KomneteHnmu: 3HaeT OCHOBHBIC METOIbI MOJCIMPOBAHHS CHUCTEM 3alUTHl WH(MOPMALHH,
COBpEMCHHBIE TEXHIUYECKHE CPEJICTBA U UX IIPOrpaMMHOE 0OecliedeHUe IS PEIICHHS 3a1ad
MOZIeIMPOBaHMsA. [MeeT IpencTaBiIeHne O COBPEMEHHBIX TCHACHIUAX Pa3BUTUS H3y9aeMbIX
TEXHUYECKHX CPEICTB H METOJOB MOJCIHPOBAHUS.

O’kHAaeMble pe3yiIbTaThl: UCHOIB3YET METOABI MOACIUPOBAHNS U YIPABICHHUS MPOLECCAMH
KnbepOe30MacHOCTH; BBIABIACT U OIEHHUBACT KHOEPYrpo3bl M DHCKH; aHAIH3UPYET H
ONTUMHU3MPYET IPOLECCH  OE30MaCHOCTH; HCHONB3YyeT HMHCTPYMEHTHI — YIpPaBJICHUS
HHIMACHTAMH M MOHHUTOpDHHrA;  pa3pabaTblBaeT  PCELICHWs 10  YIPABICHHIO
KnOep0e30macHOCThIO.

Typemibaes A.T. -
K.(b-M.H., cTapinit
MPETOZ.




. Prerequisites: Computer Information Protection Technologies, Software and hardware

information protection tools

. Postrekvizites: Profile disciplines
. Aim of the discipline: The objective of studying the discipline "Modeling and Management of

Cybersecurity Processes" is to develop students' theoretical knowledge and practical skills in
modeling, analyzing, and managing cybersecurity processes in information systems. The
course is aimed at studying methods of threat and risk modeling, security incident management
processes, cybersecurity system architectures and lifecycle management, as well as developing
the ability to apply mathematical and information models to analyze security posture, optimize
security management processes, and improve the effectiveness of information protection
measures in cyberspace.

. Shortcontent: This discipline aims to master the theoretical and practical tools used to manage

and coordinate cybersecurity processes, evaluate and improve their effectiveness.

. Competences: He knows the basic methods of modeling information security systems, modern

technical means and their software for solving modeling problems. Has an idea of the current
trends in the development of the studied technical means and modeling methods.

. Expectedresults: uses methods for modeling and managing cybersecurity processes; identifies

and evaluates cyber threats and risks; analyzes and optimizes security processes; uses incident
management and monitoring tools; develops cybersecurity management solutions.

Tureshbaev A. -

Candidate of Physico-
mathematical Sciences,

Senior Lecturer
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IIpepexBU3UTTEP: AknapaTTel KOpFay XKyiielepiH alnapaTTbIK-TEXHUKAIBIK KAMTaMachl3 €Ty
[MocTpexBU3UTTEp: MEMIICKETTIK KEIIeHIi eMTUXaHaap, JMImIoMaplK >KOOaHbI jKa3y >KOHE
Kopray

[onHniH Makcatbl: «OcaibIKTap/Ibl aHBIKTAY JKOHE Tajjay» IOHIH OKBITYABIH MaKcaThl OiIiM
alyniplIapaa aknapaTThIK XKylHenep MeH OaraapiaMaliblk KaMTaMachl3 €TyAeTi OCalIbIKTap bl
aHBIKTAy, Tajgay >KoHEe OaFanay calachlHIAFbl TEOPHUSUIBIK OLTIMAEP MEH MPAKTHKAIBIK
JaFIbUIapabsl  KaJbINTAcThIpy Ooibin Tabbutambl. [IoH ocannbIKTapipl i37ey QmicTepiH,
KyHenepaiH KayilCi3firiH Tajnjay ToCUIIEpiH, KayiNCi3IiKTi TecTUIeyAiH KypalJapblH,
KayinTepi MOJAENbACY KOHE TAyeKenaepai Oaramay KaruaaTTapblH 3epjelieyre, COHmai-ak
OarapiaMaiibiK, anmapaTThiK KOHE JKETUTK KOMIOHEHTTEPIETI OJCi3 TycTapibl aHBIKTAY,
ocaJIABIKTap/Ibl Malianany caiaJapblH Talllay XoHe aKNapaTThIK Kayilci3uik JeHreiin apTTeIpy
YILIH OJIap IbI 5K010 OOMBIHINIA YCBIHBICTAP 93ipiiey OlTIKTepiH JaMbITyFa OarbiTTanraH. Kpickama
Ma3myHbI: [1oHAI UTepyae aKmapaTThIK XKyieaepaiH Kayinci3airia KOpray YIIiH KOJIIaHbLITaThIH
OpPTYpJi TEXHUKalap MEH Kypaqjap KapacThIpbUIANBl, COHJAH-aK  OCaJIBIKTAp/BIH
cHUMaTTaMalapbl, oJlap/iblH Naialany 9icTepi XKoHe 0JIapIbl KO0 XKOJ AP 3epTTEIIe .
Kyssiperriniri: AkmapaTrTsl KOpFay XyHeldepiH MOMeNbACY/IiH HEeri3ri 9aicTepiH, 3amMaHayl
TEXHHUKAIIBIK KYPaJIJapAbl JKOHE OJapIblH MOJENBJILY MAcelelepiH IIellyre apHajFaH
OarapamMalibIK JKacaKTaMachlH Outefi. 3epTTeNeTiH TeXHUKAIBIK Kypaigap MEH MOJCIBACY
SMiCTepiHIH Ka3ipri AaMy TEeHICHIHUSUIAPhl TYPaJIbl TYCIHIKKE He.

KyrineTin HoTHXenep: akHmapaTThIK XKYHeJaepaeri OCalIbIKTap bl aHBIKTAIbI; 0CAIABIKTAP IbI
Tanjan, Kayin AeHrediH Oaraiaiizibl; OCaIbIKTapAbl CKaHEpJey JKOHE TECTIeYy KypalaapblH
KOJIZIaHa/Ibl; AHBIKTAJIFAH OCAJIBIKTApIbl JKOIO JKOHE KAyiNCI3miKTI KyLIeHTy mapanapbslH
YCBIHAJIBI.

Anpanosa A.b. - PhD,

ara OKBbITYIIbI




1.
2.

3.

IIpepexBU3UTHI: AnnapaTHO-TeXHHYECKOE 0OECIIEUEHNE CHCTEM 3aLUTHL HHpOpPMALUK

IToCTPEKBH3UTBI: TOCYIApCTBEHHBIC KOMIUIEKCHBIC OJK3aMeHbl, Hammcanue W 3amura
JIMITIOMHOTO [IPOCKTa

Henp aucummumbbl: Llenpio u3ydeHus IUCUMILIMHBI «BbIABICHHE M aHANU3 YA3BUMOCTEID
siBIIsIeTCsl OPMHUpOBAHUE Y 00YUAIOIIMXCS TCOPSTHUSCKUX 3HAHUH U IPAKTHYECKHX HABBIKOB B
oOnacTi OOHapy)KeHWs, aHaliM3a M OLCHKU YSI3BUMOCTEH HWH(DOPMALMOHHBIX CHCTEM U
mporpaMmMHOro obGecrmedyeHus. JIMCUMIVIMHA HampaBicHA Ha H3YYCHHE METOJOB IIOMCKA
ySI3BUMOCTEH, TEXHHK aHAllM3a 3allUIICHHOCTH CHCTEM, HHCTPYMEHTAIBHBIX CPEICTB
TECTHPOBaHHs OE30MACHOCTH, IPUHIUIIOB MOICIMPOBAHHS YIPO3 M OLICHKH PHCKOB, a TAKKE Ha
pasBUTHE YMEHHH BBUIBIATH Cla0ble MeCTa B HPOTPAMMHBIX, AaMllapaTHBIX M CETEBBIX
KOMITOHEHTaX, TPOBOJUTH aHAJIU3 MOCIIEICTBHII dKCIUTyaTalluy ysI3BUMOCTEH U pa3pabaThiBaTh
PEKOMEH/IAIMH 110 X YCTPAHESHUIO JUIs TOBBIICHHUS YPOBHS HH(POPMAIIMOHHON 6€30MaCHOCTH.
Kpatkoe conepxanue: IIpi 0CBOCHHH IUCHHUILUTMHBI PACCMATPHBAIOTCS Pa3iHYHbIE METOIBI U
CpeICTBa, MCMONIB3YyEMbIE IS 3alIMTHl OE30MacHOCTH MH(POPMALMOHHBIX CHCTEM, a TaKKe
U3YYaIOTCs XapaKTEPUCTHKHU YSI3BUMOCTEH, CIIOCOOBI MX UCIIOIb30BAHUS U ITYTH UX YCTPAHEHHUS
KoMneTeHTHOCTh: 3HAeT OCHOBHBIC METOJbI MOJCIHPOBAHKS CHCTEM 3allUThl HH)OPMALIUH,
COBPEMCHHBIC TEXHHYECKHE CPEICTBA M MX MPOrPAMMHOE OOCCIICYCHHE IS PEIICHHS 3a1ad
MOZIeMPOBaHKs. VIMeeT NpeaCTaBIeHne O COBPEMEHHBIX TCHACHIMAX PA3BUTHS H3YYaeMbIX
TEXHUYECKUX CPEACTB U METOIOB MOJICIHPOBAHHSI.

OsKraeMble Pe3yibTaThl: BELIBISACT ySI3BUMOCTH B HH(POPMALIHOHHBIX CHCTEMAX; aHATU3HPYET
YS3BUMOCTH W OLCHHBACT YPOBEHb YIPO3bl; HCIOJB3YyeT HHCTPYMEHTBI CKaHHPOBAHUS H
TECTHPOBAHHMs YA3BUMOCTEHl; MpeiaraeT Mepsbl [0 YCTPAHEHHIO 0OHAPYIKEHHBIX YI3BUMOCTEH
Y TIOBBIIICHHIO O€3011aCHOCTH.

Anpanosa A.b.- PhD,
cTapIInit
pernoaaBaTesb

Prerequisites: Hardware and technical support of information security systems

Postrekvizites: state comprehensive exams , Writing and defending a diploma project

Aim of the discipline: The objective of studying the discipline "Vulnerability Identification and

Analysis" is to develop students' theoretical knowledge and practical skills in identifying,

analyzing, and assessing vulnerabilities in information systems and software. The course is

aimed at studying methods for vulnerability discovery, system security analysis techniques,

security testing tools, threat modeling principles, and risk assessment approaches, as well as

developing the ability to identify weaknesses in software, hardware, and network components,

analyze the impact of vulnerability exploitation, and propose mitigation measures to improve

the overall level of information security.

Short content: In mastering the discipline, various techniques and tools used to protect the

security of information systems are considered, as well as the characteristics of vulnerabilities,

methods of their use and ways to eliminate them are studied.

Competence: He knows the basic methods of modeling information security systems, modern

technical means and their software for solving modeling problems. Has an idea of the current

trends in the development of the studied technical means and modeling methods.

Expected results: identifies vulnerabilities in Information Systems; analyzes vulnerabilities and
assesses the level of threat; uses tools for scanning and testing vulnerabilities; recommends
measures to eliminate detected vulnerabilities and strengthen security..

Adranova A.- PhD,
Senior Lecturer
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Ipepexsusurrep: Python Tininxe 6arnapramanay, Web Garnapnamanay

IocTpekBU3UTTEP: MEMIICKETTIK KEIIeHII eMTuxaHaap, JMIUIOMIBIK X00aHBI jKa3y MKOHE
Kopray

ITonHiH MakcaTbl: «MoOWIBAI KOCBHIMIIATAPABI 93ipiey» IOHIH OKBITYIBIH MakcaTsl OimiM
alymiplIapia 3aMaHayd OIEpallMsUIBIK OKyHelepre apHajifaH MOOHJIbAI KOCHIMIIAIap bl
Kobanay, 93ipiey jKoHe cyieMeliey calachlHIaFbl TEOPHUSUIBIK OUTIMICp MEH MPaKTHKAaJbIK
JAFabUIap/Abl  KaNbINTACTHIPY  Oonbil  TaObuiafgpl. [loH MOOWIBAI  KOCBIMIIIATAPJIBIH
apXUTEKTypachlH, MOOWIBI MaThopMaIap/blH KyMbIC icTey KaruaaTTapbid, Android sxone
i0S yuiiH 93ipiiey TEXHOJOTHsIIAPBIH, Naiaananyiibl narepdeiici Mmen Taxipubdecin (U/UX),
COH/Iali-aK CepBepJIiK CEePBUCTEPMEH JKOHE JepeKTep OasajapbIMeH HHTerpalusiaHFaH
¢byHKIMOHANBI, OeHIMIENETIH XOHE Kayilci3 MOOWIBIl KOCHIMIIAnap jkacay OiNiKTepiH
JAMBITyFa OaFrbITTAIIFAH.

Kpickamia ma3myHsl: KypcThiH HETi3ri TaKpIpbINTapbIHA aliAanaHyIisl nHTEepdeiicin jxobanay,
OKHMFalapbl OHICY, JCPEKKOPIApPMEH >KYMBIC ICTEYy JXOHE CBHIPTKbI Kbi3meTTep MeH API
unrepdeiicrepi kipeni. Coniaii-ak MoOWiIbAl iatpopmaiapra apHaJFaH KOCBIMIIATapIblH
Kayinci3[iri MeH OHTalllaHAblpy NPHHLMNTEPI Typaibl OKbIThUIaAbl. Kypc coHblHza
KODBITBIH/BI K00a asChIHAA TOJBIKKAHIBl MOOWIBAI KOCHIMINA d3ipyern, 3 OuriMaepiH
ToXIprOeIe KoJaHa anaspl.

Kyseiperriniri: Kayinciz moOmisai KockiMInanap uHTEpencin xobanay, o3ipiey, >XeHAey
MPUHIMITEPIH; MOOWIBAI KOCHIMIIAHBIH OMIPIIK HUKIIHIH 3aHAbUIBIKTApbIH  Olnesi.
Maitnananymsl uHTEpdEiicTepin xo0baxayapl KoHE OaraapiaManay/bl, KYMBIC camachkl MeH
MOOMIIB/II KOCBIMILIANIAP/IbIH, KayilCi3Airin 6aranayabl Oineni

KyTinerin HoTmKenep: MOOWIIBAI KOCBIMILIATIAP/IBI Jk00aay JKaHe a3ipJiey 9/JicTepiH MeHIepe/i;
MoOunpai miatdopmanap MeH OaFgapiamanay KypandapblH KOJIAAaHA[bl;, Al adaHyIbl
unTepdeiicin a3ipneiini; nepexrepmeH xoHe API cepBrcTepiMeH KYMBIC iCTEHIl; MOOMIBIL
KOCBIMILIAJIAPIBI TECTINICY KOHE OHTAWIAHABIPY TOCULACPiH KOIIAHAIBL. .

Jlayr6aesa A.O.-
T.F.K., JOLEHT.

N —

IpepexBusutsl: [IporpammupoBaHue Ha s3bike Python, Web nporpammupoBanue
IToCTPEKBH3UTBI: TOCYIAPCTBCHHBIC KOMIUICKCHBIC O3K3aMeHsl, Hammcanme w  3ammrta
JIMTTIOMHOTO MPOCKTA

Henb pucuuruiinsl: Llenpio n3ydeHus: AMCUUIUTHHBI «Pa3paboTka MOOHIBHBIX MPHIOKCHHUI
SIBJIACTCSl (JOPMUPOBAHUE Y O0YUAIOIIMXCS TEOPETHISCKUX 3HAHUI M MPAKTHYSCKUX HABBIKOB
B 00JIACTH TPOCKTUPOBAHUS, Pa3pabOTKH W COMPOBOXICHUsS. MOOWIBHBIX TPUIOKCHHH TS
COBPEMEHHBIX OIEPAlMOHHBIX CHCTeM. [IMCUUIINHA HATIpaBJICHA HA M3yYCHUE apXUTEKTYpbI
MOOWIIBHBIX ~MPUIOXKCHUH, NPUHIKUIOB paboThl MOOWIBHBIX IUIATGOPM, TEXHOJOTHIA
paspabotku o Android 1 i0S, monb3oBaTenbCKoro nHTepdeiica 1 MoNb30BATEIHLCKOTO OIBITA
(UI/UX), a Ttakxke Ha pa3BUTHE YMCHHH CO37aBaTh (YHKIIMOHAIbHBIC, AJalTHUBHBIC H
Oe3omacHple MOOWJIbHBIC MPUIOKEHUS C HCHOJIB30BAHHEM COBPEMEHHBIX HHCTPYMEHTOB
[IPOrpaMMHPOBAHHS M MHTETPAIIMH C CEPBEPHBIMHU CepBHCAMU U 0a3aMH JIaHHbIX.

JaytbaeBa A.O.-
K.T.H., IOLICHT




. KpaTKoe COZCPIKAHUC: OCHOBHBIE TEMBI Kypca BKIIOYalOT B cebs IIPOCKTUPOBAHUC

MOJIb30BATEIbCKOTO0 HMHTEepdeiica, 00pabOTKy coObITHII, paboTy ¢ 0azamMu JaHHBIX U
B3aUMOJelcTBHEe ¢ BHemHUMH cepBucaMu u APL. Bbl Takke y3HaeTe 0 NpHHIMIIAX
0e30MacHOCTH M ONTHMH3ALUK MPUIOKEHUI Uit MOOMIBbHBIX Iiarpopm. B koHie kypca
CMOTYT HPHMCHHUTh CBOM 3HAHMS Ha MpPaKTUKe, pa3paboTaB IOJHOLECHHOE MOOMIBHOE
MIPUJIOKEHHE B PAMKAX UTOTOBOTO IPOEKTA.

. KomnereHTHOCTh: 3HAaeT MPUHIMIIBI POEK-TUPOBAHUS, Pa3pabOTKH, OTIAAKH HHTEp-derica

0e30mMacHbIX MOOWJIBHBIX MPUIOKEHHH; 3akoHOMepHOCTH JKL[ MOOHIB-HOTO MPUIIOKEHHMS.
VMmeer pa3pabaTeiBaTh M HPOTPAMMHPOBATH IOJIB30BA-TEIBCKHE HHTEPQEHCHI, OILICHUBATH
Ka4yecTBO paboThl M 6€30MaCHOCTh MOOMIIBHBIX IPUIIOKCHUIT

. O)KI/ILLHCMLIC pe3yJibTaThbl: BJIAACCT METOAAMU IIPOCKTUPOBAHUSA U paSpaGOTKI/I MOOHJIBHBIX

MPUIIOKEHHUIT, UCIONB3YeT MOOWIbHBIC IIAT(OPMBI U MHCTPYMEHTBI HPOrPaMMHUPOBAHUSE
pa3pabaThiBaeT MOJB30BATENbCKUN HHTEpdeic;, pabotaer ¢ maHHbIMH U cepBucamu API;
MPUMEHSICT TOAXO0/IbI K TECTUPOBAHUIO M ONTHMH3AIHH MOOHIBHBIX TPUIIOKCHHIA..

—_

Prerequisites: Programming in Python, Web programming

Post-requirements: state comprehensive exams , Writing and defending a diploma project

The purpose of the discipline: The objective of studying the discipline "Development Mobile
Applications" is to develop students' theoretical knowledge and practical skills in designing,
developing, and maintaining mobile applications for modern operating systems. The course is
aimed at studying mobile application architecture, principles of mobile platforms, development
technologies for Android and iOS, user interface and user experience (U/UX) design, as well
as developing the ability to create functional, responsive, and secure mobile applications using
modern programming tools and integration with server-side services and databases. Summary:
The main topics of the course include user interface design, event handling, working with
databases and interacting with external services and APIs. You will also learn about the
principles of security and optimization of applications for mobile platforms. At the end of the
course, they will be able to put their knowledge into practice by developing a full-fledged
mobile application as part of the final project.

Competence: Knows the principles of design, development, repair of the interface of secure
mobile applications; the laws of the life cycle of a mobile application. Knows how to design
and program user interfaces, evaluate the quality of work and the safety of mobile applications.
Expected results: master the methods of designing and developing mobile applications; use
mobile platforms and programming tools; develop a user interface; work with data and API
services; apply methods of testing and optimizing mobile applications..

Dautbaeva A.O.-
Candidate of
Technical Sciences,
docent
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IpepexBuznrrep: Web Garmapiamanay

[MocTpexkBU3UTTEp: MEMIICKETTIK KEIIeHIi eMTUXaHaap, JMIIoMabIK >KOOaHBI jKa3y JKoHE
Kopray

ITonHiH MakcaTsl: Byl Kypc CTyIeHTTepAiH KeHEHWTUreH IBIHABIK (AR) *koHe BUpTyanibl
weHABIK (VR) KonmanOanapsl yIIiH akmapaTTBIK KayilCi3AikTi KamTaMachkl3 eTy OoifbIHIIa
TEOPUSUIBIK OUTiMIEepi MEH NPaKTHKANBIK AAFAbUIAPBIH JaMBITYFa, COHIAal-aK HMMEpCHUBTI
mubpIBIK OopTaga JAepeKTepAi, NaiiganaHylIbUIapIbl JKoHE OarmapiaMalblK JkacaKTama
KOMITOHEHTTEPiH KOpFay oflicTepiH 3eprreyre OarbiTtanrad. Kypcra AR/VR xonnanbanapbsiHbig
HETI3Ti KayinTepi MEeH 0cajl TYCTapbl, COHBIH iIIiHJIE KeKe AePEKTePAiH aFbll KeTyl, CEHCOPIIBIK
JepeKTepIiH Oy3bUTybl, SHTi3Y/IIbIFapy KYPBUIFbUIAPBIHA MIA0YybIIIAP )KOHE BUPTYAIIbl OPTAHBI
MaHHIYJBILHsUIAY KapacThIPbLIaAbl. Byl KypCThl asKTaraHHAH KeifiH CTYACHTTEp MBIHANAP b

Oo6inaesa XK. T.-
PhD, ara okpITYy1IBI




icreit amagel: AR/VR ixylenepiHiH apXHUTEKTypachl MEH XXYMbBIC NPHHIUNTEPIH TYCIiHY;
KCHEHTIUITeH JKOHE BHPTYas[bl IIBIHABIK KOJIaHOAIAPBIHBIH HETi3ri KayinTepi MEH ocai
TYCTapblH aHBIKTAY; JKOHE MMMEPCHUBTI OpTaja MaiifanaHylibl ACPEKTEpPiH KOpPFay OIiCTEpiH
KOJIJaHy.

Kpickama mazmyssl: OfbIH HHIyCTPHACHI, OlliM Oepy, MEMIMHA JKoHEe OM3HECTI Koca ajFan/a,
oprypai cananapaa AR jxoHe VR TexHOJIOTUsIIapbIH XKBUIIAM IaMBITY JKOHE KCHIHEH KOJIAaHy
KOHTEKCTiHJe OyJ1 KoqanOatap sy Kayinci3airiH KaMTaMachl3 €Ty MaHbI3/1bl OOJIBII TaObLIa bl
KysbIpertiniri: Bupryannbl xoHe KEHEHTUITeH INBIHABIKTBIH HETI3ri NMPUHIUNTEPIH OlTeii.
AR/VR koceimiianapeie o3ipieii anaapl. AR/VR KochIMIanapeiHIarsl JepeKTepii Kopray
JKOHE KYNUSUIBLIBIK Heri3zaepiH Oineni. AR/VR KochMImanapbliH icke KOCy VIIIH OpTypJi
iat)opManap MeH KypbUIFbIIAPMEH JKYMBIC JKacay JAaFbUIapblHa Ue.

Kyrinerin motmkenep: AR/VR  KonjmaHOGamapblHBIH —KayilCi3#ik NpUHIUNTEpIH Oineni;
BHUPTYaJIbl JKOHE TOJBIKTBHIPBUIFAH IIBIHIBIK OKYHEJIepiHIeri KayinTepAi aHBbIKTauIbl,
naiilananymsl [epeKTepi MeH HU(PIBIK KOHTEHTTI KOpray ojictepid Koimanaas;; AR/VR
XKYHeIepiHiH OCaJABIKTApbIH TaJall, Kayinci3mik IapaiapbiH d3ipieiini; kayincizs AR/VR
KoJIJaHOaIapbIH jko0asiay JK9HE TeCTiIeY JIaFJbUIaphIH KaJIbIITACTHIPA bl

TIpepexBusuts: Web nporpamMmmupoBanue

ITocTpexkBU3UTHI: TOCYIapCTBEHHbIE KOMIUIEKCHBIE O3K3aMeHbl, Hammcanme u  3ammra
JIUIUIOMHOTO TIPOEKTa

Lens pgucummmbsl:  Llenblo  IUCUMIUIMHBL - siBisieTcss  ()OPMHPOBAHHE Yy CTYACHTOB
TEOPETUYECKUX 3HAHMH M NPAKTHYECKHX HABBIKOB B 00J1acTH oOecnieyeHus: MHGpOpMaImOHHON
6e30macHOCTH NpUIIOKEHUH nonosnHeHHOH (AR) u BupTyansHo# peansHocTu (VR), a Taioke
U3y4YeHHE METOJOB 3alMThl JAHHBIX, I0Jb30BaTeNell M IMPOrpaMMHBIX KOMIIOHEHTOB B
MMMEPCUBHBIX LU(POBBIX cpefax. B pamkax Kypca paccMaTpuUBalOTCsS OCHOBHBIE YIpO3bl U
ysa3sumoctd  AR/VR-mpunoxenuii,  BKIOYAas ~ YTEYKy  MEPCOHATBHBIX  JAHHBIX,
KOMIPOMETALMIO CEHCOpPHOH HHGOpMalMK, aTaku Ha YCTPOHCTBa BBOJA-BBIBOAA U
MaHUITYJIAUN BUPTyabHOH cpenoii. 1o 3aBepiieHnn JUCHMILIMHBI CTyISHT OyIeT ClIoCOOeH:
MOHMMATh APXUTEKTYPY M MPUHLUIBI paboThl AR/VR-cucTeM; BBISBISTE OCHOBHBIE YTPO3bI U
YS3BUMOCTHU TIPUJIOKEHUH JOMOJHEHHON M BUPTYalbHOM PEanbHOCTH; MPUMEHSITH METOJbI
3aIUTHI N10Jb30BATENBCKUX JAHHBIX B UMMEPCUBHBIX CpPElax.

Kpatkoe conepikanue: B KkoHTekcTe OBICTPOrO pasBUTHS U IIMPOKOrO HPHUMEHEHUS
texnonoruit AR u VR B pasnuuHbIx oTpacsix, BKIFOYasi HTPOBYIO WHIYCTPHIO, 00pa3oBaHue,
MeJULHIHY 1 Ou3Hec, obecrieuenne 6e30MacHOCTU STUX TPUIIOKEHUN CTAHOBUTCS KPUTHUECKH
Ba)KHBIM.

KomrmetenTHOCTE: 3HAET OCHOBHBIC MPHUHIIMIIEI BUPTYaJIbHOW M JOMOTHEHHON PealbHOCTH.
VYmeer paspabateiBate mpuiokenus AR/VR. 3HaeT OCHOBBI 3al[UThl JaHHBIX U
KOH(HICHIINAIBHOCTU B npuiokeHusax AR/VR.O6nagaer HaBbIkaMu pabOThI ¢ pa3InuHbBIMU
wiatopMaMu U ycTpoiicTBamMu Julsl 3arycka npuioxenuit AR/VR.

OsxuaemMble pe3ysbTaThl: 3HACT MPUHLMIBI Oe30macHoCTH npuioxkennii AR/VR; BeisiBisier
YTPO3bI B CUCTEMAX BUPTYaJIbHOW M HOTOJHEHHON PEaIbHOCTH; MCIIOIb3YEeT METOMABI 3aIUTHI
MOJIb30BATENILCKUX JaHHBIX U IIM(POBOr0O KOHTEHTA; aHAIM3HUPYET ysi3BUMocTH cucteM AR/VR
u paspabaTbiBaeT Mepbl 0€30MIACHOCTH; PA3BUBACT HABBIKM MPOSKTUPOBAHUS U TECTUPOBAHUS
6e3omnacHbix npunoxenuit AR/VR.

Ao6unbaaesa XK. T.-
PhD, crapunit
[pero/iaBaTelib




Prerequisites: Web programming

Post-requirements: state comprehensive exams, Writing and defending a diploma project

The purpose of the discipline: This course aims to develop students' theoretical knowledge and
practical skills in ensuring information security for augmented reality (AR) and virtual reality
(VR) applications, as well as to explore methods for protecting data, users, and software
components in immersive digital environments. The course examines the main threats and
vulnerabilities of AR/VR applications, including personal data leakage, sensor data
compromise, attacks on input/output devices, and manipulation of the virtual environment.
Upon completion of this course, students will be able to: understand the architecture and
operating principles of AR/VR systems; identify the main threats and vulnerabilities of
augmented and virtual reality applications; and apply methods for protecting user data in
immersive environments.

Summary: With the rapid development and widespread use of AR and VR technologies in
various industries, including gaming, education, medicine and business, ensuring the security
of these applications has become critical.

Competence: Knows the basic principles of virtual and augmented reality. Can develop AR/VR
applications. Knows the basics of data protection and privacy in AR/VR applications.Has the
skills to work with various platforms and devices to launch AR/VR applications.

Expected results: Knows the security principles of AR/VR applications; identifies threats in
virtual and augmented reality systems; applies methods to protect user data and digital content;
analyzes vulnerabilities in AR/VR systems and develops security measures; builds skills in
designing and testing secure AR/VR applications.

Abildaeva Zh. -PhD,
Senior Lecturer
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IIpepexBuU3nUTTEp: Aknapartsik Kayincizaik (AK) ayauTiH yibIMaacTBIPyIIBLIBIK KAMTaMACKI3 €Ty
INocTpexkBU3NUTTEP: MEMIEKETTIK KEHIeHAl eMTuXaHzaap, JUIUIOMIBIK XOOaHBI XKa3y >KOHE
KOpFay

IToHHIH  MakKcaThl: byn  kxypc  crynenTrepiiH  OJIOKYEHH  TEXHOJIOTUsUIApBI,
OpTaJBIKCHI3AAHABIpbUFaH  KockiMmasap (Web3) sxoHe Kayinci3mik omictepi OolbIHIIA
TEOPHSIIBIK OlTiMIepi MEH MPAaKTHKAIBIK JaFAblIapblH JaMbITyFa, COHOAal-aK TapaTbUIFaH
aKmapaTThIK XKy#enepi a3ipieyre, TanayFa )KoHe KopFayFra KabijeTTi MaMaHaapIb! qaspiayra
OarpiTTasiran. Kypcra OsiokueiiH >xyHeciHiH apXHTEKTypachl, KOHCEHCYC MeXaHHM3MJepi,
aKBUIIBI KeJliciMIapTTap, KpUITOBAJIIOTa, aKTHUBTEP.Ii TOKeHAeY xkoHe Web3 akoxyitenepinin
KYMBIC icTeyi KapacTsIpbuiafpl. CTyOeHTTep OpTalbIKCHI3AAHIBIPBUIFAH KOCBIMIIANap.IbI
(DApps) o3ipney >xoHe OpHANIACTBIPy SAICTEPiH, aKbULABI KeliciMIIapTTapabl Oaraapiamanay
HeTi3/lepiH, CaHABIK aKTHBTEpIl Oackapylbl >KOHE OPTAIBIKCBHI3AAHIBIPBUIFAH KAPHKBUIBIK
kei3mertepaid (DeFi) epekiernikrepin 3epTreiiai. by KypcTsl askraraHHaH KeHiH CTyICHTTEp:
OIIOKYEHH TeXHOIOTHsIaphl MeH Web3 akoxyiienepiniy NIPUHIUNTEPIH TYCIHYIi; TapaThlIFaH
OyXranTepJik ecen >KyHenepiHiH apXUTeKTypachl MEH MEXaHU3MEPiH TaJIayIbl; XKOHE aKbUIIbI
KeiciMIIapTTap/isl 93ipiey/ii xkoHe TeKcepy i YHpeHei.

Ksickama Ma3myss! [ToHne kpunTorpadusiiblk MeXaHU3MAEP, CMapT-KeliciMmapTTap, 6ackapy
Kyitenepi xaHe xanmbl Web3 akoxxyieciHiH Kayinci3airi Typaisl TYCiHiK Oepinesi.
KysblperTiniri: AKnapaTThlH Tapaiblll KeTyiHiH cebentepi MeH canfapiapblH, TEXHHUKAJbIK
apHaJapblH aHBIKTAy JKOHE KAKETTI KOPFAHBIC IIApajiapblH KYPTidy, aKmapaTThlK
KuOepKayinci3aik xoHe aKIapaTThl KOPFay CalachIHIAFb! KOJIaHBICTAFb! 3aHHAMA TaJlalTapblHa
colikec Kopray KypajuapblH TaHIay Aarapuiapbl. Kayinciszmik ToyekenaepiH aiiKplHIay XoHe
oJlap/ibl Gackapy TociJepiH MEHrepy.

Kyrinerin HoTmke: OnokueliH >xoHe Web3 kyifenepiHiH KayilCi3fik apXUTEKTypachlH
Talngalibl, CMapT-KemiCiMIIapTTapAaFbl OCAIABIKTApABl aHBIKTAMABI; KPUNTOrPAHAIBIK
MEeXaHU3M/JIep MEH KOHCEHCYC AITOPUTMJCPIHIH Kayinci3airia Oaraaiipl;
OpTaJIBIKTaH/ABIpbIIMaFaH_KochiMInasiapra (DApp) kayincizaik mapanapblH KOJIJaHa bl

JlayrbaeBa A.O.
T.F.K., IOLICHT, ara
OKBITYIIBI




1.

IIpepexBU3UTHL: OprannsanuonHOe oGecnedeHye ayauTa HHOpManHoHHoii GesomacHoctn (MB)

2. TlocTpeKkBU3UTHI: TOCYIApCTBEHHBIE KOMIUIEKCHbIE »JK3aMeHbl, Hamucanue u  3ammuTa

3.

JMIUIOMHOTO MIPOEKTa

Lens pucnmmummesl  llenblo AuMCHMINIMHEL  sBIseTcs (OPMHpOBaHHE Yy CTYACHTOB
TEOPETHYCCKUX 3HAHMA M IPAKTUYECKHX HABHIKOB B OOJACTH TEXHOJOTHil OIOKYeiiH,
JeLICHTPal30BaHHbIX Tpuinoxenuin (Web3) u meronoB oOecriedeHuss ux 0e30mMacHOCTH, a
TAKKe IOJrOTOBKA CIELUAIUCTOB, CIIOCOOHBIX pa3padaThiBaTh, aHAIM3UPOBATh U 3allMIIATH
pacmpeziclieHHble HMH(OPMAI[MOHHBIE CHCTEMBL. B pamMkKax Kypca paccMaTpHBarOTCs
apXUTEKTypa OJOKYEHH-CHCTEM, MEXaHH3Mbl KOHCEHCYCa, CMapT-KOHTPAKTbI, KPUITOBAIIOTHI,
TOKEHM3aIlUsl aKTUBOB M (yHKIIMOHMpOBaHHE dKocucTeM Web3.CTyleHThl H3ydyaloT METO bl
pa3paboTKu M pa3BepThIBAHMS JELEHTPAIM30BaHHBIX mpuioxeHuit (DApps), OCHOBBI
IIPOrPaMMHUPOBAHHS CMAPT-KOHTPAKTOB, yIPABJICHUE IHU(PPOBEIMU aKTHBAMH U OCOOCHHOCTH
(YHKIHMOHUPOBAHUS JICLEHTpann30BaHHbIX (puHaHcoBbix cepBucoB (DeFi). Ilo 3aBepiienun
JUCLUIUTMHBI CTYACHT OyAET COCOOCH: MOHMMATh MPUHIUIBI (DYHKIIMOHUPOBAHUS OJIOKYEHH-
TEXHOJIOTUH M 3KocucTeM Web3; aHAIM3UPOBATH APXUTCKTYPY M MEXaHU3MBI PabOTHI
pacnpesielICHHBIX PEeCTPOB; pa3pabaThIBaTh M TECTUPOBATH CMapT-KOHTPAKTHL.

Kpatkoe copepxanue: JJucuuuinga JaeT npeacTaBieHue 0 KpUNTorpahuueckux MexaHu3Max,
CMapT-KOHTPAKTaxX, CUCTEMaX yIpaBjieHHs U 0e30MacHOCTH 9KochcTeMbl Web3 B 1iesoM.
KommneteHTHOCTh: HaBBIKM oOmpeneNieHHs NPUYMH M HOCIEACTBHI yTeuku HH(opMaruy,
TEXHMYECKHMX KaHAJIOB U ITPOBEICHUSI HEOOXOIMMBIX 3aIUTHBIX MEPONIPHUSTHIH, BHIOOPA CPEICTB
3aIlIUTBl B COOTBETCTBUH C TPEOOBAHMSMM ACHCT-BYIOIIETrO 3aKOHOJATENbCTBA B 00JaCTH
nHpopMannoHHoi kubepOeszonmacHoctn U 3U. Biamers croco6amu OIpeneneHHs PHCKOB
0€30IaCHOCTH M yIIPaBICHUS IMHO

OXuIaeMblil pe3ynbTaT: aHaTH3UPYET apXUTEKTypy Oe30macHOCTH cucTeM OnokueiiH u Web3;
BBISIBJISIET YSI3BUMOCTH B CMapT-KOHTPAKTaX; OLIGHMBAET 0€30MacHOCTh KPHITOrpaduuecKux
MEXaHH3MOB ¥  QJITOPUTMOB  KOHCEGHCyca; HPHMEHACT Mepbl  OE30MacHOCTH K
JeLIeHTPaIN30BaHHBIM npriIoskeHmsiM (DApp).

Jlayr6aesa A.O.
K.T.H., IOLICHT,
cTapIInit
HpEeToiaBaTelib

Prerequisites: Organizational support for information security audit

Post-requirements: state comprehensive exams , Writing and defending a diploma project

The purpose of the discipline: This course aims to develop students' theoretical knowledge and
practical skills in blockchain technologies, decentralized applications (Web3), and security
methods, as well as to train specialists capable of developing, analyzing, and securing distributed
information systems. The course examines blockchain system architecture, consensus
mechanisms, smart contracts, cryptocurrencies, asset tokenization, and the functioning of Web3
ecosystems. Students study methods for developing and deploying decentralized applications
(DApps), the basics of smart contract programming, digital asset management, and the specifics
of decentralized financial services (DeFi). Upon completion of this course, students will be able
to: understand the principles of blockchain technologies and Web3 ecosystems; analyze the
architecture and mechanisms of distributed ledgers; and develop and test smart contracts.
Summary: The discipline provides an understanding of cryptographic mechanisms, smart
contracts, management systems and the security of the Web3 ecosystem in general.
Competence: Skills in identifying the causes and consequences of information leakage, technical
channels and carrying out the necessary protective measures, choosing means of protection in
accordance with the requirements of current legislation in the field of information cybersecurity
and Information Protection. Knowledge of methods for identifying and managing security risks
Expected result: analyzes the security architecture of blockchain and Web3 systems; identifies
vulnerabilities in smart contracts; assesses the security of cryptographic mechanisms and
consensus algorithms; applies security measures to decentralized applications (DApp).

Dautbayeva A.-
candidate of technical
Sciences, senior lecturer
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IIpepexBU3UTTED: AKnapartsik Kayincisaik (AK) ayauTiH yiHBIMIACTEIPYIIBUIBIK KAMTAMACKI3 €Ty
IMocTpekBU3UTTEP: MEMIICKETTIK KEUIeHAlI eMTuXaHmap, MIUIOMIBIK >KOOaHbl jKa3zy »KoHE
Kopray

ITonnin MakcaTsl: Byt Kypc cTyneHTTepAiH kubepkayinTepai aHbIKTay, TaIaay sKoHe a3aiTy
OOMBIHIIA TEOPUSIIBIK OULTIMIEPI MEH NpPaKTUKAJbIK JaFAbUIapbIH JaMBITyFa, COHIAW-aK
aKmaparTelK JKyHenepai 3amaHayd wmaOyblimapAad Kopray OiCTepi MeH KypajjapbiH
a3ipiieyre koHe KoJnaHyFa OarbiTTanran. Kypcera kubepkayin Typiepi, madybut Moenbaepi,
kuOepmalybuIiapblH ~ Ke3eHJepi JKoHEe OpTYypii HHQPaKypbUIBIM JIeHTeliepiHyeri
aKHapaTTBIK OKyHesepai Kopray ojictepi KapacTelpbuianpl. CryaeHtrep Oachin Kipyai
anbikTay TexHonorusuapsid (IDS/IPS), kayinci3mikTi 6akpuiay sKyHenepiH, Keniaik TpaduKTi
TaJIayabl, MiHE3-KYJIBIK aHAJIUTHKACHIH JKOHE aKIMapaTThIK KAyilCi3/iK OKUFajIapbiHa yKayar
Gepy omictepin 3eprreiini. lllabybuinapablH caagapblH a3aiTy, XKYHCHIH (yHKINOHAIIBIFBIH
KaJIbIHA KEJTIPy OHE OM3HECTIH Y3AIKCI3AIriH KaMTaMachl3 €Ty dJiCTepiHe epeKiie Hazap
ayzappulaibl. Bysl KypeThl asiKTaraHHaH KeWiH CTYJSHTTEp MbIHAJIapAbl iCTed ajajbl:
3aMaHayH kuOepkayinrep MeH malybligapibl TYCiHYy; aKHapaTThIK >kylenepre 0achlll Kipy
OenriyiepiH aHbIKTAY; XOHE Kayilci3IiKTi OaKbuIay *KoHE Tayay KypalapblH Naiianany.
Kpickama masmynbl: Kypc koMObrOTepIIik Kylere Hemece JKellire pyKcaTchi3 Kipy Hemece
onmapabl  PYKcatcel3  Oackapy, ocal KbI3METTepre Kapchl OKeTTiK  malysuiiap,
APTHIKIIBUIBIKTAP/IBl apPTTHIPYFa OarbITTalIFaH Ia0yblIIap, MAHBI3AB! (ailapra pyKcaTchl3
KOJI JKETKi3y, COHIai-aK 3UsH/IbI OaFaapiaMaliblK KaMTaMachl3 €Ty dpeKeTTepi (akTinepin
aHBIKTAY Jaf/AbLIAPbIH alyFa MYMKIHIIK Oepesi.

Kysbiperriniri: AKnapaTThlH Tapajiblll KETYiHIH cebentepi MeH cajliapiapblH, TEXHUKAJIbIK
apHAJIapblH AHBIKTAy JKOHE KaXeTTI KOpFaHBIC IIapajapblH JKYpPridy, aKIapaTThIK
KHOepKAyilCI3AiK JKOHE aKmapaTThl KOPFAy CalachlHAAFbl KOJIAHBICTAFhl 3aHHAMA
TananTapblHa COWKEC KOpFay KypalJapblH TaHmay Aarapuiapel. Kayimcizgik Toyekemaepin
alKbpIH/IAY JKOHE OJIap.ibl OacKapy TOCUIIEPiH MEHIepy.

Kyrinerin notmkenep: KubGepkayinrepai aHbIKTaiabl; maGybuliapablH BEKTOpPIAphl MEH
OCaNIBIKTAPBIH TaNAAiIbl, Kayill JCHIeWiH Oaramaifibl )KOHE WHIUACHTTEPAIH alIblH aiy,
QHBIKTAY XKOHE CAIapBIH a3aliTy IapajapblH KOJIIAHAIbL.

WWW.coursera.com

IMpepexBusutsl: OpraHu3alnoHHOE obecrieyeHne ayauTa MHGPOPMALMOHHOH Oe30macHOCTH
(V)

TlocTpeKkBU3HUTEI: TOCYIapCTBEHHbIC KOMIUIGKCHBIE OSK3aMeHbI, Hammcanme u  3amura
JIUIUIOMHOTO TIPOEKTa

Lens aucummumubl:  Llenbto  IUCHMIUIMHBL - SBIsieTcs  ()OPMHPOBAHME Y CTYJECHTOB
TEOPETHYECKHIX 3HAHHUH U MPAKTHIECKUX HABBIKOB IO BBIABICHHIO, aHAIIN3Y U HEHTpaIu3auu
KuOepyrpo3, a Takke IO pa3paboTKe U IPHUMEHEHHIO METOJOB H CPEACTB 3allUThI
UH(OPMALIMOHHBIX CUCTEM OT COBPEMEHHBIX BUJIOB aTak. B pamMkax Kypca paccMaTpHBarOTCst
THUIBI KHOEPYTpo3, MOJENH aTak, dTalbl NPOBEJIEeHUs KUOepaTak, a TaKikKe METOJbl 3alUThI
HHGOPMAIMOHHBIX CHCTEM Ha PA3NYHBIX YPOBHAX HH(PAcTPyKTypbl. CTyACHTH H3y4aroT
TexHonorun oOHapyxeHus BropxeHuil (IDS/IPS), cucTembl MOHHTOpPHHra O€30IACHOCTH,
aHaJIN3 CeTeBOro TpadukKa, NOBEJCHUECKYIO aHAJIMTHKY, a TAK)Ke METO/bl PEarnpoBaHus Ha
UHIUICHTB MHpOpMalMOHHOH Oe3omacHocTH. Oco0oe BHMMaHHE YJEISeTCs MeTolaM
CMATYCHHUS TIOCHCACTBHH aTaK, BOCCTAHOBICHHIO pPabOTOCIIOCOOHOCTH CHCTEM H
00€eCcIIeueHHIO HEeNPEPBIBHOCTH OH3Hec-npolueccoB. [10 3aBepIIeHuH JUCHUILIMHBI CTYJEHT
Oyzer croco0OeH: MOHUMAaTbh COBPEMEHHBIC BH/bI KHOEPYTpo3 M aTak; BBISBIATH MPH3HAKU
BTOp)KCHHII B MH(OPMAIOHHBIE CHCTEMBI; HCIIONB30BATh HHCTPYMEHTHI MOHUTOPHHTA H
aHaJIM3a 0€30IaCHOCTH.

Www.coursera.com
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Kpatkoe conepxkanme: Kypc m0O3BOJSET TOMyYHTh HABBIKM BBUIBICHHS (DAKTOB
HEAaBTOPM30BAaHHOTO  JOCTya B  KOMIIBIOTEPHYIO  CHCTEMYy HWIM  CeTb  JubO
HECaHKLIHOHHPOBAHHOTO YIPABICHHUS HMH, CETEBBIC aTaKH MPOTHB YS3BHMBIX CEPBHCOB,
aTaKy, HalpaBJCHHbIC HA MOBBIILICHHE PUBHJICTHI, HEABTOPU30BAHHBII HOCTYI K BaXKHBIM
(aiinam, a Takke JEUCTBHS BPEJOHOCHOTO IIPOrPAMMHOTO 00eCIICYSHH s
KommetenteHTHOCTH: HaBBIKM ONpefeneHus IPUYHH U MOCIEACTBHI YTeUKH HHGOpMALHH,
TEXHHYCCKUX KAHATIOB M MPOBEICHUS HEOOXOOMMBIX 3alIUTHBIX MEPONpPHUATHH, BbIGOpa
CPEICTB 3alUThl B COOTBETCTBUH C TPEOOBAHHSMH JCHCT-BYIOLIETO 3aKOHOIATEIbCTBA B
obnactu nHbopMaroHHOU KubepOezonacHoct u 3U. Brnagers crocobamu omnpejaeneHus
PHCKOB OE30MACHOCTHU U YIPABICHUS HMU.

Oxxuaemblii pe3yJibrar: BeisBiisier KHOepyrpo3bl; aHaIM3UPYET BEKTOPHI U YS3BUMOCTH aTak,
OLICHUBAET YPOBEHb YIPO3bl M MPUHUMAET MEPbI MO IPEJOTBPALICHHIO, BBISBICHUAIO H
CMSITICHHIO MOCIICACTBII HHIUICHTOB.

Prerequisites: Organizational support for information security audit

Post-requirements: state comprehensive exams , Writing and defending a diploma project

The purpose of the discipline: This course aims to develop students' theoretical knowledge and
practical skills in identifying, analyzing, and mitigating cyber threats, as well as developing
and applying methods and tools to protect information systems from modern attacks. The
course examines cyber threat types, attack models, stages of cyber attacks, and methods for
protecting information systems at various infrastructure levels. Students study intrusion
detection technologies (IDS/IPS), security monitoring systems, network traffic analysis,
behavioral analytics, and methods for responding to information security incidents. Particular
attention is paid to methods for mitigating the consequences of attacks, restoring system
functionality, and ensuring business continuity. Upon completion of this course, students will
be able to: understand modern cyber threats and attacks; identify signs of intrusions into
information systems; and use security monitoring and analysis tools.

Summary: The course allows you to gain skills in detecting unauthorized access to a computer
system or network or unauthorized management of them, network attacks against vulnerable
services, privilege escalation attacks, unauthorized access to important files, as well as
malicious software.

Competence: Skills in identifying the causes and consequences of information leakage,
technical channels and carrying out the necessary protective measures, choosing means of
protection in accordance with the requirements of current legislation in the field of information
cybersecurity and Information Protection. Knowledge of methods for identifying and managing
security risks

Expected result: Identifies cyber threats; analyzes attack vectors and vulnerabilities, assesses
the level of threat, and takes measures to prevent, identify, and mitigate the consequences of
incidents.

wWww.coursera.com
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IpepexBu3utrTep: AKIapaTTHIK Kayilci3aik Herizaepi

IoctpekBusurrep: Kocidbu npaktnka. MeMIIeKeTTIK eMTHXaH, AUIUIOM/BIK K002

Ionnin makcatbl: [loHai urepyAiH MakcaThl-aKIMapaTThIK PECypCTap HApPbIFbIH KYKBIKTBIK
peTTeyniH e3eKTi MacenelepiH Oariapiayra JKOHE MEMICKETTIH, KOFAMHBIH JKOHE JKeKe
TYIFaHbIH aKIapaTThIK KayilCi3IiriH KaMTaMachl3 €Tyre, COH/Iali-aK XaJlbIKapasbIK aKIapaTThIK
KCHICTIKTE aMacy caiachlHIa MyAjenep Ouiiipyre KaOijgeTTi jKoFapbl OUTIKTI MaMaHIap.ibl
naspiay.

Kpickamia Ma3myHbl: [IoHII UrepyaiH MakcaThl-aKIapaTThIK PecypcTap HapbIFbIH KYKBIKTBIK
peTTeyiH ©3eKTI MoceseliepiH OariapiiayFa >KOHE MEMIICKETTiH, KOFAMHBIH JKOHE MKEKe
TYJIFAHBIH aKIAPATTHIK KAYINCI3AiriH KAMTaMachI3 €TyIe, COH/Ial-aK XalbIKapaJblK aKIapaTThIK
KEHICTIKTe alMacy callachblHIa Myzuenep Ounmipyre KaOiIeTTi »Korapsl OLTIKTI MaMaHIApbI
naspiay

Ky3ssiperTiniri AKnmaparTelK KayilCi3[QiK calachlHAAFbl HETI3ri epexesnepi; aKmapaTThIK
cajafarbl KbUIMBICIICH KYpeC IiapanapbiH Oimemi. 3amabl YFBIMAAP MEH KaTeropHsuiapMeH
JKYMBIC icTeii anajpl. KyKbIKTBIK aKTiJIEpPMEH XKYMBIC iCTey JaF/bUIapblH; aKIapaTThIK cajlaja
KHOEPKBUIMBICTBIH aJI/IBIH ATy JKOHE HKOJIBIH KECY JIaF/IblIapblH MEHIepreH

Kyrinerin HoTmx)e: YKapaTbUIbICTaHY-FBUIBIMU, TYMAaHHTAPIIBIK, OICYMETTiK-OKOHOMHKAIIBIK,
KOCIIKepITiK cananap/aa OutiMai KoaaHy KaOlieTi MeH JailbIH/IBIFbIH KopceTeai. AKIapaTThIK
KayilCi3iK CcaJachlHIaFbl KbI3METTI PETTEHTIH XalbIKapalbIK JKOHE YJITTHIK 3aHHAMAJIbIK,
YHBIMIACTHIPYIIBLIBIK JKOHE POCIM/IIK aKTLIEp/IiH 0a3abIK TaJantapbid 01y

Aurraes E.- 3ag
FBUTBIMIAPbIHBIH
KaHIUJaThl, aFa
OKBITYIIIBI

IpepexBusuthr: OCHOBBI HHMOPMAIIMOHHON O€30MACHOCTH

IMoctpexBusutsl: IIpodeccHoHanbHas NMpakTHKA, IOCYJApPCTBCHHBINA 3K3aMEH, JUIUIOMHBINH
HPOEKT

Hens aucuununsl: Llens ocBOGHMS JUCHUIUIMHBI - TOATOTOBKA BHICOKOKBATU(HUIIMPOBAHHBIX
CHELHAIUCTOB, CIIOCOOHBIX OPHUEHTHPOBATHCS B AKTyalbHBIX MHpOOJIEMax IPaBOBOIO
peryaupoBaHHs pPHIHKa HH(OPMALMOHHBIX PECYpCcOB U 00ECHEeYUTh HHPOPMALHOHHYIO
0€30IaCHOCTh TOCYIAapCTBa, OOLIECTBA ¥ JIMYHOCTH, a TAKKE IPEACTAaBIATH HHTEPECHl B
o0macTi 0OMeHa B MEXIyHApOJHOM UH()OPMAITHOHHOM POCTPAHCTBE

Kpatkoe coepKaHue: Lens OCBOCHHMS JICLUIUTHHBI - MOATOTOBKA
BBICOKOKBATM(DUIIMPOBAHHBIX CIICLHAIICTOB, CIIOCOOHBIX OPUEHTHPOBATHCSA B AKTYaJIbHBIX
po0iIeMax IPaBOBOTO PETyIMPOBAHHS PhIHKA MH(POPMALMOHHBIX PECYpCOB M OOCCIICUYUTH
HHPOPMAIMOHHYIO O€30MAaCHOCTh TOCYIAPCTBa, O0IIECTBA U IMYHOCTH, a TAK)KE MPECTABIISAT
HHTEPECH! B 001acTH 0OMeHa B MEXIYyHAPOJHOM HH()OPMAIL[MOHHOM IIPOCTPAHCTBE
KomMnereHTHOCTb 3HAaeT OCHOBHBIE TTOJIOKEHUs B 001acTH MH(OPMALMOHHOH 0€301acHOCTH;
Mepbl OOpBOBI € MPECTYMHOCTHIO B HH(POPMAINMOHHON cdepe. YMeeT omnepupoBaTh
IOPUINYECKUMH TOHATHAMHM W KaTeropusiMu. Biameer HaBblkamMu pabOThl € HPaBOBBIMH
aKTaMH{; HaBBIKAMH 110 HPEAYNPEXKIACHUIO ¥ IPECCUYCHUIO KUOEPIPECTYNHOCTH B
nHdopmannoHHOH chepe.

Osxuaemblii pe3ysbTar: JJeMOHCTPUPYET CIOCOOHOCTH U TOTOBHOCTH NPHUMEHSITH 3HAHUS B
©CTECTBEHHO-HAyYHOU, T'yMaHUTApHOH, COLHAIbHO-IKOHOMHYECKOH, MPeaNpUHUMATEIBCKOH
chepax. 3HaHHE 6A30BBIX TPEOOBAHUH MEKIYHAPOAHBIX U HALMOHAJBHBIX 3aKOHOAATEIBHEIX,
OpraHM3alOHHBIX M MPOLEAYPHBIX aKTOB, PETYJIHPYIOLIMX ACIATEIBHOCTE B 00NacTu
nHPOPMAIMOHHON OE30MACHOCTH

|IAntaes E.- kangugat
FOPUINUECKUX HAYK,
CTapIIui Iperno1aBaTelnb
OI1 FOpucnpyaennus




Prerequisites: Basics of information security

Altaev E.- candidate of

2. Post-requirements: professional practice, state exam, graduation project law, Senior Lecturer of
3. The purpose of the discipline: The purpose of mastering the discipline is to train highly qualified |the Law Faculty
specialists who are able to navigate the current problems of legal regulation of the information
resources market and ensure the information security of the state, society and the individual, as
well as represent interests in the field of exchange in the international information space
4. Summary: The purpose of mastering the discipline is to train highly qualified specialists who
are able to navigate the current problems of legal regulation of the information resources market
and ensure the information security of the state, society and the individual, as well as represent
interests in the field of exchange in the international information space
5. Competence Knows the main provisions in the field of information security; measures to
combat crime in the information sphere. Knows how to operate with legal concepts and
categories. Has the skills to work with legal acts; the skills to prevent and suppress cybercrime
in the information sphere.
6. Expected result: Demonstrates the ability and willingness to apply knowledge in the natural
sciences, humanities, socio-economic, and business fields. Knowledge of the basic
requirements of international and national legislative, organizational and procedural acts
regulating activities in the field of information security
B)AxknaparTbik Emtux Tect 1. IlpepexBusurrep: AKIapaTThIK Kayilci3Iik Herisnepi Aurraes E.- 3an
AKZ | Kayinci3mikTiy aH Tect 2. TlocTpekBU3MTTEP: KOCINTIK NPAKTHKA, MEMIICKETTIK €eMTHXaH, JIUILIOM/IBIK 5k00a FBUIBIM/IAPBIHBIH
NKB | 3aHHaMaiblK DK3aM test 3. Tlonuin makcatel: Byn Kypc CTyAeHTTepAiH aKMapaTThIK KayilCi3AiKTi KYKBIKTBIK PETTEY |KaHIWIATHI, aFa
4306 | xoHe eH TypaJbl OlTiMIEpiH, COHNal-aK aKIIapaTThl KOPFayabl KAMTaMachl3 €Ty YIIiH 3aHHAMAJIBIK XKOHE | OKBITYIIIE
ZNB | HOpMaTHBTIK- Exam HOPMATHBTIK aKTiJepli KOJaHy JaFAblIapblH, KayilCI3OIK TaJlalTapblH CaKTayJbl JKOHE
1B KYKBIKTBIK aKmapaTThIK KayilCi3IiK KbI3METiH KYKBIKTBIK KOJIAyZbl AaMbiTyFa OarbiTTairaH. Kypcra
4306 | 6Ga3acel/ aKmapaTThIK KayilCi3[iKTI PETTEHTIH HEri3ri 3aHaap, epexesep, MEMIICKETTIK CTaHIapTTap
LRF | 3akoHopaTenbH JKOHE XaJIbIKapaJlblK HopMasap KapacTbIpbulaibl. KypcThIH NpakTHKaNIBIK 06J1iri HOpMaTHBTIK
S ast u KyKaTTapIbl TaJljayra, aKIapaTThIK KayilCi3iK caachIHAAFbl KYKBIKTHIK iCTepai Iuerryre
4306 | HOpMaTHBHO- JKOHE aKMapaTThIK JKyHenepai o3ipiey MeH maiifanaHy Ke3iHAe 3aHHAMaHBI KOJIaHyFa
mpaBoBas 0aza OarpITTanFad. bysl KypcThl asKTaFaHHAH KeWiH CTYACHTTEp: aKMapaTThIK KayilCi3miK Typaibl
UH(OPMALHOHH 3aHHAMaHbIH KYPbUIBIMBIH TYCIHYT€; aKIapaTThl KOpFayFa HOPMAaTUBTIK aKkTiIepAi KOIIaHyFa,
oit JKOHE aKMapaTTHIK XKyieaepieri KYKbIKTHIK TOyeKeIepAl TajiayFa KabuieTTi 6oaibl.
6e3omacHoCTH/ 4. Keickara Ma3myssl: KypcTa KOMIBIOTEPITiK KpUMUHATUCTHKA, Cert )YMBICHI, KOMITBIOTEPITIK
Legislative and JMCKUIEpMeH >KyMmbIc, Onepanusuiblk oKyHeHiH apredaxrinepi, Qainaslk Kyienepain
regulatory apredaxTinepi, KOMIBIOTEPJIIK KPUMHHAIUCTHKAHBIH  YHBIMIACTHIPYIIBUIBIK-KYKBIKTHIK
framework for aCIeKTiepi, OKUFaapra )ayan Oepy jKoHe allblHFaH JePEKTEP/Ii TalAay KapacThIPbLIAIbI
information 5. Kysblperriniri: AKOapatThlK KayilCi3OiK CadachlHAAFbl HETI3r1 epekenep/i; aKmapaTThIK
security calafiarbl KbUIMBICIICH Kypec IIapanapblH Outemi. 3aHasl YFBIMAAp MCEH KaTeropHsulapMeH
KYMBIC icTell anmansl. KYKBIKTBIK aKkTiIepMeH JKYMBIC iCTey JafblUIapblH; aKNapaTThIK calana
KHOEPKBUIMBICTBIH aJI/IbIH ATy JKOHE XKOJIBIH KECY JIaFAblIapblH MEHTepreH
6. Kyrinetin HoTHXe: AKNApaTTHIK KayilCi3/AiK cajachlHAAFbl 3aHHAMAIBIK JKOHE HOPMAaTUBTIK

TaJanTaplsl Tajlaiibl, OJNapbIH aKIapaTThIK Kykeaepre KOJNJIaHbUTYbIH Oarallaiiipl jkKoHE
Kayilci3iKTi KAMTaMachl3 €Ty 1iH KYKBIKTBIK IIapaJIapbIH HETi3/IeH/Ii.




IMpepexsusutbl: OCHOBBI HHGOPMALOHHON 6€30IaCHOCTH

ToctpexBusuter: [IpodeccronanbHas MpaKkTHKa, TOCYJaPCTBEHHBIA 3K3aMEH, JUIIOMHBIN
MIPOEKT

Henb mucuuruinael: Lenbio TUCHMIUIMHBL SBISCTCS ()OPMUPOBAHUE Y CTYACHTOB 3HAHUH B
00JIaCTH TIPaBOBOTO DETyJHPOBaHHUS HH(GOPMAIMOHHOW OE30IIACHOCTH, a TAKKe Pa3BHTHE
HaBBIKOB NPUMEHEHHMS 3aKOHOJATENbHBIX 1 HOPMAaTHBHO-IIPABOBBIX AKTOB JUISl OOECIIeYeHHs
3anMThl HHGOPMAIMHU, COOIIOIeHHs TPeOOBaHH OE30MACHOCTH U IIPABOBOTO COMPOBOXKICHHS
JeATeNbHOCTH B MH(OPMAIMOHHOH cdepe. B pamkax Kypca paccMaTpuBAaIOTCS OCHOBHBIC
3aKOHBI, MOJ3AKOHHBIC aKThl, I'OCYAApPCTBEHHBIC CTAHJAPTHI M MEXKAYHAPOJHBIE HOPMBI,
OMpeJeIIoNINe MOPSIIOK obecredeHus HHPOpMaMOHHON Oe3zomacHoctH. [IpakThyeckas
YacTh JUCUHILUIMHBI HATIPABJICHA HA aHalIW3 HOPMATUBHBIX JIOKYMEHTOB, PEIICHHE IPAaBOBBIX
KeiicoB B obiacTu MHGOPMAIMOHHOI 6e30IaCHOCTH M INPHMEHEHUE 3aKOHOJATENIbCTBA IIPU
pa3paboTke M OSKCIUTyaTauud MH(GOPMAIMOHHBIX cHCTeM. [lo 3aBeplIeHMH IMCLUIUIMHBL
CcTyaeHT Oyaer chocoOeH: TMOHMMATh CTPYKTYpY 3aKOHOJATeNbCTBA B o0macTu
nHGOPMALMOHHOW 0E30IaCHOCTH; NPHMEHATh HOPMATHBHO-IIPABOBBIC aKThI IIPU 3alUTE
nH(MOPMALNH; aHATHM3UPOBATH IPABOBBIC PUCKY B HH(OPMALOHHBIX CHCTEMAX.

Kpatkoe conmepxanue: B kypce paccMaTpuBaroTCs 3aJadud, BBIMONHAEMbIE KOMIIBIOTEPHON
kpumuHanuctikoil, pabora CERT, pabora ¢ KOMITBIOTEPHBIMH HAKOMUTEISIMH, apTe(akThl
OIEPALIMOHHOM CHCTEMBI, apTe(aKThI (HaIOBEIX CHCTEM, OPTaHH3aLIOHHO-IIPABOBBIE aCIIEKThI
KOMITBIOTEPHOH KPUMUHAIUCTHKH, PEarnpoBaHUE HA HMHIWACHTHI M aHAJIN3 MOJIyYEHHBIX
JIAHHBIX.

KomMnereHTHOCTb 3HAaeT OCHOBHBIE TIOJIOKEHUsI B 001acTH MH(OPMALMOHHOH 0€3011acHOCTH;
Mepbl OOpbObI € TIPECTYNMHOCTbIO B HMHGOPMALMOHHOH cdepe. YMeer onepupoBath
IOPUIMYECKUMH TOHATHSAMHM M KareropusiMd. Bianeer HaBblkaMu padOTBHl C NPaBOBBIMU
aKTaMM; HaBBIKAMHM MO NPEAyNpekKICHUI0 U IPECeYCHHI0 KUOepIpecTyrmHOCTH B
nHdopmannoHHOH chepe.

O’kMAaeMblii  pe3ynbTaT: AHAIH3UPYET 3aKOHOJATENbHBIC M HOpPMAaTHBHBIC TPeOOBAaHUS B
obmacti HHGOPMAIMOHHOW 0E30MacHOCTH, OI[CHUBAET WX MPUMEHEHHE K HH()OPMAIHOHHBIM
cHcTeMaM M 000CHOBEIBACT IPABOBBIEC MEPEI 00ECIICUCHHs OE30ITaCHOCTH.

Antaes E.- kanaunar
FOPUIMYECKUX HAYK,
cTapuIMii IpenoaBaTesb
OI1 FOpucnpynenms

Prerequisites:basics of information security

Post-requirements: Professional practice, State exam, diploma project

The purpose of the discipline: This course aims to develop students' knowledge of the legal
regulation of information security, as well as skills in applying legislative and regulatory acts
to ensure information protection, compliance with security requirements, and legal support for
information security activities. The course examines the main laws, regulations, state standards,
and international norms that govern information security. The practical portion of the course
focuses on analyzing regulatory documents, resolving legal cases in the field of information
security, and applying legislation in the development and operation of information systems.
Upon completion of this course, students will be able to: understand the structure of information
security legislation; apply regulatory acts to information protection; and analyze legal risks in
information systems.

|Altaev E.-candidate of
aw, Senior Lecturer of
the Law Faculty




. Summary: The course covers tasks performed by computer forensics, CERT work, work with

computer drives, operating system artifacts, file system artifacts, organizational and legal
aspects of computer forensics, incident response and data analysis.

. Competence Knows the main provisions in the field of information security; measures to

combat crime in the information sphere. Knows how to operate with legal concepts and
categories. Has the skills to work with legal acts; the skills to prevent and suppress cybercrime
in the information sphere.

. Expected result: Analyzes legislative and regulatory requirements in the field of Information

Security, evaluates their application to Information Systems and substantiates legal measures to
ensure security.
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. IlpepexkBusurrep: Xacanapl unTewiekT, Kubepkayinci3gik mpouecTepiH MOJCTbACY KOHE

Gackapy

. TloctpekBusurrep: KocinTik moHaep, MEMJICKETTIK EMTHXaH, AUILTOMIIBIK K002
. Ilonnin wmakcatbl: «SOC-aHaNMMTHKa» TOHIH OKBITYABIH MakcaThl OUTIM amyuisiiapiaa

Kayincizaik MoHHTOpUHTI opransikrapeigaa (SOC) akmapaTThIK KayilCi3fik WHIHWACHTTEpPIH
Oakpulay, Tajjlay >JKOHE OJIapFa OpEeKeT €Ty CallaChIHAArbl TEOPHSUIBIK OlTiMIep MeH
MPAKTUKAIBIK JaFIbUIapAbl KalblnTacTeipy Oonbin TaObuiagsl. [Ton SOC sxymbic icTey
KaFUIaTTapbliH, KUOEpKayinTep/i aHbIKTAY JKOHE Tayfay OAICTEpiH, KayilcCi3iK OKHFaIapblH
oHIey TexHosorusuiapbia (SIEM), HHIIMAEHTTEpre OpeKeT eTy paciMaepiH 3epeineyre, COHIan-
aK JKeNUTK TpauK IMEeH XKYHelK jKypHaliap/arbl aybITKyJapIbl aHbIKTay, MIa0ybL1Iap/Ibl
Tajgay KOHE OJap[bIH AlJbIH aly MEH CajgapblH a3aiiTy mapamapblH o3ipiey OLTiKTepiH
JIAMBITyFa OaFbITTAIIFAH.

. Keickama ma3myHsl: by nonje cryaentrep kubepkopray xyienepin nambityna XXM-aig pesni

MEH MYMKIHAIKTEpiH, COHAai-aK KuOepuadysuiaapasl 00IDKay, aHBIKTAy JKOHE OFaH Kayar
6epy yurin XKW kypanaapbiH KOJIIaHyAbIH HET13T MPUHIMIITEPIH MEHIEPE/i.

. Kyssiperriniri: )KM TexHomorusmapbl KHOepKayincizik KyHenepinue KoJiiaHy TocUIiepiH

6ineni. XKW anropurmuepin (Machine Learning, Deep Learning) kayimnci3aik MakcaTbiHIa
konganyra kabinetri. XKW Herisinne anomanusiael anbikray (Intrusion Detection System, IDS)
xKo0anapbIH KypacThIpa alaibl.

. Kyrinerin Hotmxenep: SOC oprachiHa KayilCi3/lik OKUFAIapbIH )KHHAY, KOPPEALUsIay XKoHe

Tanjay diCTepiH KOJAaHaIbl, HHIMACHTTEP/ I aHBIKTAH/IbI XKOHE OJap/bIH TOyeKell JeHIreiiH
Oaranaipl, JKeIes OPEKeT eTy HIeHIMACPiH Heri3aeimi.

Konpip6aes H.b. -
PhD, ara OKbITYILIBI

. IlpepexBu3uthl: VcKyccTBEHHBI WHTEIUIEKT, MoIenupoBaHHEe U yNpaBJICHUE MPOIECCaMH

KnOepOe30macHOCTH

. HOCTpCKBI/ISI/ITLIZ HpO(beCCI/IOHaJ'[BHbIe JHUCIUIIIIUHBI, FOCyI{apCTBCHHBIﬁ OK3aMCH, I[I/IHJTOMHBIﬁ

MPOCKT

. HeJ’[B JUCITUTITIUHBI HCJ'[BIO U3YUYCHHSA  OHUCHUIIIIMHBL «SOC-aHanuTuKa»  SBISIETCS

(dopmupoBaHue y 00y4aroInXCcsl TEOPETHUECKUX 3HAHUH 1 TIPAKTUYECKHX HABBIKOB B 00JIaCTH
MOHHMTOPUHIA, aHANM3a ¥ PEarupOBaHUs Ha MHIUACHTHI HH()OPMAIIMOHHONW 0e30MacHOCTH B
paMKax IIEHTpOB MOHHTOpHHTa Oe3omacHocTn (Security Operations Center, SOC).
JuciuivHa HampaBiieHa Ha U3ydeHue mpuHIMNoB pabotsl SOC, MeTo10B 0OHApYKEHUs U
aHayM3a KuOepyrpo3, TeXHoJoruii obpaboTku coOwiTHii Oe3omacHocT (SIEM), mpouenyp
pearupoBaHus Ha MHIUCHTHI, a TAKOKe Ha Pa3BUTHE YMEHUIl BBISBISATH AaHOMAJIUH B CETEBOM
Tpadyike M CHUCTEMHBIX JKypHAJaX, aHAJIM3UPOBATh aTaKu U pa3padaThiBaTh MephI MO HX
MPEJOTBPALCHUIO H MUHIUMHU3AIMHU TTOCIIECTBHH.

Konpip6aes H.B. -
PhD, crapmii
perno/jaBaTelib




4.

Kpatkoe conepsxanne: B 3Toil AuCIMIUIMHE CTYACHTHI U3Y4alOT poib M Bo3MoxkHocTH U B
Pa3BUTHHU CUCTEM KHOEp3alMThI, & TAK)KE OCHOBHBIE IIPUHIIUIIBI UCIIONB30BaHus cpeacts MU
JUISL IPOTHO3UPOBAHUS, BBISBJICHHS U pearnpoBaHus Ha KUOepaTaky.

. KoMrmieTeHTHOCTB: 3HaeT CITIOCOOBI TIPUMCHCHUS HH-texHomOrNi B CUCTEMAX

kubepbeszonacHocti. Criocoben mpumeHsts anroputMbel MU (mammuHOe 00yuenue, Deep
Learning) B mensx Oe3zomacHOocTH. MOXET CO3[4aBaTh MPOEKTHI OOHAPYKEHUS aHOMAIHU
(Intrusion Detection System, IDS) na ocaose UI.

. O)KI/IIIaeMLIC PE3yJIbTAThI: MCHO.IIL3y€T MCTOIBI c6opa, KOoppeisii M aHallu3a COOBITHI

6e3onmacHoctn B cpeae SOC, BBIABISIET WHLIWACHTHI M OLCHHUBAET MX YPOBEHb pHCKa,
000CHOBBIBACT PELICHHS sl OBICTPOrO pearupoBaHHsl.

—

Prerequisites: Artificial intelligence, Modeling and management of cybersecurity processes
Post-requirements: Professional disciplines, state exam, diploma project

The purpose of the discipline: The objective of studying the discipline "SOC Analytics" is to
develop students' theoretical knowledge and practical skills in monitoring, analyzing, and
responding to information security incidents within Security Operations Centers (SOC). The
course is aimed at studying SOC principles, methods for detecting and analyzing cyber threats,
Security Information and Event Management (SIEM) technologies, incident response
procedures, as well as developing the ability to identify anomalies in network traffic and system
logs, analyze attacks, and develop measures for their prevention and mitigation.

Summary: In this discipline, students master the role and capabilities of Al in the development
of cybersecurity systems, as well as the basic principles of using Al tools to predict, detect and
respond to cyber attacks.

Competence: Knows how to use Al technologies in cybersecurity systems. Able to use Al
algorithms (Machine Learning, Deep Learning) for security purposes. Based on Al, it can
develop projects for detecting anomalies (Intrusion Detection System, IDS).

Expected results: Uses methods for collecting, correlating and analyzing security incidents in
the SOC environment, identifies incidents and assesses their risk level, and justifies rapid
response decisions.

Konyrbayev N.- PhD,
senior lecturer
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. TIpepexBusurrep: Knbepkayintep MeH m1a0ybUIIap sl aHBIKTAY JKOHE a3aiTy
. TocTpekBU3MUTTEP: KACINTIK MPAKTHKA, MEMJICKETTIK EMTHXaH, THUITOM/IBIK K002
. ITonnin Makcatsl: CTyIeHTTEp OYJITTHI €CENTey OPTAaChIHAA ACPEKTEepIi, KonaHbatapas! KoHe

HHPPAKYPHUIBIMIBI KOPFAY/IBIH HETI3T1 aCTIeKTUICPiH 3epTTeH i,

. Keickania ma3mynsl: CTyJeHTTep Kasipri akmapaTtThlK ajeMJe KeH TapaliFaH OyJITThI opTajia

KayiMci3iKTi KaMTaMachl3 €Ty/IiH HeTi3ri NPUHLUUIITePI MEH dAlicTepiH YipeHeui.

. Kysbiperriniri: Bupryanasl MeH OyJITTBI TEXHOJIOTUSUIAPIBIH KayiNCI3AIriH KaMTaMachl3 eTy

omictepin Outeni. BupTyanasl MamiHaNAp/bI M aTany Ke3iHae ocaaabIKTappl Taba anaisl;
KOPFaHBIC KypaJIapblH, CTAHAAPTThI YCHIHBIMIAPBIH KOJIAaHa ajabl.

. Kyrinerin  wotmwxenep:  Toyekennmepai, aKTHBTEpAi, WHOWACHTTEPHi, TEXHHKAJBIK

OCAIABIKTAP/ABI, KaTepiepai, KayilTepre TEeXHUKAIBIK KapChl iC-KUMBUIIApAbL, OGH3HECTIH
y3aikci3airin 6ackapy mnporuectepin kKamTuThiH AK Oackapy mporectepin Oaranay jkoHe icke
aceIpy oJicTeMelniepi MEH oIicTepiH TaHmayawl Tanmaiasl. AK KamTamachl3 eTy KypangapbiH,
ocaJIbIKTapIbl MOHHUTOPHHITEY XyiienepiH, AK MOHHTOpPHHII KyHemepiH oHe aKIapaTThIH
aFblll KeTYiH 00JIbIpMay JKYHeIepiH, )KyHeaepIiH Kopray TeTiKTepiH Oiei.

Tynerenosa J.H. -
3.F.K., aFa OKBITYIIBI




[pepexBusutel: OOHApYKEHUE U CMATYCHHE KHOEPYTPO3 U aTak

IToctpexBusuthl: IIpou3BoAcTBeHHas] MpPaKTUKa, TOCYJApPCTBEHHBINM HK3aMeH, AMIIIOMHBIN
MIPOEKT

Henb mucuuruinael: CTYAEHTB H3y4aeT OCHOBHBIC aCTIEKThI 3aIUThI JAHHBIX, IPUIOKEHUN U
uH(PACTPyKTYphI B cpeziec 00JIauHbIX BBIYUCICHHI.

Kpatkoe conepxanue: CTyieHTbI 00y4atoTCsi OCHOBHBIM MPUHIMIIAM M METO/IaM 00eCIeueHuUst
0e30macHOCTH B 00JAYHBIX CPelax, KOTOPhIE CTAHOBSTCS BCe OoJiee paclpOCTPaHCHHBIMH B
COBPEMEHHOM HH(OPMAIIMOHHOM MHpE.

KommnerentHocTh: 3HaeT MeTonabl oOecreueHHss Oe30MacCHOCTH BHUPTYalbHBIX M OOJa4HBIX
TEXHOJIOTHIl. MOJKEeT HaXOUTh YSA3BUMOCTHU HPH UCIIOIb30BaHUU BUPTYalbHBIX MAIIMH; MOJKET
HCIIOJIb30BATh CPEJICTBA 3ALINUTHI, CTAHIAPTHBIC PEKOMEH/IAIINH.

OsxuaemMble pe3ysbTaThl: AHAJIU3UPYET BHIOOP METOJMK M METOJOB OLEHKH W pealii3aliiu
npoueccoB ynpasnenust Vb, oxBaThIBarolue NpoLEcChl yNpaBJICHUs PUCKAMM, AKTHBAMU,
HMHLIUJICHTAMH, TEXHUYECKUMH YA3BUMOCTSAMH, YTPO3aMH, TEXHUYECKUMU TTPOTUBOICHCTBUSIMU
yrpo3aM, HeIPEePHIBHOCTHIO On3Heca. 3HaeT cpencTBa obecneyeHus 1B, cucreM MOHHTOpHHIA
ysI3BUMOCTEH,  cucTeM MoHuTOpHHTa b 1 cucteM mpefoTBpamieHus yreuek HHGOpMaLuH,
3aIIUTHBIX MEXaHU3MOB CUCTEM.

Tynerenosa O.H. -
K.3.H., CTpamui
HpernoiaBaresb

—_

Prerequisites: Detecting and Mitigating Cyber Threats and Attacks

Post-requirements: Manufacturing practice, state exam, diploma project

The purpose of the discipline: Students learn the fundamental aspects of protecting data,
applications and infrastructure in a cloud computing environment.

Summary: Students are taught the basic principles and techniques of security in cloud
environments, which are becoming increasingly common in today's information world.
Competence: Knows how to ensure the security of virtual and cloud technologies. Can find
vulnerabilities when using Vir-native machines; can use protective equipment, standard
recommendations.

Expected results: Analyzes the choice of methods and techniques for assessing and
implementing information security management processes, covering the processes of managing
risks, assets, incidents, technical vulnerabilities, threats, technical countermeasures to threats,
business continuity. Knows the means of ensuring information security, vulnerability monitoring
systems, information security monitoring systems and information leak prevention systems,
protective mechanisms of systems.

Tulegenova E. -
candidate of economic
Sciences, senior lecturer
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IpepexBusurrep: XKacauapl wuHTEIeKT, HelpoHABIK Kemilep KoHE OHOMETPUSIIBIK
TEXHOJIOTHUsLIIap

TTocTpekBU3HUTTEP: KACINTIK MPAKTHKA, MEMJICKETTIK EMTHXaH, TUIIOM/IBIK K002

Ionniy MakcaTel: By Kypc CTYAEHTTEpIiH aKmapaTThIK KayilCi3OiK MoceNeNiepiH ey,
KayinTepai Tajijay JKoHe aKmapaTThl KOpFay HPOIECTepiH aBTOMATTAHIBIPY YIIH HEHPOHIBIK
JKEJTUJTIK ~ TEXHOJIOTHSUIAp MEH MaMaHIaH/ABIPbUIFaH  OaF[apiaMalblK  KiTarxaHajaap.ibl
(HeHpoHIBIK MakeTTepAi) KojjaHy OofbiHIIA OlmiMIepi MEH NpaKTHKAIBIK JarAblIapblH
naMbITyFa OarbiTTanFad. Kypera maOybuiiapabl aHbBIKTay, aHOMAIMSIIApbl Talaay, 3HUSHIBI
Oarnapiamanapbl OKIKTEY JKOHE aKIMapaTThIK KayilCi3[iK OKWFalapblH Ooipkay — YILIiH
KOJIIAaHBUTATHIH ~MAIIMHAJIBIK JKOHE TEPEH OKBITY oJicTepi KapacTelpbuiaipl. KypcThiH
MpaKTHKANBIK OeJliMi 3aMaHayd Kypajgaplbl MaijanaHa OTBIPBIN, HEHPOHIBIK JKEITTiK
MOJIEIBACPAL 93ipIey /i )KOHE OKBITYbI, HAKTBI QJIEMJETi aKMapaTThIK Kayinci3miK IepeKTepiH
TaNAayIbl JKOHE WHTEJUIEKTYalIbl Ia0yblIIapisl aHbIKTAy JKOHE AJbIH Ay JKyHenepiHiH
MIPOTOTHOTEPIH Kacay bl KAMTHIbL.

Konpip6aes H.B. - PhD,
ara OKBITYIIIBI




Kepickamia masmynsl: Kype kubepmiaOysuiiap, AepekTepaid Oy3bUTybl jKoHE XKyHenepa 0y3y
CHSIKTBI OPTYpJIi KayinTep/ieH KOpFay YIIiH HEHPOHABIK KeJi XKyHenepiH Kypy *KOHE EHTizy
aCHEKTIIePiH 3epTTeY /i KAMTH/IBI.

KysbIperTiiiri: AKnapaTTsl KOprayJa HEWpOHABIK KENUIepAi KOJJaHa ajajbl; KOCBIMIIAHBI
KOJIIAMTBIH 3UATKEPIIIK XKyiienepai Kypa anaapl./ MoKeT HCIoJIb30BaTh HEHPOH-HBIE CETH JUIs
3aIKThl HHGOPMALMH; MO-)KET CO31aBaTh HHTEIUICKTYaIbHbIC CHCTEMbI

Kyrinerin ~ HoTmKenep:  KayilCi3lik  TalChIpMalapblHAAFbl  HEHPOHIBIK  IKENLTIK
TEXHOJOTHSIAPbIH IPUHIHUIITEPIH TYCIHEl; AEPEKTEpAl Tanay YIIiH 3aMaHayd HEHpPOHIBIK
MakeTTep MEH KiTalmxaHanapiapl MaifanaHaibpl, KayinTep MEH aHOMATMSIApAbl aHBIKTay
MOJIEJIB/ICPIH 93ipJIeiii.

IIpepexkBusuthl: VCKycCTBEHHBI HMHTEIUIEKT, HeHpoHHbIE ceTH Hu OHOMETpUYECKHE
TEXHOJIOTUHI

IToctpexBusutsl: IIpon3BOACTBEHHAs MPAaKTHKA, TOCYNAapPCTBEHHBIA JK3aMEH, TUILUIOMHBIA
MIPOEKT

Hens aucuunnuusl Llenbio JUCUMILIMHBL sBiIsieTCsl (JOPMHUPOBAHHE y CTYJEHTOB 3HAHUH U
MPAaKTUYECKUX HABBIKOB NMPUMEHEHUs] HEHPOCETEBBIX TEXHOJOTMH M CHELHAIN3HPOBAaHHBIX
MPOrpaMMHBIX OMOIMOTEeK (HEHpOmakeToB) /MJsi pelieHus: 3amad  HH()OPMAIHOHHON
0e30I1acHOCTH, aHAJIN3a YIPO3 U aBTOMATHU3ALMHU TIPOLIECCOB 3aluThl HHpopMaruu. B pamkax
Kypca pacCMaTpHBAIOTCSI METOAbl MALIMHHOTO U IIIyOOKOro OOyueHHs, NpHUMEHsEMbIe s
oOHapy>KeHHsl aTaK, aHaJu3a aHOMAJMH, KiacCH(HKALUK BPELOHOCHOI'O HPOrPaMMHOIO
oOecrieueHrss ¥ [POTHO3UPOBAHHMS  HMHIMJICHTOB MH()OPMALMOHHOW  OE30MACHOCTH.
[pakTrueckas yacTb JUCLMILUIMHBI BKJIIOYAET pa3paboTKy U 00ydyeHHe HelpoceTeBbIX MoJIenei
C  HCIOJIb30BAHHEM  COBPEMEHHBIX  MHCTPYMEHTOB, aHAJU3  PEAIbHBIX  JaHHBIX
nH(opMaMOHHON 0€30MacCHOCTH M CO3JaHME IPOTOTHIIOB HMHTEIUICKTYalIbHBIX CHCTEM
OOHapy>KEeHHs M NIPEIOTBPALLCHHS aTaK.

Kpatkoe coznepxanue: CTyneHTBI Haydyatcs pa3pabaThiBaTh U MHTETPUPOBATH HEHPOIAKEThI
0e30MmacHOCTH ISl 3alllUTBI OT YIpo3, a TaKKe HCIOJb30BaTh MALIMHHOE OOy4YeHHEe u
HCKYCCTBEHHBII MHTEIUICKT JUIsl TOBBIICHUS 3 (EKTHBHOCTH cUCTeM 3aiuThl. Kype Bkitodaer
B ce0sl M3yueHHe acleKTOB CO3aHMSl U BHEIPEHHs HEWPOCETeBBIX CHCTEM JUIS 3alllUThl OT
Pa3IMYHBIX TUIIOB Yrpo3, BKJIIOYast KHOepaTaky, yTeuKy JaHHbBIX U B3JIOM CHCTEM
KomnereHTHOCTB: MOXET HCIIOJIb30BaTh HEHPOH-HBIE CETH JUISl 3aIUThI HHPOPMALIMU; MOXKET
CO37aBaTh MHTEIUICKTYaJIbHbIE CHCTEMBI

OsxusiaeMble pe3yJIbTaThl: 3HAeT NMPUHLUIBI pabOThl HEHPOCETEBBIX TEXHOJIOTHH B 3ajadax
0€30I1aCHOCTH; UCTIONB3YeT COBPEMEHHBIC HEHpOnakeTsl M OMOIMOTEKN Ul aHANIM3a JaHHBIX;
MOXET pa3padaTeiBaTh MOJIEIN OOHAPYKEHHS YTPO3 U aHOMAITHH. .

Konpip6aes H.b. -
PhD, crapmmit
[peroaBaTesb




Prerequisites: Artificial intelligence, Neural networks and biometric technologies
Post-requirements: Manufacturing practice, state exam, diploma project

The purpose of the discipline: This course aims to develop students' knowledge and practical
skills in applying neural network technologies and specialized software libraries (neural
packages) to address information security challenges, threat analysis, and automation of
information protection processes. The course examines machine and deep learning methods used
for attack detection, anomaly analysis, malware classification, and information security incident
prediction. The practical portion of the course includes developing and training neural network
models using modern tools, analyzing real-world information security data, and creating
prototypes of intelligent attack detection and prevention systems.

Summary: Students will learn how to develop and integrate neural security packages to protect
against threats, as well as use machine learning and artificial intelligence to improve the
effectiveness of protection systems. The course includes studying the aspects of creating and
implementing neural network systems to protect against various types of threats, including cyber
attacks, data leaks, and system hacking.

Competence: Able to use neural net-works to protect information; create in-telligent systems
that support applications.

Expected results: Understands the principles of neural network technologies in security tasks;
uses modern neural packets and libraries for data analysis; develops models for detecting threats
and anomalies.

Konyrbayev N.- PhD,
senior lecturer
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. IlpepekBusurrep: Kacangpl uHTEIeKT, HEHPOHIBIK JKemiiep KOHE OHOMETPHSIIBIK

TCXHOJIOrUsJap

. TocTpexBusuTTEp: KICINTIK MPAKTUKA, MEMJICKETTIK EeMTHXaH, JUIIOM/BIK %002
. Ilonnin wmakcatel: Kypc cTymeHTTepaiH akmapaTThIK KayilCi3liK MoceNnesepiH Iemry,

KayinTep/i aHbIKTay JKOHE aKMapaTThIK Kayilci3aiK *KyHenepiHiH THIMAUITIH apTThIpy YIIiH
HEWPOTEXHOJOTHSI MEH JKacaHIbl HMHTEJUICKT OMICTEpiH KOJIaHy OOMBIHIIA TEOPHSIIBIK
OlmimMzepi MEH TpaKTHKAIBIK JaFdbUIaphIH JaMmbITyFa OarbITTasFaH. CTYIEHTTEp YIIKCH
JEpeKTepAiH KayilCi3AiriH eHAey TeXHOJOTHIIAPBIH, XKEIUTiK TpapuKTeri aybITKyIapasl
aHBIKTAY/Ibl, 3USHbI OaFapiIaManapibl KIKTey /Il ®oHe aKIMapaTThIK Kayilci3IiK OKUFaTapblH
Oakpulay >KoHE oJlapFa jkayar Oepy YIIIH MHTEIUIEKTYalIbl XKyielaepai Kypyasl 3epTTeii.
HaxTb! yakbIT pe’KMMiHE JaMBIIT KeJIe )KaTKaH KayinTepAi Tangai agaTelH OeHIMIeINTin )KoHe
e3/1iriHeH YHpEeHEeTIH KayincCi3mik JKyienepiHe epekiie Ha3ap aymapbuiafbl. byl KypcTsl
asiIKTaFaHHAH KeWiH CTYJEHTTep: aKMapaTThIK KayilCi3[MiKTe HEWPOTEXHOJOTHSHBI KOJIaHY
NPUHIMITEPIH TYCIHY; KayinTepai Tanaay YIIiH MalIMHAJbIK XKOHE TepPeH OKBITY SiCTepiH
naianany; kKoHe MHTEJUICKTyaubl a0ybuiaap/bl aHbIKTay KOHE ajblH aly JKyienepiH
aziprey.

. Keickama ~ masmyHbl:  HeHpOTeXHONOrMSUIBIK — KayilCi3fik — HETi3fepiMeH,  KYMBIC

NpUHIUNTEpIMEH TaHbicanbl. KypcThl MeHrepy KesiHAe aKMaparThlK —Kayinci3mikTi
KaMTaMachl3 €Ty KOHTEKCTiHIAEe HEHPOHIBIK IKENUIIK TeXHOIOTHSIIAPIBIH MYMKIHIIKTEpiH
KapacThIpy MaceJenepi TalKbUIaHa bl

. Kyseiperriniri: HeHpoHABIK JkemijepAiH axKmapaTThIK KayilcCi3mikTi KaMTaMachl3 €Ty

MYMKiHZAiKTepiH Oineni. Helipornaker keneH1epiMeH )KYMbIC JIaFJIbICBIH UTepreH.

. Kyrinerin  HoTmkenep: AKHApaTTBIK — KayilCi3[iKTe HEHPOTEXHONOTHSHBI  KOJIIAaHY

NPUHIMNTEPIH Olleni; KayinTepi Tanjay YIIiH MAalIMHAJBIK JKOHE TEPEH OKbITY OICTepiH
nainananajipl; MHTEUIEKTyal bl Ma0ybULAApAbl aHBIKTAH/bl KOHE AJABIH ally JKyHenepiH
a3ipIieit anapl.

JlaytbaeBa A.O.-
T.F.K., IOLICHT.
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IpepexBusutel: HelipoHHble ceTH 1 OHOMETPHIESCKHE TEXHOJIOTUH

IToctpexBusuthl: IIpou3BoAcTBeHHas] MpPaKTUKa, TOCYJApPCTBEHHBINM HK3aMeH, AMIIIOMHBIN
MIPOEKT

Henp aucummiuuebl  Llenplo  IUCHMIUIMHBL  SIBISETCS  (OPMHUPOBAHHE Yy  CTYACHTOB
TEOPETUUECKUX 3HAHMU U MPAKTHYCCKHX HABBIKOB MPHUMEHEHHUSI HEHPOTEXHOJIOTUI U METO/IOB
HUCKYCCTBEHHOI'O HMHTEJUIEKTa JUIl pelleHus 3agady  olecnedeHHus MHGOPMALMOHHOMN
0€30acHOCTH, BBISIBIICHHS YI'PO3 U MOBBIIICHUS 3()(HEKTUBHOCTH CUCTEM 3aIIUTHI HH(POPMAIIHH.
CTyAeHTbl M3y4alOT TEXHOJIOTMH O0pa0OTKH OOJNIBLIMX JaHHBIX OE30MaCHOCTH, BBISBICHHE
aHOMAJTHii B CETEBOM TpadHKe, KIacCHU(PUKALMIO BPEIOHOCHOTO IPOrPaMMHOT0 00ecIieueH s, a
TAKKE TIOCTPOCHUE MHTEIUIEKTYaIbHBIX CUCTEM MOHMTOPHHIA M PEarnpOBaHUs HA WHLMJICHTHI
nHdopmanmonnoii  OezomacHoctH. Ocoboe  BHMMaHHE yIEISeTCS  aNalTHBHBIM U
camM000yJaIOIIMMCsl CHCTEMaM 3allUThI, CIIOCOOHBIM aHAIU3HUPOBATH U3MEHSIOIINECS YTPO3bl B
peanbHOM BpEMEHHU.

Kpatkoe copmepxanue: O3HAKOMUTCS C OCHOBAMH HEHWPOTEXHOJOTHYECKOW OE30MacHOCTH,
npuHIMnamMyu padotel. [Ipm ocBoeHMHM Kypca OOCYXIAarOTCSI BOIIPOCHI PAacCMOTPEHUS
BO3MOKHOCTEH HEHPOHHBIX CETEBBIX TEXHOJIOTHI B KOHTEKCTE obecrieueHnst HHHOPMALHOHHO
Oe3omacHOCTH

KommereHTHOCTh: 3HAET BO3MOXHOCTH HEHWPOHHBIX ceTeit ais obecneuenus Vb, Bmageer
HaBbIKaMH pabOThI ¢ KOMIUICKCAMHU HelporakeTa

Oxunaemple  pe3yibTaThl: 3HAET NPUHUUNBI OPUMEHEHHS  HEHpPOTEXHOJIOTHH B
“HPOPMAIIMOHHOHN 0€30MaCHOCTH; UCTIONb3YET METO bl MALIMHHOTO U TIIyOOKOT0 00yUYeHuUS st
aHaJM3a yrpos; oOHapy)KMBaeT MHTEIUIEKTYaIbHBIE aTakKd M MOXXET pa3padaThIBaTh CHCTEMBI
[IPEJOTBPAILCHUSI.

Jlayr6aesa A.O.-
K..T.H., IOLEHT

Prerequisites: Neural networks and biometric technologies

Post-requirements: Manufacturing practice, state exam, diploma project

The purpose of the discipline: This course aims to develop students' knowledge and practical
skills in applying neural network technologies and specialized software libraries (neural
packages) to address information security challenges, threat analysis, and automation of
information protection processes. The course examines machine and deep learning methods
used for attack detection, anomaly analysis, malware classification, and information security
incident prediction. The practical portion of the course includes developing and training neural
network models using modern tools, analyzing real-world information security data, and
creating prototypes of intelligent attack detection and prevention systems.

Summary: Can get acquainted with the basics of neurotechnological security, the principles of
operation. When mastering the course, the issues of considering the possibilities of neural
network technologies in the context of information security are discussed.

Competence: Knows the capabilities of neural networks to ensure information security. Master
the skills of working with neuropacket complexes

Expected results: Knows the principles of using neurotechnology in Information Security; uses
machine and deep learning methods to analyze threats; detects intelligent attacks and can develop
prevention systems.

Dautbaeva A.-
Candidate of
Technical Sciences,
docent
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1. IlpepexBusutrrepi: Python Tininne 6arnapiamanay, BuoMeTprsibIK ayTeHTH(HKANUA xKyHenepi
2. TloctpexBusutrep: KocinTik mpakTHKa, MEMIIEKETTIK €MTHXaH, TUIIOM/IBIK K00a
3. IlonHiH MakcaThl: «Big data Kayinci3/iri» moHIH OKBITY/IbIH MaKcaThl OUTIM aylibuiapaa yJIKeH

JEpeKTePIiH eMipJIiK MUKITiHIH 6apiblK Ke3eHIEpiHae oIap/blH Kayilci3IiriH KaMTaMackl3 eTy
callachIH/aFbl TEOPUSUIBIK OiMiMIep MEH NPAaKTHKAJIbIK IaFAbUIAPIbl KAJIBIITACTHIPY OOJBII
Tabbutazibl. [IoH yJKeH AepeKTepai eHJIey, cakTay >KoHe Oepy yaepicTepiHe OaillaHBICThI
Kayinrep MeH ToyeKesAep i, AePEKTEP/IiH KYTUsITbUIBIFbIH, TYTACTHIFbIH )KOHE KOJDKETIMIUTITH
KOpFay OJicTepiH, KOJDKETIMALTIKTI Oackapy, aHOHHMJEY, KPHITOrpa(uUsIIbIK KOpFay >KOHE
Kayilnci3gik ~ MOHMUTOPWHIT  TEXHOJOTHSUIAPBIH  3epieneyre, CcoHpait-ax Big  Data
HHPPAKYPBUIBIMAAPEl MCH aHAIUTHUKAJIBIK JKYHeIepaiH Kayilci3iriH KaMTaMachl3 €Ty YIIiH
3aMaHayH TocLIep MEH Kypalap/bl KOJaHy OLTiKTEepiH JaMbITyFa OaFbITTaJFaH.

. Kpickama masmyssl: JlepekTep KoiiMalapbIHAAFbl MAJIIMETTEPAI KOPFayabl, KOJI XKETKi3yxi

Oackapy TETIKTEpiH, MOIIMETTepIi INU(pIayabl KOHE VJKCH JAepeKTepieri Kayirncisaik
KaTepJIepiH Tanaay bl )KoHE aHBIKTay bl KAMTHIBL YJIKEH JepeKTep OpTachlHAa MAIIMETTEpAIH
KYTUSUIBUIBIFBIH, TYTACTBIFBIH XKOHE KOJI KETIMILIIrIH KOpFay Typasl YipeHnei

. Kyssiperriniri: BigData Ty>KbIppIMIaMachiHa CoMKec Kayilci3mikTi apTThIpy oicTepi Ouneni.

Jepektepai Tangay HeriziHAe TOyeKenaepAl aHbIKTai anaael. Kayinci3miKTiH BIKTUMAT
KaTepJepin OopKay YIiH MOJEIBACPIl Kypy KoHe Oaranay alnropuTMaepiH Oiiei

. Kyrinerin notmxe: Big Data opracsiHaFs! KayinTep MEH OCalIbIKTap Ibl TAIAaiIbl, IepeKTepIi

KOpFay MEXaHU3M/CPiH KOJIJaHA bl )KOHE YJIKCH JepeKTep HH(PaKyphUIBIMBIHBIH KayilCi3irin
Oaranar, TOyeKeJIep i TOMEH/IETY IIapaiapblH Heri3aeimi.

AiitumoB M.K.- PhD,
ara OKBITYIIIbI

. IIpepexBusutsl: [IporpammupoBanue Ha s3pike  Python, buomerpudeckne cucteMsl

ayTeHTU(HUKALIUH

. ToctpexBusuter: [IpodeccronanbHasi MpakTHKA, TOCYAAPCTBEHHBIH 3K3aMEH, JUIIOMHBIN

IPOEKT

Hens pucuurummsel: Lenslo n3ydenus aucuuiuinHel «besomacHocts Big data» sBistercs
(dopmMupoBaHHe Y 00yUarOUXCs TEOPETHUECKUX 3HAHUH U MPAKTHYECKUX HABBIKOB B 00JIACTH
obecriedeHHs 0e30macHOCTH OOJBIIMX JAHHBIX HAa BCEX OTAalaX MX JKU3HEHHOTO IHKIA.
JucHMIIIMHA HallpaBiIeHa Ha H3y4eHHEe YTPO3 M PUCKOB, CBSI3aHHBIX C 00pabOTKOH, XpaHCHHEM
n nepenadeil OONBIIMX JIAHHBIX, METOJOB 3alUThl KOH(MHICHIHAILHOCTH, LEJIOCTHOCTH U
JOCTYITHOCTH JIQHHBIX, TEXHOJIOTHH KOHTPOJIS JOCTYIA, aHOHUMH3ALMU, KPUNITOrpadhuIecKoit
3aIl[UTHl 1 MOHUTOPUHTA OE30IIACHOCTH, 4 TAKXKE HA Pa3BUTHE YMEHHUI IPUMCHATH COBPEMEHHBIC
MOAXOAbl M HMHCTPYMEHTBI Ul obecreueHust OeszomacHoctd Big Data-undpactpykryp u
AHAJUTUYECKUX CHCTEM..

Kpatkoe comepkanme: Brurodas 3aluTy OaHHBIX B XPaHIIMIAX NAHHBIX, MEXaHH3MBI
KOHTPOJIS JOCTYyMa, muppoBaHHE NAHHBIX U aHaNW3 W OOHApYXKEHHE yrpo3 0e30MacHOCTH B
OonbIIMX HaHHBIX. B cpeme OosbIIMX JaHHBIX Y3HAIOT O 3alUTe KOH(QHICHLMAILHOCTH,
LEJIOCTHOCTH U JIOCTYITHOCTH JJaHHBIX.

KommeTeHTHOCTB: 3HaeT METO/bI IIOBBIIECHHS 0€30IIaCHOCTH B COOTBET-CTBHHU C KOHIETIIIUCH
Big Data. YMeeT Ha OCHOBE aHAIN3a JAHHBIX BBIBIIATH PHCKH. 3HAET alTOPUTMBI IIOCTPOCHUS
1 OLIEHKH MOJIeJIeH 11 IPOTHO3UPOBAHHS BO3MOXKHBIX yrpo3 6€30MacHOCTH.

OrxuziaeMblid pe3ynbTaT: AHAIM3UPYET yrpo3bl M YA3BUMOCTH B cpene Big Data, ucronssyer
MEXaHM3MBI 3aIUTH] JaHHBIX U OLCHUBAET 0e30IacHOCTh HHOPACTPYKTYpPhI OONBIINX JaHHBIX,
00OCHOBBIBAET MEPBI 110 CHIXKEHHIO PUCKOB.

AtvitumoB M.)K.- PhD,
CTapIIuii
[pernoaaBaTesb
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. Prerequisites: Python programming
. Post-requisites: Manufacturing practice, state examination, diploma project
. Aim of the course: The objective of studying the discipline "Big Data Security" is to develop

students' theoretical knowledge and practical skills in ensuring the security of big data
throughout its entire lifecycle. The course is aimed at studying threats and risks associated with
the processing, storage, and transmission of big data, methods for protecting data
confidentiality, integrity, and availability, technologies for access control, anonymization,
cryptographic protection, and security monitoring, as well as developing the ability to apply
modern approaches and tools to ensure the security of Big Data infrastructures and analytical
systems.

. Short content: Includes data protection in data warehouses, access control mechanisms, data

encryption, and analysis and detection of security threats in big data. In a big data environment,
will learn about protecting the confidentiality, integrity, and availability of data.

. Competencies: Knows the methods of increasing security in accordance with the concept of Big
Data. He is able to identify risks based on data analysis. Knows algorithms for constructing and
evaluating models to predict possible security threats.

. Expected result: Analyzes threats and vulnerabilities in the Big Data Environment, applies data
protection mechanisms and evaluates the security of the big data infrastructure and justifies risk
reduction measures.

Aitimov M.-PhD,
Senior Lecturer
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. IIpepexBusurrep: lepexTep KOPHIH YHBIMIACTHIPY, OacKapy ’KoHe Kopray

. TloctpekBusurrep: KocinTik mpakTHka, MEMIIEKETTIK €MTHXaH, TUIIOM/IBIK K00a

. Tlonnig MakcaThl: [onniH MaKCaThI-OJIOKIEeHH TEXHOJIOTUSICBIH,
KPHIITOBAJIIOTANAPABI 3€PTTEY.

. Kpickama Ma3MYHBI: ITonHiH MaKcaTbl-0JI0KYeH TEXHOJIOTHSICHIH, COHJIaK-aK
KpunroBamotamapael  3eprrey. Blockchain Texnukanelk HerizmepiH yiipeny, Bitcoin.
OpranblKTaHabIpblIMarad Bitcoin skesticiH, MUPUHITIK apXUTEKTYpaHbl, TPaH3aKLMSIIAPbIH
OMIpJIIK LUKIIH XKOHE KayINCi3AiK NPUHIMITEPIH Tajaay. biiok4eiiH KocsMIanapsIa a3ipiey
oMiCTepiH YHpeHy.

. Kyseiperriniri: TapateutFan  skydenepi 93ipyiey [JaFAbLIapblH  MEHIepreH.  brokueitn
KOCBIMIIANIAPBIH  KYpy HPHHLUNTEPIH KOHE KaKETTI HWHQPAaKYpBUIBIMIBI, OJIOKYEHH
TEXHOJIOTHSCHIH SHTI3Y YIIIiH 3aHHAMabIK Oa3aHsbl Oine/i. busHec-miHAeTTep yuIiH OJOKYeHH-
TEXHOJIOTHSIIAP/IBI ICKE aChIPY bl TAHIAYIbI XKY3€re achIpa aaibl

. Kyrinerin Hormxenep: JacaHabl HMHTEIUIEKT >KYHENEpiHIH KypbUIBIC HPHHIMOTEPI MEH
ApPXUTEKTYpPachIHBIH TYpJIepiH KonpaHaibl. KockMinamaps! xobanay mporeci, MaigiMerTep
0a3acelHBIH ~ KYpBUIBIMBI,  Oargapramaiblk — uHTepdeiictep  meHOepiHae — YHBIMHBIH
GeniMIneniepiMeH e3apa opekeTTeceai. JKacaHapl HHTEIUIEKTTIH HETi3r KypaaapbiH, COHIai-
aK JKacaH[Ibl HHTEJUIEKT XKYyHeJIepiHiH )KYMBICBIH TeKCepy dJlicTepi MeH KypaliapbiH Oiesi.

COHJIal-aK

Anpanosa A.b.- ara
OKbITYIIBL, PhD

1
2

3

. IlpepexBusutsl: OpraHu3aiys, yIpaBJICHHE U 3alIUTa 623 JTaHHBIX

. Hocrtpeksusutsr: IpodeccroHanbHasi MPAKTHKA, TOCYAAPCTBEHHBIN DK3aMEH, IUILIOMHBIL
MPOEKT

. enp aucrmmmsel: 1enb TUCUUIUTHHBI SBISIOTCS H3yYeHHE TEXHOJIOTHH OIOKYeiiHa, a Takxke
KPUNTOBAMIOT.  M3ydeHHMEe  TEeXHHYECKMX  OCHOB  OiokdyeitHa, Bitcoin.  Ananus
ICLCHTPAIN30BaHHO ceTH Bitcoin, MHMPHHrOBOI apXUTEKTYpPHI, JKU3HCHHOTO LMKJIA
TpaH3aKUMH W MPUHIMIOB obecriedeHust GesomacHocTH. M3ydeHHe MeTOauK pa3paboTKH
OII0KUSHH-TIPUIIOKEHUH.




. Kpatkoe conepxanue: I3ydeHHe TEXHHYECKHMX OCHOB OJyiokueitHa, Bitcoin. AwnHanu3

JICLICHTPAIM30BaHHONW ceTh Bitcoin, NHPUHIOBOM AapXUTEKTYpbl, JKHU3HEHHOTO IIHKIIa
TpaH3aKLMi M MPUHIMIIOB obecreueHus Oe3omacHOCTH. M3yueHne MeTOOUK pa3paboTKu
O10KUEHH-TIPUITIOKEHU I

. KoMIeTeHTeHTHOCTh: Brnaneer HaBbIKamu pa3pa60TKH pacnpeiCJICHHbIX CHCTEM. 3HaeT

MPUHIMIBL  CO3/aHMsl  BIOKYEHH-IPUIIOKEHHH W HeoOXoaumyro — UH(pacTpykTypy;
3aKOHOJATEIbHY0 0a3y Ul BHEAPEHUSI TEXHOJIOTHHU OJIOKUYECitH. MOXKET OCYIIECTBISTh BHIOOP
peanu3anuy 6J10KYeHH-TeXHOIOTHI 11t busHec-3amaq

. Oxupaemblid pesyiabrar: [IpyuMeHseT NPUHLIMIBL MOCTPOSHHUS U BHUJbI APXUTEKTYPhl CUCTEM

HCKYCCTBEHHOI'O MHTEJUIEKTA. B3auMoeHCTBYeT ¢ NoApa3AeieHUsIMU OpraHU3alluy B paMKax
mpouecca IMPOSKTHPOBAHMS TPHIOKEHHH, CTPYKTYpbl 0a3bl JaHHBIX, [POTPAMMHBIX
uHTepeicoB. 3HaET OCHOBHBIC HHCTPYMEHTAIIBHBIC CPEJICTBA HCKYCCTBEHHOTI'O MHTEJICKTA, &
TAKKe METOIbl M CPEACTBA IPOBEPKU pPabOTOCIIOCOOHOCTH CHUCTEM HCKYCCTBEHHOTO
HMHTEJUICKTA.

AnpanoBa A.b.-,
cTapIInit
npenoaasatesb, PhD

—_

Prerequisites: Organization, management and protection of databases

Post-requirements: Manufacturing practice, state examination, diploma project

The purpose of the discipline: The purpose of the discipline is to study blockchain technology,
as well as cryptocurrencies. Studying the technical foundations of blockchain, Bitcoin.
Analysis of the decentralized Bitcoin network, peer-to-peer architecture, transaction lifecycle
and security principles. Study of blockchain application development techniques.

Summary: Studying the technical foundations of blockchain, Bitcoin. Analysis of the
decentralized Bitcoin network, peer-to-peer architecture, transaction lifecycle and security
principles. Study of blockchain application development techniques.

Competence: He has skills in developing distributed systems. He knows the principles of
creating Blockchain applications and the necessary infrastructure; the legislative framework
for the introduction of blockchain technology. Can choose the implementation of blockchain
technologies for Business tasks.

Expected result: Applies the principles of construction and types of architecture of artificial
intelligence systems. Interacts with organizational units as part of the application design
process, database structure, and software interfaces. He knows the basic tools of artificial
intelligence, as well as methods and means of verifying the operability of artificial intelligence
systems.

Adranova A. —
Senior Lecturer PhD
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. TIpepexkBusurrep: DKOHOMHUKA JKIHE KACITKEPITIK
. TloctpexBusurrep: KocinTik mpakTHKa, MEMJICKETTIK €MTHXaH, JTUIIOMJIBIK %K00a
. Ilonnin wMaxkcatsl: [loHHIH MakcaThl - CTyJACHTTepre OHM3HEC TIeH aKINapaTThIK

TEXHOJOTHSUIAP/IBIH ©3apa OpEeKeTTeCyl Typasibl TEOPUSUIIBIK JKOHE MPaKTHKAIBIK OiimM Oepy,
conpaii-ak IT-x00anapablH SKOHOMHUKAJIBIK ACHEKTUIEPIH Tajjay >KOHE Kasipri 3aMaHFbl
Ou3Hec-cTpaTerusiap KOHTEKCTIHAE OJIapAbIH THIMIUIIrIH Oaraiay DarablIapblH JaMbITy. [lon
IT-xobamap  SKOHOMHKACHIH, LHGPIBIK TpaHCQOpManusaIapasl  Oackapygsl — XKOHE
TEXHOJIOTHSIAp CalachIHAAFbl KapXKBUIBIK KOPCETKIMTep i Oaranayasl Koca alnFaHaa, OU3HEC
MeH aKMapaTThIK TEXHOJOTHUIAP/bIH ©3apa iC-KMMBUIBIHBIH HEri3ri acHeKTiUIepiH KaMTUJBI.
Kypc Ousnec-npouecrepain TuimMainirin aprreipynarsl AT penin tycinyre, IT-memimaepai
€HTI3y/iH MIBIFBIHIAPE] MEH MaiJachlH Tal[ayFa, COHIal-aK TEXHOIOTHSIAD CAlacHIHIAFbI
YKobanap sl 6ackapy oiCTEpiH 3epTTeyre OaFbITTaIFaH.

Epnnszosa XK.H.- 5.7k,
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Keickama ma3mynsl: Ilon IT-xo0amap 3KOHOMHKACHIH, HUMPIBIK TpaHC(hOpMaLUsIap bl
Oackapy/Ibl )KOHE TEXHOJIOTHLIAP CallaChIHIAFbl KapXKbUIBIK KOPCETKIITEp/ i Oaranayabl Koca
ajFaHja, OW3HEC MEH aKMapaTThIK TEXHOJOTMSUIAP/bIH ©3apa iC-KUMBUIBIHBIH HETi3ri
acnekTinepin Kamtuibl. Kypc Ou3Hec-mponecTepliH THIMILNriH apTreipynarsl AT pemin
tycinyre, IT-memriMzaepni eHri3ymiH NIBIFBIHAAPHl MEH INAMIachlH Taljayra, COHJAal-aK
TeXHOJIOTrHsIap canaceinaarsl XKobamapasl 0ackapy oicTepiH 3epTTeyre OarbITTaaFaH.
Kyssiperriniri: CTyieHTTep/IiH OHEPKICINTIK OHIIPICTI YHBIMAACTHIPY, (HUpMa IKOHOMHKACHI
calachlH/la HAPHIKTHIK SKOHOMHKAHBIH ©3repMelli jKarJailbIH/a JKYMBICKa Te3 OeHimuelryre
MYMKIiHIIK OepeTiH OiTimM/Ii, JaF/Ibl MEH ICKEePIIIKTI KaJbINTaCThIPy

Kytinerin nHotmxke: 1T-x00anapabiH SKOHOMUKAIIBIK THIM/IUTITIH Oaranai/ipl, MIbIFBIHIAD MCH
ToyeKeIJepAl Talnfaiinpl, LOU(PIBIK TEXHOIOTHIAPFa WHBCCTHIMIAPABIH HETi3IUIriH
AHBIKTAlbl JKOHE OW3HEC-NPOIECTEepi OHTAMNIAHABIPYABIH SKOHOMHKAIBIK MICIIMACPIH
o3ipaeii.

IIpepexBU3UTH: DKOHOMHUKA U MPEANTPUHAMATEIHCTBO

IoctpexBusutsl: [IpodeccronanbHas MPaKTHKA, TOCYIApPCTBEHHBIH AK3aMEH, IHIUIOMHBIN
MPOCKT

Hens aucummiuael: Llens AMCUMIUIMHBEI — MPEJOCTAaBUTh CTYACHTaM TEOPETUUECKUE U
MPAKTHYECKUE 3HAHUSI B 00JIaCTH B3aUMOJECTBHS Ou3Heca U MHGOPMALIMOHHBIX TEXHOJIOTHI,
a TaKkKe pa3BUTh HABBIKM aHAIN3a DKOHOMHUYECKUX acrekToB IT-NpOeKTOB M OLEHKH HX
3 PEKTUBHOCTH B KOHTEKCTE COBPEMEHHBIX OH3HEC-CTpaTerdil. JMCUMIUIMHA OXBAThIBACT
KJIFOYEBBIE aCHEKThl B3aMMOJCHCTBUS OM3HEca M MHGOPMAIMOHHBIX TEXHOJIOTUH, BKIIOYAs
9KkoHOMUKY IT-nipoekToB, ynpasieHne Hu(GpOBBIMU TpaHCHOPMAIIUSAMH U OLICHKY (PHHAHCOBBIX
nokasaresieil B cepe texHosoruit. Kypc Hanpasiien Ha nonuManue posu UT B NOBBILICHHN
3¢ GeKTUBHOCTH OHM3HEC-MPOLIECCOB, aHANMU3 3aTpaT W BBITOA OT BHeApenus [T-pemienuit, a
TAKKe N3YUYCHUE METOIOB YIPABJICHUS IPOCKTAMU B Chepe TeXHOIOTHd.

Kparkoe coneprxanue: J[ucuminHa 0XBaThIBacT KIIFOUEBBIE aCIICKTHI B3aMMOICHCTBHS OM3HEca
1 MH(POPMALMOHHBIX TEXHOJIOTHH, BKJTIOUasi 3KOHOMHKY I T-1IpoekToB, ynpasieHue H(ppOBbIMU
TpaHchOopMaIMIME 1 OIICHKY (PMHAHCOBBIX MOKa3arternei B chepe TexHosoruil. Kypc Hamnpasiex
Ha nornmanue ponu UT B noseieHnn 3GpHeKTHBHOCTH OM3HEC-TIPOIIECCOB, aHAN3 3aTpaT U
BBIT01 0T BHeApeHust I T-pereHnii, a Takxke H3yueHHe METOI0B YIIPaBJIeH s IPOSKTaMH B cdepe
TEXHOJIOTUH.

KommnerentHocts: PopMupoBaHHE y CTYACHTOB 3HAHWN, YMCHHI M HAaBBIKOB B 00JACTH
OpraHM3aliy MPOMBIIUICHHOTO MPOU3BOACTBA, YKOHOMHKH (UPMBI, MO3BOJISIOMINX OBICTPO
a/IalITHPOBATHCS K paboTe B M3MEHSIOLIMXCS YCIOBUSIX PHIHOYHON YIKOHOMHKH.

Oxumaembrit  pesynprar: OueHunBaeT 3koHOMHYeCKy0 dddexktuBHocTs IT-npoekTos,
aHAJM3UPYeT 3aTpaThl U PHCKH, OINpenessieT O00OCHOBAaHHOCTh WHBECTHLHH B IM(POBBIE
TEXHOJIOTUH U pa3padaThIBaeT YKOHOMUYCCKHE PEIICHHUS 110 ONTHMHU3AIMH OU3HEC-TIPOIIECCOB.

Epnuszosa XK.H.-k. 5.
H., Crapmii
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Prerequisites: Economics and entrepreneurship

Post-requirements: Manufacturing practice, state examination, diploma project

The purpose of the discipline: The purpose of the discipline is to provide students with
theoretical and practical knowledge in the field of business and information technology
interaction, as well as to develop skills in analyzing the economic aspects of IT projects and
evaluating their effectiveness in the context of modern business strategies. The discipline
covers key aspects of the interaction between business and information technology, including
the economics of IT projects, digital transformation management, and financial performance
assessment in the field of technology. The course is aimed at understanding the role of IT in
improving the efficiency of business processes, analyzing the costs and benefits of
implementing IT solutions, as well as studying project management methods in the field of
technology.

Summary: Fundamentals of economics and business: basic concepts and their definitions; The
location of GMP in the general structure of the fundamentals of economics and business,
classification and structure of the fundamentals of economics and business. Classification of
the fundamentals of economics and business. Features of the basics of economics and business.
Objects of the basics of economics and business. Fundamentals of economics and business.
Principles of I/ O software. Subsystem of the economy

Competence: Adjustment of specific configurations of the basics of economics and business;
Can set algorithms for setting tasks and solving them, use the basics of economics and
business, develop basic documents, work with modern programming systems.

Expected result: Evaluates the economic efficiency of IT projects, analyzes costs and risks,
determines the validity of investments in digital technologies and develops economic solutions
for optimizing business processes.

Erniyazova Zh. -
Candidate of
Economics, Senior
lecturer of the EP
"Economics and
management»
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TIpepexkBu3uTh: DKOHOMHKA KOIHE KOCIMKEPIIiK

IMoctpexBusutrep: KocinTik npakTHka, MEMJIEKETTIK €eMTHXaH, JUIIIOM/BIK k002

IMTonnin Mmaxcatsl: «Cana SKOHOMHUKAChD) ITIOHIH OKBITYIBIH MakcaTel OUIIM alylbutapia
cajalblK KOHOMHUKAJBIK JKYHelIepaiH KbI3MeT €Tyl MEH JaMybl CalachIHAAFBI TEOPUSIIBIK
OimimMIep MEH MPAaKTUKAIIBIK AaFIbUIAP/Ibl KAJIBIITACTRIPY 00JbIN Tabbutaabl. [Ton 3KOHOMHEKA
callaJapblHbIH JaMy 3aHJbUIBIKTApbIH, CalajblK KYPbUIBIMHBIH KaJIBIITACY epEeKIIETiKTepiH,
pecypcTap MEH IIBIFBIHAApABI Oackapy TETIKTepiH, OHMIpIC THIMIUINIIH apTThIpy
(hakTOprmapbIH 3epaeneyre, COHAAi-aK CalajiblK SKOHOMHKAIBIK KOPCETKIIITepAi Talaay,
KocImopeIHAapAblH ~ Oocekere KaOUISTTUINriH Oarajlay JKOHE HAPBIKTBIK KOHOMHKA
KarJalbiHIa Heri3feNreH OacKapylIbUIBIK LIEIIiMIep KaObuiiay OUTIKTEpiH JaMbITyFa
OarbITTAIFaH.

Epnuszosa XK.H.- 5.7k,
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Kpickamia Ma3MyHBI: ITon IT canachlHBIH JKOHOMHKAJbBIK HEri3AepiH, LHQPIBIK
TEXHOJIOTHSUIAD  HAPBIFBIHBIH ~ JaMy epekuienikTepid, [T-kommaHusiapasly —OusHec-
MOJIeIb/ICPiH, EHOCK JKOHE KbI3MET KOpCeTy HapbIFbiH, IT-x00anapasl KapKbUIAHIBIPY MEH
WHBECTULIMSIIAY IbI, KOOAIAPIbIH YKOHOMUKAIBIK THIMIUIINH Oaraigayapl jKoHE HHQPIBIK
OHIMICPIIH ©O3iH/AIK KYHBIH KAaJIBIITACTHIPYIbl Kapactbipansl. ConbiMeH karap IT
CaJIaChIH/JAFbl HIBIFBIHAP, TOYCKEIIep, MHHOBALUSIIAP KOHE HUDPIBIK TpaHCHOPMALIUSIHBIH
3KOHOMUKAJIBIK dCepi 3epTTenei.

Kyssiperriniri: IT camachlHBIH 5KOHOMHKAIBIK KepCeTKimTepin Tannay, IT-xobamapasiy
LIBIFBIHAAPBI MCH THIMLTITIH OaFanay, U(PIbIK OHIMAEP MEH KbI3METTEP/1iH IKOHOMHKAJIBIK
MOJIEJIIH KAJBINTACThIPY, MHBECTUIMSIIBIK LICUIIMACPIIH HETi3AUIriH aHbikTay xoHe IT-
HapBIKTaFbl SKOHOMHUKAJIBIK TOyeKeIepai Oaranay Ky3bIpeTTUIIKTEepiH MCHIepesi.

Kyrinerin notmke: IT canacblHbIH KOHOMHKAIBIK JaMy (aktopiaapblH Taigaias;; [T-
’K00anap/IbIH IIBIFBIHAAPHI, KipicTepi )KOHE IKOHOMHUKATBIK THIMALTITIH ecenTenal; udpIIbiK
eniMaep Men IT-kepi3mertepaiy  OusHec-monenbiaepin  Oaramaiine;;  [T-xobanapra
MHBECTHLMUIAY THIMIUIINT MEH SKOHOMHKAIBIK TOYEKEJJICpAl aHBIKTaWIpl; IH(PIBIK
TEXHOJIOTHSJIAPIbI CHTi3Y IiH YHBIMHBIH YKOHOMHUKAJIBIK KOPCETKIIITEpiHE 9CEPiH Oaraiaiibl.

IIpepexkBU3UTHI:

DKOHOMHKA U MPEANPUHUMATEIBCTBO

[octpexBusutsl: [Ipon3BoACTBEHHAs MPAKTHKA, TOCYIAPCTBEHHBIE SK3aMEHBI, JUIIOMHBIN
MIPOCKT

Henp nmucumruusel: Llenpro u3ydyeHUs OUCHMIUIMHBL «DKOHOMHUKA OTPACI) SBISETCS
(hopmupoBaHue y 00y4arOMUXCsl TEOPSTUIESCKUX 3HAHUHN U IIPAKTUYECKUX HABBIKOB B 001aCTH
(yHKIMOHMPOBaHMS M PAa3BHTHS OTPACIEBBIX HSKOHOMHYECKHMX cHcTeM. Jlucumruimnaa
HAIMpaBliCHA HA M3YyYCHHE 3aKOHOMEPHOCTEW Pa3BUTHSI OTpacieil SKOHOMUKH, OCOOCHHOCTEH
(hopMHUpOBaHUs OTPACIEBON CTPYKTYpPbl, MEXaHH3MOB YIIPABICHHUS PECYpCaMH M 3aTpaTaMu,
(akTopoB moBbImIeHNST 3()(EKTHBHOCTH MPOW3BOJCTBA, a TAaKXKE Ha pasBUTHE yMEHHH
aHaIIM3UPOBATh SKOHOMHUYECKHE TIOKa3aTed OTPACIH, OLCHHBATh KOHKYPEHTOCTIOCOOHOCTH
NpenpHUATHI M IPHHUMATh 000CHOBAHHbIE YIIPaBICHUECKUE PEIICHNUS B YCIOBHSIX PHIHOYHOM
IKOHOMHKH.

Kpatkoe conepkaHue: IUCHMIDIMHA paccMaTpUBaeT AKOHOMHYeckHe ocHOBBI IT otpaciw,
0COOEHHOCTH pa3BUTHS PHIHKA H(PPOBBIX TEXHOJIOT U1, On3HEC-Mo ey I T-KkomMmaHui, peIHOK
TpyAa u ycayr, puHaHcHpoBaHUEe W WHBeCcTHpOBaHue IT-POEKTOB, OLIEHKY SKOHOMHUECKOIT
3()(eKTHBHOCTH NMPOEKTOB U (HOPMUPOBAHUE CEOECTOMMOCTH LIU(PPOBBIX MPOAYKTOB. Takxke
OyayT HW3ydYeHBI 3aTpaThbl, PUCKH, WHHOBAIMM M 3KOHOMHYECKHE IOCIEICTBUS IH(poBOH
tpancdopmanuu B UT-chepe.

5. KOMIIETEHTHOCTB: BJIAJICCT KOMIIETCHIMSIMU aHalIM3a 3KOHOMHYecKnX mnokasarteneit IT-
oTpaci, OUEHKH 3arpaT U 3dekruBHOCcTH IT-TIpoeKTOB, (OPMUPOBAHUS 3KOHOMHYECKOW
MoJenH U(POBBIX MPOJYKTOB M YCIIYT, ONpPEIEiIeHUss 000CHOBAHHOCTH WHBECTHIIMOHHBIX
pelIeHHI U OLICHKU SKOHOMHUYECKHX pHCKOB Ha [T-phiHke.

6.0%KHIaeMBIi pe3yJbTaT: aHaJU3UpYeT (akTopbl SKOHOMHYecKoro passutus IT-orpacny;
pacCUYMTHIBACT 3aTPaThl, JJOXO/IbI M IKOHOMHYECKYI0 3 (hekTHBHOCTH [ T-ITpoekToB; orleHNBaeT
OomsHec-mMonenu  UQPOBBIX mpoxykroB W IT-ycmyr; ompenenser 3¢ (GeKTHBHOCTD
uHBeCTUPOBaHUs B [T-NPOCKTHI M SKOHOMHYECKHE PUCKHU; OLCHUBACT BIMSHUE BHEIPCHUS
U(PPOBBIX TEXHOJIOTHI Ha SKOHOMHYECKHE ITOKA3aTEIN OPraHU3aIHH.

Epnuszosa XK.H. —
K. 9. H., Crapmmit
npenoaasateins OI1
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Prerequisites: Economics and entreprencurship

Post-requirements: Manufacturing peactice, state examination, diploma project
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Industry” is to develop stodents’ theoretical knowledge and practical skills in the functioning
and developeent of sectonl economic systems. The course is aimed at studying the patiems
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make informed managerial decisions in a market economy.
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of the development of the digital technalogy market, business models of TT companics, the
labor and services marked, financing and investment of IT progects, assessment of the economms
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S, competence; master the competencics of analyzing the economic indscators of the IT
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digital poducts and services, determining the validity of investment decisions and asscssing
cconomic nisks in the IT markel.
6cxpeddmdcm¢bmlhbmso{miuhﬂowmnlo(&c" industry, calculates
costs, revenues and economic efficiency of T projects; evaluates business models of digital
products and 1T Services; determines the effectivencss of investment in IT projects and
cconomic risks; evalustes the impact of the introduction of digital technologies on the
cconamic indicators of the organization.
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